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THE PROBLEM



“81% of hacking-related 
breaches leveraged either stolen 
and/or weak passwords.”



—2016 VERIZON DBIR
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• >	5,500	Phishing	Emails	Reported
• 67	Confirmed	Security	Incidents
• Targeted	Executive	Phishing
• Blocking	of	*.ZIP	files

• 19.4M	Blocked	Requests
• 901K	Malwares	Prevented

• ~60%	of	network	traffic	now	encrypted	–
limits	effectiveness	of	security	monitoring

• Existing	tools	largely	alert	only

• >	1,000	accounts	compromised	last	year
• Unauthorized	payroll	direct	deposit	changes	

and	IRS	tax	fraud	at	peer	institutions

• Traditional	signature	based	Anti-Malware	
ineffective	due	to	polymorphism

• Only	~30%	of	University	systems	have	needed	
security	tools	deployed

ChallengesAttack	Area

UISO	Threat	Mitigation	Strategy
WEB	APPLICATION	ATTACKS

#1	Incident	Pattern	for	the	Education	Industry	(2016	Verizon	DBIR)

—Data	from	1/1/17	to	2/28/17



A SOLUTION



RETIRE MFATRAINING
COMPLEX

PASSWORDS



A PERFECT SOLUTION?



IMPLEMENTATION



Pre-
project Phase I Phase II

2014

2016

2017
• Procurement
• Ad-hoc adoption

• April project launch
• July Implementation

• June 5th deadline
• 72,000 users
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Multifactor	Authentication
INITIATION	Review

Phase I Work Plan
• Integrate servers
– Scan network for SSH / RDP direct connections
– Identify UTS owned
– Onboard to UTS VPN or add MFA and test 

• Execute Public Relations plan
– Build awareness within the university system users 
– Call to action to enroll in the service in preparation
– Notify vendors with local accounts to migrate to AD accounts

• Move all users from an old UTS VPN to the existing UTS VPN
• Identify applications in scope for MFA by June 30, 2017
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Multifactor	Authentication
INITIATION	Review

Phase II Work Plan
• Develop a communication plan to include
– Notification process of applications that require multifactor 

authentication 
– Continued call to action to enroll in the service in preparation 

of multifactor authentication being added to applications

• Integration of multifactor authentication
– Based on the authentication method. Some of those identified 

include
• CAS
• Shibboleth
• LDAP
• Direct connect via SQL.NET 1521 Oracle



LESSONS LEARNED



Communication



Communication Plan



Communication Plan





3,200

June 5th
17,25942 MESSAGES





June 5th

17,259

Aug 24th

69,291

24%





LESSONS LEARNED
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STRONG PROJECT DRIVERS

COMPREHENSIVE COMM. 
PLAN (+consequences)

PHASED THE DEPLOYMENT

SUCCESS FACTORS



Fill in these questions with a name.

• Who’s reputation is actually at risk? ____
• Who is asking about the status of tasks most often? ____
• Who is driving the project—and has the influence to 

make changes happen? ____
• Who is making the technical decisions even if they are 

unpopular? ____

*If the PM is the answer to the majority of these questions, 
then there is a problem.



DECISIVE
ACTIVE

SENSE OF URGENCY
REPUTATIONAL RISK

OWNERSHIP

MFA PROJECT

LEADERSHIP
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HAVE GATES

USE REAL, CONCRETE 
CONSEQUENCES

DEPT IT STAFF

ADOPTION RATE



June 5th

17,259

Aug 24th

69,291
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USER TESTING (Comm & Site design)

REAL-WORLD TRAINING

SCALE THE SERVICE DESK

AREAS FOR IMPROVEMENT
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PROJECT NAME

SR LEADERSHIP DEMO

COMM WITH PARENTS

INTERESTING TAKEAWAYS
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