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Voice mail captured in “Unified

lessaging Systems”
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A Future Forecast for E-mail:




eall Issues Addressed in Armstrong
vV EOP & GRS 20 Cases

>es can be federal records under

>s must age the unique “electronic”
record, as it is only a “kissing cousin” of
-copy printout

eral schedule 20 allows for deletion of
tronic versions of email on the desktop
pr0V1 ed recordkeeping copy kept in either
paper or electronic form

National Archives and Records
Administration



itorY Email Reg

egulations published in the
on February 21, 2006 (71 F.R.
eos now contained at 36 CFR

36.22 (2009)

il records appropriate for preservation for

than 180 days may be managed on live

il systems and allowed to be deleted as

- part of automatic processes, without a user
further needing to print out or electronically

archive.

National Archives and Records

Administration 10



soavhat does your agency’s pace
0f change feel like?
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And What Can Each of Us Do About It?
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'rganization’s Knowledge

il Account as a Separate Twig
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- Metadata ethics: inadvertent production

National Archives and Records
Administration
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WORECENT.CAUTIONARY TALES

1 Mae Li'a 1¢
. 2009)
ICE Division of US Dept of

'Securzty, 2008 WL 5062700
Y. Nov. 21, 2008)

52 F.3d 814




TR
Impact of Technology on E-
RECOYds Management Applications:

Snapshot FY2010

oprietary products exists in the
ent management and RMAs

Dpia is records mgmt without extra keystrokes,
pletely transparent to end-users

gencies must prepare to confront significant
front-end process issues when transitioning to
electronic recordkeeping

= Records schedule simplification is key
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jhie transactional toll of user-
pased recordkeeping schemes
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... and _ need for better,
Automated solutions ....
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Ihe Future of E-mail:
zlectronic Archiving?

—

pically) email, plus in some
ipplications

kO -e it differ from an RMA?
ting “out of the box” email archiving

ts focus on preservation of evidence, not
S management per se

Bulletin 2008-05

o
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Default temporary record status of remaining
archived materials

However: all “eggs” in the search basket
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AVPossible Path Forward?

ing in short term, synced to existing
vare on email system

enior officials as creating
onsistent with existing

AU
'manent record
rds schedules

tional designations of permanent records by
Cy component

art” filters /rules built in based on content, to
tent feasible to do

= Default are records in designated temporary
record buckets, disposed of under existing records
schedules.




Jow To Avoid A Train Wreck
With Email Archiving....
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387 (111t™ Congress):
EMPA

ssage Preservation Act,sponsored by
. passed the House on March 17,

_ mittee on Homeland
rity and Governmental Affairs

Id have Archivist issue regulations

Requiring electronic capture, management and
eservation of electronic records

equiring electronic records to be readily accessible for
retrieval through electronic searches

o Hstablishing mandatory minimum functional
requirements for electronic records management systems
to ensure compliance

m
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HIR. 1387: EMPA (cont’d)

essages” means electronic mail and
messaging systems that are used

| agement system” means
are designed to manage electronic records,
ling by

\) categorizing and locating records;

ensuring that records are retained as long as necessary
o (C) identifying records that are due for disposition;

o (D) ensuring the storage, retrieval and disposition of
records.
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1 require NARA to promulgate
hin 18 months of enactment

ire regulations to include

s “that ensure compliance as
ly as practicable but not later than four
s after the date of enactment”

’A would require that, to the extent

ticable, the regulations include requirements
or the capture, management, and preservation of

other forms of electronic records beyond

“electronic messages”

=@ Reporting requirements for agencies: 4 years after
enactment
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hallenge of Searching Larger
d Larger Haystacks....
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Oifind relevant needles...

| \ .
e -
-, ._'" o .

29



ands up like s In a
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ge | 1 writing for the U.S. District
f‘g rt for the District of Maryland

iversally acknowledged that

es are useful tools for search and
eyword searches are not

atec equal and e is a growing body of
ature that highlights the risks associated with
ucting an unreliable or inadequate keyword
or relying on such searches for privilege

w.” Victor Stanley, Inc. v. Creative Pipe, Inc.,
R.D. 251 (D. Md. 2008)

1O B
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jodicial second guessing of failure to use e-
Search ce abilities: Capitol Records v. MP3
(rries, 261 F.R.D. 44 (S.D.N.Y. 2009)

se| the Court notes its dismay that
ng discovery of its ESI had
ranized its file a manner which seemed to
€ N0 purpose o an “to discourage audits.
milarly, in this case, [the party] host[ed] no
overy software on their servers and
: irently are unable to conduct centralized email
- searches of groups of users without downloading
them to a separate file and relying on the services
of an outside vendor.”
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jidicial second guessing of failure to
J5€ e-search capabilities: Capitol/
Kecords v. MP3 Tunes (con’t)

to add:

W1 loubtedly will come when

den arguments based on a large
anization’s lack of internal ediscovery
ware will be received about as well as the
ention that a party should be spared from
eving paper documents because it had

ed them sequentially, but in no apparent
groupings, in an effort to avoid the added
expense of file folders or indices.”
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1at does the road ahead
‘agency look like?

34



HOW do you perceive your role in
making change happen?

Gosh, I'd like
to try but |

Don’t bother me, I'm
need lots of

counting down my days
""" to a nice pension ....
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NARA Will Help!
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