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About me

• Transferred to Kuala Lumpur from PwC’s Forensic• Transferred to Kuala Lumpur from PwC s Forensic 
Technology practice in London, England

• Specialist in advanced data analytics, computer 
forensics and e-Discovery

• Background in IT consultancy and data analysis

Neil Meikle

Forensic Technology PwCForensic Technology, PwC

Tel: +60 3 2173 0488

Mobile: +60 17 243 7641

Email: neil.meikle@my.pwc.com
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Some background: computer forensics enables the 
forensic capture and investigation of electronic devices
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A key challenge in fraud investigations: the typical 
sources of electronic information are expanding...
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How information forensic methods are changing

• Fraud investigations have made use of information forensics for 
many years to extract relevant information from electronic devices:
• A deleted document on an individual’s laptopp p
• A set of messages recovered from a Blackberry mobile phone

• Relevant information will continue to be found in new places:p
• A set of posting fragments from an individual browsing on Facebook

on their laptop

• But relevant information will also increasingly be found in larger 
data repositories and new data sources:
• An incriminating email on a corporate email server
• Illicit transactions in a financial system
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We can use a new set of tools and techniques to 
process and analyse “big data”

• For unstructured data
We need to take large numbers of documents, emails, posts and 
other messages, automatically filter out the majority, then present g , y j y, p
the remainder for analysis (e.g. by a team of reviewers)
This is E-DISCOVERY

F t t d d t• For structured data
We need to transform large volumes of raw structured data into 
insight, e.g. identifying fraud, uncovering suspicious behaviour
Thi i DATA ANALYTICSThis is DATA ANALYTICS

“Big data” isn’t just vast databases...
it b h b f il d fil tit can be huge numbers of emails and files too
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Case study: Project codenamed “Apple”

• An investigation and litigation
e-disclosure exercise
A fi i l i ti• A financial organisation

• Billions of dollars of allegedly 
misappropriated fundsmisappropriated funds

• Large volumes of structured and 
unstructured data

• Complex demands with non-standard 
(i.e. complicated) legal review
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The unstructured data challenge
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The e-Discovery challenges on Project Apple

• Capture of hundreds of thousands of documents from a 
foreign legal jurisdiction
R i f h d d f th d f d t• Review of hundreds of thousands of documents

• Translation of large numbers of documents into English
• Court deadlines• Court deadlines
• Large number of reviewers
• Complex systems and processesp y p
• Quality review
• Reconciliation
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The e-Discovery filter: identify large amounts of data, 
but produce a much smaller set
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The e-Discovery filter 
1 – Identify and 2 – Capture

• Sources of data?
• Relevant time periods and custodians
• Electronic vs hard copy
• Live vs static vs backup

Early Case Assessment (ECA)• Early Case Assessment (ECA)



People First,
Performance Now

Ministry of Science,
Technology and Innovation

The e-Discovery filter 
3 – Prepare

Remove duplicates

Search data

Filter data

Refine
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The e-Discovery filter 
4 – Review
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The e-Discovery filter 
5 – Produce (disclosure rules)

• UK:
– Civil Procedure Rules Practice Direction 31B – Disclosure of 

Electronic DocumentsElectronic Documents

• Malaysia*:
– The Rules of High Court 1980 (RHC) and the Subordinate Court 

Rules 1980 (SCR) govern discovery process
– Unlike the UK CPR, the rules on discovery under both court 

rules remains unchanged, even with developments in IT
– There is no specific provision in the RHC 1980 or any Practice 

Direction that contains guideline on e-discovery of electronically 
stored information (ESI)

* From: Discovery of electronically stored information (ES1) or e-discovery: the law and practice in Malaysia 
and other jurisdictions
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The e-Discovery filter 
5 – Produce (case study example)

• Electronic vs printed
• Appropriate, agreed format
• Provided in a format that can be loaded into the 

opposing party’s e-review platform
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The structured data challenge
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Big data = more potential insight, more evidence in 
fraud investigations

• Finance and retail (e.g. pricing and risk 
analytics)

• Utilities (e.g. smart usage analysis)

• Pharmaceuticals and health (e.g. smart 
patient monitoring and diagnosis)

• Supply chain and inventory (e.g. efficiencySupply chain and inventory (e.g. efficiency 
improvement through simulation modelling)

• Marketing  and CRM (e.g. customer  
profiling and segmentation, customer 
acquisition and retention , customer value 
and profitability)

• Fraud investigation and prevention (e.g. 
suspicious transaction identification briberysuspicious transaction identification, bribery 
and corruption)
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How we supported our investigation by transforming 
raw transactional data into insight

• Raw data = transactions
• Data recovered from financial 

tsystems
• Many transaction types
• Large volumes of data• Large volumes of data
• We needed to:

(A) Transform
(B) Visualise

• It can also be a requirement to:
(C) Statistically analyse(C) Statistically analyse
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(A) Transforming data
Processing raw data to answer important questions

• Correcting data quality issues and 
parsing

• Profiling and analysing patternsg y g p
• Standardising and de-duplicating
• Matching, correlating and 

reconcilingreconciling
• Aggregating and transforming
• Analysing complex data flows

P d i d hb d• Producing dashboards
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(B) Visualising data
Presenting data in an interactive, intuitive way

• Visualisation tools are 
used to explore, 
interpret and presentinterpret and present 
data

• Visualisation 
dashboards enabledashboards enable 
interactive search and 
filtering

• A different perspective 
on large volumes of 
data
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(C) Advanced techniques (statistical analysis)
Sophisticated analysis to detect unusual activity

• What was the next step if visualising 
the data hadn’t answered our 
questions?questions?

• Use of aggregated metrics created 
during the transformation phase

• Automatic classification of loans into 
groups – data driven
C ti ith i il• Creating groups with similar 
behaviour can separate the normal 
users from the suspicious usersp
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A case study involving advanced analytics:
Project Digital - detecting procurement fraud

• A TV production and broadcast company uncovered a false invoicing 
fraud (by chance)

• The client suspected other instances of false invoicing fraud over a 
period of two years

F th ti i d i ti t t t ll d• For the time period in question, procurements totalled approx. 
200,000 transactions and 9,500 vendors

• These transactions exhibited a huge range of PO values: from a few• These transactions exhibited a huge range of PO values: from a few 
pounds to hundreds of millions

• We were not informed of which transactions the client had identified 
as fraudulent
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Can this type of problem be solved with data matching 
and red flag analysis?

• Typically we would solve this type of problem with a traditional 
red-flag approach, i.e. decide whether any transactions broke 
pre-agreed rulespre agreed rules

• But traditional data-driven fraud techniques have limitations
They tend to be rule based
Exceptions are only treated in isolationExceptions are only treated in isolation
They assume that the fraud pattern is known

• In this scenario there are multiple indicators
b t l l th t d fi it l h th tbut no clear rules that definitely show that
fraud has occurred
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Clustering suppliers to identify outliers

• Grouping together 
suppliers based on their 
characteristics (and

One-time suppliers Semi-dormant suppliers
characteristics (and 
generated events)

• Suppliers that are 
different in some way aredifferent in some way are 
identified and 
investigated further

• We looked for 
behaviours that differed 
from the “typical” vendor Preferred suppliers

Outliers: semi-dormant 
suppliers where all the POs are 

raised by one user, always at the y , y
end of the user’s shift
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Project Digital: Key findings

• Uncovered 42 
“outlier” vendors 
for furtherfor further 
investigation

• Two of these 
vendors were 
confirmed as theconfirmed as the 
anonymised
frauds

Note: Many of the vendors shown
on this diagram overlap with others
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Structured data analytics is not just about reporting on 
known issues or frauds

Modelling the future

Data analytics has an 
increasing  role to play in 
supporting investigations

Exploring the unknown

Resolving known issues

supporting investigations 
and internal audit functions

– Proactively detecting 
fraud onfraud

– Helping make the 
investigations process 
more efficient ex
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Big data forensics - summary

• Fraud investigations have made use of information forensics for 
many years

• We also need a new set of tools and techniques to process andWe also need a new set of tools and techniques to process and 
search “big data”

E Di t l t k l b f d t il• E-Discovery tools take large numbers of documents, emails, 
posts and other messages, automatically filter out the majority, 
then present the remainder for review

• Data analytics tools transform raw structured data into insight 
through processing, transformation, visualisation, and statistical 
analysis
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Thank youThank you

Neil Meikle

Forensic Technology PwCForensic Technology, PwC

Tel: +60 3 2173 0488

Mobile: +60 17 243 7641

Email: neil.meikle@my.pwc.com


