REST APl USER GUIDE

VERSION 3.18.0

UltraDNS REST
APl User Guide

This guide provides a detailed explanation
of the REST API calls and methods
available, along with JSON response
examples.

neustar




This document is for informational purposes only. NEUSTAR
MAKES NO WARRANTIES, EXPRESS, IMPLIED, OR STATUTORY, AS
TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.
Without limiting the rights under copyright, no part of this document may be
reproduced, stored in or introduced into a retrieval system, or transmitted in any
form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), or for any purpose, without the express written permission of Neustar.

Neustar may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as
expressly provided in any written license agreement from Neustar, the furnishing
of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

Unless otherwise noted, the example companies, organizations, products,
domain names, e-mail addresses, logos, people, places, and events depicted
herein are fictitious, and no association with any real company, organization,
product, domain name, email address, logo, person, place, or event is intended
or should be inferred.

© 2021 Neustar, Inc. All rights reserved.

Neustar Ultra Services and UltraCare are Neustar’s trademarks and any use of
these or any other Neustar mark without Neustar’s express written consent is
prohibited. All other trademarks and/or service marks identified or referenced are
the property of their respective owners and subject to their usage requirements.

If you have comments or suggestions for this guide, please contact the Neustar Support team at
+1 (844) NSR-CUST, 1-844-677-2878, +1 571-434-6700 or www.support.neustar.

For additional Neustar Support and Resources, the following references may be useful:

= https://www.neustar.biz/ - Home page for the “About Neustar” experience.

= https://portal.ultradns.com/ - The UltraDNS Managed Services Portal for users.

= https://portal.ultradns.com/support.jsp - The Support page on the UltraDNS Managed

Services Portal.

@)

O

Please review the
content in this document.

to see any updates or release note items that impact

April 6, 2021


http://www.support.neustar/
https://www.neustar.biz/services/dns-services/enterprise-dns-services
https://portal.ultradns.com/
https://portal.ultradns.com/support.jsp
https://portal.ultradns.com/support.jsp?key=Apex_Alias_Tech_Note
https://portal.ultradns.com/support.jsp?key=Simple_Failover_ips
https://portal.ultradns.com/support.jsp?key=Zone_xfer_ips_new
https://portal.ultradns.com/static/docs/DNSSEC_Quick_Start.pdf

. Table of Contents REST API User Guide ne usta r

Table of Contents

[N Ao o [0 Tod {10 ] o IPT PSP R R URUPPPPINt 1
UR LS .ttt ettt e e e ettt e e e e e e ettt e e e e e e e e e Er et et e e e e e e e nrrtteeeeeeeaan i rrtraaaeaaas 1
CalliNg the APIS.. .. 1
UIFADNSAPT VEISIONING .cciiiiiiiieite ettt e e e e e e e e e eeaaeeeas 1
Data Transfer ODJECIS (DTOS) .uuuuuiiiieiiiiiiiiiii e ee et e e e e e et e e e e e e e e e e eaeeeees 2
RESPONSES t0 AP CallS ...t 3

Two Factor Mobile AUthentiCation ......ccoooiieeieeeeee e 5

AUTNOTIZALION . 6

Making Updates via JSON PATCH Format ..., 10
JSON PATCH DTO .ottt ettt s ettt e e e e e e st e e e e e e e e e snsssrreaneeaeeeeannns 10
JSON PATCH EXAMPIES...uuiii i s e e et s e e e e e e e naaaan s 11

G The SEATUS ... it et e e e e e e e e e e e e e e st e e e e aeeaeaaes 14

LT O L= AN o B =T = o Y o 15

Email NOtIfiCatiONS ..o 16
Update Notification EMail AQArESS........couuviiiiiiieeei it 16

oY 1= N = PRSPPI 17
CrEALE 8 ZONE ..ttt e ettt et e e e e e e bbb eaaeeaeae 17
DEIBLE @ ZONE. ...t 18
Get ZONE MELATALA ......cce oo 19
List Metadata fOr ZONES .........uuuiiiiiiieiiiiiiee e eeeas 21
(OF0] 01 V7= T g ir= WA o] 1 TP PPPTP 24
L= 1= TSI 4o ) = 25
SUSPENA @ ZONE ... 26
UNSUSPENT @ ZOMNE ...ttt ettt e e e e e et e e e e e e eeeeas 26
(8] oo L= LESIR= W4 o 1= PR 27
Partially Update @ ZONE..........uuuiiiiiiiiiiiiiieeee et 29
ReqUESE Z0NE TranSTer .. .o e e e 31
(o T0 ] = N4 ] 1 P 32
o] 413 B 1O L T PSSP 34

ZONE DNSSEC APIS ..ottt e e e e et e e e e e e e s et e e e e e e e e e e eeeeeens 46
SHON @ ZONE et a e e 46
UNSIGN @ ZONE ..ttt ettt e e e e e et et e e e e e e s e et e e e e e e e r e e e e s 47
RESIGN @ ZONE...coiiiiiiieiieee ettt e e e ettt e e e et e e e e e e e eeeeeaaeeeaeeeaaeraaeeaaeaaaees 48
Get DNSSEC Details fOr @ ZONE ......ocuviiiei ittt eeaaans 48
DNSSEC INfO RESPONSE DTO .ovviiiiiiiiiiiiieeiiiiis et e e e et s e e e e e e en e e e 49
SIGNET EITON IMESSAQTES ..ovvvviiiiiii e e eeiieeetiie s e e e e e ettt s e e e e e e e e aata s e e e e e eeeaesan s e aeeaeeennnes 52




. Table of Contents REST API User Guide ne usta r

Zone Snapshot and RESTOIrE APIS ......uuuiiiiiii e 54
AP X Al e 55
Creating the APEX AlIGS.......uuiii e e e e e e e e eeaane 55
Reading the APEX AlIBS.........oviiiiiiiiiiiiiieee ettt a e 56
ST Ll LT o 01 o 57
Create SSHFP RECOI......cooo oo 57
GEt SSHFP RECOI... ..ottt e e e e e e e e e eaaans 58
Delete SSHFP RECOM .....ovviiiiiiiiiiiiiieiieeee ettt e e e e e eeeeeees 59
DS LT o0 ] 0 PP PRPPR PP 60
Create DS RECOIM......cco ittt e e e e e e e e e e e e e eeeaaes 60
GEEDS RECON ... 61
Delete DS RECOIM ....ceiiiieiiiiitiieiee ettt e e e e e e e s e eeeee s 62
RESOUICE RECOIM SOLS ..o 63
Resource Record Set (RRSE) DTOS ...covviiiiiiii et e e 63
List @ll RRSELS IN @ ZONE.......uiiiiiiiiiieeieiiieeeee ettt e e e e e ee e e s 65
List all RRSELS DY TYPE ...t 68
List all RRSets of @ Type for an OWNEN .........ccovvvviiiiiiiiiiiiiieeieeeeeeeeeeeeeee e 69
Create RRSEL fOr @N OWNET ...t e e e e e eeeaans 71
Create Zone via BIND File Upload.........cccooooeiiiiiiiiiii i eeeeaeens 72
Create Multiple RRSets in a Zone via BIND File Upload ..................ooooeeein. 74
UPAALe QN RRSEL ...t e e 75
Partially Update an RRSEL ..........uuiiiiii e 76
Delete All RRSets for an OWner and TYPE......coouiiiiiiriiieiieeeee i 77
TTL Records Consistency in Resource ReCOrds Set..........cccuvvvvveeeeiiiiiiiiniiineeeennnnns 78
Resource DistribUution POOIS.........uuiiiiiiiii e 81
PO Il e e 81
IS (] o T 0 N 0T £ 82
Displaying RD POOIS .......ooviiiiiiieiiieeeeeeeeeeeeeeeee ettt 83
Create RD POOIS ..o 84
(0T oL F= (= D 0T £ SRR 85
Partially Update RD POOIS.........coiiiiiiiiiiiiiiieeee ettt 86
D] o] (ST T T D o To | PP 86
Converting To and From RD POOIS ... 87
TTL Records Consistency in RD POOI RECOITS ........ccooeiiiiiiiiiiiiiieeeee i 87
Directional POOIS AP ... 89
PO Il et et a s 89
Configuring GeolP and Source IP TOgether ... 96
LI I o - = 97
o (o I @AY= 4 =T o IR OPPPPPPRPN 103




. Table of Contents REST API User Guide ne usta r

Create a DIreCtional POOI ..........oouiiiiiiiiee e 104
Get a DIreCtional POOL ... ..o 105
Get All DIreCtional POOIS .......ooiiiiiiiiiiicee et 107
Partially Update a Directional POOL...............coviiiiiiiiiiiiiiicc e 108
Update Directional POOIS...........coiiiiiiiiiic e e e 109
Valid GeolP Codes for Directional POOIS ..........ccccuuiiiiiiieiiiiiiieieeee e 110
Parent / Child TerritorieS OVEraP........oouuiiiiiiieeeeeie e 114
(€1 = I =T | =T 1 0] 1= 114
Get All Account-level GEOIP GrOUPS.........oiiutiiiiiieeee ettt 118
Get All Account-level SOUrCEIP GIrOUPS ......ccovvuuuiiiii e e e e eeeeeeaaens 118
Get an Account-level GEOIP GrOUP......ccooeeiiiiiiiee e 119
Get an Account-level SOUrCelP GroUP ........ccuvviiiiiieeiiii e 119
Create an Account-level GEOIP GrOUP.......cciiiiuuiiiiiii e e e e e e e e aenaens 120
Create an Account-level SOUICEIP GrOUP .........uueviiiiiiiiiiiiiiiieeee e 120
Update an Account-level GEOIP GrOUP ........uuiiiiiiiiiiiiiiiiee e 120
Update an Account-level SOUrCEIP GrOUP ........uuuuueuuerumiiiiiieeseces e 121
Partially Update an Account-level GEOIP Group ...........eevveeeiiiiiiiiiiiiieeee e 121
Partially Update an Account-level SourcelP Group .....ccccoeveeeivvieiiiiin e 122
Delete an Account-level GEOIP GrOUP .........uuiiieiiiiiiiiiiieeee e 123
Delete an Account-level SOUICEIP GroUP ........cooiiiiiiiiiiiieeee e 123
Account Level Directional Group DTOS .......oovviiiiiiiiiiiiieeiieeeeeeveeeeeeevveeveeseaeeeaeeneeeees 124
CAA RECONS AP ittt et e e e e e e e e e e e e e e aeraaa 128
(O =T TSI O AN N =T o 0] o £ 130
Gt CAA RECOIUS. ...ttt e e e et e e e e e e e st e e e e e e e e e anneees 130
UPAAte CAA RECOIUS.....ceiiiiiiiiiiee ittt e e e e e e e s 131
Delete CAA RECOIIS ....eeeiiiiieeiiieiieeeeee ettt ettt ee e sseeeseesseeeseeseeenees 131
TLSA RECOTAS APl oot e e e e e e e e e eeeeraaa 133
DNS Transport Layer Security ProtoCol (TLSA)......ccuvviiiieeeiiiiiiiieeeeeee e 133
(O =T LI IS N L= o7 o 133
GEE TLSA RECOIUS ... .ottt ettt e e e ettt e e e e e e e e e et e e e e eeeeeeeaaans 134
Update TLSA RECOIUS ... coieieiiiii ettt e e e e e et e e e e e e e en et eeeeeeees 135
Delete TLSA RECOIUS ...ccoiiiiiiieiieee ettt e e e e e e e e e s eeeeas 135
SiteBacker and Traffic Controller POOIS AP ........eeiiiiiiiiiiieeeeeeeeeeeee 137
e (0 1= PSPPSR 137
10 [P ERRRRTPPP 143
Get a Sitebacker or Traffic Controller POOI ..........ccooooiiioiiieee e 145
Get All SiteBacker and Traffic Controller POOIS ..o 146
Create Sitebacker and Traffic Controller POOIS.........cccoooieiiiiiiiiiiiccieeecceecccee e 147
Update SiteBacker and Traffic Controller POOIS.............cccovviiiiiiiiiiiiie e 147
Partially Update SiteBacker and Traffic Controller Pools..........ccccccooeivieeiiieiiiiinnnnn. 148
Delete SiteBacker and Traffic Controller POOIS.............covvvvvieiiiiiiiiiiiiiiiiiiieevieevieeee 149




. Table of Contents REST API User Guide ne usta r

Gt PrODE AlBITS. ...t e e a e e 149
F =T R = = T I I PR 149
Alert Data LISt DTO ...iiiiiiiiiiiiiiiieee ettt et e e e e e e s eeaaeeeas 150
TTL Records Consistency in Sitebacker/Traffic Controller Pool Records............... 151
SiteBacker and Traffic Controller POOI Probes ..............uuvviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiees 152
Create @ PrODE ... ... 152
GEE PIODES ... 153
Gt @ PO e 154
Get SiteBacker Agents fOr ACCOUNT .........coiiiiiiiiiiiiei et 155
Update @ ProDe ..... ..o 157
Partially Update @ PrODE ...........vvviiiiiiiiiiiiieiiiitieee e seaaeeesevessvseessssessnrnnaenes 157
DElete @ ProDE ... .o 158
(0] o TN | 1 (o T I I PP 159
Probe INfO LISE DTO ..oiiiiiiiiiiieiieee ettt e e e e eeaeeeeas 160
ProbDe DEtailS DTOS .....uuiiiiiiiiiiiiiiieiieeeeeetaeeeeeeeeeeeeeeeseeseesseeeeseessesssessesssssessessnesssennnnes 161
Sitebacker AgeNt / ProDES ... e 174
SiteBacker and Traffic Controller POOI EVENTS ..........uvviiiiiiiiiiiiiiiiiiiieiiiiviiieiiieiieninnns 179
Create AN EVENT ... ettt e et e e e aaae 179
Get EVENLS TOF @ POO .....uiiiiiiieiiiieieee et 179
Gt @ SINGIE EVENT ...t e e e e e 180
UPdAte @n EVENL ......e e e aaaan 181
Partially Update an EVENT............uuiiiiiiiiiiiieiiiiiiieeeieeieeveesseseeseessasesessesssssessssseesnrennann 182
(D] o ST T =T o | P PRPRRP 182
POOI EVENE DTOS ..eiiiiiiiiiiiiiee ettt e e e e e e e e e e e e e s e e e e e e s 183
SiteBacker and Traffic Controller Pool Notifications ..........ccccvvvvvvvvvviviniiiniiiiiinninnn, 185
Get Notifications for @ POOI .........coooiiiiii e 185
Create a Notification for Specified Pool Records...............coooeeeiiiiiiii e, 185
Get a Notification for @ POOI .........cooiiiiiiiii e 188
Update a NOLIFICALION..........oouiiiii e e e e e e e e eaees 188
Delete @ NOTIfICALION .......iiie e 189
POOI NOTIfICAtION DTOS ... .eeiiiiiiiiiiiiiiieiieieeeeeeeeeeeeeeeeeeeeeaeeseeeeeeeseeeeeeseeeesesseessssesnresnnnes 190
Simple Monitor / FAiloVer POOI APl ......uueiiiiiiiiiiiiiiieiiiivivssievivissvvsevvesvvesssesasanssesnesennne 193
Modifications of Existing DTOS and Parameters..........cccccovviiiiiiieeieeeiiiiiiiiieeeeeen 193
Create Simple Monitor / Failover POOIS.............uviiiiiiiiiieeeccceee e 195
List Simple Monitor / Failover POOIS...............uuviiiiiiiiiiiiiiiiiiiieiiisvvievvesvvseveessveenreennnns 196
Update Simple Monitor / Failover POOIS...........ccooiiiiiiiiiieeeeee e 198
Partially Update Simple Monitor / Failover POOIS .........cccoooveeiiiiiiiiii e, 199
Delete Simple Monitor / FAIlOVEr POOIS ..o 200
Simple Load Balancing (SLB) POOI AP ......oooiiiiiiiee e 201
CalliNg the AP ... 202

vi



. Table of Contents REST API User Guide ne usta r

Modifications of Existing DTOS and Parameters...............uevveeeveervereeeeeeeeeeeeneeeenennne 202
Profile Information for Simple Load Balancing PoOIS ................cooeiiiiiiiiiiiiiiiiiiiieee. 202
Create a Simple Load Balancing Pool ...........ccoooooiiiiiiiiiiccee e 206
List Simple Load Balancing POOIS...............ouiiiiiiiiiiiieeec e 208
How Simple Load Balancing Pools are Displayed ..............coovviviiiiiiiiiececcciinn, 208
Update Simple Load Balancing POOIS.............uuiiicccccc e 210
Delete a Simple Load Balancing POOl..............ccooiiiiiiiiicee e 213
TSt Pr OB s 214
OVEIVIBW ...ttt ettt e e e e ettt e e e e e e e e e e e bt e e e e e e e eeeetba e eeeaesessaaens 214
Create @ TeSt PrODe ... 214
LI 512 PPPR TP 218
TASK DT OS .. eiittiiii ettt ettt e e e e e e et e e e e e e e e e e et b eeeeeeeeesatbb e e eeeeeeeessaaas 218
Getthe Status Of @ TaSK ..oooeee e 219
Get the LISt Of TASKS ....euveiiiiiieiiiiiiie ittt e e 219
Getthe RESUILS OF @ TaASK....coiiieiiieiieee e 221
T 010 (= g = 1 S D L 222
Get the list of Tasks fOr REPOMING......cccoeiiiiiiiiiiiiiiiee e 223
D] L] (oI T = 1] PSPPSR 224
LINK @nd LINK HEAUET ...ttt 224
WED FOrWAIdS ..o 225
WED FOrWardS DTOS ....ooieiiiiiiiiiiiiieeieee ettt eeeeeeeeseeesseseeeeeeeeeeeeeees 225
Add Custom HTTP Header t0 ACCOUNT ......c.ceiiiiiiiiiiiiieee e 228
Get Custom HTTP Headers Of ACCOUNT ......cooiiieieiee e 228
Delete Custom HTTP Header of ACCOUNT .........oviiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeee 229
Create WED FOMWAIAS ......coooie oot 229
LT Y=Y o I o T = U0 230
Update WeED FOIWATT ..........uuuieiii s 232
Partially Update Web FOrWards ...........ccuviiiiiiiiiiiiieeeeee e 232
Delete WeD FOIWAITS .......ooeieiiiiiieeeeeeeee ettt eeeeeeeees 233
Extended ACCOUNES APl .o 234
Create Zone Transfer Settings — ACCOUNt LEVE ..........ccuiiiiiiiiiiiiiiiiieeeee e 234
Update Zone Transfer Settings — Account Level .........c.oooiiviiiiiiiiieecicreiiee e 235
Partially Update Zone Transfer Settings — Account Level..............oovvvvvevvvvevevennnnne. 235
Remove Zone Transfer Settings — AcCount Level...........ccccovviiiiiiiiiiiiiiiiiiiieee. 236
Allowed IP Ranges — ACCOUNL IEVEI .........covvviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee e 236
Get All Allowed Account-Level IP RANGE ..........oeviiiiiiiiiiiiiiiiieeceeeee e 237
Add an Allowed Account-Level IP RANJE ......ooiieeeiiiieiiiiei e 237
Update Allowed Account-Level IP RANGE .......cooooiiiiiiiiiiiiieeieiieeeee e 238
Delete an Allowed Account-Level IP RaNGEe .........cccuvviiiiiiiiiiiiieeee e 238
ACCOUNTS AP .. ettt e e e as 239
ACCOUNT DT OS ..ttt ettt e e e e e s 244

Vii



. Table of Contents REST API User Guide ne usta r

USEI MEEADALA ......evee et 250
USEE CrEATION ...t 254
ACCOUNT MANAGEMENT ...ttt e e e e e et e e e ab e e e eenanes 258
Security Group MaNAgEMENT ..........uuiiiiieiiiiiiiiiie e e e e e e 264
SECUIMLY PrefereNCES .. ..ot e e e e e e e e e e e eaaaee 281
System PreferenCes DTO ... 287
ACCOUNT SEELINGS AP oo 289
GET Master Catalog for all Account Level Settings..........ccoeeeviiieiiiviiiiiiieeeeeeeeeeinnns 289
Create Account Setting for an aCCOUNT ............uviiiiiiiiiiiiiiiiieee e 289
Update Account Setting for an @CCOUNL...........ccceiiiiiiiiiiiiiiee e 290
Partially Update Account Setting for an acCouNt...............evvvvvvvvevieeiieeiieeieeeeeeeeneene, 290
GET Account Setting for an @CCOUNT...........ccuuuiiiiiiiee i 291
Delete Account Setting for an aCCOUNt...........ccoiiiieiiiiiiiie e 291
BaALCN AP ..t e e et a e e e e 294
Create @ BatCh REQUEST.........ooiiiiiiiiiie e 294
Create a Batch ReqUESt USING ASYNC ...uuiiieiiiieiiiiiii e et s e e e e e et e e e e eeeennens 296
Get Task Status of Async Batch Request via X-Task-1d............cccoovviviiiiieeeinininee. 297
Get Results of Async Batch Request Using X-Task-1d ..........cccccooiiiiiiiiiiiieeiinnnnne. 298
Delete a Batch Request X-TasK-10............cuuuuriiiiiiiiiiiiieeiiieeiieieeeeseeeeeeeeaeeseeeeeeeseeene 298
BatCh QUETY APttt e e e e a e e e e e aneees 300
Create a Batch QUErY REQUEST ........cuuiiiii it e e e e e e e aeaaees 300
Create a Batch Query Request USING ASYNC....ccoiiiiieeiieeieeee e 301
Get Task Status of Async Batch Query Request via X-Task-1d...........cccccceevnnnne. 302
Get Results of Async Batch Query Request Using X-Task-1d ...........cccceeeeeeeiininnnns 303
Delete a Batch Query Request Using X-Task-1d..........cccccceeeiiiiiiiiiiieiieiiiee 303
REPOITING APIS oottt e e e e et e e e e e e e anneees 307
OVBIVIBW ...ttt ettt ettt e e e e e e ettt e e e e e e e et bttt e e e e e e e e nnnbb s e e e e aeeeeennnnnees 307
AVAIADIE REPOIS ....eiiiieiiiiiee ettt e e e e e e e e e e 309
Returning Reporting RESUILS ..........ciiii it 312
UR LS .ttt ettt ettt e oo e oottt e e e e e e ettt e e e e e e b b a it et e e e e e e e b e eeeas 316
CalliNG The APIS.... e 316
ReSPONSES 10 API CallS ... e 316
Projected Query VolUumMe REPOI ......coviiiiiiiiiiiiee e 318
Zone QUETY VOIUME REPOI ...ooiieiiiiiiii it 324
Synchronous Zone Query Volume REPOI .....ccoooiiiiieeiecicecee e 335
Zone Daily QUETNY REPOIT ......eviiiiiiiiiiiie ittt e e e e e e e 348
Host Query VOIUME REPOI .......uviiiii et e e e e e e s 358
Host Daily Query VOIUME REPOIT .......ciiiiiiiiiiiiee et 367
Raw Query Sample REPOIT .......uuiiiiiiiiiiiiie et 376
Advanced Response Codes REPOI.........oeuuiuiiii i 382
Host Level Advanced ReSpONSE COUES. .........vvvvrieireeireeiiieieeeiireereeeeseessessssssenesnenens 386

viii



. Table of Contents REST API User Guide ne usta r

Volume Change REPOIt.........oovviiiiiiiiei 391
Class C Network Level Directional Response Counts Report ..........ccccvvveeeeeennnnnnns 397
Client IP Directional Response Counts REPOIt .......ccooeiiiiiiiiii i, 402
Zone Directional Response COUNES REPOI.........uuuiiiiiiiiiiiiiiiiiieeee e 407
Host Directional Response Counts REPOI .......cccevvvieiiiiiiiie e 412
Postal Code Directional Response COuNtS REPOIt ...........uuvvvvvvrvvrrviriiinirrrnirennnnnnnn, 418
Country Code Directional Response Counts REPOIT............ceevvieiiiiiiiiiiiiiieeeenniiins 423
Usage SUMMATY REPOIT... ..ot e et e e e e e e eaaneeees 439
Probe Result SUMMAry REPOI ......cooiiiiiiiiiiiieeee e 443
Probe Result Details REPOI..........ciii i e 447
AUdit LOG REPOI ..o 452
Probe Result SUMMAary V2 REPOIT ........uviiiiiiieeei e 459
Probe Result Details V2 REPOIM ... ..ciii i e e s 464
FAIOVEN REPOIT. ...ttt e e e e e s eaeeeeas 469
DOCUMENT REVISIONS oo, 473




. Table of Contents REST API User Guide ne usta r

List of Figures and Tables

Table 1 API Versioning Updates and Changes ..........cccuviiiiiiiiiiiiiiiiiieeccceee e 2
Table 2 Status ReSPONSE DTO ... .o e e e e e e e e e e e ae s 3
Figure 1 Obtaining access and refresh tokens ............cccccc 7
Figure 2 Adding accessToken to Request Header ............c..vvvvveiiiiiiiiiiiiiiieceeeeeiee 8
Figure 3 UsiNg the refreSNTOKEN ........iiii i e 9
Table 3 JSON PATCH DT O ittt e et e e e e e e e e s 11
Figure 4 Get Status with Status ReSponse MESSAJE .........cuuvvrriieeeiiiiiiiiiiieee e 14
Table 4 Get StAtUS DT O ..ooiiiiiiiiiiiiiiie et e e e e e e e e e s e eeeeee s 14
TabIe 5 VErsioN DTO ... senssnssnnssnnssnnnnnne 15
Table 6 Parameters for get metadata for ZONES ........ccoceevviiiiiiiiii e, 21
Table 7 Zone PropertieS DTO ... ...uui ittt 34
Table 8 ZONe Create DTO ... snensnnnssnnnsnnssnnssnnnnnne 34
Table 9 Primary ZoNe DTO .....uuuuiiii s saasssassnnssannnnne 37
Table 10 RESIHCE IP DT O ...uuuuiiiiiiiiiiiiiiiii st sssssssssssssasssnssnnssnnnnnnes 39
B2 o) 0 R 15 T 39
Table 12 Notify Address Detail DTO .........uuuuiiuiiiiiiiii e 39
Table 13 Secondary Zone DTO .......ouii et 40
Table 14 AlIaS ZONE DTO ..ociiiiiiiiiiiiieee ettt e e e e e et e e e e e e e s s aeeeeeaee s 41
Table 15 Name Server IP LISt DTO ......uuiueiiiiiiiiiiiiiiiiiiiensannnnsssesnssnnnnnnssnnesnnnnnnes 41
Table 16 Transfer Status DetailS DTO ........uuuuuuimiiiiii e 43
TaADIE 17 ZONE DT O ..iiiiiiiiiiee ettt ettt a et e e e e e e e et e e e e e e e s e a b aeeeeeaee s 44
Table 18 Registrar INfO DTO ........uuiiiiiiiiiiiiie e 44
Table 19 Zone LiSt DTO SEIUCKUIE ......uuiiiiiiiiiiiiiiiee e enesnnennne 45
Table 20 DNSSEC Info RESPONSE DTO .....uiiiiiiiiiiiiiiiiiitee ettt 49
LIz o) (T2 =] Ty YA I N X LS 50
Table 22 NSEC3 Parameters DTO .....oiiiiiiiiiiiiiiieee ettt e e eeea e s 50
Table 23 KeY POLICY DTO ..ottt e e e e 50
TaADIE 24 KEY DTO ..uiiiiiiiiiiiee ettt ettt e e e e e e st e e e e e e e s e st bae e e e e e e e e e annnnneeeeeeens 50
Table 25 Signer Processing Error MESSAQES .....ccuvuuiiiiuiriiiiiieeeeeiiiiiieiee e e e e ssiiiieeeee e 52
Table 26 Signer Validation Error MESSAGES ......cuviieiiiiiiiiiiiiieeeeee et e e 53
Table 27 Signer User Validation Error MESSAgES ........uuuuuruurrmuriiruiiiiiiiiiinnieennsnnsnnnnsnnnnnnn. 53
TabIe 28 RRSEE DT O ...ttt sssssssssssssssssssasssnssnnssnnnnnnes 63
Table 29 RRSELLISE DTO ..iiiiiiiiiiiiiiiiee ettt e e e e e e e et e e e e e e e e e nnnnneeeeeeeens 65
Table 30 LiSt RRSEIS IN ZONE......uuuiiiiiiiiiiiiiiiia e ssassnasssnssnnssnnnnnnes 66
Figure 5 RRSet PatCh via BinNd ..........ooviiiiiiiiiiiie e 73
Figure 6 RRSet Patch via BiNd ... 75
Table 31 RD P00l Profile FIeldS..........uuuuiiiiiiiiii s annsnne 81
Table 32 RD P0OOL: KiNd VAIUES ... e 82
Figure 7 Listing RD POOIS ......ccooooiiieeee 83
Table 33 Directional Pool Profile FIieldsS ... 89
Table 34 GeolP Codes for Directional POOIS .........ccooiiiiii e 111




. Table of Contents REST API User Guide ne usta r

Table 35 Deprecated ISO COUES ... ... 113
Table 36 GEOIP Territory DTO ... .. 115
Table 37 GeolP AcCoUNtLISt Parameters........cccccovieiieiiiciieie e 118
Table 38 IP ACCOUNLLISt PArameters .......cceiiiciiiiiiiiiee et e e eeeaaaas 118
Table 39 Account-Level GeolP Group DTO StruCture...........ceeeevieeeieieeeiiiis e eeeeeeeienns 124
Table 40 Account-Level SourcelP Group DTO StruCture ........cccooeeeeeeeeieceeceeeceeeceeeenns 124
Table 41 Account-Level GeolP Group List DTO StruCture ............ccccvvvveeeeeiiiiiiiiiieeeen. 125
Table 42 Account-Level SourcelP Group List DTO StruCture..........ccoevvvvviieiieeeeeeeeennnnns 126
Table 43 CAA DTO RECOI TYPES....iiiiiiiiiiiiiieiiieee e ettt e et e e e e eee s 128
Table 44 CAA Record - Additional Tag ValUEsS.........cccooveeiiiiiiiiiiiiiie e 129
TaADIE 45 TLSA DTO .eiiiiiiiiiee ettt ettt et e e e e e e e st e e e e e e e e e e nnnaeeeeeeas 134
Table 46 SiteBacker POOI FIelUS ... ... 137
Table 47 RDatalNfo FIeldS .......oiii i e e e e e eaaaees 140
Table 48 AlertData DTO STTUCIUIE ......cuvuiiii ettt e e e e e e e e eeeaaaas 149
Table 49 AlertData LiSt DTO STTUCTUIE ......uuenii s 150
Table 50 Get Probes PArAMETLEIS ... ... 153
Table 51 SiteBacker AGENt DTO ......uuiiiiiiiiiiiiiiiee e 155
Table 52 SiteBacker AQeNtLISt DTO ......uuuiiiiieeiiiiiiiis e ee et e e e e e s e e e e e eeeaneens 155
Table 53 ProbeType Sitebacker Agent - Updated Region/Agent Names............c......... 155
Table 54 Probelnfo DTO StrUCTUIE ........uu s 159
Table 55 Probelnfo List DTO StrUCIUIE........uuuieiicc e 160
Table 56 HTTP Probe Details DTO SIIUCLUIE ........uvviiiiiieeiiieiiiieec e 161
Table 57 Ping Probe Details DTO StrUCTUIE........ccuvuviiiiie e e e e e eeeaaeens 165
Table 58 FTP Probe Details DTO StrUCIUE ........uuuuiiiiiccce s 166
Table 59 TCP Probe Details DTO SITUCIUI ... ..uuuuieeee e 168
Table 60 SMTP Probe Details DTO StrUCIUIE ........cuvuiiii e eeeeeeaaens 169
Table 61 SMTP Send Probe Details DTO StrUCIUIE ......cccevvevviviiieieeeeeeeeee e 170
Table 62 DNS Probe Details DTO StIUCIUIE .......cevvuiiiiiiee e e ee e e e e e eeaneens 171
Table 63 Active IP Probes by REGION .........uuiicccc s 174
Table 64 IP Probes EXpansion DY REGION ..........coooviiiiiiiiiiiiceeeeiiiie e 175
Table 65 Get eVENLS PArAMELEIS ....coiveiiiiiiii e e e e e e e e e e e e e eeeareea 180
Table 66 EventInfo DTO StUCIUIE.........uuuiii it eeeeeeaaaas 183
Table 67 EVentInNfo LISt DTO ...t e e e e e e e eanaaas 183
Table 68 NotificatioNINfO DTO ... ... 190
Table 69 NOtIfiCatioN DT O .....uuiiiii i e e e e e e e e e e e e e e eeeareea 190
Table 70 NotificatioNLIST DTO ....cii i e e e e e e e e e e e e eeennen 191
Table 71 Simple Failover Pool Profile Fields ..o 194
Table 72 List Configuration FIEldS .........cooiiiiiiiiiiie e 197
Table 73 SLB Pool Profile INfOrmation............ccccooiioiiiiiiiiiiccccccscccccecscss e 202
Table 74 RDaAta INfO DTO ...ouuiiiiiiii et e e e e e e e e e e eaaaaa 204
Table 75 All Fail RECOIA DTO ...t e et s e e e e e e et e e e e e e e eeanenn 205
Table 76 MONIOr DTO ..o e e e e e e e e e e e e e e e eaaa e e e e eeeeeeanenas 206
Table 77 TeSt Probe DT O . ...t e e e e e e e e e e e eeaaaas 214

Xi



. Table of Contents REST API User Guide ne usta r

Table 78 Test Probe RESUILS .........u s 215
Table 79 TASK DT O ... i e e e e e et s e e e e e e e e e ae it e e e e eeeeeenrnens 218
Table 80 TASKLISE DTO ... s 218
Table 81 taskLiSt PArameters ......c.cooiiiiiiiiiii et e e e e e eeaaaas 220
Table 82 TASK DT O ...t e e e e e e et s e e e e e e e e e eeaa s e e eeeeeeearnnns 222
Table 83 TASKLISE DTO ....uui s 222
Table 84 taskLiSt PArameEters ... ... i 223
Table 85 Link and Link Header Response Information...........ccccooveeeiiiviiiiiiinie e eeceeeennns 224
Table 86 Web FOrward DTO ...ttt e e e e e e e eeaaaan 225
Table 87 WebForwardLiSt DTO ......cooovuiiiiiiiii et e e e e e e s e e e e e eeeennens 227
Table 88 Custom header LiSt DTO ... 227
Table 89 Web Forward Create DTO ... 228
Table 90 Web Forwards Parameters ........ccccvoceiiiieiiiiii et e e e e e e e e e e eeaaaees 230
Table 91 Parameters for Get Zones of an ACCOUNT .........cccoeviiiiiiiiiiiiiiececeeeee e 240
Table 92 ACCOUNT DTO ... s 244
Table 93 ACCOUNT LISt DT O ...uuuiiii s 247
Table 94 AccountNamMESEIVEr DTO ....ouuuiiiiieeiiieiiee e e e e eeaaaas 248
Table 95 Usage LIMIt DTO ....uciiii it e e e e et s e e e e e e eeaaaan s e e e e e eeennnnns 248
TabIe 96 USEI DTO ...ttt e e e e e e et e e e e e e e e e eaa e e e e eeeeeeeraaan 248
Table 97 USEI LIST DTO ... s 249
Table 98 AAAreSS DTO ....uuu s 250
Table 99 TranSfEr ACL DTO .uuuiiiii ettt s e e e et e e e e e e e e e eaaaaa 250
Table 100 AccountlPRANGE DTO ....coiiiiiiiiiii et e e e e e e e e e e e eeneea 251
Table 101 AccountlPRANGELISE DTO .....uuui e 251
Table 102 USErNVILE DTO ...uuiiiiiii it e et e e e e e e e e et e e e e e e e eeeereea 256
Table 103 USerlNVItELISt DTO ... ittt e et e e e e e e et e e e e e e eaeanenn 256
TabIe 104 TTL DT O ettt e e et e e e e e e e e e e e e e e eeeeeeeraaan 261
Table 105 TTLLISE DTO .oiiiiiiiiiiiiiiiiiee e ettt e e e e et e e e e e e e e et e e e e e e e s e annnnneeeeeas 262
Table 106 Security Group DTO ... s 264
Table 107 SecurityGroUPENTIY DTO ....ccoiiiiiiiiiiieieee et 264
Table 108 SecurityGroUpPLISt DTO ....ocvuiiiiii i e e e e e e e e e e eeeeneens 266
Table 109 SecurityEXCePtioN DTO.....cciuiiiiiiiiiiiieee e 266
Table 110 SecurityEXCepPtiONLISE DTO ...cooiiiiiiiiieieee e 268
Table 111 SecurityPreferenCes DTO ... ... 281
Table 112 SecurityQUESTHION DTO .....oiiiiiiiiiiiiiiee e 282
Table 113 SecurityQUESELIST DTO ...cicvviiiiiiie e ee et e e e e e e e e e e e e e eeenneas 282
Table 114 RESHICHP DT O ...t e e e e e e e e e e earaaa 283
Table 115 ReStrCtACCESIP DTO ... oo e e e e e eaaaaas 283
Table 116 System PreferenNCes DTO ....... s 287
Table 117 Supported ACCOUNT SELHNGS .....ovvvvriiiiiee et 289
Table 118 AccountSettingsCatalogitem DTO ........uuiiiiiiiiiiieicici e e eeeeeeaeens 291
Table 119 AccountSettingsCatalogltem LiSt DTO ......coooeeviiviiiiiiiiiie e e eeeeaenns 292
Table 120 NotificationSetting DTO .....ccooiiiiiiiiiiiieee e 292

Xii



. Table of Contents REST API User Guide ne usta r

Table 121 EmailNOtIfiCation DTO ... ..ciiiiiiiiiiiiiiieee e 292
Figure 8 Async X-Task-Id in the Headers Section.............cccoi 297
Table 122 BatCh ReQUESE DT O .. ... s 299
Table 123 Batch RESPONSE DTO ....ciiiiiiiiiiiiiiiiiiiee ettt 299
Figure 9 Batch Query Async X-Task-1d in the Headers Section...............ococevvvvvivnnnnnnn. 302
Table 124 Batch Query ReqUESE DTO ... .. 304
Table 125 Batch Query ReSpONSE DTO ........uiiiiiiiiiiiiiiiii e 304
Figure 10 Table view from OBIE..........cccooo oo 308
Figure 11 Ultra Activity Report - QUETIY TYPE .....ueuiiiiiiiieeei et 308
Figure 12 Activity Report from Advanced Reporting.........ccceeeeveeeivieeiiiiin e 309
Table 126 Reporting Service - Available REPOIMS .......ccoceiiiiiiiiiiicccc e 309
Table 127 Reporter Service Report ProPerti€S.........ooocuuuiiiiiieeeiiiiiiiiiiieeee e 313
Table 128 Projected Query Volume Sort DTO .......cuiiiiiiiiiiieieciei e e eeeeaeens 318
Table 129 Projected Query Volume Sortable COIUMNS .......cccooveieiieiiiiiiececcee e 318
Table 130 RePOrREQUESE DTO .....ooiiiiiiiiiiiiiiii e 319
Table 131 Projected Query Volumes Report DTOS ......cccooviiieiiiiieiieec e 320
Figure 13 Projected Query Volumes Report in JISON format ............coccvvvveveiieennniinnee. 321
Figure 14 Projected Query Volumes Report in .CSV format.........ccccccceeeiiiiiiviivinininnnnn. 322
Table 132 Zone Query Volume Query Parameters ..........c.eeevveeeeiiiiiiiiiiieeeee i 324
Table 133 Zone Query VoIUME DTO ....ccoiiiiiiiiiiiiiee et 324
Table 134 Zone Query VoIume Sort DTO .. ... 325
Table 135 Zone Query Volume Sortable COolUMNS ........ccoiiiiiiiiiiiieec e 325
Table 136 Zone Query Volume Report Output DTO.......ccoiviiiiiiiiieeeeeeeeeen e 326
Table 137 Response LiNK HEAUEIS..........uce e 328
Table 138 Synchronous Zone Query Volume Report Response DTO ...........cccvvveeeeee. 335
Table 139 Zone Daily Query Volume DTO .....cooiiiiiiiiiii e e e e 348
Table 140 Zone Daily Query Volume SOrt DTO......cooiiiiiiiiiiiieee i 349
Table 141 Zone Daily Query Volume Sortable Columns ........ccccoevieeiviviiiiiiiiieeeeeeeeeeinens 349
Table 142 Zone Daily Query Volume Report Output DTO......ccoooeiiiiiiiiiecciecceeceeeces 350
Table 143 Host Query Volume Report Query Parameters ............cccvveeveeeeeiiiiiiiinnennnn. 358
Table 144 Host Query VOIUME DTO ...couiiiiiii et e e e e e e e e e e e eaaneens 358
Table 145 Host Query VOoIuMe SO DTO ......uuiiiiiiieiiiiiiieiiee e 359
Table 146 Host Query Volume Sortable ColumNS ............uvvvviiiiiiiiiiee e 359
Table 147 Host Query Volume Report DTO OULPUL .......uuuieieiicecciececee e 361
Table 148 Response LiNK HEAUEBIS. .......cooiiiiiiiiiiiceeee e 363
Table 149 Host Daily Query VoIumMe DTO ..o e e e e 367
Table 150 Host Daily Query Volume Sort DTO ......coooiiiiiiiiiiiieeeiiiiieieeee e 368
Table 151 Host Daily Query Volume Sortable Columns ... 368
Table 152 Host Daily Query Volume Report DTO OUIPUL .......ceeeiiieeiiieiccee e 369
Table 153 Raw Query Parameters DTO ........uuuiiiiiiiiiiiiiiieeee e 376
Table 154 Raw QUETY SO DTO .. .coiiiiiiiiiii e e et e e e e e e e e e e e e e e eeeaneen 377
Table 155 Raw Query Sample Report Output DTO.......ccoiviiiiiiiiiiie e 378
Table 156 Advanced Response Codes Parameters DTO .....cccooeevieeiiiiieeeeieeieeeeeeeeenns 382

Xiii



. Table of Contents REST API User Guide ne usta r

Table 157 Advanced Response Codes DTO ... ..o 383
Table 158 Advanced Response Codes Report OUtpUt DTO .....ccooeeiieiiieeeeiieeaeenes 384
Table 159 Host Level Advanced Response Codes Report Parameters..........cccceeeuene. 386
Table 160 Host Level Advanced Response Codes DTO ........cooovviiiiiiriiieeeeeiiiiiiiieeen 387
Table 161 Host Level Advanced Response Codes Report Output DTO .........cccceveeeees 388
Table 162 Volume Change Report Parameters.......cocooooeiieiiieiiieeiiiecceieeece e 391
Table 163 Volume Change RepPOrt DTO ........uuiiiiiiiiiiiiiiie e 392
Table 164 Volume Change Report Response DTO.......ccoiviviiiiiiiiieecceeeevien e e eeeeeinens 392
Table 165 Class C Network Level Directional Response Counts Report Parameters.. 397
Table 166 Class C Network Level Directional Response Counts Report DTO............. 398
Table 167 Class C Network Level Directional Counts Report Response DTO.............. 399
Table 168 Response LiNK HEAUEBIS. .......cooiiiiiiiiiiiiieeeee e 400
Table 169 Client IP Directional Response Counts Report Parameters ............ccceeeeuees 402
Table 170 Client IP Directional Response Counts Report DTO .......ccccccceeeiiiiiiiiinennnn. 403
Table 171 Client IP Directional Response Report Response DTO.........cccccovviivviinenn. 404
Table 172 Response LiNKS HEAUEIS ... 405
Table 173 Zone Directional Response Counts Report Parameters..............oocccvvvvveeenn. 407
Table 174 Zone Directional Response Counts Report DTO .....ccoovveevvivviiiiiiiiie e, 408
Table 175 Zone Directional Response Report Response DTO ........ccccceeeeeiiiiiiiiinennnn. 409
Table 176 Response LiNkS HeadEerS..........ccuuviiiiiiiiiiiiie e 410
Table 177 Host Directional Response Counts Report Parameters..........c.ccceeeeeeeeeeennnn. 412
Table 178 Host Directional Response Counts Report DTO.........ooccviiviiiieeeiiiiiiiiieeen. 413
Table 179 Host Directional Response Report Response DTO .......ccoovvviviieiiiieeeeeeeennns 415
Table 180 Response LiNKS HEAUEIS ... 416
Table 181 Postal Code Directional Response Counts Report Parameters .................. 418
Table 182 Postal Code Directional Response Counts Report DTO .......ccccceveeeevevvennnnns 419
Table 183 Postal Code Directional Response Report Response DTO...........ccccvvveeeee.. 420
Table 184 Response LINKS HEAUEIS .........iiiii it e et e e e e e eenaees 421
Table 185 Country Code Directional Response Counts Report Parameters................ 423
Table 186 Country Code Directional Response Counts Report DTO ............ccccvvvveeeee. 424
Table 187 Country Code Directional Response Report Response DTO ............cccce.ee. 425
Table 188 Country Code Directional Response Counts - Country Codes.................... 425
Table 189 Response LiNKS HEAUEIS.........cccuuiiiiiiiiieeei e 433
Table 190 Usage Summary Report Parameters.......ccoooceiiiiieiiiiieiiiccccisseee e 439
Table 191 Usage Summary Report OUIPUE DTO ......oooiiiiiiiieeeeeeiiiieeeeeee e 439
Table 192 Usage SUMMary DTO .......couuiiiiiiii it e e e e e e e e e e e eeeennens 440
Table 193 Probe Results Summary Query Parameters........ccccovvivivieeiieeee s 443
Table 194 Probe Result SUMMArYy DTO .....c.cuiiiiiiiiiiiii e 444
Figure 15 Reporter Service Result - NeXt/Previous...........ccccooeeeeiieiiiiiie 446
Table 195 Probe Result Details Query Parameters............eevvveeeiiiiiiieiiieeee i 447
Table 196 Probe Result Details OUtpUt DTO ......ccuviiiiiiieciceeeien e e e 448
Figure 16 Reporter Service Result - NEXU/PreVioUS ...........ccieiiieeeiieeiiiiin e 451
Table 197 Audit Log QUEry Parameters ...........eeiiiieiiiiiiiiiiiiieee e 452

Xiv



. Table of Contents REST API User Guide ne usta r

Table 198 Audit Log ReSPONSE Parameters .......ccocevieeieeiiieeieee e 453
Table 199 Audit Log Detail Parameters ...........oouiiiiiiiiiiiiiiiieeeeieieee e 454
Table 200 Audit Log Change Detail Parameters ..........coooeeeieeiiieiiiii e, 454
Table 201 RESPONSE HEAUETS .......eviiiiiiiiiiiiiiie ettt 454
Table 202 Audit LOg QUErNY Parameter ..........ccoviiiiiiiiiiieeeeeeeeiiies e e e et e e e e e eaeeanans 456
Table 203 Audit Log Query Filter Parameters ........ccoooooeiiiiiiiii e, 457
Table 204 Probe Results Summary v2 Query Parameters..........cccvvvveeeeeiiiiiiiiineeeeeennn 459
Table 205 Probe Result Summary V2 DTO ....coooviiiiiiiiii e et e e 461
Table 206 Probe Result Details v2 Query Parameters ..........cooovvvieieeeeeeniiiiiiiiieeeeeenn 464
Table 207 Probe Result Details v2 OUtput DTO .....uuiiiiiciiiieciiiee e eeeeeeenn 466
Table 208 Failover QUEry ParameterS......ccoooeeiieoiiee et 469
Table 209 Failover OUIPUL DT O .....oiiiiiiiiiiiiiie et 471

XV



neustar

REST API User Guide

. Table of Contents

List of Code Examples

JSON PATCH Example: Update Primary Zone information ................ccccoeeeeeeeeee. 11
JSON PATCH Example: MOVE OPEeratioN..........cccceieeeeiiieiiiiiiis e eeeeeeitiiie e e e e e eeeannnnnnns 12
JSON PATCH Example: Update Secondary Zone information................................. 12
JSON PATCH Example: Update MX records in @ set........cceeeeeieeieiieeeeeeeeeeeeeeee 13
JSON EXaMPIE: STALUS ...vvuniiie i s e e e et e e e e e e e e aaaaan s 14
JSON EXAMPIE: VEISION ...utiiiiiiieiiiiiiii ettt e e e e e e 15
JSON Example: Update Notification Email ADdress...........ccccvvvevveiiiiiiiiiiiiiieeeeees 16
JSON Example: Create @ ZONE..........coooeieiiieiee e 18
JSON Example: Delete Zone with Change Comment ............ccevveeeiiiiiiiiiiieeeeens 19
JSON Example: Responses to Primary Zone — Get Metadata ...........c..ooceevvvvvvinnnnnn. 19
JSON Example: Secondary Zone — Get Metadata ..., 20
JSON Example: Alias Zone — Get Metadata.............ccooeeeeeeiiiieeeee 21
JSON Example: ZoNe LiSt.......coooiiiiiiii 22
JSON Example: Convert Zone with Change Comment ...........cccceeeeiiiiiiiiiiieeeeeeeens 25
JSON Example: Unalias Zone with Change Comment.............cccvvvviiiin e eeeveviiinnnnn, 26
JSON Example: Suspend Zone with Change Comment..............cceeeeeeeieeiieeee e, 26
JSON Example: Update Restrict IP details for Primary Zone ..............ccccooooeeeeeee. 28
JSON Example: Update TSIG and Notify information for Primary Zone................... 29
JSON Example: Update Primary Name Server information for Secondary Zone ..... 29
JSON Example: Partially Update a Zone with Change Comment ..............cccevvvvnnnnn. 31
JSON Example: Export a Zone Body Example............ccccooeiiii, 32
JSON Example: Export Zone BIND File Details..........ccoooeeiiiiiiiii, 32
JSON Example: NeW Primary ZONE........ccoiiiiiiiiiii e e et e e e eeeanan s 35
JSON Example: New Primary Zone Copied from Another Zone ......................oo..... 35
JSON Example: New Primary Uploaded from a File.......cccccoooiieiiiiiiiiin e, 35
JSON Example: New Primary Zone via Transfer.................ccccocc, 36
JSON Example: New SECONUAIY ZONE ......cccoiiiiiiiiiiieeeeeiaiiiee e e 40
JSON Example: NEW AlIAS ZONE .....uuiiiie et e e e e e e 41
JSON Example — Get DNSSEC Details Response — On_the_Fly Signing............... 51
JSON Example: Reading the APeX AlIAS .........ccuuiiiiiiieiiiiiiiiieee e 56
JSON Example: Create SSHFP Records ..., 58
JSON Example: Get SSHFP ReCOrdsS ........ccooeeeiiiiiiee e 58
JSON Example: Create DS RECOI .......cccciiiiiiiiiii et e e e e e 61
JSON Example: GEt DS RECOIAS ......ccooeeeieeeeeeeeee e, 61
JSON Example: Returning an A Record in @ ZONE ..........ooocuvviiiiieeeiiiiiiiiieeeee e 64
JSON Example: Create a NULL MX Record............coooeeiiiiiiii e, 64

JSON Example:

Return an A Record in a Zone with systemGeneratedStatus true.. 65

JSON Example: List all RRSets for @ ZONE........cccovveeeiiiiiiiiiiii e 66
URL Example: List RRSets in a Zone with Parameters ..........ccccuvvvvvuivueiiivrneniinninnnn, 67
JSON Example: List RRSets with Query Parameters...........cccceveeeeiiiiiiiiiiiieeeeees 67
URL Example: List All RRSets of Type AN @ ZONE.........uuuuimuiimeiiiiiiiiiiiiiiniiiiniinninnnes 68

XVi



. Table of Contents

REST API User Guide neustar
URL Example: List All RRSets of Type 16 (TXT) iN @ ZONE.........uvvvvvuvrmermnrrnnnrennnnnnns 69
URL Example 1: Return all A-type RRSets across *test*.domain.com..................... 70
URL Example 2: Return all A-type RRSets for “test.domain.com” only .................... 70
URL Example 3: Return all RRSets for “test.domain.com” only.............cccccvvvrennnnn. 70
JSON Example: Returned records list for ownerName test.domain.name ............... 70
URL Example: Create an A-type RRSet for owner test.domain.name...................... 71
JSON Example: RRSet DTO for an A-type RRSet for test.domain.name ................ 72
BIND File Example: Create ZONE.......cccivveeiiiiiie et ee e e e et 73
JSON Example: Create Zone Upload File with Blankspace ............cccccvvviieveieennnns 74
URL Example: Add/Updated RRSets to an Existing Zone via BIND File.................. 74
JSON Example: Resource Distribution Pool .................cccc 81
URL Example: Return all RD Pools in zone andria.Com. ..........ccccuvveeeeeeeininiiniiieneenn 82
JSON Example: GET RD POOL ...t 84
JSON Example: Update RD POOL.........ccuiiiiiiiiiiiiiiiece e 85
JSON Example: Partial Update an RD POOI ...........coooiiiiiiiiiiiiiiiiicceieeeeee e 86
JSON Example: Update RD pool TTLvalue ..o, 88
JSON Example: Directional Pool RRSet with Profile ... 94
JSON Example: Add Existing Global Group to a Directional Pool ..............cccc.uvveee. 95
JSON Example: Determining the TTL of a pool record...........ccccceeeviiiiiiiiiiiieneennns 97
JSON Example: REST API /v1l/ TTL Response only at the Pool Level .................. 102
JSON Example: REST API Current version TTL Response at Record Level......... 103
JSON Example: Create Directional Pool with GeolP location data......................... 104
JSON Example: Create Directional Pool with ignoreECS flag enabled .................. 104
JSON Example: Get a Directional Pool with Force Overlap enabled..................... 105
JSON Example: Get a Directional Pool with ignoreECS flag enabled .................... 106

JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:

Partial Update a Directional Pool with GeolP location enabled.... 108
Partial Update a Directional Pool with ignoreECS flag enabled ... 108
Update Directional Pool with GeolP location...............cccccevvvvnnnnn. 109
Update Directional Pool with ignoreECS flag .........ccooeeeeiiiieiienn, 110
IV1/1SO Code EXamPle ........ccuviiiiiiiieeeiiieee e 113
Current version ISO Code Example .........ccovvvvviiiiiii e, 113
Parent / Child Territory OVerlap........cccccceeeeiiiiiiiiiieeee e 114
GeolP Current version Territory Empty String Return.................. 115
GeolP Current version with 2 Territories comma-separated ........ 116

Partially Updating an Account-Level SourcelP Group with JSON PATCH

....................................................................................................... 122
Account-Level GeolP Group (in CONEXL) .......uvvvieeeeriiiiiiiiiieeeeeanns 124
Account-Level SourcelP Group (in CONEXL) .....cceevvviiiiviiiiiieeeennnns 125
Account-Level GeolP Group LiSt...........uvvvvivivriviriiiiiieerieeeseneeeenene, 125
Account-Level SourcelP Group LiSt ........cccuvviviiiiieiiiiiiiiiiiceeeeeens 126
Create @ CAA RECOIN....cooiiiiiiiie 130
Get a CAA RECON....cooiiiiiieeeee 130
Create TLSA RECOI .....ccoieeiiieeieeeeeeeee e 133

XVii



. Table of Contents

JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:

REST API User Guide neustar
Get TLSA RECOId ..o 135
SiteBacker RRSet with Profile ..........cccooooviiiiiii e, 141
Traffic Controller RRSet with Profile............oovvvvviiiiiiiiiiiiiiiiiiiineee, 142
SB/TC Priority OFdering .......cuueeeiiiiiiiiiiieieeee s 144
AlertDataliSt .......ccuuuuiiiie e e e 150
Create a Sitebacker / Traffic Controller Probe — Pool Level......... 152
Get a Sitebacker / Traffic Controller Pool Probe viaid................. 154
Get Sitebacker AQENTS......uviiii i e 156
Partially Updating a Probe with new and old regions response ... 158
Probe Info List with two TCP Probes..........ccccvvvviiiiiiiceiecein, 160
[ I = ] oY= T o { F 172
Create @SB/ TC EVENL....ccooiiiiiiiii, 179
Geta SB/ TC EVENt RESPONSE....cccvvviiiiii e 181
SB pool with 2 Primary Records and one Backup(All Fail) Record186
Create a Pool Notification for Primary Records..............ccccuvvveee... 187
Create a Pool Notification that contains an All Fail Record........... 187
NOTIfICAION ....eeeiiiie e 190
NOLIfICAtioN INFO.....uiii e 190
Notification INfo LiSt ........oovviiiiiiiie e 191
Simple Monitor / Failover Pool Profile ............cccoviivieiiiiiiiiee. 195
Create Simple Monitor / Failover Pool........................cl 196
List Simple Monitor / Failover Pools Sample Response................ 197
Update for Simple Monitor / Failover POOIS..........ccccooeevvviiiiiinnnnnn. 199

Partial Update Simple Monitor / Failover Pools Sample Request Body

....................................................................................................... 200
Create SLB Pool IPV4A ADAress ......coooeeiieiiiiiiiee 207
Displaying SLB POOIS IPVA .........ccuuiiiiiiiiiiiieeee e 209
FUlUPAte IPVA ... 211
Update Pool via JISON Patch ........ccooooiiiiiiiiiiceeccceceeececcccceccece 212
Partial Update Record via JSON Patch............cooooviiiiiiiiiiiiiiis 212
Remove a Record in an SLB POOl.........ccoooiiiiiiiiiics 212
Update Pool Level Configurations ...........ccoooviviiieieeeeeniniiiiiiieeenn 213
TeSt Probe REQUEST......cciiiiiiiiiiieieee e 214
Test Probe RESPONSE.......uvviiiiiiiiiiiiiiiiiieevireeiereeeevvessesaesessssneesenees 215
Test Probe Request with Follow Redirect flag as false ................ 216
Test Probe Response with Follow Redirect flag as false ............. 216
Test Probe Request with Follow Redirect flag as true.................. 216
Test Probe Response with Follow Redirect flag as true............... 216
TaASK SEALUS....cee ittt 218
LI ] PSPPSR 219
Response to Get List of TasKS ......ccovvvviiiiiiiiiiicie e, 220
TASK STATUS. ...ttt s e e eeeeees 222
LI 1 PSPPSR 222

XViii



. Table of Contents

REST API User Guide neustar
JSON Example: Custom Header LiSt...........ccooeiiiiiiiii 227
JSON Example: Web Forward Create ... 228
JSON Example: Create Web Forwards ... 229
JSON Example: Create Web Forwards with anchor character (#).........ccccccceeeeennns 230
JSON Example: Get Web FOrwards ..o 231
JSON Example: GET All Allowed Account-Level IP Range............ccccceeeeeei. 237
JSON Example: Add an Allowed Account-Level IP Range..........ccccooviiiiiiiieeennnns 238
JSON Example: Update an Allowed Account-Level IP Range...........ccccooeeeivevninnns 238
JSON Example: ACCOUNE LISt DTO ....uuiiiiiiieiiiiiiiiiiieeee et 239
JSON Example: Get Zones of an ACCoUNt RESPONSE.........ceviieeerieviiiiiinieeeeeeeeannnnns 241
JSON Example: User LISt DTO ... 242
CSV Example: List of users response in .CSV format ..........ccccccooiviviiiiiieeeennnnnnne 243
JSON Example: Account DTO BOAY ......cccoiiiiiiiiiiiiii e ee e e e eenanens 246
JSON Example: Account LiSt DTO BOY ........cocuvviiiiiiieeiiiiiiiiiieiee e 247
JSON Example: USEr DTO BOGY ........ccuviiiiiiiiiiiiiiiiieeee e 249
JSON Example: UserList DTO BOAY.......ccoooiiiiiiiiiiiiee 249
JSON Example: Get Address Info of Current User ReSponse...........ooccvvvveeeeeennnnns 252
JSON Example: Get details of Current User RESPONSE.......ccceeeeevvvevviiiiiiieeeeeeeeninnns 253
JSON Example: Add Non-API User to Standalone Group.........ccccceevvviivvieeeeenennnns 254
JSON Example: Add NON-API USEr t0 GrOUP ......cuvvriieeeiiiiiiiiiiiieeee et ee e 254
JSON Example: Get Pending User Invite Invitations ...............cccccooeee. 255
JSON Example: Get Account Info Response for INDIVIDUAL Account type ......... 258
JSON Example: Get Account Info Response for ORGANIZATION Account type .. 258
JSON Example: TTLDTO...coo e 261
JSON Example: Get Account TTLS RESPONSE .....oevviiiiiiiiiiiiiiiiiei e 262
JSON Example: Security Group DTO ......ccoiiiiiiiiiiii e e e e aaaaens 264
JSON Example: Create Security Group without EXCEptionS...........ccovvviviieeeeeeeennns 269
JSON Example: Create Security Group with EXCEptionS...........cccevvvvvviiiiiieceeeeennnnns 269
JSON Example: Get Security Groups ReSpoNSe.........cccoeeviviiiiiiiiiiiiiiiieeee 271
JSON Example: Update Security Group without Exceptions............ccccoeeeeeeieeneen. 274
JSON Example: Update Security Group with EXCEPLiONS .....coooeevvvvviiiiiiiiieeeeceeeeiies 274
JSON Example: Partial Update Security Group without Exceptions............c.c........ 275
JSON Example: Partial Update Security Group with EXceptions...........cccccceeeeeennns 275

JSON Example:
JSON Example:
JSON Example:

JSON Example:
JSON Example:
JSON Example:
JSON Example:

Update Settings for Standalone Security Group without Exceptions276

Update Settings for Standalone Security Groups with Exceptions276

Partial Update Settings for Standalone Security Group without Exceptions

....................................................................................................... 277
Partial Update Settings for Standalone Security Group with Exceptions
....................................................................................................... 277
Security Preferences DTO.......cooiviiiiiiiiieee e 281
SecurityQUESHION DTO ... 282
SecurityQuUeSHONLISt DTO ....ccoiiiiiieecie e 282
RESTICHIP ... 283

XiX



. Table of Contents

JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:
JSON Example:

neustar

REST API User Guide

RESHNCt ACCESS OF IP ... 284
Get Security QUEeStions RESPONSE .......ceevveiviiiiiiiiiiiiieee e 285
Get Security Preferences for a User Response ........................... 286
System Preferences DTO.......oooiiiiiiiiiiieeee et 287
AccountSettingLiSt DTO ....cccvuiiiiii e e e 292
NotificationSetting DTO .....ccooeeieeei e 292
BatCh API REQUEST ........uiiiiiiiiiiieiiie e 295
BatCh API RESPONSE ....covviiiiii it 295
Creating Batch Request for GloballP Groups with async=true..... 296

Response from X-Task-1d to retrieve Batch API request status... 298
Batch Query Request
Creating Batch Query request with async=true
Response using the X-Task-Id to retrieve the status of the Batch Query

=T B[] TP PP PRSPPI 302
JSON Example: Response using resultUri to get the Batch Query API request..... 303
JSON Example: Batch Query RESPONSE ........ccooiiiiiiiiiiiiiieee 304
JSON Example: Batch Query Response with aSynNC=true .............cccccoecvvvrreeenennnns 305
JSON Example: Projected Query Volume Report with Sort Columns .................... 319
JSON Example: REQUESE ID FEIUIM .....uuiiiiiieiiiiiiiiiiieee e 319
JSON Example: Projected Query Volume Report “Pending” response .................. 320
JSON Example: Projected Query Volume Report return in JSON format............... 321
CSV Example: Projected Query Volume Report return in .CSV format.................. 322
JSON Example: Zone Query Volume Report with Sort Columns .........c.cceeevvvvennnes 325
JSON Example: Zone Query Volume Report without zoneName.......................... 329
.CSV Example: Zone Query Volume Report in .CSV format with no zoneName.... 333
JSON Example: Zone Daily Query Volume Report with Sort Columns .................. 349
JSON Example: Zone Daily Query Volume Report with one zoneName................. 352
.CSV Example: Zone Daily Query Volume Report with one zoneName.................. 356
JSON Example: Host Query Volume Report with Sort Columns ............................ 360

JSON Example:

Host Query Volume Report return in JSON format when no hostName is

included, and multiple hosts are returned. .............ciiiiiiiie e 363
.CSV Example: Host Query Volume Report return in .CSV format when no hostName is

included and mu
JSON Example:
JSON Example:
Name requested

[tiple hOStS are returned. ........cc.evvieiiiiee e 366
Host Daily Query Volume Report with Sort Columns
Host Daily Query Volume Report return in JSON format when one Host

CSV Example: Host Daily Query Volume Report when a single Host Name is requested.

................................................................................................................................ 374
JSON Example: Raw Query Sample Request ... 378
JSON Example: Retrieving Raw Query Sample Report ........cccccveeeeiiiiiiiiiiieeeeeenns 380
.CSV Example: Raw Query Sample REPOIt.........ccovriiiiiiiiiii e 381
JSON Example: Requesting Advanced Response Codes Report.......cccoeeeeeveveenens 383
JSON Example: Retrieving Advanced Response Codes Report..........cccceveeeeeenns 384

XX



. Table of Contents REST API User Guide ne usta r

.CSV Example: Advanced Response Codes RepPOrt ............eevvvvvvvvvvvevveevenenennenenne, 385
JSON Example: Requesting Host Level Advanced Response Codes Report........ 387
JSON Example: Retrieving the Host Level Advanced Response Codes Report.... 389

.CSV Example: Host Level Advanced Response COdes ...........cccueeveeeeeriiiiiivnnennnn. 390
JSON Example: Requesting Volume Change Report........ccccovveevviviiiiiiiiie e 392
JSON Example: Retrieving the Volume Change Report..............cccoeeiveii. 393
.CSV Example: Retrieving the Volume Change Report...........ccccvvvviiiiiiiiiiiiiiieenn. 395
JSON Example: Requesting Class C Network Level Directional Response Counts Report
................................................................................................................................ 399
JSON Example: Retrieving the Class C Network Level Directional Response Counts Report
................................................................................................................................ 400
.CSV Example: Retrieving the Class C Network Level Directional Response Counts Report
................................................................................................................................ 401
JSON Example: Requesting Client IP Directional Response Counts Report ......... 404

JSON Example: Retrieving the Client IP Directional Response Counts Report ..... 405
.CSV Example: Retrieving the Client IP Directional Response Counts Report....... 406

JSON Example: Requesting Zone Directional Response Counts Report............... 409
JSON Example: Retrieving the Zone Directional Response Counts Report........... 410
.CSV Example: Retrieving the Zone Directional Response Counts Report............ 411
JSON Example: Requesting Host Directional Response Counts Report................ 414
JSON Example: Retrieving the Host Directional Response Counts Report............ 416
.CSV Example: Retrieving the Host Directional Response Counts Report............. 416
.CSV Example: Retrieving the Host Directional Response Counts Report using WRAP
................................................................................................................................ 417

JSON Example: Requesting Postal Code Directional Response Counts Report ... 420
JSON Example: Retrieving the Postal Code Directional Response Counts Report 421
.CSV Example: Retrieving the Postal Code Directional Response Counts Report. 422
JSON Example: Requesting Country Code Directional Response Counts Report. 424
JSON Example: Retrieving the Country Code Directional Response Counts Report433
.CSV Example: Retrieving the Country Code Directional Response Counts Report438

JSON Example: Usage Summary Report RESPONSE........cuvieiiieeerieeiiiiiiiie e e eeeeeeeiinns 440
.CSV Example: Retrieving the Usage Summary Report..........ccccvvvveeeieeiiiiiiininennnn. 441
JSON Example: Probe Result Summary Report RESPONSEe ..........ccoovviiviiiiiieeennnns 445
JSON Example: Probe Result Details Report ReSponse..........cccccceeeeeeeeeieeiiceeee. 449
JSON Example: Audit Log Query Parameters Successful Response .................... 454
JSON Example: Audit Log Example ReqQUESES .........ccovvviiiiiiiiii i ee e 455
JSON Example: Audit Log Query Filters RESPONSE.......c.covuvviiiiiiieeiiiiiiiiieeceee e 457
JSON Example: Probe Result Summary v2 Report ReSponse...........ccccvvvevveeeennnnns 463
JSON Example: Probe Result Details Report v2 Response...........ccccceeeeeeeeeeeeee.. 467
JSON Example: Failover RESPONSE.......cciiiiiiiiiiiiiiiee et 471

XXi



! Introduction REST API User Guide neustar

Introduction
This document details the Neustar UltraDNS REST API. This API allows you to:

= Create and test new API calls against a test environment that mimics your production
setup.

= Use REST requests to remotely manage objects in the Neustar UltraDNS database.

= Provide an alternative to the Neustar UltraDNS Managed Services Portal (UltraDNS
Portal).

URLSs

Use the following base URLSs for running REST API calls against the appropriate UltraDNS
environment:

= REST API customer test environment for configuration information and changes:
= Production environment for configuration information and changes:

= Production environment for using the Reporting API:

All of the URI constructs provided in this document use the Production URL. However, feel free
to test any of your calls against the customer test environment URL to be certain the calls
perform the actions you need them to. There are some limitations to the test environment.
Contact Neustar customer support for information on the Customer Test Environment.

Calling the APIs

The UltraDNS APIs can accept requests and return responses in both XML and JSON formats.
The default response format is JSON unless otherwise specified (even if the request was
sent in XML). While XML is supported, JSON is the preferred format, and all of the
examples provided in this document are in JSON.

Controlling the format of the request and response is done by supplying the "Content-type" and
"Accept" HTTP headers respectively, specifying application/xml or application/json for the value
in either header (or both). Keep in mind that you do not have to specify JSON for a response.

You also have the option of using the JSON PATCH format for updates. Use the PATCH HTTP
method and supply application/json-patch+json for the value in the "Content-type" HTTP
header. For more information, see on page 10.

UltraDNSAPI Versioning

The REST API has undergone a change in how API calls are made. UltraDNS API Versioning
removes the requirement for you to add the /v1/ or /v2/ parameter in the URI when making an
API call. The API call will automically use the most recent version in production.
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Also, all API calls now point to a new endpoint, as noted above in the section. This
change provides greater consistency across the API calls available, as well removing the need
for an “Authorization Token” for API calls, and an “Authentication Token” for Reporter API calls.

The previous method of using the full endpoint (including the version) will still work as expected,
but we recommend using the new method. If you are trying to run an API call with a specific
version, you must specify that version in the call. Otherwise, by default, not providing a version
will default to the latest version.

There are several API calls that will return different details based upon the version (if provided)
in the API call. The following table details the API calls that still return different results based
upon the version used.

Table 1 API Versioning Updates and Changes

API Call Description

- Updating the TTL of a Directional Pool at the record level cannot be completed
when using /v1/in the API call.

Using /v1/ for a Directional API call will return different Geo-1SO details than the
default (/v2) method will.

Batch API calls can ONLY be run when using /v1/ in the API call.
Batch Query API calls can ONLY be run when using /v1/ in the API call.

Report APIs no longer require the “Authentication” Token to be run. All API calls
can be run using the original REST API Token.

When using the Response Link Headers to retrieve additional report results, the
link header can ONLY be run when using the /v1/in the API call.

Data Transfer Objects (DTOs)

Data Transfer Object (DTO) is simply another term for data structure. In this document, DTOs
are the information either sent or returned for an API call, having a particular structure and
containing particular information.

Each value in a DTO can be a single value of a specified type (Boolean, String, Integer, etc.), a
series of comma-separated values (where permitted), or the value may be comprised of other
DTO data and structure.

For example, if you want to create a new Primary zone, the API call to do so requires the
inclusion of the Zone Create DTO which contains the following two fields:

= properties — Consists of the
= primaryCreatelnfo — Consists of the

In turn, the Primary Zone DTO consists of several individual values and can include subsequent
DTOs such as the or the

This document uses cross reference links, like the orange italicized ones shown above, for easy
navigation to the DTO information required or returned from each call.

nevuscar Page 2 of 501
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Responses to API Calls

All operations return a response, and all responses have a response code (HTTP Status Code).
The code number returned depends on the kind of operation you sent, (Get, Put, Delete) and
the status of the operation (Created, Successful, Failed, or Pending).

Successful Response Codes are returned as follows:

= Status Code 200 is typically returned for a request (GET) or modification (PUT, PATCH) of
information and notes the call was Successful. If the call was a GET, you should receive a
DTO containing the information you requested.

= Status Code 201 is typically returned for a POST call and indicates that the object was
created.

= Status Code 202 is returned if the request has been accepted, but has yet to be completed
from when the response was sent (status of Pending). These responses also include an X-
Task-ID header.

= Status Code 204 is returned for DELETE calls, indicating the deletion was successful and
there is no content to return. There is no body content presented for these responses.

If an error condition occurs, you will you receive a 400 or 500 series (4xx or 5xx) HTTP
Status Code along with an HTTP body containing a specific UltraDNS error code and a
description of the error. For example:

[
{
"errorCode":1801,
"errorMessage": "Zone does not exist in the system."

For detailed database transactions, a system error message is received, with a 9999 Error
Code. For example:

[
{

"errorCode": 9999,

"errorMessage": "Transaction is already completed - do not call
commit or rollback more than once per
transaction."

}
]

A complete list of possible error codes and the messages that could be returned is available in
the

The Status Response DTO, shown below, is simply a message in the body of the response and
currently returns Successful, Pending, or Created.

Table 2 Status Response DTO
Attribute Description ‘ Type

Message Contains any message from the server about the result of your request. | String.
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429 Error Response

Error 429 (Too Many Requests)

o This response is issued when too many requests are received from the same
customer and/or IP address. The REST API monitors and restricts the
frequency of incoming requests from the same customer and/or IP address for
security reasons, as well as to protect the service from overloading.

Tips to Avoid the 429 Error (Too Many Requests) Response

]

o Re-use your authentication token multiple times, as opposed to obtaining a new
authentication token every time you need to make a REST API call.
(Authentication tokens currently can be re-used for up to an hour.)

o If you are still getting 429 error responses, introduce a cool down pause of 0.5-
1.0 seconds between the REST API requests you make.

neuscar Page 4 of 501
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Two Factor Mobile Authentication

Neustar provides Two Factor Mobile Authentication security for the UltraDNS Portal. This is an
optional tool that you can choose to enable on your accounts at no extra expense. Upon logging
into the UltraDNS Portal with the Two Factor Mobile Authentication feature enabled, you will
receive a six-digit Verification Code sent to your mobile device. Once the Verification Code has
been provided and verified, you will have full access to the UltraDNS Portal.

Presently, Two Factor Mobile Authentication is not supported by the REST API. If any attempt is
made to utilize the REST API from an account that has Two Factor Authentication currently
enabled, the following error message will be returned:

"Two Factor Mobile Authentication security is enabled for this Login. Logging
in from <user name> is restricted to the UltraDNS Managed Services Portal."

In order to utilize the REST API, the Two Factor Mobile Authentication feature will need to be
disabled from the UltraDNS Portal. To learn more about Enabling and Disabling Two Factor
Mobile Authentication, see the
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Authorization

The UltraDNS REST API uses a sub-set of OAuth 2 for authentication. This means you must
know your username and password to proceed. Our form data example below assumes a
username of restapi and password RestAPI1.

If you are a new user and are not able to log into the UltraDNS Portal with your
username and password, check with your account owner to verify if your account has
been set to only have “APl only Access.” This is a feature that only allows your
username and password to give you access to the REST API.

For more information about OAuth2, see: http://apiux.com/2013/07/10/oauth-2-trumps-basic-
authentication/.

https://api.ultradns.com/authorization/token

POST the request with the following form data inputs in the request body:
= grant_type = password
® username = restapi
= password = RestAPT1

You will receive two tokens in the response:

®* The accessToken, used to provide your identity on subsequent REST API calls.

= The refreshToken, used to obtain a new access token after the previous one expires.
The refresh token allows you to get a new access token without sending your username
and password.

The response also contains an expiresIn value, which tells you the number of seconds until
the accessToken expires.

The screenshot below shows the URL, the completed form data, the call type (POST), and the
response body containing the tokens and the expiration.
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No Environment

POST ~ https://test-api.ultradns.com/authorization/token m Save v
N Headers (1) Bodye  PrerequestSaript  Tests® Cookies Code
KEY VALUE DESCRIPTION eee  BulkEdit Presets v
Content-Type application/x-www-farm-urlencoded
Body eaders (11)  TestResults (1/1) Status: 2000K  Time: 533 ms  Size: 7718 Download
pretty - SON v S mQ
-1
2 arer”,
3 "d592c@e75fac4c9a98fe929b538F72d4fbo7b7c7fR",
a4 hbGci0ilIUzZIINiJ9. eyI1eHAIOFE1MzkyNZESODASIMhdCIEMTUZOT I 20DM4MCWiY 2XpZWS@X21KI JoiUKVTVCISINVZZXJuYW1 11 joiZ21vbmleb31ifQ. 1H_8oMcEbTKISFTVic0aHGEA9TSMBoqC40DPTAIAMQY ™,
5 .
6 nitor”,
7 592c0075Facac2aB8fe029b53572d4ba7b7CTTR",
8 “access_ ey ThbGei0iITUzTINEI9. ey I1HATOFE HzkyNzESODAS Iml hdCTEMTUZOTI 20DM4MCUY 2xpZHSOX21KT jo SUKVTVCTS InVZZXJuYH1 11 joiZ21vbml@b3Ti Q. 1H_SoMcELTKISFTVicOaHGOAOTSHRO0GCAODPLAIAMQY"
9 "expires_in" 600",
10 "token_type": "Bearer”
1}

Figure 1 Obtaining access and refresh tokens

We use the Postman REST Client to provide example screenshots in this document.
Postman is a freely-available REST client that allows you to save and organize

frequently-used queries for later use. It can be obtained at http://www.getpostman.com/ .

Once you have an accessToken, use it in the request headers to provide authorization for

subsequent re

Authorization:

quests:

Bearer <token>

The screenshot below shows a request header with the accessToken being used for

authorization.

neuscar

Real Intelligence. Better Decisions:

Page 7 of 501



http://www.getpostman.com/

Introduction REST API User Guide ne ustar

e No Environment v e
GET POST Auth Token e + oo *

» POST Auth Token

GET ~ hitpsu/test api.ultradns.com/zones

‘
KEY VALUE DESCRIPTION

Authorization Bearer ey)hbGciOiUzI1N|J9. ey)leHAIQJET MzkyNZESODASIMIhdCIBMTUZOTIZO.. |
Content-Type application/json
Body @ Status: 2000K  Time: 497 ms  Sizer 31.53KB Save Download
Pretty JSON ¥ = mQ
1-f

": 100

I
7 “resultInfo™: {
5 "totalCount™: 1529,

Figure 2 Adding accessToken to Request Header

When your access token expires, use the refresh token to acquire a new access token.
Alternatively, you can use your login credentials to generate a new access token and new
refresh token, if needed (see previous page for instructions).

To use the refresh token:

https://api.ultradns.comauthorization/token

POST the request with following credentials as form data:

= grant_type = refresh token

= refresh_token = <Refresh Token>

A Note About Refresh Tokens:
: = The refresh token expires after a single use, but has no time limit.
w = Only one refresh token is valid at a time.

= If you use your username and password to acquire a new access token and refresh
token, the old refresh token will automatically become expired.

The figure below shows a completed request header that uses the refreshToken to obtain a new
accessToken.

neyscar Page 8 of 501
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No Environment - ©
T POST Auth Token | 4 |ooe ®

» POST Auth Token Examples (0) ¥

POST ~ https:#/test-api.ultradns.com/authorization/token “ Save v

Cookies Code

params  Authorization  Headers (2) Body®  PrerequestScript  Tests @
form-data @ x-www-form-urlencoded raw binary
KEY VALUE DESCRIPTION ees | BulkEdit
grant_type refresh_token
refresh_token ©55491d900fe43f28f6b22c404048150e15c0e4df3
Key Value cription
Body Cookies Headers(11) TestResults (1/1) Stalus: 2000K  Time: 887 ms  Size: 768 B Save Download
Pretty Raw Preview JSON ¥ = Q
1+ {
2
3
4 = InLhdCTEHTUZOT I 30TEZ0SwLY 2xp ZHS@X21KI Jo 1UKVTVC TS InVZZX JUYWL1T 0122 vbmlob3T4FQ. It paGVmzVeHUVQaNSyUOT - 12 2me UYYEARTrcMgzqoQ”
5
5 .
7 B
8 "refresh_token": "e55491d000e43f2876b22c404048150e15¢A4dF3",
9 "access_tok yThbGCi0iITUZTIN 19, ey]1eHAIOFEMzkyODI3Mzks Iml hdC TEMTUZ0T I30TE20SwiY 2xpZW5@X21kT Jo IUKVTVC IS InVzZX JuVli1 115012 21vbml0b311 £Q. I tpol6Vmz\eHuVQaNgyU0T - 12 2ncuYYEARTr cigzqoQ”
10 “expires_in" 3
1

Figure 3 Using the refreshToken
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Making Updates via JSON PATCH Format

UltraDNS APIs can create, modify, and return responses in both XML and JSON formats using
a DTO that contains the data fields for an entity. However, there are limitations to making
updates via this approach. Using PUT requires you to specify all attributes even if you are only
changing one attribute. Using the current PATCH method allows you to update only the fields
you need, but does not allow you to modify a value in an array, or remove an attribute or array
entry.

In order to work around these limitations, the UltraDNS REST API supports the use of the JSON
PATCH standardized format (defined in ) for specifying entity updates.

JSON PATCH calls allow you to specify multiple types of updates to a single entity in the
system. For example, you can use a single call to update a NotifyAddress for a zone, add a new
address to the list, and remove one you no longer need.

Currently, the UltraDNS REST API allows for JSON PATCH formatted calls to:

= , including Primary, Secondary and Alias

= — for standard RRSets, Resource Distribution (RD) pools,
SiteBacker/Traffic Controller pools, and Directional pools.

= — for all pool probe types.

= — various calls for Directional Pools will allow for the usage of the

JSON PATCH (each call will identify if you can use JSON PATCH)

The above links will take you to the section of this guide that contains partial update call
information for each of the objects listed.

JSON PATCH requests are sent to the same endpoint as PUT or PATCH updates. However, to
indicate that you are sending the request in JSON PATCH format, you must:

= Use the PATCH HTTP method.

= Supply application/json-patch+json for the value in the "Content-Type" HTTP header.

= |nclude a JSON array in the body of the request that contains one or more JSON PATCH
DTOs (defined below).

A Note About JSON PATCH:

There is difference between PATCH and JSON PATCH. This difference is communicated
to REST API by providing header Content-Type: application/json-patch+json for
11 JSON PATCH versus Content-Type: application/json for regular formats like PATCH,
= PUT, POST, DELETE, and GET.
As a consequence, the whole batch should contain only JSON PATCH bodies, or only
regular bodies.

JSON PATCH DTO

When using the JSON PATCH format you must provide a JSON PATCH DTO. The JSON
PATCH DTO identifies the type of update you want to make, which attribute you want to modify,
and the new value for that attribute. As with all JISON PATCH targets, the first item is numbered
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0, the second is numbered 1 and so on. The JSON PATCH is constructed as shown in the
below table.

Table 3 JSON PATCH DTO
Field Description Type
op Patch operation type you want to perform. String.
Valid values are:
* add
= replace
= remove
" move
path A JSON pointer that identifies the target (JSON target) on String.

which you want to perform the provided operation. The
path should be REC-6901 compliant.

value The value you want to apply to the JSON target provided. Object.
The value is ignored when the op is set to "remove"

from The existing value or path that needs to be changed or String.
moved. This field is used when the “move” operation type is
used.

JSON PATCH Examples

The following example shows an array of JSONPATCH DTOs for updating a Primary zone.
Notice that the zone is being updated using multiple operations for the different values for the
zone.

JSON PATCH Example: Update Primary Zone information

[
{

"op": "replace",
"path": "/restrictIpList/0/endIP",
"value": "7.7.7.7"
b
{
"op" . "add",
"path": "/restrictIpList/1",
"value": {"startIP": "1.1.1.1", "endIP": "2.2.2.2"}
br
{
"op": "remove",
"path": "/restrictIpList/3"

}
]

In the above example, the JISON PATCH performs the following changes to the Primary zone
(identified in the PATCH call URI):
= The endIP address for the first-listed restrictIP is replaced by 7.7.7.7

= The restrictIP list has a new entry, an IP range 1.1.1.1 to 2.2.2.2. This new IP range will be
shown second in a list of restrictlPs for this zone.

neustcar Page 11 of 501
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= The fourth-listed restrictIP entry is removed from the zone.

When updating Primary Zone Information by performing a POST (create) or a PUT/PATCH
(update/partial update) call, the “restrictIPList” call is case sensitive (specificially the “|P”
aspect). For these instances, the “IP” needs to be uppercase.

= When performing a GET call, or when using JSON-PATCH to PATCH a zone, the “Ip” section
of restrictlpList needs to remain as lower case (“Ip”).

This next example displays the JSON PATCH operation for “move.” This operation allows a
record’s position to be moved from one position to another within a pool. Currently, this
operation is only valid for Resource Distribution (RD) pools, Simple Load Balancing (SLB)
pools, and SiteBacker / Traffic Controller (SB/TC) pools, as these are the pools that contain
multiple rdata values.

In regards to the SiteBacker and Traffic Controller pools with priority settings, once a record is
moved to another position in the pool, the priority setting will be updated accordingly for the
change.

JSON PATCH Example: Move operation

[
{

" Op" : "move " 0
"path": "/rdata/2",
"from": "/rdata/1"

}
]

In the above example, the rdata is moving from position 1 to position 2 within the pool.

The example below shows a JSON PATCH DTO for updating a Secondary Zone.

JSON PATCH Example: Update Secondary Zone information

[
{
"op": "add",
"path": "/primaryNameServers/nameServerIpList/nameServerIpl/ip",
"value": "2.2.20.8"

}
]

In this example, the IP address for the first Primary Name Server for the secondary zone has
been set to 2.2.20.8. In the for this zone, this is the value that will now
appear for the nameServerlp1l attribute.

JSON PATCH format for partial updates is also supported for RRSets. However, resource
record types that have multiple values within an rdata entry (such as MX, NS, or SOA) present a
challenge to the standard JSON Pointer format. The standard provides no way to refer to a
particular value within a single rdata entry.
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To accommodate this limitation, the UltraDNS REST API provides a special case for rdata
entries, allowing both the record and the value for that record to be optionally indexed like a list.
The first target number in the path identifies the particular record in the set you want to update;
the second target number in the path identifies the value for the record you want to update. If
you do not list this second target number, it is assumed that you are updating all values in the
specified target record.

The following example shows a JISON PATCH call to update multiple MX records in a set,
demonstrating the ability to index into an rdata record.

JSON PATCH Example: Update MX records in a set

[
{

"op": "replace",
"path": "/rdata/0/1",
"value": "new.mail.server.biz."
by
{
"op": "replace",
"path": "/rdata/1",
"value": "30 new3.mail.server.biz."

}
]

In the above example, the first portion of the call updates only the mail server name for the first
MX record in the set. The second portion of the call replaces all values (both the priority and the
mail server) in the second MX record.

Performing a GET call for a resource provides the JSON structure on which the JSON-PATCH
operates. The fields in the returned resource are the fields that will be specified in the path of
the JSON-PATCH.

The GET calls for JSON PATCH supported items can be found on the following pages:

. on page 19.

= on page 69 (both Owner and Type are required for
the partial update RRSet call).

= on page 154 for all pool probe types).

. on page 230.
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Get the Status

The Get Status call provides a simple way to determine if the REST API is running, and to make
sure you are connecting to the UltraDNS Portal with proper authorization.

Method and URI:

GET https://api.ultradns.com/status

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with a Get Status DTO
containing the status response message.

JSON Example: Status
{

"message": "Good"

}

Errors: An error is returned under the following conditions:

| |
None
_— Rest API Test Eny r
POST Auth Token X | &7 GET Stawus 8| 4 s =
» GET Status Examples (0) *

GET ~ https:#/test-api.ultradns.com/status m Save ¥

Headers (2) Cookies Code

KEY VALUE DESCRIPTION o= BulkEdit Presets w

Authorization Bearer ey]hbGciOi)IUzI1Nij9.ey)leHAIOJE 1 MzkyODMwWMTQsImIhdCISMTUZOTI3...
Content-Type applicationsjson

Body “n Status: 2000K  Time: 95ms  Size: 495B Save Download
Pretty BsoN v mQ

Figure 4 Get Status with Status Response Message

Get Status DTO
The following table shows the structure of the DTO returned by a request for status.

Table 4 Get Status DTO

Attribute Description

message Contains any message from the server about the result of your String.
request.
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Get the API Version

The API Version call provides the version of the REST API currently in production.

This call does not require an Authorization header to be specified, which allows it to be used to
verify that there are no networking issues between a client and the REST API server.

Method and URI:

GET https://api.ultradns.com/version
Parameters: None

Body: None

Response: If task completes, Status Code 200 OK is returned with a \Version DTO in the body
content.

Errors: An error is returned under the following conditions:

= None

Version DTO
This is the structure returned by a request for the API version.

Table 5 Version DTO

Description

version Contains the version of the server. If the server cannot determine its | String.
version, it will return the string "Unknown". The format of the version
string is:

Major.Minor.BugFix-buildld (example: 1.9.0-
20140403224104.2beec3b)

JSON Example: Version

{
"version": "1.9.0-20140403224104.2beec3b"

}
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Email Notifications

You are able to update the notification email address that is on file via the RESTful interface,
and using the Making Updates via JSON PATCH Format.

Email notifications commonly are sent for Zone Transfer Notification issues (failures or threshold
settings being exceeded), DDOS Notifications, SiteBacker and Traffic Controller Probe Events,
Record Events, and Scheduled Events.

Update Notification Email Address

Method and URI:

PATCH https://api.ultradns.com/zones/{secondaryZoneName }

JSON Example: Update Notification Email Address
{

"secondaryCreateInfo":

{

"notificationEmailAddress":"<updated email address>"
}
}
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Zone API

A DNS Zone is a portion of a DNS Domain separated for administrative control. You can think of
it as a container for individual DNS Resource Records. Zones (domains) are the basic building
blocks of DNS. UltraDNS defines three classes of zone types: Primary, Secondary, and Alias.

= A Primary Zone is the master copy of the zone data. UltraDNS manages Primary zones.
They may include advanced features like pools.

= A Secondary Zone is a copy of the primary zone, and is owned and controlled by a
nameserver outside the UltraDNS system. UltraDNS retrieves a copy via zone transfer of
the zone from the remote nameserver. Secondary zones are read-only (except for
requests for transfer) and cannot contain advanced UltraDNS features.

= An Alias Zone is a virtual copy of a Primary zone; it's basically the primary zone under a
different zone name. They are read-only, but contain all of the advanced features of the
primary zones they alias.

This chapter provides details on the Zone API calls available for use, as well as detailed Zone
DTO (Data Transfer Object) information. When DTOs are required in the body of the call, or are
returned as a response, cross reference links are provided to the specific table containing the
details of DTO contents.

To escape forward slashes in zone names (for example, a reverse zone with the name
0/24.50.156.193.in-addr.arpa), use $2F.

In our example URIs, to specify the reverse zone noted above:
https://api.ultradns.com/zones/0%2F24.50.156.193.in-addr.arpa.

Create a Zone

The Create Zone API allows you to create a Primary, Secondary, or Alias Zone, and
furthermore, allows you to create a Zone “from scratch” by copying another zone via an
uploaded file or by Zone transfer. The JSON examples provided below give a sample of each
type of zone create call.

Create a Zone is a POST call and is generated as follows:
Method and URI:

POST https://api.ultradns.com/zones

Parameters: None

Body: Must include a

The Zone Create DTO requires the inclusion of a Zone Properties DTO. Depending on the type
of Zone you are creating, you will also require a Primary Zone DTO, a Secondary Zone DTO or
an Alias Zone DTO.

For DTO reference, see the following tables:

" on page 34
= on page 34
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. on page 37
= on page 40
. on page 41

Response: If task completes, Status Code 201 is returned with an appropriate message in the
response body.

= |If creation happens in the background, a Status Code 202 is returned with a status
response message of “Pending” along with an X-Task-Id header in body content.

Errors: An error is returned under the following conditions:

= |f {zoneName} already exists.
= |f {zoneName} is not valid.
= If you don't have permission to create zones.

= |f creating a Primary Zone via copy, if creating an Alias, or if the original zone is not a
Primary zone.

JSON Example: Create a Zone
{
"properties": {
"name" : "changecommentdemo.com",

"accountName" : "demoaccount",
"type" :"PRIMARY"

y
"primaryCreateInfo": {

"forceImport":true,
"createType" :"NEW"
}y

"changeComment":"Create zone as agreed"

Delete a Zone

The Delete Zone API allows you to delete any zone you have the proper authority to delete. You
cannot delete a primary zone if it has an Alias zone.

Delete Zone call is generated as follows:

Method and URI:

DELETE https://api.ultradns.com/zones/{zoneName}
Parameters: None

Body: Can include the following optional field. The "Content-Type: application/json" header
IS required.
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Description

changeComment An optional field allowing users to create a comment for a | String.
zone operation using up to 512 characters of free text,
which can be viewed and searched for via the Audit Log
Report.

Not applicable for Batch or JSON Patch calls.

Response: If delete happens immediately, Status Code 204 returned with no body content.

= |f delete happens in the background, a Status Code 202 is returned with a status response
message of Pending, along with an X-Task-Id header in body content.

Errors: An error is returned under the following conditions:

= |f you do not have permission to delete {zoneName}.

= If {zoneName} does not exist.

JSON Example: Delete Zone with Change Comment
{

"changeComment": "Deleting Zone as agreed"

}

Get Zone Metadata

The Get Zone Metadata call returns Zone information for the specified {zoneName} in the form
of a Zone DTO. This DTO can in turn be used for other calls as needed.

Method and URI:

GET https://api.ultradns.com/zones/{zoneName}

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with Zone DTOs in the body
content. Example responses for different zone types are shown below.

Errors: An error is returned under the following conditions:

= If {zoneName} does not exist.

= |f you do not have permission to read {zoneName}.

JSON Example: Responses to Primary Zone — Get Metadata
{

"properties": {
"name": "primary-example.com.",
"accountName": "example",
"owner": "example",
"type": "PRIMARY",
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"recordCount": 3,
"dnssecStatus": "UNSIGNED",
"lastModifiedDateTime": "2014-07-01T22:132"
}r
"registrarInfo": {
"registrar": "Generic Domain Name Registrar",
"whoisExpiration": "2015-01-01 00:00:00",
"nameServers": {
"ok": ["PDNS1.ULTRADNS.NET", "PDNS2.ULTRADNS.NET"],
}
b
"restrictIpList": [
{
"startIP": "10.20.30.40",
"endIP": "20.20.20.20",
"comment": "Comment"
}
1,
"tsig": |
"tsigKeyName":"Key",
"tsigKeyValue": "This would be a hash if it was real",
"description": "TSIG for primary-example.com",
"tsigAlgorithm": "hmac-sha256"
}o
"notifyAddresses": [
{
"notifyAddress": "2.4.5.6",
"description": "East Coast Server"
}o
{
"notifyAddress": "5.6.7.8",
"description": "West Coast Server"

JSON Example: Secondary Zone — Get Metadata
{

"properties": {
"name": "secondary-example.com.",
"accountName": "example",
"owner": "example",
"type": "SECONDARY",
"recordCount": 3,
"dnssecStatus": "UNSIGNED",
"lastModifiedDateTime": "2014-07-01T22:13Z"
by
"primaryNameServers": {
"nameServerIpList": {
"nameServerIpl": {
"ip": "1.2.3.4",
"tsigKey": "keyl",
"tsigKeyValue": "valuel"
br

"nameServerIp2": {

neustar
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"ip": "2.4.5.6",
"tsigKey": "key2",
"tsigKeyValue": "value2"
}o
"nameServerIp3": {
"ip": "3.4.5.6",
"tsigKey": "key3",
"tsigKeyValue": "value3"

"transferStatusDetails": {

"lastRefresh": "06/13/18 06:07:45 AM GMT",

"nextRefresh": "06/13/18 07:07:45 AM GMT",

"lastRefreshStatus": "FAILED",

"lastRefreshStatusMessage": "Failed to transfer zone
example.com.' from host: 54.209.41.82; reason:
java.net.SocketTimeoutException"

JSON Example: Alias Zone — Get Metadata

{

"properties": {

}y

"name": "alias-example.com.",
"accountName": "example",

"owner": "example",

"type": "ALIAS",

"recordCount": 3,

"dnssecStatus": "UNSIGNED",
"lastModifiedDateTime": "2014-07-01T22:13Z"

"originalZoneName": "example.com."

List Metadata for Zones

The List Metadata for Zones call differs from the Get Zone Metadata call in that it provides a
summary list of all zones (or all zones of a specified type), rather than metadata for a particular
zone. The List Metadata for zones call is a GET call and is generated as follows:

Method and URI:

GET https://api.ultradns.com/zones/

Parameters: Parameters are listed in the following table:

Table 6 Parameters for get metadata for zones

neustar
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Parameter Description

The query used to construct the list. Query operators are:

= name — Name of the zone (allowing for partial string matches).

String.

nevuscar
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Description

= zone_type — Returns zones of an identified type. If not specified, all
zone types are returned. Valid values are ALIAS, PRIMARY, or
SECONDARY.

= zone_status — Returns zones with the identified status. Active zones
are returned if not specified. Valid values are ACTIVE, SUSPENDED,
or ALL.

= dnssec_status — Returns zones based upon the dnssec status. Valid
values are SIGNED or UNSIGNED. If not specified, both types of
zones will be returned.

= account_name — Returns the zones based upon the account. If not
specified, zones of all of the accounts that the user has access to will
be returned.

o If the account name has space characters in it, the space
characers need to be replaced with “%20.” For example, account
“test account” will need to be “test%20account.”

neustar

Type

offset

The position in the list for the first returned element (0 based). Default is “0.”

Integer.

limit

The maximum number of rows requested. Default is 100.

Integer.

sort

The sort column used to order the list. The valid values are:
= NAME (default sort column)
= ACCOUNT_NAME
= ZONE_TYPE

String.

reverse

List is sorted in Ascending order by default, with the parameter value being
false. Enter true to sort the list in Descending order by the sort column
specified (or by Name if no sort value is entered).

Boolean.

Body: None

Response: If task completes, Status Code 200 OK is returned with a Zone List DTO in the body

content.

Errors: An error is returned under the following conditions:

= If you do not have permission to read zones.

JSON Example: Zone List

{

"queryInfo": {

wn

"q" : ,
"sort": "NAME",
"reverse": false,

"limit": 100

by

"resultInfo": {
"totalCount": 3,
"offset": O,
"returnedCount": 3

}

"zones" :

[

neuscar
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"properties": {
"name": "alias-example.com.",
"accountName": "example",
"owner": "example",
"type": "ALIAS",
"recordCount": 3,
"dnssecStatus": "UNSIGNED",
"lastModifiedDateTime": "2014-07-01T22:13Z"
3y

"originalZoneName’ : "example.com."

"properties": {
"name": "primary-example.com.",
"accountName": "example",
"owner": "example",
"type": "PRIMARY",
"recordCount": 3,
"dnssecStatus": "UNSIGNED",

"lastModifiedDateTime": "2014-07-01T22:132"

b
"registrarInfo": {
"registrar": "Generic Domain Name Registrar",

neustar

"whoisExpiration": "2015-01-01 00:00:00",
"nameServers": {
"ok": ["PDNS1.ULTRADNS.NET", "PDNS2.ULTRADNS.NET"],

}y

"restrictIpList": [
{
"startIP": "10.20.30.40",
"endIP": "20.20.20.20",
"comment": "Comment"
}
1,
"tsig": {
"tsigKeyName":"Key",
"tsigKeyValue": "This would be a hash if it was
"description": "TSIG for primary-example.com",
"tsigAlgorithm": "hmac-sha256"
by
"notifyAddresses": [
{
"notifyAddress": "2.4.5.6",
"description": "East Coast Server"
by
{
"notifyAddress": "5.6.7.8",
"description": "West Coast Server"
}
]
}y
{
"properties": {

"name": "secondary-example.com.",

real",

neuscar
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"accountName": "example",

"owner": "example",

"type": "SECONDARY",

"recordCount": 3,

"dnssecStatus": "UNSIGNED",

"lastModifiedDateTime": "2014-07-01T22:132"
b

"primaryNameServers": {
"nameServerIpList": {
"nameServerIpl": {
"ip": "1.2.3.4",
"tsigKey": "keyl",
"tsigKeyValue": "valuel"
}y
"nameServerIp2": {
"ip": "2.4.5.6",
"tsigKey": "key2",
"tsigKeyValue": "value2"
}y
"nameServerIp3": {
"ip": "3.4.5.6",
"tsigKey": "key3",
"tsigKeyValue": "value3"

Convert a Zone

The Convert Zone call converts a Secondary Zone into a Primary Zone. The Convert Zone call
is a POST call and is generated as follows:

Method and URI:

POST https://api.ultradns.com/zones/{zoneName}/convert

Parameters: None

Body: Optionally, can include the and the use of the changeComment field. If
providing DTO fields, the "Content-Type: application/json" header is required.

Response: If conversion completes, Status Code 201 is returned with an appropriate status
message in the response body.

= |f conversion happens in the background, a Status Code 202 is returned along with an X-
Task-ID header and a status message of “Pending” in the body content.

Errors: An error is returned under the following conditions:

= |f {zoneName} does not exist.

= |f you do not have write permission for {zoneName}.
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= |f {zoneName} is not a secondary zone.

JSON Example: Convert Zone with Change Comment
{

"changeComment": "Converting zone 12/05/2020"

}

Unalias a Zone

Unaliasing a zone is the process of converting an Alias Zone into a Primary Zone. When you
unalias a zone, the following changes happen:

= All of the data and zone configuration information is copied from the Primary to the Alias.
= The Alias is converted into a Primary zone.

= Any correlation between the original Primary and new Primary (formerly the Alias) is
removed; the two are now wholly separate Primary zones.

The Unalias call is a POST call and is generated as follows:

Method and URI;

POST https://api.ultradns.com/zones/{zoneName}/unalias

Parameters: None

Body: Can include the following optional field. The "Content-Type: application/json" header

is required.
Field Description Type
changeComment An optional field allowing users to create a comment for a | String.

zone operation using up to 512 characters of free text,
which can be viewed and searched for via the Audit Log
Report.

Not applicable for Batch or JSON Patch calls.
Additionally, the use of a colon (:) is prohibited.

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

= |f task happens in the background, Status Code 202 is returned along with an X-Task-ID
header and a status message of Pending in the body content.

Errors: An error is returned under the following conditions:
= |f {zoneName} does not exist.
= If you do not have permission to unalias {zoneName}.

= If {zoneName} is a not an alias zone.
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JSON Example: Unalias Zone with Change Comment
{

"changeComment": "Unalias this zone. No longer required."

}

Suspend a Zone

Suspending a zone allows you to temporarily stop serving data for a zone without deleting that
zone. When you suspend a zone, the following changes happen:

= The zone cannot be updated via a PUT or PATCH
= Performing a GET will still return zone data
The Suspend call is a POST call and is generated as follows:

Method and URI:
POST https://api.ultradns.com/zones/{zoneName}/suspend
Parameters: None

Body: Can include the following optional field. The "Content-Type: application/json" header

is required.
Field Description Type
changeComment An optional field allowing users to create a comment for a | String.

zone operation using up to 512 characters of free text,
which can be viewed and searched for via the Audit Log
Report.

Not applicable for Batch or JSON Patch calls.
Additionally, the use of a colon (;) is prohibited.

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

Errors: An error is returned under the following conditions:

= |f {zoneName} does not exist.

= |f you do not have permission to suspend {zoneName}.

JSON Example: Suspend Zone with Change Comment

{
"changeComment": "Suspending Zone until 2/20/2021"
}

UnSuspend a Zone

Un-Suspending a zone is the process of re-enabling a suspended zone. When you unsuspend a
zone, the following changes happen:
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= The zone can be updated via PUT or PATCH
The UnSuspend call is a POST call and is generated as follows:

Method and URI:

POST https://api.ultradns.com/zones/{zoneName}/unsuspend

Parameters: None

Body: Can include the following optional field. The "Content-Type: application/json" header

is required.
Field Description Type
changeComment An optional field allowing users to create a comment for a | String.

zone operation using up to 512 characters of free text,
which can be viewed and searched for via the Audit Log
Report.

Not applicable for Batch or JSON Patch calls.
Additionally, the use of a colon (;) is prohibited.

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

Errors: An error is returned under the following conditions:

= If {zoneName} does not exist.
= |f you do not have permission to unsuspend {zoneName}.

= |f the Zone is not currently suspended.

Update a Zone

The Update Zone call allows you to update certain aspects of either a Primary or a Secondary
Zone. You cannot use this call to:

= Update an Alias Zone.
= Specify Primary Name Servers for a Primary zone.
= Specify restrict IPs, TSIG, or Notify addresses for a Secondary Zone.

As this is a FULL update (replacing data) for Primary Zone updates, you must include any
necessary restrict IPs, Notify addresses, or Primary Name Servers that apply. Any data not
included with the update will be deleted from the Primary Zone. See also

on page 29.

Update Zone is a PUT call and is generated as follows:

Method and URI:

PUT https://api.ultradns.com/zones/{zoneName}
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Parameters: None
Body: Must include a , specifically containing information as follows:

= To update a Primary Zone, include only the createPrimaryInfo section. This section
consists of a , of which you only need to provide the restrictIPList,
tsig, and/or notifyAddresses sections.

IMPORTANT: Because this is a full update, any restrictlPs, tsig, or notifyAddresses not
included will be deleted from the Primary Zone (unless the zone inherits the setting from
the account).

= To update a Secondary Zone, include only the createSecondarylInfo section. This
section consists of a , of which you only need to provide the
primaryNameServers section.

IMPORTANT: Because this is a full update, any primaryNameServers not included will be
deleted from the Secondary Zone.

Examples of the information to be provided are shown below. If additional sections are sent,
they will be ignored.

For DTO reference, see the following tables:

= on page 34
. on page 37
. on page 40

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

= |f task happens in the background, Status Code 202 is returned along with an X-Task-I1D
header and a status message of “Pending” in the body content.

Errors: An error is returned under the following conditions:

= |f {zoneName} does not exist.
= If you do not have write permission for {zoneName}.
= |f zone is an Alias Zone (cannot update Alias zones).

= |f the wrong kind of data is submitted for a zone (see above for information required).

JSON Example: Update Restrict IP details for Primary Zone
{

"primaryCreateInfo": {
"restrictIPList": [
{
"startIP": "10.20.30.40",
"endIP": "20.20.20.20",
"comment": "Comment"

by
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"changeComment": "Updating zone"

JSON Example: Update TSIG and Notify information for Primary Zone
{

"primaryCreateInfo": ({
"tSig"! {
"tsigKeyName": "Key",
"tsigKeyValue": "This would be a hash if it was real",
"description": "TSIG for primary-example.com",

"tsigAlgorithm": "hmac-sha256"
b

"notifyAddresses" : [

{
"notifyAddress": "2.4.5.6",
"description": "East Coast Server"

b

{
"notifyAddress": "5.6.7.8",
"description": "West Coast Server"

JSON Example: Update Primary Name Server information for Secondary Zone
{

"secondaryCreateInfo": {
"primaryNameServers": {
"nameServerIpList": {
"nameServerIpl": {
"ip": "1-2-3-4",
"tsigKey": "keyl",
"tsigKeyValue": "valuel"
3y
"nameServerIp2": {
"ip": "2-4-5-6",
"tsigKey": "key2",
"tsigKeyValue": "value2"
3y
"nameServerIp3": {
"ip": "3-4-5-6",
"tsigKey": "key3",
"tsigKeyValue": "value3"

Partially Update a Zone

The Partial Update a Zone call is used to:

neustar
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= Update the restrictlPs, TSIG key, and/or Notify Address information for a Primary zone
without having to explicitly list all of them. Any Restrict IPs, TSIGs or Notify Addresses not
included in the call are retained on the server.

= Update the Primary Name Servers for a Secondary zone without having to explicitly list all
of them. Any Primary Name Servers not included in the call are retained on the server.

Alias zones cannot be updated.
Partially Update a Zone is a PATCH or a JSON PATCH call and is generated as follows:
Method and URI:

PATCH https://api.ultradns.com/zones/ [zoneName}

Parameters: None

Body: For standard XML or JSON formatted calls, the body must include a
specifically containing information as follows:

= To update a Primary Zone, include only the createPrimaryInfo section. This section
consists of a , of which you only need to provide the restrictlpList,
tsig, and/or notifyAddresses sections.

Because this is a partial update, any restrictlps, tsig, or notifyAddresses not included in the
call will be retained on the Primary zone.

= To update a Secondary Zone, include only the createSecondarylnfo section. This
section consists of a , of which you only need to provide the
primaryNameServers section, or the notificationEmailAddress.

Because this is a partial update, any primaryNameServers not included will be retained on
the Secondary Zone. If additional sections are sent, they will be ignored.

For , the body must include a

For DTO reference, see the following tables:

. on page 11.

. on page 34.

. on page 37.

. on page 40.

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

= |f task happens in the background, Status Code 202 is returned along with an X-Task-ID
header and status message of Pending in the body content.

Errors: An error is returned under the following conditions:
= |f {zoneName} does not exist.

= |f you do not have write permission for {zoneName}.
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= |f zone is an Alias Zone (Alias Zones cannot be updated).

= |f the wrong kind of data is submitted for a zone (see above for information required).

JSON Example: Partially Update a Zone with Change Comment
{

"primaryCreateInfo": {
"notifyAddresses": [

{
"notifyAddress":"2.4.5.6",
"description":"East Coast Server"

by
{

"notifyAddress":"5.6.7.8",
"description":"West Coast Server"

]

y
"changeComment": "Add notify ips using Patch"

Request Zone Transfer

The Request Zone Transfer call sends an AXFR request through a Secondary Zone, to the
primary name server in order to update the Secondary Zone with information from the Primary
Zone.

The {zoneName} identified in the call should be the name of the Secondary Zone to be updated.
The Request Zone Transfer call is a POST call and is generated as follows:

Method and URI:

POST https://api.ultradns.com/zones/{zoneName}/transfer

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

= |f task happens in the background, Status Code 202 is returned along with an X-Task-ID
header and status message of Pending in the body content.

Errors: An error is returned under the following conditions:

= If {zoneName} does not exist.
= |f you do not have permission to update {zoneName}.

= |f {zoneName} does not refer to a Secondary Zone.
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Export a Zone

Exporting a Zone will create a task to export the zone details into a BIND file. Once the task has
been completed the BIND file can be downloaded.

Method and URI:

POST https://api.ultradns.com/zones/export

Parameters: None

Body: The body must include the zonename that is being exported.

Description

zoneNames The name or names of the zones that are String. Must be a valid zone
being exported, with or without the trailing dot. | name.
Multiple zone names must be comma
separated.

Response: If task completes, Status Code 202 Accepted is returned along with an X-Task-ID
header and status message of Pending in the body content. To check the status of the export,
use the Get the Status of a Task call.

Errors: An error is returned under the following conditions:

= If {zoneName} does not exist.
= |f you do not have permission to export {zoneName}.

= |f zoneNames contains more than 250 zone names for export.

JSON Example: Export a Zone Body Example
{

"zoneNames": ["name.com", "name2.com."]

}

JSON Example: Export Zone BIND File Details

;File created: 12/01/2020 16:13

;Record count: 6

SORIGIN 00-ben-doc-ns.com.

@ 86400 IN SOA udnsl.ultradns.net. rajender\.aindla.neustar.biz. (
2018062747 ;Serial

10800 ;Refresh
3600 ;Retry
2592000 ;Expire
10800 ;Minimum

)
@ 86400 IN NS udnsl.ultradns.net.
@ 86400 IN NS udns2.ultradns.net.
www . momandpopgas.com 600 INA 1.1.1.1
;record belongs to the pool HealthProbeTest.com.00-ben-doc-ns.com.
HealthProbeTest.com 120 IN A 6.5.4.3
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mydeadpool.com 60 IN A 2.2.2.2

Get the Status of a Export Zone Task
Method and URI:

GET https://api.ultradns.com/tasks/{taskId}
Parameters: Must include the specific Task ID.

Body: None

Response: If task completes, Status Code 200 OK is returned with a in the body
content.

Errors: An error is returned under the following conditions:

= |f {taskld} does not exist.

= |f you do not have permission to read {taskld}.

Get the Results of a Task
Method and URI

GET https://api.ultradns.com/tasks/{taskId}/result

Parameters: Must include a Task ID.
Body: None

Response: If task completes, Status Code 200 OK is returned with a in the body
content.

The content will be returned as a downloadable file. The name of the file will be the {taskld} that
was submitted with the request. The file extension and content type are set by the background
task and will be appropriate to the data returned.

Errors: An error is returned under the following conditions:

= |f {taskld} does not exist.
= |f you do not have permission for the task associated with the supplied {taskld}.

= |f task is not yet completed.
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Zone DTOs

The sections and tables below provide detailed information about the contents of the DTOs
used for Zone API calls. When a DTO field consists of the contents of another DTO, a cross
reference link to the associated DTO is provided. When possible, return links to the “parent”
DTO are provided, along with links to the API calls that use the DTO.

Zone Properties DTO

The Zone Properties DTO holds the common metadata across all types of zones. This must be
included in the Zone Create DTO used for Create a Zone call, unless it is present on an update,
in which case it can be ignored.

Table 7 Zone Properties DTO

Field Description Type
name Name of the zone, with trailing Must be a valid domain name.
periods (....) Required for zone creation.
Ignored if present on update.
accountName Name of the account. String. Required for zone creation.
Ignored if present on update.
type Type of zone. Valid values are Required for zone creation.
PRIMARY, SECONDARY or Ignored if present on update.
ALIAS.
owner Name of the user that created the | String. Returned in GET responses for
zone. zone information.
Ignored if present on create or update.
recordCount Number of records in the zone Integer. Returned in GET responses
for zone information.
Ignored if present on create or update.
dnssecStatus Whether or not the zone is signed | Returned in GET responses for zone
with DNSSEC. Valid values are information.
SIGNED or UNSIGNED. Ignored if present on create or update.
lastModifiedDateTime | The last date and time the zone Returned in GET responses for zone
was modified, represented in information.
1SO8601 format. Ignored if present on create or update.

Zone Create DTO

The Zone Create DTO is the data structure used for the Create a Zone, and Partially Update a

Zone API calls.

Table 8 Zone Create DTO

properties

Description

The name, account name, and
type of zone being created.

Zone Properties DTO. Required for
zone creation. Ignored if present on
update.

neuscar
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Type
Primary Zone DTO. Required to

create or update a primary zone,
ignored in all other cases.

secondaryCreatelnfo Metadata for a secondary zone.

Secondary Zone DTO. Required to
create or update a secondary zone,
ignored in all other cases.

aliasCreatelnfo Metadata for an alias zone.

Alias Zone DTO. Required to create
an alias zone, ignored in all other
cases.

changeComment An optional field allowing users to
create a comment for a zone
operation using up to 512
characters of free text.

Applicable for all Zone api calls.
Not applicable for Batch or JSON
Patch calls.

Additionally, the use of a colon (:)
is prohibited.

String.

JSON Example: New Primary Zone
{

"properties": {
"name": "primary-example.com.",

"accountName": "example",
"type": "PRIMARY"

}y

"primaryCreateInfo": {
"forceImport": true,
"createType": "NEW"

by

"changeComment": "Created as agreed"

JSON Example: New Primary Zone Copied from Another Zone

{

"properties": {
"name": "copy-example.com.",
"accountName": "example",
"type": "PRIMARY"

}y

"primaryCreateInfo": {
"forceImport": true,
"createType": "COPY",
"originalZoneName": "example.com."

JSON Example: New Primary Uploaded from a File
{

neuscar
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"properties": {
"name": "example.com.",
"accountName": "example",
"type": "PRIMARY"

}y

"primaryCreateInfo™: {
"forceImport": true,
"createType": "UPLOAD"

Bind Upload — TTL Behavior during Zone Creation

First Scenario

When creating a Zone via bind upload, any records with the same owner and type, but have
different TTLs (in the bind file), will be created with the lowest TTL value amongst all the records
of the same owner and type (in the bind file).

For example, the following three records for the owner “txtrecord” and the type TXT, along with
rdata and TTLs in one bind file:

1. txtrecorddatal with TTL 300
2. txtrecorddata2 with TTL 500
3. txtrecorddata3 with TTL 400

In this scenario, all three of the above records would be created with the TTL value 300.

Second Scenario

Similarly to the previous example, if you have records with the same owner and type in a bind
file, but only some of the TTLs are provided for the records in the rrset, then all of the records of
the rrset will inherit the lowest TTL value (provided in the bind file).

1. txtrecorddatal with no TTL
2. txtrecorddata2 with TTL 500
3. txtrecorddata3 with TTL 400

All of the above records in the example will be given the TTL value of 400. If none of the
provided records have TTL values, then the TTL value for each record will be given the default
TTL value of 86400.

JSON Example: New Primary Zone via Transfer
{

"properties": {
"name": "copy-example.com.",
"accountName": "example",
"type": "PRIMARY"

}y

"primaryCreateInfo": {
"forceImport": true,
"createType": "TRANSFER",
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"nameServer": {
"ip": "1.2.3.4",
"tsigKey": "key",

"tsigKeyValue":"value"

Primary Zone DTO

The Primary Zone DTO contains the metadata used to create or update a Primary Zone. The
Create a Zone, and Partially Update a Zone API calls use the Zone Create DTO, which in turn
references this DTO.

Table 9 Primary Zone DTO

Description

forcelmport Whether or not to move existing records from Boolean.
zones into this new zone. Values include: Only used for primary zone
= “true” = move creation. If not present,

defaults to “false”.

= “false” = leave in existing zone (default) )
Ignored if present for update.

createType Indicates the method for creating the primary Required for primary zone
zone. Values include: creation.
= ‘NEW’ Ignored if present for update.
= “‘COPY”
= “TRANSFER”
= “UPLOAD’
nameServer/ip IP address of the primary zone's name server IPv4 or IPv6 address.
(where the primary zone is being transferred Required if createType is
from). “TRANSFER.”
Ignored if present for update.
nameServer/tsigKey | If TSIG is enabled for this name server, the String. Used only if createType
name of the TSIG key. is “TRANSFER.”

Required if TSIG is enabled for
this name server.

Ignored if present for update.

nameserver/tsigkey | If TSIG is enabled for this name server, the String. Used only if createType
Value TSIG key's value. is “TRANSFER.”

Required if TSIG is enabled for
this name server.

Ignored if present for update.
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Description
The hash algorithm used to generate the TSIG
key.
Valid values are:
= hmac-md5
= hmac-shal
= hmac-sha224
= hmac-sha256
= hmac-sha384
= hmac-sha512

neustar

Type

String. Used only if createType
is “TRANSFER.”

Default is hmac-md5.

Required if TSIG is enabled for
this name server.

Ignored if present for update.

originalZoneName

The name of the zone being copied. The
existing zone must be owned by the same
account as the new zone.

String. Must be a valid domain
name.

Required if createType is
“COPY.”

Ignored if present for update.

restrictIPList

The list of IP ranges that are allowed to transfer
primary zones out using zone transfer protocol
(AXFR/IXFR).

List of Restrict IP DTOs.

Optional for both creation and
update.

tsig

The TSIG information for the primary zone.

TSIG DTO.

Optional for both creation and
update.

notifyAddresses

The addresses that are notified when updates
are made to the primary zone.

List of Notify Address DTOSs.

Optional for both creation and
update.

inherit

Defines whether this zone should inherit the
zone transfer values from the Account, and also
specifies which values to inherit.

Defaults to ‘ALL’ if zone transfer settings on the
account have been set.

Optional for both creation and
update. Valid values include:

= ALL

= NONE

» Any combination of:
o IP_RANGE
o NOTIFY_IP
o TSIG

Separate multiple values with a
comma, i.e., IP_RANGE,
NOTIFY_IP

Restrict IP DTO

Each Restrict IP DTO holds the IP addresses that are allowed to transfer Primary Zones out
using the Zone Transfer protocol (AXFR/IXFR). The Restrict IP DTO contains information used
in the Primary Zone DTO.

The IP address information can be specified in three different formats:
1. IP Range (startlP and endIP)

2. CIDR (cidr)

neuscar
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3. Single IP (singlelP)
Only one format should be specified in the DTO at a time (range, CIDR or single IP).

Table 10 Restrict IP DTO

Description

startIP The start of the IP range that is allowed to IPv4 or IPv6 address.
transfer this primary zone out using zone
transfer protocol.

endIP The end of the IP range that is allowed to IPv4 or IPv6 address/
transfer this primary zone out using zone
transfer protocol.

cidr The IP ranges specified in CIDR CIDR (e.g. 1.1.1.1/30,

::10/126)

singlelP The IP that is allowed to transfer this primary IPv4 or IPv6 address.
zone out using zone transfer protocol.

comment A description of this range of IP addresses. String. Optional.

TSIG DTO

The TSIG DTO holds TSIG information for the Primary Zone. The TSIG DTO contains
information used in the Primary Zone DTO.

Table 11 Tsig DTO

Field
tsigkeyName

‘ Description
The name of the TSIG key for the zone.

Type
String. REQUIRED.

tsigkeyValue

The value of the TSIG key for the zone.

String. REQUIRED.

description

A description of this key.

String. Optional. |

tsigAlgorithm

The hash algorithm used to generate the TSIG
key.
Valid values are:

= hmac-md5

= hmac-shal

= hmac-sha224

= hmac-sha256

= hmac-sha384

= hmac-sha512

String. REQUIRED.

Notify Address DTO

Each Notify Address DTO defines an address that gets notified when there are updates to a
Primary Zone. The Notify Address DTO contains information used in the Primary Zone DTO.

Table 12 Notify Address Detail DTO

Description

notifyAddress

The IP address that is notified when the primary

zone is updated.

IPv4 address. REQUIRED.
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Description

description A description of this address. String. Optional.

Secondary Zone DTO

The Secondary Zone DTO holds the metadata used to create or update a Secondary Zone. The
Create a Zone, and Partially Update a Zone API calls use the Zone Create DTO, which in turn
references this DTO.

This DTO is also used to return the Primary Name Servers for a Secondary Zone when the Get
Zone Metadata call is used.

Table 13 Secondary Zone DTO

Description
primaryNameServers The primary name servers of the source | Name Server I[P List DTO.
zone for the secondary zone. Required for creating or

updating a secondary zone.
Ignored in all other cases.

notificationEmailAddress | The Notification Email for a secondary String. Optional.
zone.

JSON Example: New Secondary Zone
{

"properties": {
"name": "secondary-example.com.",
"accountName": "example",
"type": "SECONDARY"
bo
"secondaryCreateInfo": {
"primaryNameServers": {
"nameServerIpList": {
"nameServerIpl": {
"ip": "1.2.3.4",
"tsigKey": "keyl",
"tsigKeyValue": "valuel"
}
}
bo
"notificationEmailAddress": "<email address>"

}

neuscar Page 40 of 501

Real Intelligence. Better Decisions:



Zone API REST API User Guide ne ustar

Alias Zone DTO

The Alias Zone DTO holds the metadata used for creating an Alias Zone. The Create a Zone
API call uses the Zone Create DTO which in turn references this DTO.

Table 14 Alias Zone DTO

Description
originalZzoneName | The name of the zone being aliased. The Must be a valid domain
existing zone must be owned by the same name.
account as the new zone. Required for alias during
creation.

JSON Example: New Alias Zone
{

"properties": {
"name": "alias-example.com.",
"accountName": "example",
"type" B "ALIAS"

}y

"aliasCreateInfo": {
"originalZoneName": "example.com."

s

"changeComment":"Create an alias zone"

Name Server IP List DTO

The Name Server IP List DTO lists the Primary Name Servers for a Secondary Zone. It is
referenced by the Secondary Zone DTO which is used for the Create a Zone, Partially Update a
Zone, and Get Zone Metadata API calls.

Table 15 Name Server IP List DTO

Description

nameServerlpList The IP address of the primary name server for | IPv4 or IPv6 address.

/nameServerlP1l/ip the source zone. Required for creation or
update of a secondary
zone.

nameServerlpList If TSIG is enabled for this name server, the String.

/nameServerIPl/tSig name of the TSIG key Required for creation or

Key update of a secondary zone
if TSIG is enabled for this
name server.

nameServerlpList If TSIG is enabled for this name server, the String.

/nameServerlP1 TSIG key's value. Required for creation or

ftsigKeyValue update of a secondary zone
if TSIG is enabled for this
name server.
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nameServerlpList
/nameServerlP1

/tsigAlgorithm

Description

The hash algorithm used to generate the TSIG

key.

Valid values are:
= hmac-md>5
= hmac-shal
= hmac-sha224
= hmac-sha256
= hmac-sha384
= hmac-sha512
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‘Type
String.
Default is hmac-md5.

Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.

nameServerlpList/
nameServerlP2/ip

The IP address of the first backup hame server

for the source zone.

IPv4 or IPv6 address.

Optional for creation or
update of a secondary
zone.

nameServerlpList/
nameServerlP2/tsig
Key

If TSIG is enabled for this name server, the

name of the TSIG key.

String.

Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.

nameServerlpList/
nameServerlP2
/tsigKeyValue

If TSIG is enabled for this name server, the

TSIG key's value.

String.

Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.

nameServerlpList/
nameServeriP2
/tsigAlgorithm

The hash algorithm used to generate the TSIG

key.

Valid values are:
= hmac-md>5
= hmac-shal
= hmac-sha224
= hmac-sha256
= hmac-sha384
= hmac-sha512

String.
Default is hmac-md5

Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.

nameServerlpList
/nameServerlP3/ip

The IP address of the second backup name
server for the source zone.

IPv4 or IPv6 address.

Optional for creation or
update of a secondary
zone.

nameServerlpList
/nameServerlP3/tsig
Key

If TSIG is enabled for this name server, the

name of the TSIG key.

String.

Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.
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nameServerlpList
/nameServerlP3
/tsigKeyValue

Description

If TSIG is enabled for this name server, the
TSIG key's value.

String.

Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.

nameServerlpList
/nameServerlP3
/tsigAlgorithm

The hash algorithm used to generate the TSIG
key.
Valid values are:

= hmac-md>5

= hmac-shal

= hmac-sha224

= hmac-sha256

= hmac-sha384

= hmac-sha512

String.

Default is hmac-md5.
Required for creation or
update of a secondary zone
if TSIG is enabled for this
name server.

Transfer Status Details DTO
The Transfer Status Details contains the Zone Transfer Status Details.

Table 16 Transfer Status Details DTO

Description

lastRefresh Displays when the last transfer attempt or String. Date/Time
refresh was. formatted in ISO 8601
format, UTC offset based
on customer-specified time
zone
nextRefresh Displays when the next transfer attempt or String. Date/Time
refresh is. formatted in ISO 8601
format, UTC offset based
on customer-specified time
zone
lastRefreshStatus Displays the status of the last transfer that was | String. Date/Time
attempted. Valid values are: formatted in ISO 8601
= IN PROGRESS, format, UTC offset based
« FAILED on customer-specified time
zone
= SUCCESSFUL
lastRefreshStatusMe | Displays the last transfer’s status message. String.
ssage This is currently shown as failure reason.
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The Zone DTO is the data structure returned for the Get Zone Metadata call.

Table 17 Zone DTO

properties

Description

The basic metadata for any zone.

Zone Properties DTO.

restrictlpList

The list of IP ranges that are allowed to use
AXFR to transfer primary zones out.

List of Restrict IP DTOs.
Only present if this is a
primary zone.

primaryNameServers

The primary name servers that are the source
of a secondary zone.

Name Server IP List DTO.
Only present if this is a
secondary zone.

originalZoneName

The name of the zone that is the source of an
alias zone.

Domain name. Only
present if this is an alias
zone.

registrarinfo

Information about the name server
configuration for this zone.

Registrar Info DTO. Only
present if this is a primary
zone.

tsig

The TSIG information for the primary zone.

TSIG DTO. Only present if
this is a primary zone.

notifyAddresses

The addresses that are notified when updates
are made to the primary zone.

List of Notify Address
DTOs. Only present if this
is a primary zone.

transferStatusDetails

The zone transfer status details.

Transfer Status Details
DTO.

Registrar Info DTO
The Registrar Info DTO holds the domain name registry information for a Primary Zone.

Table 18 Registrar Info DTO

registrar

The name of the domain registrar.

String

whoisExpiration

The date when the domain name registration
expires.

Date when the domain
registration expires.

this domain, but are not UltraDNS-managed
name servers.

nameServers/ok List of UltraDNS name servers that are List of domain names.
configured for this domain.
nameServers/unknown | List of name servers that are configured for List of domain names.

nameServers/missing

List of UltraDNS name servers that should be
configured for this domain, but are not.

List of domain names.

nameServers/incorrect

List of any obsolete UltraDNS name servers
that are still configured for this zone.

List of domain names.
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The Zone List DTO wraps the zones returned for a List Metadata for Zones call, and the

metadata for the request.

Table 19 Zone List DTO Structure

Field Description Type

zones List of the returned zones. Each item in the | List of Zone DTOs.
list matches the zone DTO described
above.

querylnfo/q The query used to construct the list. String.

guerylnfo/sort The sort column used to order the list. String.

guerylinfo/reverse Whether the list is ascending (false) or Boolean.
descending (true).

gueryInfo/limit The maximum number of rows requested. Integer.

resultinfo/totalCount Count of all zones in the system for the Integer.
specified query.

resultinfo/offset The position in the list for the first returned | Integer.
element (0 based).

resultinfo/returnedCount | The number of zones returned. Integer.

neuscar
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Zone DNSSEC APIs

DNS Security Extensions (DNSSEC) refers to a set of security extensions to DNS, which provide
DNS clients (resolvers) with origin authentication of DNS data, authenticated denial of
existence, and data integrity.

The REST API allows you to sign, unsign, and re-sign a zone, as well as get current DNSSEC
information and status for a zone.

On The Fly Signing

As of September 2019, a new type On the Fly signing will be available for all Neustar
customers. This new signing method will apply to any newly created Zones, or if an existing
zone is signed for the first time. When utilizing On the Fly signing, you are able to sign Traffic
Management Pools as well as Advanced records, which have historically been restricted.
Furthermore, you no longer need to Re-Sign a zone after making changes, as the zone will now
automatically resign. ECDSAP256 will be used as the new algorithm as opposed to the previous
RSA_SHA256.

Existing signed zones are not impacted by this change and will continue to be signed using the
legacy DNSSEC signer. For zones that already have their DS record delegated, you will not
able to convert to On the Fly signing at this time. We will provide a procedure for such
conversion at a later date.

It is important to note, that once you sign a zone using the new On the Fly method, you are not
able to revert back to using the legacy signer to sign your zones.

Sign a Zone

Signing a zone means adding DNSSEC security to the zone.

Signing a zone is a POST call (you are creating/adding a DNSSEC signature for the zone) and
is generated as follows:

Method and URI:
POST https://api.ultradns.com/zones/{zoneName}/dnssec
Parameters: None

Body: Can include the following optional field. The "Content-Type: application/json" header
is required.
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Field Description Type

changeComment An optional field allowing users to create a comment for a | String.
zone operation using up to 512 characters of free text,
which can be viewed and searched for via the Audit Log
Report.

Not applicable for Batch or JSON Patch calls.
Additionally, the use of a colon (:) is prohibited.

Response: If task completes, Status Code 201 is returned with an appropriate status message
in the response body.

= |f update happens in the background, Status Code 202 is returned along with an X-Task-
ID header and a status message of Pending in the body content.

Errors: An error is returned under the following conditions:

= |f you do not have permission to change security on {zoneName}.
= If {zoneName} does not exist.

= |f the specified zone has Sitebacker, Traffic Controller, or Directional pools (advanced
services do not currently allow for signed zones).

Unsign a Zone
Unsigning a zone means removing a DNSSEC security signature from the zone.
Unsigning a zone is a DELETE call and is generated as follows:

Method and URI:

DELETE https://api.ultradns.com/zones/{zoneName}/dnssec

Parameters: None

Body: Can include the following optional field. The "Content-Type: application/json" header
IS required.

Field Description Type

changeComment An optional field allowing users to create a comment for a | String.
zone operation using up to 512 characters of free text,
which can be viewed and searched for via the Audit Log
Report.

Not applicable for Batch or JSON Patch calls.
Additionally, the use of a colon (:) is prohibited.
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Response: If delete happens immediately, Status Code 204 is returned with no body content.

= |f delete happens in the background, a Status Code 202 is returned with a status response
message of Pending along with an X-Task-Id header in body content.

Errors: An error is returned under the following conditions:

= |f you do not have permission to change security on {zoneName}.

= |f {zoneName} does not exist.

Resign a Zone

When a zone is signed, modifications to the zone are not made publically available until the
signatures for the zone are regenerated. This process is called Resigning a Zone. In addition to
resigning after changes, some security experts recommend periodic resigning of zones, even if
there are no modifications.

As of September 2019, zones that are signed by On the Fly signing method will no longer need
to be manually signed, as the new signing method automatically resigns a zone when any
changes are made to it.

Resigning a zone is a PUT or a PATCH call and is generated as follows:

Method and URI:

PUT/PATCH https://api.ultradns.com/zones/{zoneName}/dnssec

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

= |If update happens in the background, Status Code 202 is returned along with an X-Task-
ID header and a status message of Pending in the body content.

Errors: An error is returned under the following conditions:

= |f you do not have permission to change security on {zoneName}.
= |f {zoneName} does not exist.

= If {zoneName} is not currently signed.

Get DNSSEC Details for a Zone

The Get DNSSEC Details provides detailed information regarding the current DNSSEC status of
a zone. A Time Stamp will be returned when a GET DNSSEC call is performed, and will be
provided in the dnssecstatus response. The time stamp will be displayed as <last_modified> in
the default XML date format (for example: “2015-11-23T10:39:59Z"), but can be reformatted via
the ZoneDataeTime tool in Java 8.
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The Get DNSSSEC Details call is a GET call and is generated as follows:
Method and URI:

GET https://api.ultradns.com/zones/{zoneName}/dnssec
Parameters: None

Body: None

Response: If task completes, Status Code 200 OK is returned with a DNSSEC Info Response
DTO in the body content.

Errors: An error is returned under the following conditions:

= |f you do not have permission to view security on {zoneName}.

= |f {zoneName} does not exist.

DNSSEC Info Response DTO
The DNSSEC Info Response DTO returns the current DNSSEC details for the identified zone.

Table 20 DNSSEC Info Response DTO

Field ‘ Description Type
status Current DNSSEC status of the zone. Object.
Valid values include SIGNED or
UNSIGNED.
policy The standard rules applied for the keys Policy DTO.
for this zone.
lastModifiedDateTime The last date and time the zone was String, Date/Time
modified, represented in ISO8601 formatted in ISO 8601
format. format.
lastModifiedZoneDateTime The last date and time the zone was String, date/time formatted
modified. in ISO 8601 format.

Returned in GET
responses for zone

information.
resignNeeded Specify if a zone resign is needed for an | Boolean.
already signed zone.
true = yes
false = no
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Table 21 Policy DTO
Field ‘ Description Type

policy/securityType The security type imposed by policy. Object.
Valid values include:

= NONE

= NSEC

= NSEC3

= NSEC3_OPT_OUT

* NSEC_ON_THE_FLY

policy/rrsigSignatureDuration | The period of time (in days) for which an | Integer.
RR Signature is valid.

The dnsKeyRecord will only be returned
in a zone is signed using the On_the Fly
signhing method.

policy/nsec3Parameters The standard parameters used for NSEC3 Parameters DTO.
NSECS records.

policy/keyPolicy The standard policy used to define the Array of Key Policy DTOs.
ZSK and KSK.

keys The current keys defined in the zone. Array of Key DTOs.

Table 22 NSEC3 Parameters DTO

Field Description Type

policy/nsec3Parameters/salt Indicator that a salt value has been String.
system generated.

policy/nsec3Parameters/optOutFlag Indicates whether this NSEC3 policy Integer.
may cover unsigned delegations.

policy/nsec3Parameters/iterations Number of times the hash value is Integer.
generated and applied.

policy/nsec3Parameters/hashAlgorithm | The hash algorithm used in the String.
calculation of the full hash value.

Table 23 Key Policy DTO
Field Description ‘ Type
policy/keyPolicy/[n]/type Key Policy Type for the zone. Valid values | Object.
are KSK or ZSK.

policy/keyPolicy/[n]/bitLength The number of bits in the specified key. Integer.

policy/keyPolicy/[n]/keyRolloverFreq | The Key Rollover Frequency established Integer.

uency by the key policy for this zone.

policy/algorithm Crypto Algorithm Used. String.

Table 24 Key DTO

Description

keys/[n]/type Type of key. Object.
Valid values are KSK or ZSK.
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Field Description Type
keys/[n]/status Key Status. Valid values are: String.
= CURRENT (key is currently
being used to sign the zone)
= EXPIRED (key was, but is no
longer being used)
= FUTURE (key will be used to
sign the zone in the future)
= UNKNOWN
keys/[n]/publicKey Public Key String.
keys/[n]/nextRoll The date on which the next key roll is | Date/time in ISO 8601 format.
scheduled to occur. Based on the UTC offset based on customer-
keyRolloverFrequency. specified time zone.
keys/[n]/keyRolloverFrequ @ Key Rollover Frequency Integer. Number of days.
ency
keys/[n]/keyld Key id String.
keys/[n]/dsRecords DS records Array of String.
Only applicable to KSK key.
keys/[n]/created Creation Date Date/time in ISO 8601 format.
UTC offset based on customer-
specified time zone.
keys/[n]/bitLength Bit Length Integer.

JSON Example — Get DNSSEC Details Response — On_the_Fly Signing
{

"status": "SIGNED",
"policy": {
"algorithm": "ECDSAP256SHA256",
"securityType": "NSEC ON THE FLY",
"rrsigSignatureDuration": 15552000000,
"keyPolicy": [
{
"type": "ZSK",

"bitLength": 256,
"keyRolloverFrequency": 180

"type": "KSK"’
"bitLength": 256,
"keyRolloverFrequency": 365

"keys": [

"type": "ZSK",
"bitLength": 256,
"keyRolloverFrequency": 180,
"status": "CURRENT",
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"created": "2020-07-08T06:46:212",

"nextRoll": "2021-01-04T06:46:212",
"keyId": 45586,
"publicKey":

"JRcwwuZGW4KrB3Tr2 0HHbLBmaMMFY8MFRA40ON11i02G1AaN5DyWDOjgdiPup8ezSm3CpCCTSfrx/H
Qc5inuOgfg==",

"dnsKeyRecord": "nsec on the fly.com. 100 IN DNSKEY 256 3 13
JRCcWwuZGW4KrB3Tr2 0HHbLBmaMMFY8MFRA40N1102G1AaN5DyWDOjqdiPup8eZSm3CpCCTSfrx/HQ
c5inuOgfg=="

3y
{

"type" . "KSK" ,

"bitLength": 256,

"keyRolloverFrequency": 365,

"status": "CURRENT",

"created": "2020-07-08T06:46:212",

"nextRoll": "2021-07-08T06:46:212",

"keyId": 48927,

"publicKey":
"e5GImifYXxINFAVYAL11jCCUTMAnXE+9FeyfUy313xrei S3RTAYIWRerXbIkTXAmVmokSSdihUnTH
+91R00OfWLg=="",
"dsRecords": [
"48927 13 1 108695D72E4397854AAABE489CC1A36A64872F1A",
"48927 13 2

97D96C00733A3FA59A1C71393FA4ED2261A6EDA78F82E7TECL8AB3BE750A94F06"
1y
"dnsKeyRecord": "nsec on the fly.com. 100 IN DNSKEY 257 3 13
e5GImifYXxINFAVYAL1]ljCCUTM4nXE+9FeyfUy313xreiS3RTAYIWRerXbIkTXAmVmokSSdihUnTH+
91R0OfWLg=="
}
1y
"lastModifiedDateTime": "2020-07-08T06:46:212",
"lastModifiedZoneDateTime": "2020-07-08T06:46:217Z",
"resignNeeded": false

Signer Error Messages

The following table displays the error messages for possible zone signing issues, along with the
updated system error message that will be displayed.

Table 25 Signer Processing Error Messages

Operation Type Response Current Response Message

Code

Could not complete sign zone request.
Please retry request after some time or

500 — Sign Zone else contact the Ultra DNS Customer

Internal Support team.

Server 1837 _

Error Could not complete unsign zone request.
Unsign Zone Please retry request after some time, or

else contact the Ultra DNS Customer
Support team.
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Operation Type Response Current Response Message
Code

500 — Could not get dnssec status. Please retry
Internal request after some time or else contact the
Server Get DNSSEC 1837 Ultra DNS Customer Support team.
Error
500 - Could not get domain dnssec policies.
Internal Get Please retry request after some time or
Server DomainDNSSECPolicies 1837 else contact the Ultra DNS Customer
Error Support team.

Table 26 Signer Validation Error Messages

HTTP Operation New Response New Response Message

Code Code Code
400 - Bad . We are not able to process sign zone requests
Request Sign Zone 1881 at this time. Please retry request again.
400 - Bad Unsign Zone 1882 We are not ab_le _to process unsign zone
Request requests at this time. Please try again.

Table 27 Signer User Validation Error Messages
HTTP Operation New Response

Code Code Code Response Message

400 — Bad Sign Zone 1883 Error in signing zone. Missing SOA record for
Request zone <zoneName>.

Error in signing zone. Too many SOA records in
400 - Bad Sign Zone 1884 zone <zoneName>; expected 1, found
Request <soaCountFound>.

Error in signing zone. Too many pending SOA
400 - Bad Sign Zone 1885 records in zone <zoneName>; expected 1,
Request found <soaCountFound>.
400 — Bad ) Error in unsigning zone. Missing SOA record for
Request Unsign Zone 1886 zone <zoneName>.

Error in unsigning zone. Too many SOA records
400 - Bad Unsign Zone 1887 in zone <zoneName>; expected 1, found
Request <soaCountFound>.

Error in unsigning zone. Too many pending
400 - Bad Unsign Zone 1888 SOA records in zone <zoneName>; expected 1,
Request found <soaCountFound>.
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Zone Snapshot and Restore APIs

In UltraDNS, a backup is also known as a Snapshot. A zone snapshot represents the state of a
zone (i.e. primarily its RRSet configuration) at the time the Snapshot is created.

Performing a zone Restore uses the most recent zone snapshot, and overwrites the zone's
current configuration with that of the one stored in the Snapshot. The zone snapshot can be
restored at any point in time, as long as the zone meets the required criteria.

= Snapshot and Restore only supports primary zones.

= The zone should not have more than 50,000 records, including the allowed pool's
resource records.

For additional details on how to use the Zone Snapshot and Restore (ZBR), please refer to the
on the support page for additional documentation.
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Apex Alias

Apex Alias (APEXALIAS) provides a way for domain administrators to provide DNS CNAME
functionality at the apex (or root) of a domain. Traditionally, the use of CNAMES at the apex of a
domain have been discouraged and eventually forbidden by the protocol specification. However,
modern usage of CDNs and outsourced cloud environments have driven the need for the ability
to point the apex of a domain to resources outside of the domain. The Apex Alias addresses this
need, by introducing a custom record for domain owners to maintain this linkage.

At query and resolution, the UltraDNS resolvers will chase the Apex Alias, in the same way that
a recursing resolver would, and return the results of the chase in the answer to the query. Apex
Alias functionality supports both IPv4 and IPv6 address resolution, returning A and AAAA
records as appropriate. UltraDNS has also built in support for the edns0-client-subnet (ECS)
specification, meaning that caching resolvers that pass in the client subnet will be able to take
advantage of ECS functionality when querying for the zone apex.

Creating the Apex Alias
Method and URI:

POST https://api.ultradns.com/zones/{zoneName}/rrsets/APEXALIAS/{zoneName}

Parameters: None
Body: Must include an

Response: If task completes, Status Code 201 is returned with an appropriate status message
in the response body.

Errors: An error is returned under the following conditions:

= |f you try to sign a zone with apex alias.

= When the record type can only be created at the apex of the domain.

= HostName and pointsTo cannot be same.

= pointsTo must be a fully qualified domain name.

= This record type cannot be created on a signed zone.

= Only one APEX Alias record can be configured per zone.

= This record type cannot be created when both A and AAAA records exist at zone apex.

= A/AAAA cannot be added so that there are apex alias and both A and AAAA at apex.
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Reading the Apex Alias
Method and URI:

GET https://api.ultradns.com/zones/{zoneName}/rrsets/APEXALIAS/{zoneName}

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

Errors: An error is returned under the following conditions:

= Data is not found.
= |nsufficient permissions: User cannot access object.

= Zone does not exist in the system.

JSON Example: Reading the Apex Alias
{

"zoneName": "ultratest.biz”
"rrsets": [
{
"ownerName": "ultratest.biz"
"rrtype": "APEXALIAS (65282)"
"ttl": 300,
"rdata": [
"mywebfront.mysecretcdn.com"
]
}
]

"queryInfo": (
"sort": "OWNER",
"reverse": false,

"limit": 100
}

"resultInfo": {
"totalCount": 1,
"offset": O,
"returnedCount": 1
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SSHFP Records

A Secure Shell Fingerprint (SSFHP) record is a resource record that identifies the SSH keys
(which provide secure remote log and network services over an insecure network) that are
associated with a host or domain name. The SSHFP record can be used when a public key is
not recognized, and if accepted, will be saved locally and used for verification for subsequent
connections.

Per RFC-4255, “Upon connection to an SSH server, the SSH client MAY look up the SSHFP
resource record(s) for the host it is connecting to. If the algorithm and fingerprint of the key
received from the SSH server match the algorithm and fingerprint of one of the SSHFP resource
record(s) returned from DNS, the client MAY accept the identity of the server.”

The SSHFP record consists of an alrogirthm number, a fingerprint type, and the fingerprint of
the public host key.

Create SSHFP Record

Method and URI:

POST https://api.ultradns.com/zones/{zoneName}/rrsets/SSHFP/{zoneName}
Parameters: None

Body: Must include an RRSet DTO, and the following SSHFP DTO:

Field Description Type
Algorithm | The first integer displayed. Describes the type of Valid values are:
Algorithm to be used. = 1-RSA;
= 2-DSS;
= 3-ECDSA;
= 4-Ed25519
Type The Algorithm type used to hash the public key. = 1-SHA-1;
= 2-SHA-256
Fingerprint | The hexadecimal representation of the hash result, | Valid hexadecimal string.
as text.

Response: If task completes, Status Code 201 is returned with an appropriate status message
in the response body.

Errors: An error is returned under the following conditions:
= |f {zoneName} is not valid, or if it's not a {zoneName} you have access to.
= If aninvalid Input is provided.

= If you don't have permission to create SSHFP Records.

= |f aresource record or {zoneName} of the same type already exists
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JSON Example: Create SSHFP Records
{

"rdata": [
"l 1 6E657573746172"

]

Get SSHFP Record
Method and URI:

GET https://api.ultradns.com/zones/{zoneName}/rrsets/SSHFP

OR

GET https://api.ultradns.com/zones/{zoneName}/rrsets/SSHFP/{ownerName}

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

Errors: An error is returned under the following conditions:

= Data is not found.
= Insufficient permissions: User cannot access object.

= Zone does not exist in the system.

JSON Example: Get SSHFP Records
{

"zoneName": "ultratest.biz”
"rrsets": |
{
"ownerName": " www.sshfp.com.ultratest.biz"
"rrtype": "SSHEP (44)",
"ttl": 100,
"rdata": [

"l 2 6E657573746172"
1

}

1,

"queryInfo": {
"sort": "OWNER",
"reverse": false,
"limit": 100

b

"resultInfo": {
"totalCount": 1,
"offset": O,
"returnedCount": 1
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}

Delete SSHFP Record
Method and URI:

DELETE https://api.ultradns.com/zones/{zoneName}/rrsets/SSHFP/{zoneName}
Parameters: None

Body: None

Response: If delete happens immediately, Status Code 204 is returned with no body content.
Errors: An error is returned under the following conditions:

= Data is not found.
= Insufficient permissions: User cannot access object.

= Zone does not exist in the system.
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DS Records

The Delegation Signer (DS) record refers to a DNSKEY resource record, and is used in the
DNSKEY authentication process. The DS resource record is inserted at a zone cut (i.e., a
delegation point) to indicate that the delegated zone is digitally signed and that the delegated
zone recognizes the indicated key as a valid zone key for the delegated zone. By authenticating
the DS record, a resolver can then authenticate the DNSKEY resource record, to which the DS
record points to.

The RDATA for a DS record consists of a two-octet Key Tag field, a one-octet Algorithm field,
a one-octet Digest Type field, and a Digest field.

For example, the DS resource record for "example.com" is stored in the "com" zone (the parent
zone), rather than in the "example.com" zone (the child zone). The corresponding DNSKEY
resource record is stored in the "example.com” zone (the child zone). This simplifies DNS zone
management and zone signing. For additional information, please refer to

Create DS Record
Method and URI:

POST https://api.ultradns.com/zones/{zoneName}/rrsets/DS/{zoneName }

Parameters: None

Body: Must include an , and the following DS DTO:

Field Description ‘ Type

Key Tag The Key Tag field contains the key tag value of the | Integer.
DNSKEY RR that validates this signature, in
network byte order.

Algorithm | The Algorithm type used to hash the public key. For = 8 — RSA/SHA -256

the full list of Algorithm types, please refer to = 13— ECDSA Curve P-256
with SHA-256.
Digest The digest refers to the DNSKEY resource record. = 1-SHA-1
Type The Digest Type Identifies the algorithm used to = 2 _ SHA-256
construct the digest.
Digest The digest is calculated by concatenating the Hexadecimal string — 40
canonical form of the fully qualified owner name of characters in length.
the DNSKEY RR with the DNSKEY RDATA, and Not returned on GET call.

then applying the digest algorithm.

Response: If task completes, Status Code 201 is returned with an appropriate status message
in the response body.

Errors: An error is returned under the following conditions:

= |f {zoneName} is not valid, or if it's not a {zoneName} you have access to.
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= |f aninvalid Input is provided.
= |f you don't have permission to create DS Records.

= |f aresource record or {zoneName} of the same type already exists

JSON Example: Create DS Record
{

"ttl":500,
"rdata":["1000 8 1 A94A8FE5CCB19BA61C4C0873D391E987982FBBD3" ]

Get DS Record
Method and URI;

GET https://api.ultradns.com/zones/{zoneName}/rrsets/DS

OR

GET https://api.ultradns.com/zones/{zoneName}/rrsets/DS/{ownerName}

Parameters: None
Body: None

Response: If task completes, Status Code 200 OK is returned with an appropriate status
message in the response body.

Errors: An error is returned under the following conditions:

= Data is not found.
= Insufficient permissions: User cannot access object.

= Zone does not exist in the system.

JSON Example: Get DS Records
{

"zoneName": "ultratest.biz”
"rrsets": |
{
"ownerName": " www.ultradstest.com.ultratest.biz"
"rrtype": "DS (43)",
"ttl": 800,
"rdata": [
"1000 8 1 A94A8FES5CCB19BA61C4C0873D391E987982FBBD3"
1
}
1,
"queryInfo": ({
"sort": "OWNER",
"reverse": false,
"limit": 100
b
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