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Windows Vista Overview

Findiana use, Improve security
Information and compliance

Enable mobile
workforce frastructure



Windows Vista

Key Business Scenarios

Search - start menu, control panel,
document folder

Metadata tags - easy to Search
and Organize Your Data

Tabbed browsing — IE7 and web
printing

ReadyBoost - USB extends
memory

Windows Aero - tabbed browsing
High Performing, Reliable PC

Find and use
Information

NAP - ensures secure state before
connecting to the network (more
secure)

Easier to Connect, Collaborate,
and Share

Mobility center — puts most
commonly used controls in one
location

Sync Center - data and devices

Enable mobile switch between online and offline
workforce states




Windows Vista

Key Business Scenarios

@® |E7 Protected Mode - prevents | '
: : o prove security
silent install of malicious code | _ & compliance

® Services hardenln? prevents
windows services from being
used for abnormal activity

UAC - admin vs. standard
Anti-phishing

Group policy — easier desktop
management

Fundamentally Secure
Platform

Cost Effectlve Networkm?
automatically optlmlzes le

transfers by detectin ow

much gletw%rk bandV\%dth 1S ﬁ&
| e

't Costs = network

s/built-in

s for self healing Optimizel desktop

1 Deployment Costs & ?"fraStr”Ct"’e



The Problem in A Nutshell

Hacker hits Georgia

state database

Confidential informat =

on more than 57°'°°f Ohio secretary of state

people exposed | :
Computerworld, March 2006 ; Sued over ID mfo pOStEd

-—
— e PGP A - e - — ‘
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Hacker Breaks Into Computerworld, March 2006
Nebraska Child-Support

Database ISR amane-
SSNs for 300,000 people
potentially impacted

mprovements

Fox News, June 2006




Specific Business Challenges

® Keep systems secure from
malware/spyware

® Rootkits, keystroke loggers, bots
e Worms, viruses
® Phishing attacks

® Keep inside information inside
® | ost/stolen laptops and desktops
® Hacking
® Accidental/intentional information leaks
~ ® Decommissioned/donated PCs
“olify identity and access management

unctions
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Security Development Lifecycle

\

Requirements Design
Product Design
Inception . pafine
* Assign security
security architectur
advisor e and
* Identify design
security quidelines
milestone * Document
S | elements of
* Pla software
security attack
in tio surface
< Threat
Modeling

[

Standards,
best
practices,
and tools

* Apply
coding and
testing
standards

< Apply
security
tools
(fuzzing
tools,
static-
analysis
tools, etc)

Implementation

T

Security

Push

* Security

code
reviews

* Focused

security
testing

* Review

against new
threats

* Meet signoff

criteria

Release

1 )

Final

Security
Review

* Independent

REN
conducted
by the
security
team

* Penetration

testing

¢ Archiving of

compliance
info

RTM and

Daeanlovman

\ A\ U\

Venfication

Response

>

Security
Response

¢ Plan and
process in
place

¢ Feedback
loop back
into the
developme
nt process

¢ Postmorte
ms



Windows Service Hardening
Defense in depth

® Services run with

reduced privilege
compared to
Windows XP t‘

® \Windows services
profiled for allowed
actions to the network, Q/ |§:»
file system, and registry W

® Designed to block
attempts by malicious (@
software to make a A> é

WS service write to
a of the network,
: em, or registry

that isn’t part of that

o d e A o




Threat And nerablllty

Mitigation
Protect against malware and | trusms



Internet Explorer 7

Social Engineering

Paatections
Q ®Phishing Filter and Colored Address Bar

0 ®Dangerous Settings Notification
®Secure defaults for IDN

from Exploits

eUnified URL Parsing

e Code quality improvements (SDLC)

® ActiveX Opt-in

®Protected Mode to prevent malicious software

S o



Windows Defender

® |[mproved Detection and Removal
® Redesigned and Simplified User Interface
® Protection for all users

<& Windows
".. Defender

Severe/High alert level: 1

Today at 207 AM. (Quick scan).

Daily around 2:00 AM.

On

11419417 created on 12/20,/2006 at 1:59 PM.







Client Anti-Malware Offerings

Windows
Windows Live Safety
MSRT Defender Center

Remove most
orevalent viruses

4 7

4

Remove all
known

RATH R
antivirus

Remove all
known

R2BY-irhE

antispyware

entral reporting
and alerting

Customization

Cost No charge No charge No charge

Windows
OneCare
Live

LR R JR R

$50/3 PCs

J \_

Microsoft
Forefront

LR R R IR R B

TBD

FOR INDIVIDUAL USERS

FOR



Windows Vista Firewall

File Action VYiew Help

= | EEE

&3 Inbound Rules
Cutbound Rules
" Connection Security
4 %, Monitoring
B8 Firewall
*a Connection Seat
F] 5 Security Associal
| Main Mode
.| Quick Mode

Overview
® For your security, some settings are controlled by Group Policy
Domain Profile
@ Windows Firewallis on.
O Inbound connections that do not match a rule are blocked.
IZ':ﬂ:'ZI Outbound connections that do not match a rule are allowed.
Private Profile is Active
indows Firewall is on.
ound connections that do not match a rule are blocked.
| Outbound connections that do not match a rule are allowed.
Public Profile
@ Windows Firewallis on.
O Inbound connections that do not match a rule are blocked

Getting started
g Diagnostics and troubleshooting

Restore Defaults
View

|| Refresh

|:| Properties

ﬂ Help

Combined firewall and IPsec
management

¢ New management tools — Windows
Firewall with Advanced Security
MMC snap-in

® Reduces conflicts and coordination
overhead between technologies

Firewall rules become more
Intelligent

® Specify security requirements such
as authentication and encryption

e Specify Active Directory computer
or
user groups

Outbound filtering

® Enterprise management feature -
not
for consumers

Simplified protection policy reduces
management overhead



" Group Pelicy Object Editor
File Action View Help

&= B@EFR 2 E

Z§ Local Computer Policy Setting State
P Computer Configuration

i [ Software Settings
i [ Windows Settings
4 [ Administrative Templates

& (L Control Panel : X ) . . :
» [ Network @ Deny installation of devices matching these Device IDs Mot configured

@AIIGW Administrators to override device installation policy Mot configured
@AIIGW installation of devices using drivers for these Device Cl... Not configured
@ Deny installation of devices using drivers for these Device Cl...  Not configured
@ Allow installation of devices matching these Device IDs Mot configured

(1] Printers @ Deny installation of removable devices Mot configured

a (1 System @ Deny installation of devices not descrlbed by any policy setti... Mot configured
(0] Credentials Delegation Allnw installation of devices matching these Device IDs Properties | | E

Distributed COM . ;
.I[}lleIIHIEﬁIIIIIIIIIIII. |53ﬁl”§ Explain
- Device Installation

n
L] £ Device Installation Restrictions m Alow installation of devices matching these Device 1Ds
=

Fm | N | | | N EEEEEEEER
U Briver [nstallation Specifies a list of Plug and Play Hardware 10s and Compatible 1Ds
(L1 Disk NV Cache describing devices that may be installed on the system.

[ Disk Q"f otas This setting is intended to be used when only the "Deny installation of
L1 MTFs Filesystem devices not descrbed by policy™ setting is enabled.  This policy does
(] Locale Services not have precedence over any policy setting that would deny the

(L Group Pelicy installation of a device.

m When this setting is enabled, any new device with a Hardware 1D or
SHEMIEIRS, Standard Compatible 10 that matches one of the 10s in this list may be installed,
and existing devices matching any of these |Ds may have their divers
updated, provided that installation has not been specificall denied by
ary of the "Deny installation of devices matching these Device 1Ds",
"Diery installation of devices forthese Device Classes”, or "Deny

u installation of removable devices” policy settings. I device installation
aof @ device has been denied based on anather policy setting, i will not
be installed even f it is also descrbed by this policy setting.

If this setting is disabled, and the device is not descrbed by any other

' ’ " - policy, the ability to install a device will be determined by the "Deny
ev I Ce e S rI C I O I I installation of devices not described by palicy™.

Emgrew'nus Settlnm [ Mext Setting

OK
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cess to Information



User Account Control

Challenges

Windows Vista
Solution

Most users run with full
administrator privileges
all the time

e At risk from malware

¢ Can’t manage desktops
or enforce policy

¢ Expensive to support

Difficult to run a
standard user

© User can’t perform many
tasks

¢ Many applications don't

f Easier to Run as Standard User
© Users can do more on their own

e (Change time zone, power
settings, VPN, and more

¢ |nstall approved devices

©¢ Admin commands clearly
marked

© Higher application compatibility
¢ File and registry

+iializ~ttian

A\ WAN o
VI CUUITICULTVI ]

Greater Protection for Admins

e Software runs with lower
privileges by default

e Administrator provides consent

before elevation




Standard Users Can Do More

® View system clock and calendar
® Change time zone

® Configure secure wireless (WEP/WPA)
connection

® Change power management settings

® Create and configure a Virtual Private
Network connection

® Add printers and other devices that have the
required drivers installed or allowed by IT

policy

® Disk defragmentation is a scheduled
background process
Fe icon consistently marks what actic\/ 3

standard user and cannhot do






Improved Auditing

® More Granularity

® New subcategories for Logon, logoff, file
system access, registry access, use of
administrative privilege

® New Logging Infrastructure

® Easier to filter out “noise” in logs and find
the event you're looking for

® Tasks tied to events: When an event occurs,
such as administrative privilege use, tasks

uch as sending an Email to an auditor can
‘automatically




| ation r@tectlon
?r@ta Corporate Intellectual Property and

Stomer pata



Information Leakage Is Top-Of-Mind With
Business Decision Makers

Virus infection 63%
Unintended forwarding oif EMailSeSSS————— 36/

IL0SS) Gff MOLIIE AEVICESFE——— 3 0/,

PassWed COMPromiSE|SESSSsSsss=—— > 0/

Email piracy |FSSSSSSs———— )/,

[LesS el digital assets, restored|— 200

0% 105%) 20% 30% 40%) 50% 60%) 70%

L —

“After virus infections, bUSINESSES feport Unintended
florwarding off e-mails and loss ol mopile devices
more frequently than they dor any: other security;

DIEACHT ————
JUupIter ReESeanch REPLE 2004



Information Protection Threats

Intermaifthreats are just as prevalent as external
L threats
Intention argeted

al
[

Accidental

Data w Thief steals

Loss due to ' intentionally asset based

carelessness compromised on value
L, of data J

SBN@arejess forwarding of /-mrusted network (\ &  Branch office server containing

decuments and Emails adrinistrator acces directory or database

S Vachine disposal or uthorized data /-| & (CxO or government official
EpUpesing without data iline attack on lost/s @Jenj laptop or mobile device

WipE

=B Data lost in transit
SENEonidential data copied via
USBrand other mobile
devices

aptop & Thief plugs external storage
orwarding of internal-only device into machine to copy
mail and documents to data

xternal parties

-~




BitLocker™ Business Value

® Full Volume Encryption enhances the security

value of all registry, configuration files, pa(]glng
files, and hibernation files stored on the fully
encrypted volume

® Encryption of the hibernation file

® Protects against hibernation of laptop with sensitive
docs open

® Destroying root key allows for the safe re-

deployment of corporate hardware by making
previous data inaccessible

® Not an end-user feature
® Strong interest in enterprise IT

;*very available to any customer with
| ess to a phone and their Administrator




Spectrum Of Protection

BIDE ofifiers a spectrum of protection
allowing customers to balance ease-of-
Use against the threats they are most

concerned with.

TPM Only Dongle Only
“‘What itis.” “What you have .”

Protects against : | Protects against : TPM + Dongle
“What you know .”

SW-only attacks All HW attacks o “Two what |
Protects against : have’s.”

Vulnerable to : HW Vulnerable to :
Many HW attacks Protects against :
Vulnerable to : TPM Many HW attacks

breaking attacks Vulnerable to : HW
attacks

attacks Losing dongle
Pre-OS attacks




Bitlocker ™ Drive Appears In XP

-]
4

Favarites  Taols  Help

l@ jjl Search [L_ Folders -.-

Address | i My Computer B
Hard Disk Drives

System Tasks

- e,

- 2 . —_— - —
Wigw system information &5@ Local Disk (1) E,-:-f-ﬂ&ﬂ Local Disk (E:}

@ Add or remove programs

B@ iChange a setking
Devices wﬂ:_l_‘_l_ﬁl;mq_'.rahle Storage

Other Places j Disk is not formatted
k N CVDCD-Riw D

'a Bl Rebrath Slares = The disk in drive E is not Formatked,
E! My Docurments !

i 7
[} Eorkrl Barel Do wou wank to Format it mow

Yes Mo

Details

Local Disk (E:}
Local Disk,

‘4 Start ¥ My Computer 0, A A, A 11:02 AM




Bitlocker™ Drive Appears In Vista

| B0 | %x |
ior=compug -

= 1 & L — 3
Im -~ 3= Views = Properties gl Change orremove a program g Change a setting

{1 Common Places Mame Type Total Size Free Space

B e Hard Disk Drives (3)
a Local Disk (C) e
3 § : y ocal Disk (C:
= DUDHCFJ RW Drive (D: _— " : | — Local Disk (E]
s Local Disk (E) = 14.4 GB free of 19.5 GB =
& hFF) By 'F (F)
— Removable Disk (G:) —
Lz Printers m,/ 184 GB free of 256 GB

Devices with Removable Storage (2)

-
$ DVD/CD-RW Drive (D) =— Removable Disk {G:)

Other (1)

} ' Printers
Computer

f@' E:\ is not accessible.
k" T

Access is denied.

qj System Folder

File System:




Bitlocker ™

Drive Appears In Linux

fedora core 4, smp stentz

[roct@localhost douglas]# /sbin/fdisk -1

Disk fdewv/sda: 80.0 GB, 50020361856 bytes

255 heads, B3 sectors/track, 9729 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System

fdev/sdal ¥ 1 2805 22528000 7 HPFS/NTFS

Partition 1 does not end on cylinder boundary.

fdev/sda? 2805 5677 23068672 7 HPFS/NTFS

Partition 2 does not end on cylinder boundary.

fdev/sdad 5737 8797 24576000 7 HPFS/NTF=
Partition 3 does not end on cylinder boundary.

fdev/sdad 8798 9729 7486290 5 Extended
Jdev |# dmesg | tail

/dey |sdb: Mode Sense: 43 00 00 00

: sdb: assuming driwve cache: write through

sdk: =sdbl

Attached scsi remowvable disk

sdb at scsil, chamnel 0, id 0, Tun O

ush-storage: device scan complete

SELinux: initialized (dev sdbl, twpe wfat), uses genfs_contexts
NTFS driver 2.1.22 [Flags: R/W MODULE].

Disk

Jdevisdb: 517 MB, 517521408 bytes

255 heads, 63 sectors/track, 62 cylinders

Units = cylinders of 16065 * 512 = B225280 bytes

Device Boot Start End Blocks Id System

EII Jdev/sdbl ¥ 1 63 505360+ e WIS FATL6 (LBA)D
Partition 1 has different physical/logical endings:

phys=(61, 254, 63) logical=(62, 234, 12)

[root@localhost douglas]# mount fdev/sda? /mnt/ntfs2 -t ntfs -r -o umask=0222

mount: wrong fs type, bad option, bad superblock on fdewv/sdaZ, @
missing codepage or other error

ome cases useful info is found in swslog - try
g | tail or so

t@localhost douglas]

irvalid.

NTFS-Ts error (device sda2): read_ntfs_boot_sector(): Mount option
errors=recover not used. Aborting without trying to recover.

NTFS-Ts error (dewice sda2): ntfs_fill_super(l: Mot an NTFS wolume.

NTES-Fs error (dewvice sdaZ): read_ntfs_boot_sector(): Primary boot sector is

2]

[root@localhost douglas ]#




Decommissioning

Normal versus “Force Recovery”




Windows Imaging
Four major components

® [he Imaging fiermat
® [he e structure that holds the iImage(s)
® |pstall:wimrand beet. wim

® [l00]S

® eels stUchlas ImageXx te capture, edit the WIM
iilies

* APIs

| Serenale teols tor manipulate WIM images
NG ECANGIGEIES

® [ile systemi filters, oot filters etc




Deployment Design Innovations

inaewsiniaging

File based format —
hardware independent

Non-destructive
upgrades

Multiple images in
one WIM file — space and
complexity benefits

Single instanced and
compressed — small size

Bootable, serviceable —
flexibility

Reduce the number of images!

-
w»

Windows Vistar

SINGIE; WordWIGE mage
OlilinENmage Servicing

Modularization

Add/remoyveropional
Components=uHVersy
patches;languages

Imager customizationio
certain degree

Higherreliability
Language independence

Consistency across
phases






Windows Vista Information
Protection

Who are you protecting against?
® (Other users or administrators on the machine? EFS
® Unauthorized users with physical access? BitLocker™

Laptops | @ | |
Branch officeserver | @ | |

Local single-user file &folder | @ | |
PERERHRRI-user file & folder e | B

Refrigtedle & folder protection | | @ |
Untrusted network admin | | @ |
[Remote documentpolicy | | 0

erlap. (e.g. Multi-user roaming laptops with untrusted network




Desktop Optimization Pack



The Next Generation of SA Technologies

Dynamic Desktop Solutions

Microsoft SoftGrid:
Application
Virtualization

e
Microsoft Asset

Inventory Services

—
Microsoft Diagnostic

and Recovery Toolset

N
Microsoft Advanced

Group Policy
Management

Accelerate deployment and
increase manageability

* Dynamically deliver the virtual application
solution
* Minimize application compatibility
Issues
* Transform applications into centrally

managed services available when
and where needed

* Translating Software Inventory into
business intelligence

* Powerful tools to accelerate desktop repair

* Enhancing group policy with change
management



Many
organizations

require a more
robust asset,

application and

Desktop and Infrastructure X
Optimization

A B B W Y
LS % 9 9%

Infrastructure complexity drives need end to end
for management technology infrastructure
Al en administration
Enterprise afinition

"N

~

Complexit

Sofare jrstion Mansgement

4

3Windows\/ista- Most. Enterprise organizations
Enterprise require more formal procedures
el for application lifecycle, problem,
change and asset management

o Windows Vista
OIS Some organizations may benefit

from just using Vista Business
with minimal application
compatibility testing



For A New Day

Microso

B3 Office % WindowsVista:  Exchange Server 2007



Are You Ready
for a New Day?

/[ Evaluate & Deploy Regurll‘g gg}cj EhEeV i

oroducts today!

gr\t/ﬁgrSSOin How can we help
D i you? Give us
. feedback!




wWw.microsoft.com/business/uslaunche

Michael.Greene@microsoft.co



ready

for a

' * Microsofte ‘ . . Microsoft:
gio. Office " Windows Vistar Exchange Server 2007




Vinte r Q uarter 2007 Tech
1ialksS

the date!
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