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OCP uCPE Ecosystem
Using Marvell CPU, PHY
and Switch Devices

Jeffrey Ho and Maen Suleiman
Marvell
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CPUs for Edge Compute and Enterprise

ARMADA High Performance ARM64bit Processors /‘H\

Up to 2.5GHZ || 88F808X
4x CAT2 ARMADA
88F8040
Up to 2.0GHzZ 4

ARMADA |

2-4 x CA72 88F30xx

Up to 1.8GHZ

2-4 x CA72
Up to 1.4GHZ

ARMADA

1-2 x CA53 38F37X’§

Up to 1.2GHZ
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Virtual CPEs

Storage Appliances Security Appliances

Control Plane

a | ?, A

Universal CPE

Security Appliances

Industrial/loT Gateways  Storage Appliances H V : H V

. SMB/Enterprise Routers
L

Wireless routers NAS systems

loT Gateways

@@D

Smart Homes Smart Traffic Autonomous Cars Mobile

Lights

Devices

S8ER&C
£:L
< SHEL
“Cloud”

“Core Network”

888800
SEF¥ Ll

“Fog"

SE&

“Edge”
820
“Things”




Marvell-based White Box Solutions

CyberTAN

PEGATRON

i A

=
C- GLOBALSCALE

ssssssssssssssss

One Stop Shop for
Compute, Network & Storage

Processors s
Switches il
PHYs

Storage

WiFi
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AT&T OCP uCPE Specification

Hardware
CPU 2 small cores 4 small cores 4 big cores 8 big cores 16 big cores
Memory 4GB 8GB 16GB 32GB 64GB
Storage 32GB SSD 16GB SSD 32GB SSD 64GB SSD 100GB SSD
_ 64GB SSD 200GB SSD 400GB SSD 2x 3TB HDD
Internal Switch None 1x 2.5GE 4x 1GE 2x 10GE 2x 10GE
External Switch None 6x 1GE RJ45 10x 1GE RJ45 10x 1GE RJ45, 2x 18x 2.5GE RJ45 8x
Ports 2x SFP 4x SFP SFP+ SFP+

2x SFP

PoE Ports None 2x 802.1at 4x 802.1at 4x 802.1at 16x 802.1at
RIS ASCCIGEIR[GCN 4x 1GE RJ45 None None None None
Host Mgmt Port 1x 1GE RJ45 1x 1GE RJ45 1x 1GE RJ45 1x 1GE RJ45 1x 1GE RJ45
5x USB 3.0 5x USB 3.0 5x USB 3.0 5x USB 3.0 5x USB 3.0
Serial Console Yes Yes Yes Yes Yes
Optional Module Optional Module  Optional Module ~ Optional Module ~ Optional Module
Optional Module Optional Module Optional Module  Optional Module  Optional Module
Yes Yes Yes Yes Yes
Optional Yes Yes Yes Yes
Yes Yes Yes Yes Yes
Power Supply Single, w/Dying  Single, w/Dying  Dual, w/Dying Dual, w/Dying Dual, w/Dying Gasp
_ Gasp Gasp Gasp Gasp

Software

BMC — OpenBMC

Switch Abstraction
Interface (SAI)

Open Network
Operating System




Micro uCPE

L [Required ___]Solution

CPU 2C Atom 4C CA72 @ 1.2Ghz

Memory 4GB 4/8GB + ECC @ 32hit 1600bps
Storage 32GB SSD 1x M.2 SATA 3.0

Internal Switch
Ports

External Switch
Ports

PoE Ports

Host External NIC’s

None

None

None

4x 1GE RJ45 4 x 1GE RJ45 using Topaz

2x SFP 2 x SFP using E1510
Host Mgmt Port 1x 1GE RJ45 1x1GE
USB Ports Sx USB 3.0 5 USB port using USB Hub
Serial Console Yes Yes — UART

Optional Module

—
m

T
Wifi
M2 Expansion Yes

Optional

Yes — over USB

Yes — over PCI-E x1

Yes — Over PCI-E x1

Optional — Using Armada 3700
Yes — using ARM Trust Zone
Dying Gasp — done by the SoC

Optional Module

—|m
<

P Yes
Single, w/Dying
Gasp

Power Supply

DDR4, 32bit+ECC, 4/8GB

2.5GE
SGMII

USB HUB

PCI-Ex1
ARMADA
88F7040 PCI-Ex1
4C CA72@1.4Ghz SATA 3.0

Ii | ! | ~—————p| 32GB SSD over

2 x RGMII

88E6341
SOHO Switch

4

88E1512P
PHY

e

Management

LAN
Up to 4 GE RJ45

WAN
2 Combo RJ45/SFP (GE)




Extra Small uCPE

L |Rrequred ____JSotion |
. Solution DDR4, 64bit+ECC, 16/32GB

4c Atom

Memory 8GB

16GB SSD
64GB SSD
INEHMERS VI Wil 1x 2.5GE

Storage

External Switch 6x 1GE RJ45

Ports 2x SFP
PoE Ports 2x 802.1at
Host External NIC’s None

Host Mgmt Port
USB Ports
Serial Console Yes

Optional Module
Optional Module
BMC Yes

ves

Power Supply Single, w/Dying
Gasp

4C CA72 @ 2Ghz

8/16GB + ECC @ 64bit DDR4
2100bps
2x M.2 SATA 3.0

1 x 10GE RXAUI

6 x 1GE RJ45 Using Peridot.
2 x 1GE RJ45/SFP Using Peridot

2 x 802.1at POE+ (optional)

1 x 1GE using E1510

5 USB port using USB Hub
Yes — UART

Yes — over USB

Yes — over PCI-E x1

Yes — Over PCI-E x1

Yes — Using Armada 3700

Yes — using ARM Trust Zone
Dying Gasp — done by the SoC

PCI-Ex1

- ARAMADA
(P Je—> 888040 4%»
4CCA72 @ 2Ghz
Serial Console )<—UART g | ' < USB3.0 > LTE
e PCI-Ex1 %
LT ey v ' 2 X SATA 3.0 64GB SSD and
pay > — » 16GB SSD
. UART
A )
RGMII RXAUI

USB3.0

88E6390X
SOHO Switch

S

T A
=

2 x 1000 Base-x

Management Port
1GE RJ45 v

USB HUB

LAN 2 Combo RJ45/SFP (GE)
4 x1GE RJ45
2 x 1G Combo RJ45/SFP
2x PoE




Small uCPE

 [Required __JSoltion |

4 big cores

R -
Storage 32GB SSD

200GB SSD
Internal Switch 4x 1GE
Ports

External Switch 10x 1GE RJ45
Ports 4x SFP

4x 802.1at

Host External NIC’s BNl

Host Mgmt Port 1x 1GE RJ45
USB Ports 5x USB 3.0

Serial Console Yes

Optional Module
Optional Module

M2 Expansion Yes

Yes
Yes

Power Supply Dual, w/Dying
Gasp

M ARVYVY ELL

8C CA72 @ 2Ghz/
16/32/64GB + ECC @ 2 x 64bit
DDR4 2667bps

2x M.2 SATA 3.0

1 x 10GE XFI

14 x 1GE RJ45 Using 2 x Amethyst.
4 x 10GE SFP+ Using 2 x Amethyst

4 x 802.1at POE+ (Optional)

1 x 1GE using E1510

5 USB port using USB Hub
Yes — UART

Yes —over USB 3.0

Yes — over PCI-E x1

Yes — Over PCI-E x1/ x4

Yes — Using Armada 3700

Yes — using ARM Trust Zone
Dual,

Dying Gasp — done by the SoC

2 x DDR4 2667, 64bit+ECC,

16/32/64GB PCI-Ex1
g ; - ARAMADA
SPI <<—t 88F8082LP PCl-Ex1
8CCAT2 @ 2Ghz USB 3.0
PCI-Ex1
o e
,;m,;:: Sézla” 2 x SATA 3.0 200GB SSD
BMC | P and
- UART___p,
45 A ? 32GB SSD
5 RGMII <
a8E1510 USB3.0 —_— —
pus 88E6393X - saee3oax | ¢
SOHO Switch SOHO Switch o
5 49- yu S
Management Port
1GE RJ45 YvYy

USB HUB ‘

10 x1GE RJ45

4 x 1G Combo RJ45/SFP




Medium uCPE

_[Required ___JSoltion ____________|

2 x DDR4 2933, 64bit+ECC,

CPU 8C Xeon-D 8C CA72 @ 2.5 Ghz 16/32/64GB PCI-Ex1
32GB 8/16/32GB + ECC @ 64bit DDR4 ARAMADA S
2100bps (Pl Je——» | 88F8082HP
64GB SSD 2x M.2 SATA 3.0 8C CA72 @ 2.5Ghz USB 3.0
40068 S5D Carcomoe )= | g fae{ e
;i 12’(!3; 2 x 10GE XFI QE%E: -l ol < 2 X SATA 3.0 ZOOGBdSSD
¢—UART > an
External Switch 10x 1GE RJ45, 12x 1GE RJ45, SH A IIXF' 32GB SSD
Ports 2x SFP+ 4x SFP+ RGMIl
2x SFP USB3.0 3x QSGMII —
4x 802.1at 4 x 802.1at POE+ (optional) o 98DX83255 saElfSa)  sseffS0
None % Prestera Switch e yvE
1x 1GE RJ45 1 x 1GE using E1510 AAbA
5x USB 3.0 4x USB 3.0 C]
Yes Yes — UART Management Port
Optional Module Yes — over USB 1GERI45 YVvvy
Optional Module ~ Yes — over PCI-E x1 USB HUB
Yes Yes — Over PCI-E x1 ‘
BMC Yes Yes — Using Armada 3700
- Yes — using ARM Trust Zone \ 4xSFP+ LAN 12 x1GE RJ45 with 4 x PoE+
Dual, w/Dying Dying Gasp — done by the SoC
Gasp

M ARVYVY ELL




ARMADA uCPE Software Features

* ONIE Boot Loader - Ported to ARMADA CPU (ARM®64bit)
« SAI — Switch Abstraction Interface — Support Prestera Switches

* SONIC — Ported to ARMADA CPU (ARM64bhit)
— Open Networking Operating System

$150NIC ARM64-bit
OCP — _ f
approved Switch Abstraction Interface (SAl)
Software U-Boot onlie ns

MARVELL
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ARMADA uCPE TPM Solution

 ARMADA CPU support Secure boot & ARM TrustZone

» Support OPTEE (Open Portable Trusted Execution

Environment) operating system

* Features
— Chain of Trust @ .
— Secure services op-TEE Boot

Secure
Storage

Secure
Services

— Secure Storage

MARVELL




Marve

| uUCPE Ecosystem — Virtualized Model

CoOWIND

SNORT

@ Sentinel sPs

Flisense

NF\I

Cloud

Enviroment op.ree
org

NFVI OS $I50Ni
Time SONIC CoNNEeCtors  cosecommon
=1 i ,
e Virtualization & VNFs AKVM @emu
openstack.
@vs Virtual Switching =£.D Switch Abstraction Interface (SAI)
Open vSwitch ’
Kernel Drivers NETDEV DpendataPlane  User Space Drivers ) DPDK
Trusted Secure Secure <
Storage Boot Bootloaders |J-Boot Qﬁ

White Box

d CyberTAN

GLOBALSCALE

PEGATRON

momoBoA N

SolldRun

Bl

llllllllllll

ARMADA Prestera Link street
CPUs SW|tches Switches

nnnnnn

il

LLLLLLL
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Marvell uCPE Ecosystem — Containerized Model

Container Container Container Container
1 2 3 n
Pixeom Edge "') vSUN'[ Cloud f >
IOT COI’E Fl|x=UM I ConneCtorS Google Cloud Platform
Virtual Switching Switch Abstraction Interface
Q\sﬁsh .9 (SAI)

Kernel Drivers N

opendataPione  User Space Drivers ) DPDK

Trusted
Enviroment gp.ree
org

ETDEV
Secure Secure
Storage Boot

Bootloaders |J-Boot Qofl

White Box

Prestera
Switches

GLOBALSGALE

PEGATRON

LU R 3

w ARMADA
CPUs

Link street
Switches

nnnn

Qv solidRun

MARVELL

13




CyberTAN

/

Cybertan Extra Small uCPE Solution

_[Required ___JSoltion ____________|
4 small cores ~ 4C CA72 @ 2Ghz

8GB 8/16GB + ECC @ 64bit DDR4 DDR4 2100, 64bit+ECC,
2100bps —_— PCI-Ex1
Storage 16GB SSD 2x M.2 SATA 3.0 <+> ARANES | WiFi 11g/n l
64GB SSD SPI 88F8040 < SEXL [ wiFi 11ac/ax 1

Internal Switch 1x 2.5GE 1 x 10GE RXAUI - I 4C CA72 @ 2Ghz SATA 3.0
Ports (UART J————> l M | ' SSD over M.2
UG 6% 1GE RJ45  8Xx 1GE RJ45/ 4 x SPF Using i o ¢ PLUCLIN TR
Ports 2x SFP Peridot. Optional | BMC ‘—>. UART

1x SFP+ 10GE / =1 ¥ ¥
PoE Ports 2x 802.1at 2 x 802.1at POE+ (optional) 5 ' % =

88E1510

PHY
s

Host External NIC’s l\[e]al=}

Host Mgmt Port 1x 1GE RJ45 1 x 1GE using E1510

USB Ports 5x USB 3.0 2 USB port 5
Serial Console Yes Yes — UART [j
Optional Module  Yes — over USB

— - Management Port
Optional Module  Yes —over PCI-E x1 1GE R145

M2 Expansion Yes Yes — Over PCI-E x1
BMC Yes Yes — Using Armada 3700
TPM Yes Yes — using ARM Trust Zone LTE

Power Suppl i i Dying Gasp — done by the SoC 1x 10E
pply Single, w/Dying ying p y A Y1GE RIS oy
Gasp +4x 1G Combo RJ45/SFP

88E6390X
SOHO Switch

yES




Marvell Small uCPE

L |Required ___JSolution |

CPU 4 big cores

Storage 32GB SSD

200GB SSD
Internal Switch 4x 1GE
Ports

External Switch 10x 1GE RJ45
Ports 4x SFP

4x 802.1at

Host External None
NIC’s

Host Mgmt Port 1x 1GE RJ45

USB Ports 5x USB 3.0

Serial Console Yes
Optional Module
Optional Module
M2 Expansion Yes
Yes
Yes

Power Supply Dual, w/Dying
Gasp

MARVELL

8C CA72 @ 2Ghz
8/16GB + ECC @ 64bit DDR4

2 x DDR4 2667, 64bit+ECC,
16/32/64GB

2100bps :
HDD Over SATA 3.0 o S : Z :
SSD Over SATA 3.0 SPI

1 x 10GE XFI
8 x 1GE RJ45 Wm
2 x 10GE SFP+ Optional s;rawzéol %
8 x 802.1at POE+ T

1 x 1GE using E1510 ‘88:;510 ' PCI-Ex4

4 USB port using USB Hub s

Yes — UART T

Yes — over USB 3.0

Yes — over PCI-E x1 C]

Yes — Over PCI-E x1/ x4

Yes — Using Armada 3700 Management Port

Yes — using ARM Trust Zone 1GE RJ45

Dual,
Dying Gasp — done by the SoC

M ARVELL

. _PCI-Ex1
ARAMADA USB 3.0
88F8084LP

8C CA72 @ 2Ghz

PCI-Ex4

PCI-Ex1
* 2230 [ sspeacs
=
3 x USB
3.0
88E6390X
SOHO Switch 2 x SFI
Y A
A
\
\

LAN 8 x1GE RJ45 2 x SFP+




UCPE BMC Solution

* BMC

— Based on ARMADA 3720
» Cortex A53 (ARMvS8 64bit)
— Security support
« Chain of trust

 OPTEE OS for Trusted Execution
Environment (using ARM TrustZone)

— TPM functionality
— Open and upstreaed Software
e Support Yocto

» Ready for OpenBMC Development
MARVELL

PCI-Ex1

ARMADA | - l— B
88F3720 L |
< SGMII
> UART
RGMII

Management Port

1GE RJ45

VVV+
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The information contained in this presentation is provided for informational purposes only. While efforts were made to verify
the completeness and accuracy of the information contained in this presentation, it is provided “AS IS”, without warranty of
any kind, express or implied. This information is based on Marvell’s current product roadmap, which are subject to change
by Marvell without notice. Marvell assumes no obligation to update or otherwise correct or revise this information. Marvell

shall not be responsible for any direct, indirect, special, consequential or other damages arising out of the use of, or
otherwise related to, this presentation or any other documentation even if Marvell is expressly advised of the possibility of
such damages. Marvell makes no representations or warranties with respect to the contents of the presentation and
assumes no responsibility for any inaccuracies, errors or omissions that may appear in this presentation.

MARVELL 17
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