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Problem Statement

• With profileration of 5G mobile network, mobile operators have to 
continuously provide the stable and high-quality internet services
• To tackle the unexpected defect in the IP core network,

machine learning based network operations can achieve to operate 
automatically and rapidly as well as to reduce operation expenditures
• The dataset at border gateway routers includes network status such as 

normal and a failure, mis-operation, and normal or abnormal labels.
• We create a model for detecting and/or classifying the network status 

of a failure utilizing the dataset and evaluate the performance using the 
proposed model.
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Dataset

• The dataset generator [Kawasaki+20] is used
• These dataset are partly unstable due to the data collection principles 

Category Filename Description
Label Failure Event date and event types

Data

Virtual infrastructure Performance monitoring data sets on instances and virtual network 
functions gathered from OpenStack ceilometer

Physical infrastructure Performance monitoring data sets gathered from the physical server 
under OpenStack

Network device Performance monitoring information and BGP route information 
gathered from NEs under the virtual IP network
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Data Preprocessing

• Retrieve the stable dataset from the dataset
○The dataset includes unstable data due to the data collection principles 

• Split the stable dataset into training and validation data
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Related Work

• Network Fault Analysis
○Network fault classification using machine learning [Kawasaki+20]
○Network traffic faults classification using clustering [Qader+17]
○BGP-related failure classification/detection [Al-Musawi+17, Cho+19]

• Graph Neural Networks (GNNs)
○NN-based ML which enables explicit topology embedding in learning 

model [T.N.Kipf+17, Geyer17]
○Network traffic classification [Zheng+19]
○Estimation of communication delay between node pairs [Suzuki+20]
○Channel allocation for wireless LANs [Nakashima+20]
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Motivation

• Initial step toward the realization of the failure classification in IP core 
networks with the explicit topology embedding
• This project investigates

○Potential of the supervised graph classification with graph convlutional 
networks (GCNs) for detecting and classifying the network status
■ i.e., route information failures, single point failures, paket loss/delay

○How the GCN contributes to the performance improvement compared 
with the other machine learning based schemes
■XGBoost, Random forest, SVM, MLP
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Graph Transpotation

• We transform the physical topology into the graph 
○ where X denotes a feature matrix and A denotes an adjacency matrix

• We use the seven types of node features
○CPU utilization, interface condition, tx/rx-pps, network incoming/outgoing 

packet rate, prefix activity
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Gi2

Gi3
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G = (X,A)
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Physical Topology
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Supervised Graph Classification with GCN

• Supervised Graph Classification with the GCN
○Predict the failure type from features of an entire graph
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Our Model

• This classifier finds six failure categories
• We use seven types of data as the inputs for our model

Li
ne

ar

Li
ne

ar

D
ro

po
ut

So
ftm

ax

BGP Injection

BGP Hijacking

Interface Down

Packet Loss/Delay

Node Down

Normal

O
ut

pu
tReLU

In
pu

t

Av
g.

 P
oo

lin
g

Hidden layer

…

Hidden layer

…

ReLU

GCN

9



Performance Comparison

• The GCN becomes higher accuracy compared with other schemes
• The GCN contributes to the performance improvement for detecting packet 

loss/delay
○ The dataset does not include the explicit information of the packet loss/delay

• Allowable inference time: 274 [ms]
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Brief Demonstration
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Conclusion

• The supervised graph classification with the GCN
○Becomes higher accuracy compared with other schemes
○Contributes to the performance improvement for detecting packet 

loss/delay
• Future Work

○Accuracy improvement for BGP-related failures
■To adopt good features, e.g., information on as-path

○Heterogeneous graph
■To consider not only physical topology but also logical one

○Semi-supervised graph classification
■Failure classification from the observation of small samples
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