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Incident Response Automation

SOCAutomation is an information security automation and orchestration platform that transforms incident response. It enables
organisations to clearly define what constitutes an incident and then clearly communicates the process to handle it throughout the
company and if necessary, across third parties. It uses a methodology based on the SANS 6 steps to incident response.

SOCﬁl At

Orchestration Automation

Instrumentation of existing security investment — auto-detection Fully automate, semi-automate, or control automate some, most
and generation of out-of-the-box SANS best-practice Run-Book or all of the orchestration procedures.
procedures that are superimposed back to the business.

FlowLanes™ Overview

Using the data collected from your infrastructure and security solutions combined with an extensive knowledgebase, SOCAutomation
is able to issue relevant ‘Run-Books’ to all stakeholders when an incident has been detected. These Run-Books are then generated and
graphically represented to the relevant stakeholders using our advanced FlowLanes™ engine. With the information provided by these
Run-Books, stakeholders know how best to deal with any incident related to them, or assets they own. It also allows security teams
to track incident response from start to finish by offering a visualised workflow detailing every step in the remediation process. The
following is a simplified outline of how we generate these Run-Books:

Incidents are assigned to Within these automaticall 2l edl win RErlaes An email-based alertin
Alert comes in - incident In parallel, an incident 9 N Yy contain specific tasks, due N 9
} 5 5 } the necessary stakeholders, ’ assigned Run-Books, each } } system is able to send

automatically generated in Run-Book is automatically e . dates, and knowledgebase -
SOCAutomation platform. generated based on incident type, asset, person/department has their articles detailing how to incident and task‘upda(es to
department, customer, etc. own lane . all the people involved
respond to the incident

FlowLanes™ Automation

SOCAutomation uses a unique state based automation engine that gives users Helpdesk ticket generated |~ Adds context to enrich alert
full control over the level of automation in each Run-Book generated. Not only Comtoxt

are you able to automate SOCAutomation tasks, you are also able to automate “Typeofattack

tasks performed by other security products on your network. Each cell can create - Owner/administrator of device(s)
automation tasks and workflows, all tightly controlled and state mapped. An example e e deveels)
of task automation is shown on the right. - Knowledgebase/links

Architectural Overview

FlowLanes™ Orchestration

[ [ ) y Automation is utilised throughout the

platform in 4 areas:
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Incident Response
Automation

* Run-Book tracking

* Point automation

- State change tracking
« Audit tracking

« Ticketing integration

Events
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Orchestration Fabric
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Resources
Staff, Contractors, Outsourcers, Visitors, Services, etc.
Remediation Automation

« Call-out to 3rd party remediation
« Fully customisable

« Building block library

« Status and stream support

Threat Intelligence

S

Security Data
CCTV NAC

@ ))) Triage Automation
DLP DD°S « Incident detection
T POInt + Analysis and normalisation
ippIn : n :
pp g . [ Email Filtering False positive and filtering
Vi

SIEM

Endpoint/AV

Automation Fabric

Patching « Severity and escalation

\ ulnerabilities
Emails (—J Context Automation

——— SOCAutomation” ————/ : Asset mapping
« Stakeholders and assignments
* Business context
Assets « Security context
Devices, Software, Data Centres, Premises, etc. * Run-Book generation

@ Automatic Process @ Semi-Automatic Process @ Controlled Process
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Orchestrating and Automating IBM QRadar and
Trend Micro TippingPoint

@ Radar

Product Overview

Fully featured SIEM solution from IBM

Rich data correlation — events, flows, packet data, threat intelligence, vulnerability data and
patch data

Extensive threat library powered by IBM XForce

Unequalled implementation, support and training services

Multi-tenanted, highly scalable and resilient

IBM QRadar Integration

TippingPoint

Product Overview

« Next generation IPS and ATP solution from Trend Micro

« Monitors malware in a safe, controlled and sandboxed environment

« In the case of malware penetrating and successfully infiltrating the network, the detection
technology identifies the suspicious behaviour and informs the user

« Comprehensive threat intelligence

« Protection for current and zero-day vulnerabilities and exploits

Trend TippingPoint Integration

IBM QRadar is the Gartner leading SIEM solution and enables organisations to monitor Trend Micro TippingPoint offers a wide range of network security solutions with real-time
sophisticated cyber attacks in real-time. When combined with SOCAutomation, QRadar network protection, visibility, and centralised management and analytics that are easy to use,

becomes an automated Security Operation Centre, making SOC operations delivery a reality.
SOCAutomation utilises QRadar's API's covering offenses, asset data, vulnerability data and

configure, and install. SOCAutomation utilises TippingPoint’s API's covering 10C, digital vaccine,
virtual patch, threat intelligence, vulnerability, policy, configuration and data automation.

X-Force threat intelligence feeds. QRadar offenses typically give: Severity, IP address(es) of

targeted device, short description (e.g. excessive firewall denies) and offense category.

Context we add includes:

Mapping Offenses to Assig e.g. level 1 analyst for offense type X, level 2 for offense
type Y etc.

Stakeholder Mapping: Who needs to be included ‘in the loop’, e.g. SOC Manager

Security Context: Add offense-specific knowledgebase content - e.qg. links to details about
a given type of malware

Business Context: Add business-specific knowledgebase content - e.g. links to regulatory
company policy on dealing with malware, DLP, phishing etc.

« IP Address -> Username Mapping: Shows who has been logged on to a machine leading up
to a breach (uses Lexicon for this)

Automated Process Initiation: e.g. kicks off a set of processes to gather more information,
attempt remediation, virtual patching, ticket generation, etc.

Normalised Security Process: Automatically generates the relevant Run-Book for a given
offense type (e.g. malware, DDoS, etc.) which allows multiple teams/analysts to know and
follow consistent security procedures

Audit Tracking: Tracks incident process for evidential trail

Automatic Notifications: Email notifications automatically sent to assignees/stakeholders

SOCAutomation orchestrates the TippingPoint malware detection framework IPS and
TippingPoint Advanced Threat Protection (ATP) working together to;

+ Analyse suspected new malware in over 100 network protocols
« Once malware is detected, it's spread is qualified using TippingPoint ATP Endpoint Sensor

+ TippingPoint then remediates by quarantining the affected devices or creating a reputation
filter to block any rogue communication

Risk Reduction and Patch Management Window
Lengthening

For vulnerability management, SOCAutomation {mmmm === )
collates all vulnerability & patch information then
reports which security gaps can be automatically - _
fixed using TippingPoint’s Virtual Patching
capability. Patch Tuesday now becomes - Patch
when we are ready! -

Example Run-Books

SOCAutomation enables powerful orchestration and automation of these platforms as illustrated in the following sample Run-Books

SOC Team Automation
Correlated SIEM / IPS / ATP > Helpdesk ticket generated
alert
A 4
< Email
Review context rich alert Adds context to enrich alert » Level 3 & 4 severity alerts
< and tracking
Context:
Y - Type of attack
- Devices affected
- Qwner/administrator of device(s)
< - Business importance of device{s)
- Severity and escalation
- Knowledgebase/links
Y
Review and request further » - Intake packet capture
context 4| - Collect flow analysis data
Y
- Quarantine via switch
Review and take action from < - Virtual patch
menu of options > - Rate limit
4| - Blacklist
- Add reputation entry
Y A 4
. . . . Incident Reports
ey GsR < Close ticket with audit trail N 1. No. of apen '"F'd?"ts
content appended 2. No. of closed incidents
3. Time to resolve

www.socautomation.com
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Run-Book 2: Vulnerability/Patch Management Using QRadar and Trend Micro TippingPoint with Remediation Tracking

SOC Team

Vulnerability list from QRadar
Vulnerability Manager

Review patch prioritisation
report

Authorise TippingPoint
digital vaccine virtual
patches

Y
Authorise remaining patch
and fix list
Y

Full tracking on patching and
vulnerability remediation
process

Run-Book 3: Botnet Activity Alert from Threat Intelligence with Automated TippingPoint ATP Remediation and Forensics -

Automation

Vulnerabilities that can be
»> auto-patched using
TippingPoint virtual patching

Y

- Add business context

< - Add other 'risk reduction
context’ to assist in further
patch prioritisation

Risk Reduction Context:

- Correlations from patching tool feeds
e.g. Shavlik, SCCM

- Ease of exploiting attack path {using
QRadar Risk Manager)

- Compensating controls e.g. additional
virtual patching, system reconfiguration

Helpdesk tickets generated
> detailing to platform teams
the virtual patches applied

Helpdesk tickets generated
> detailing to platform teams
the patches to be applied

Y

Monitor patch and fix
workflow across all platform
teams and outsourcers

%

CISO

Patch/Vulnerability Mgt Reports
» 1. Patches remediated
2. Patches auto-patched
3. Patches outstanding
4. Bottlenecks
5. Mean time to fix

Using BitSight CyberRating Threat Intelligence

This Run-Book utilises data gathered from BitSight CyberRating Threat Intelligence, the following images outline the data collected

SECURITY RATINGS

BITSIGHT SECURITY RATING

630

Our ratings measure a company’s
relative security effectiveness.
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The Security Rating for Company X has varied from 630 to 720 over the past 12 months. The blue band represents the range of ratings for all
companies within the Company X industry. Outliers are excluded. Sudden drops in ratings can be due to publicly disclosed data breaches, an
increase in observed events, file sharing activities, poorly configured diligence records, or the rating algorithm update on February 6, 2016.

RATING OVERVIEW

The grades below show how well this company is managing each risk vector. More information on these risk vectors can be found in the Ratings

Details sections.
EVENTS

Botnet Infections

Spam Propagation
Malware Servers
Unsolicited Communication

Potentially Exploited

USER BEHAVIOR

File Sharing

00000

]

DILIGENCE

SPF Domains

DKIM Records

TLS/SSL Certificates
TLS/SSL Configurations
Open Ports

DNSSEC Records Pet@
Application Security Peta
Patching Cadence Pete

OTHER

Data Breaches

O 0000000

WHAT MAKES A SECURITY RATING?

60%

EVENTS

M Events M Diligence User Behavior

Beta risk vectors are not included in ratings at
this time.

Data breaches have a negative impact on
Security Ratings only if they occur.

Fig 1: Overall BitSight security rating for ‘Company X’
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BOTNET INFECTIONS

SROE THIS WEEK PAST YEAR
In the bottom 50% 1 14
of all companies THIS WEEK PAST YEAR

1.9 days

AVERAGE DURATION

3.2 days

AVERAGE DURATION

40.6% faster to resolve events than the Company X industry average.

COMPANY X

COMPANY X INDUSTRY

Botnet Infection events indicate that devices on a company’s network were observed participating in botnets as either bots or Command and

Control servers. Botnets can be used to exfiltrate corporate secrets and sensitive customer information, repurpose company resources for
illegal activities, and serve as conduits for other infections.

Fig 2: Overview of botnet infections at ‘Company X' compared to the industry
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SOC Team

Correlated threat intelligence
botnet alert

Review and request further
context

Review and take action by
automatically editing a policy
on TippingPoint SMS

Review incident and
resolution

>

>

Automation

Helpdesk ticket generated

A 4

Adds context to enrich alert

Context:

- Type of attack

- Devices affected

- Owner/administrator of device(s)
- Business importance of device(s)
- Severity and escalation

- Knowledgebase/links

Further TippingPoint Analysis . Incident
- ATP Sandbox Analysis > Incoming Network > Malware, Web Threat,
- IPS Packet Capture Traffic Security Risk, Phishing Attack
- Flow analysis data from IPS
Y
" Incident
s . . Network Traffic
New Tipping Point Policy Analysis > Malware, Web Threat,
- Quarantine via switch Security Risk, Phishing Attack
- Virtual patch
- Rate limit Y
- Blacklist Incident
- Add reputation entry NCXE > Malware, Web Threat,
- New ATP filter Security Risk, Phishing Attack
h 4
Incident
Network Reputation » Malware, Web Threat,
Security Risk, Phishing Attack
Y
Incident
GRID | 2 Malware, Web Threat,
Security Risk, Phishing Attack
Y Y
Incident
Census > Malware, Web Threat,
Security Risk, Phishing Attack
Y
MARS and Virtual . - '"Ci\:,‘eb"T‘h
alware, Wel reat,
Analyser Security Risk, Phishing Attack

Close ticket with audit trail
content appended

www.socautomation.com
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Email
Level 3 & 4 severity alerts
and tracking

Incident Reports
1. No. of open incidents
2. No. of closed incidents
3. Time to resolve
4. Incidents with automated
ticket resolution
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SOCAutomation offers fully customisable dashboards, giving each user a personalised graphical representation of the data, as well
as incidents and alerts relevant to them. Using a fully distributed and automated reporting engine, SOCAutomation is able to generate
and deliver reports, graphs, tables, summaries and statistics to any number of stakeholders. Personnel from different areas of

your organisation can receive specific reports relevant to their role via email. Reports are able to be automatically distributed to all
stakeholders involved in an incident as soon as it is resolved. Some of the reports that can be generated are listed below:

* Incidents Handled by Severity + Damage From an Incident

* Incident Response Timeliness * Process Workflow

+ Open Incidents + General Mission Success

« Closed Incidents * Fire Drill Results

« Incidents Utilising Most Resources * Lessons Learned

« Incidents Requiring Further Investigation + Incident Response Performance
« Incident Handling Satisfaction * Incident Costs
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