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OWASP

 The Open Web Application Security Project (OWASP 
Foundation Inc.) established 2001’. 

 Participation in OWASP is free and open to all

 The vision is a software market that produces code 
that’s secure enough to rely on.  The mission (to 
achieve that vision) is to make security visible (or 
transparent) so that software buyers and sellers are 
on equal footing and market forces can work. 

 International not-for-profit charitable organization 
funded primarily by volunteers time, OWASP 
Memberships ($50 Individuals, $5k Supporters), and 
OWASP Conference fees

 Website: 6,464 registered users, 21,552,771 page 
views, and 55,941 page edits , 10k members on 
mailing lists
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Principles 

•Free & Open 

•Governed by rough consensus & running code

•Abide by a code of ethics (see ethics) 

•Not-for-profit 

•Not driven by commercial interests 

•Risk based approach 
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Code of Ethics

• Perform all professional activities and duties in accordance with all 
applicable laws and the highest ethical principles; 

• Promote the implementation of and promote compliance with 
standards, procedures, controls for application security; Maintain 
appropriate confidentiality of proprietary or otherwise sensitive 
information encountered in the course of professional activities; 

• Discharge professional responsibilities with diligence and honesty; 
Refrain from any activities which might constitute a conflict of interest 
or otherwise damage the reputation of employers, the information 
security profession, or the Association; and 

• Not intentionally injure or impugn the professional reputation of 
practice of colleagues, clients, or employers. 
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OWASP FOUNDATION INC.  - Structure

(5) Volunteer Board
(Jeff, Dinis, Tom, Dave, Seba)

(25+) Volunteer Global Committee Members
(see slide)

(140) Local Chapters (50) Projects

OWASP Employees (6)
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Global Committee

http://www.owasp.org/index.php/About_OWASP
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2009 Organization Supporters 
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2009 Educational Supporters
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OWASP Mission

   The vision is a software market that 
produces code that’s secure enough to 
rely on.  

    The mission (to achieve that vision) is 
to make security visible (or 
transparent) so that software buyers 
and sellers are on equal footing and 
market forces can work. 
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OWASP Resources and Community
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www.owasp.org
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130+ chapters

16



OWASP

Mailing Lists

100+ Mailing  Lists
Local Chapters
Projects
Regional/Global Committees

LinkedIn Group too… 2700+ members

17
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OWASP Conferences (2008-2009)
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NYC
Sep 2008

DC
Sep 2009

Brussels
May 2008 Poland

May 2009

Taiwan
Oct 2008

Portugal
Summit

Nov 2008

Israel
Sep 2008

India
Aug 2008

Gold Coast
Feb 2008

+2009

Minnesota
Oct 2008

Denver
Spring 2009

Germany
Nov 2008

Ireland 
2009
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Summit Portugal

2009 Focus
Application security experts from 20+ 

countries

New Free Tools and Guidance (SoC08)
New Outreach Program

technology vendors, framework providers, and 
standards bodies

new program to provide free one- day 
seminars at universities and developer 
conferences worldwide

New Global Committee Structure
Education, Chapter, Conferences, Industry, 

Projects, Membership
19
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Industry  Committee

 Start outreach to critical infrastructures worldwide such as: 
electricity generation, transmission and distribution; gas 

production, transport and distribution; 
oil and oil products production, transport and 

distribution; 
 telecommunication; 
water supply (drinking water, waste water/sewage, 

stemming of surface water (e.g. dikes and sluices)); 
agriculture, food production and distribution; 
heating (e.g. natural gas, fuel oil, district heating); 
public health (hospitals, ambulances); 
 transportation systems (fuel supply, railway network, 

airports, harbors, inland shipping); 
 financial services (banking, clearing); 
security services (police, military). 

21
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Industry - Accomplishments

1. Has submitted RFC feedback for both 
British and US/NIST 800-53 rev 3 
standards

2. Have been promoting supporter 
membership to raise awareness in 
industry verticals

3. Have established working relationships 
with ISSA & ISACA to assist with industry 
focused outreach and international 
insight

22
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Membership Committee

 Increase individual membership 100% in 18 
months (Individuals) 

 Increase organizational supporters 100% in 
18 months (Supporters) 

 Increase university supporters 100% in 18 
months 

1. Has created and launched a new 
membership model

2. Has created and launched Membership 
drive to support our efforts

3. Has created video to promote/explain (tbd)
23

https://www.owasp.org/index.php/Membership
https://www.owasp.org/index.php/Membership
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Chapters Committee
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Education Committee

Establish a adoptable program that can be 
incorporated into Univ., and technical 
education programs that leverages the 
efforts of many at OWASP to raise the 
level of awareness to secure software. 

Training at Conferences

Obtain grants to further our work 

25
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Projects  Committee

1. Organizing the next OWASP Season of 
Code

3. Drafting proposals for standardization 
and organization of the OWASP Projects 
page

5. Establishing a baseline assessment of all 
OWASP Projects

26
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OWASP Projects: 
Improve Quality and Support

Define Criteria for Quality Levels
Alpha, Beta, Release

 PROTECT - These are tools and documents that can 
be used to guard against security-related design and 
implementation flaws.

 DETECT - These are tools and documents that can be 
used to find security-related design and 
implementation flaws.

 LIFE CYCLE - These are tools and documents that can 
be used to add security-related activities into the 
Software Development Life Cycle (SDLC).
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OWASP Top 10

The Ten Most Critical 
Web Application 
Security 
Vulnerabilities

2007 Release 
A great start, but not 

a standard
4th version of the Top 

10 200x coming soon  
*Help Wanted
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Key Application Security Vulnerabilities

www.owasp.org/index.php?title=Top_10_2007

http://www.owasp.org/index.php?title=Top_10_2007


OWASP

The ‘Big 4’ Documentation Projects

Building 
Guide

Code 
Review 
Guide

Testing 
Guide

Application Security Desk Reference 
(ASDR)
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The Developer Guide

Complements 
OWASP Top 10

310p Book
Free and open source

Gnu Free Doc License
Many contributors
Apps and web services
Most platforms

Examples are J2EE, 
ASP.NET, and PHP

Comprehensive
Project Leader and 

Editor
Andrew van der Stock, 

vanderaj@owasp.org

mailto:vanderaj@owasp.org
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Uses of the Guide

Developers
Use for guidance on implementing security 

mechanisms and avoiding vulnerabilities

Project Managers
Use for identifying activities (threat modeling, 

code review, penetration testing) that need to 
occur

Security Teams
Use for structuring evaluations, learning about 

application security, remediation approaches
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Each Topic

 Includes Basic Information (like OWASP T10)
How to Determine If You Are Vulnerable
How to Protect Yourself

Adds
Objectives
Environments Affected
Relevant COBIT Topics
Theory
Best Practices
Misconceptions
Code Snippets
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Testing Guide 
(NOW AT VERSION 3.0)

1. Frontispiece

2. Introduction

3. The OWASP Testing Framework 

4. Web Application Penetration Testing 

5. Writing Reports: value the real risk 

Appendix A: Testing Tools

Appendix B: Suggested Reading

Appendix C: Fuzz Vectors 

Appendix D: Encoded Injection

http://www.owasp.org/index.php/OWASP_Testing_Guide_Contributors

http://www.owasp.org/index.php/Image:SoC_08_Logo.jpg
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What Is the OWASP Testing Guide?

Testing Principles
Testing Process
Custom Web Applications

Black Box Testing
Grey Box Testing

Risk and Reporting
Appendix: Testing Tools
Appendix: Fuzz Vectors

Information Gathering
Config. Management Testing
Business Logic Testing
Authentication Testing
Authorization Testing 
Session Management Testing
Data Validation Testing
Denial of Service Testing
Web Services Testing
Ajax Testing
Encoded Appendix

 V2 8 sub-categories (for a total amount of 48 controls)
 V3 10 sub-categories (for a total amount of 66 controls)
  36 new articles!
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How the Guide helps the security 
industry

 A structured approach to the testing 
activities

 A checklist to be followed
 A learning and training tool

Testers

 A tool to understand web vulnerabilities and 
their impact

 A way to check the quality of security tests

Organization

More generally, the Guide aims to provide a pen-testing standard that creates 
a 'common ground' between the testing groups and its ‘customers’.

This will raise the overall quality and understanding of this kind of activity and 
therefore the general level of security of our applications
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Phoneix Project -Tools

http://www.owasp.org/index.php/Phoenix/T
ools

Best known OWASP Tools
WebGoat
WebScarab

Remember:
A Fool with a Tool is still a Fool – press this 

button and your secure ;) 
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Tools – At Best 45%
 MITRE found that all application 

security tool vendors’ claims put 
together cover only 45% of the 
known vulnerability types (over 
600 in CWE)

 They found very little overlap 
between tools, so to get 45% you 
need them all (assuming their 
claims are true)

 NIST and SAMATE Static Analysis 
Tool Exposition (SATE) 
Vadim Okun 

http://www.owasp.org/index.php/OWASP_NYC_AppSec_2008_Conference-vadim-okun
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OWASP WebGoat
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http://www.owasp.org/images/f/f3/WebGoat-Bypass-Access-Control-Lesson.JPG
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OWASP WebScarab

41

http://www.owasp.org/index.php/Image:WebScarab_after_browsing.png
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OWASP CSRFTester

42
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OWASP CSRFGuard 2.0

43

 Adds token to:
 href attribute
 src attribute
 hidden field in all 

forms

 Actions:
 Log
 Invalidate
 Redirect

http://www.owasp.org/index.php/CSRFGuard 

http://www.owasp.org/index.php/CSRFGuard
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The OWASP Enterprise Security API 

44
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Coverage
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Create Your ESAPI Implementation

Your Security Services
Wrap your existing libraries and services
Extend and customize your ESAPI 

implementation
Fill in gaps with the reference implementation

Your Coding Guideline
Tailor the ESAPI coding guidelines
Retrofit ESAPI patterns to existing code

46
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OWASP CLASP

 Comprehensive, 
Lightweight Application 
Security Process
Prescriptive and Proactive
Centered around 7 AppSec 

Best Practices
Cover the entire software 

lifecycle (not just 
development)

47

Adaptable to any development process
 CLASP defines roles across the SDLC
 24 role-based process components
 Start small and dial-in to your needs

http://www.owasp.org/
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The CLASP Best Practices

2. Institute awareness programs
3. Perform application assessments
4. Capture security requirements
5. Implement secure development practices
6. Build vulnerability remediation 

procedures
7. Define and monitor metrics
8. Publish operational security guidelines
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OWASP
Software Assurance Maturity Model 
(SAMM)

Alignment & 
Governance

Requirements 
& Design

Verification & 
Assessment

Deployment & 
Operations

The 4 Disciplines are high-level categories for 
activities
Three security Functions under each Discipline are the 

specific silos for improvement within an organization

Disciplines

Functions
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Want More ?

 OWASP .NET Project
 OWASP ASDR Project
 OWASP AntiSamy Project
 OWASP AppSec FAQ Project
 OWASP Application Security Assessment Standards 

Project
 OWASP Application Security Metrics Project
 OWASP Application Security Requirements Project
 OWASP CAL9000 Project
 OWASP CLASP Project
 OWASP CSRFGuard Project
 OWASP CSRFTester Project
 OWASP Career Development Project
 OWASP Certification Criteria Project
 OWASP Certification Project
 OWASP Code Review Project
 OWASP Communications Project
 OWASP DirBuster Project
 OWASP Education Project
 OWASP Encoding Project
 OWASP Enterprise Security API
 OWASP Flash Security Project
 OWASP Guide Project
 OWASP Honeycomb Project
 OWASP Insecure Web App Project
 OWASP Interceptor Project

 OWASP JBroFuzz
 OWASP Java Project
 OWASP LAPSE Project
 OWASP Legal Project
 OWASP Live CD Project
 OWASP Logging Project
 OWASP Orizon Project
 OWASP PHP Project
 OWASP Pantera Web Assessment Studio Project
 OWASP SASAP Project
 OWASP SQLiX Project
 OWASP SWAAT Project
 OWASP Sprajax Project
 OWASP Testing Project
 OWASP Tools Project
 OWASP Top Ten Project
 OWASP Validation Project
 OWASP WASS Project
 OWASP WSFuzzer Project
 OWASP Web Services Security Project
 OWASP WebGoat Project
 OWASP WebScarab Project
 OWASP XML Security Gateway Evaluation Criteria 

Project
 OWASP on the Move Project

50
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SoC2008 selection
 OWASP Code review guide, V1.1 
 The Ruby on Rails Security Guide v2 
 OWASP UI Component Verification Project 

(a.k.a. OWASP JSP Testing Tool) 
 Internationalization Guidelines and OWASP-

Spanish Project 
 OWASP Application Security Desk Reference 

(ASDR) 
 OWASP .NET Project Leader 
 OWASP Education Project 
 The OWASP Testing Guide v3 
 OWASP Application Security Verification 

Standard 
 Online code signing and integrity verification 

service for open source community 
(OpenSign Server) 

 Securing WebGoat using ModSecurity 
 OWASP Book Cover & Sleeve Design 
 OWASP Individual & Corporate Member 

Packs, Conference Attendee Packs Brief 
 OWASP Access Control Rules Tester 
 OpenPGP Extensions for HTTP - Enigform and 

mod_openpgp 
 OWASP-WeBekci Project 
 OWASP Backend Security Project 

51

 OWASP Application Security Tool 
Benchmarking Environment and Site 
Generator refresh 

 Teachable Static Analysis Workbench 
 OWASP Positive Security Project 
 GTK+ GUI for w3af project 
 OWASP Interceptor Project - 2008 Update 
 Skavenger 
 SQL Injector Benchmarking Project 

(SQLiBENCH) 
 OWASP AppSensor - Detect and Respond to 

Attacks from Within the Application 
 Owasp Orizon Project 
 OWASP Corporate Application Security Rating 

Guide 
 OWASP AntiSamy .NET 
 Python Static Analysis 
 OWASP Classic ASP Security Project 
 OWASP Live CD 2008 Project 

http://www.owasp.org/index.php/Image:SoC_08_Logo.jpg
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OWASP Projects Are Alive!

2001

2003

2005

2007

2009 …

http://www.amazon.com/Security-Development-Lifecycle-Michael-Howard/dp/0735622140/sr=8-36/qid=1169351879/ref=sr_1_36/103-6175548-3897446?ie=UTF8&s=books
http://books.google.com/books?vid=ISBN0072227834&id=MDVTbFceXvwC&pg=RA7-PA134&lpg=RA7-PA134&ots=xrEpp_SM9R&dq=owasp&num=100&sig=Rp9XAMFxtQ2bDMq0RTXjddpkcKQ
http://books.google.com/books?vid=ISBN059600611X&id=QvTzBiwehOoC&pg=PA96&lpg=PA96&ots=uscGD05ZSd&dq=owasp&num=100&sig=UzWqVHxlHNw984PTMgfGngzuvug
http://books.google.com/books?vid=ISBN193226647X&id=i8j865qq7dYC&pg=PA260&lpg=PA260&ots=Mb5TcIyFKC&dq=owasp&num=100&sig=a4fd0jjbmWu48n_HMKzkfWzKjJE
http://books.google.com/books?vid=ISBN0072227842&id=6T4jrz6PbjAC&pg=PP1&lpg=PP1&ots=dBoN7I40n0&dq=owasp&num=100&sig=LpexheevY0rqKxeFd8e5-LOkXe8
http://books.google.com/books?vid=ISBN1931836361&id=fKsc9NwsNpMC&pg=PA478&lpg=PA478&dq=owasp&num=100&sig=p23ci0e9s72yyc9q7F5cKipwuyY
http://books.google.com/books?vid=ISBN0596007949&id=iV8DRekYvg0C&pg=PA183&lpg=PA183&dq=owasp&num=100&sig=ViVx6MhMJRaokqE2QrCoJJKwcCM
http://books.google.com/books?vid=ISBN0849329981&id=tbo_JZ5IRKQC&pg=RA2-PA275&lpg=RA2-PA275&dq=owasp&num=100&sig=cV6tieHfrr9Eo_wuEfeyuC-Gwow
http://books.google.com/books?vid=ISBN0596002424&id=-Qj5aMPujwMC&pg=RA2-PA194&lpg=RA2-PA194&dq=owasp&num=100&sig=6Dcl8qgL2dWy7SRviwtv8VqQQXc
http://books.google.com/books?vid=ISBN0596007248&id=5yiULnTkN6oC&pg=RA1-PA377&lpg=RA1-PA377&dq=owasp&num=100&sig=fASJI79UXTDdYiYjEI9YPMwEoR0
http://books.google.com/books?vid=ISBN0072226307&id=npYOWjVR0q4C&pg=RA4-PA301&lpg=RA4-PA301&dq=owasp&num=100&sig=O6rHxhdcuFiGDPMMMkPN1GbWXsE
http://books.google.com/books?vid=ISBN0130355488&id=O3VB-zspJo4C&pg=PA716&lpg=PA716&dq=owasp&num=100&sig=_joUK2T4cwJO9075QLXOBvqw8XU
http://books.google.com/books?vid=ISBN1932266658&id=79FMJAl_-qoC&pg=PP1&lpg=PP1&dq=owasp&num=100&sig=W6bbEaUrpKFQ3CAWpvu5P_G0_eQ
http://books.google.com/books?vid=ISBN1565924029&id=nuhf5r_TL14C&pg=PP1&lpg=PP1&ots=GyKee8-_23&dq=cryptography&num=100&sig=JK8NV6zwR-Wsw47Hv0h2q_jPYY8
http://books.google.com/books?vid=ISBN0201440997&id=NHWRH3xXQpgC&pg=PP1&lpg=PP1&ots=uBTf_a0YcT&dq=computer+security&num=100&sig=HC69to8ZQFU6RnPepyU9likCLyg
http://www.amazon.com/Applied-Cryptography-Protocols-Algorithms-Source/dp/0471128457/sr=8-3/qid=1169351746/ref=pd_bbs_sr_3/103-6175548-3897446?ie=UTF8&s=books
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Got OWASP?
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Upcoming “Big”Conferences

 OWASP AppSec Europe 2009 - Poland May 11th-14th - 3 
track conference and 8 tutorials, Krakow, Poland

 OWASP AppSec Ireland 2009 September 10th Conference 
at Trinity College in Dublin November 2009 

 OWASP AppSec US 2009 – November Washington, D.C. 

55



OWASP

www.owasp.tv
56 videos 

40+ hrs

56

http://www.owasp.tv/
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Local Chapter Resources

Local Meetings
Regional Mailing List
Presentations
Forum for discussion
Meet fellow InfoSec professionals
Create (Web)AppSec awareness
Local projects
JOBS = http://www.owasp.org/index.php/OWASP_Jobs
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Who comes to a OWASP meeting?

58
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TTD

Visit www.owasp.org
Find your local chapter / conferences
Listen to PodCasts
Watch Videos
Read Materials
Post your (Web)AppSec questions
Spread the word invite peers

Pentagon City Mall / 6pm Phones @ Panda 
Express 

Contribute to discussions

http://www.owasp.org/
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Get Involved
WWW.OWASP.ORG

Tom Brennan
OWASP Foundation, Board Member
tomb@owasp.org / 973-202-0122

mailto:tomb@owasp.org
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