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Product Overview

Backup & Recovery 16 Free is an easy-to-use tool for reliable backup of an entire computer, individual volumes or
files. It helps to get consistent point-in-time copies of your PC including OS, running applications, user settings and
all data in such a way that you don’t even feel any discomfort. Three predefined backup strategies simplify setup
of regular backup routines. Full backup images followed by incremental updates of changed data since the last
backup strengthened by data retention keep your data precisely up to date with minimal effort and backup
storage footprint. Backup data is allowed to store on a local or external device or a network share.

Several restore options are available for you to rule out an emergency situation as quickly as possible, from fast
retrieval of specific files from a backup image, to complete restore of your computer to an earlier state without
losing data, reinstalling and reconfiguring your programs. Even when OS fails to start up, you still have a chance to
get everything back on track by loading your PC from a WinPE-based rescue media prepared beforehand.

In this guide you will find the answers to many of the technical questions, which might arise while using our
program.

o Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

Getting Started

Product Components
e Windows installation package for regular system and data protection. It’s the main component of the
product that includes all the necessary tools to help you safe yourself from a system failure, hardware
malfunction or a human factor.

e WinPE bootable environment for disaster recovery or data retrieval. You can prepare it on a USB thumb
drive or in an ISO file with the program’s wizard (highly recommended).

System Requirements

For the Windows installation package
e Windows 7 SP1 and later
e Internet Explorer 10 and later

e Opened ports in Firewall: inbound and outbound 80, 443

e https://bo4-fe.paragon-software.com should be added to the list of trusted sites, besides the security
level for the trusted zone should not be higher than Medium-high. Go to Control Panel > Network and
Internet > Internet Options > Security to configure the necessary parameters.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.


https://bo4-fe.paragon-software.com/

& Internet Properties - Security At Risk 2|
[ General | Security [privacy | Content | Connections | Programs | Advanced

® Your security settings put your computer at risk

Select a zone to view or change security settings.

@ r &
@ &
Internet Local intranet  Trusted sites Restricted
sites
o
/' This zone contains websites that you i
¥ trustnot to damage your computer or
your fils,
You have websites in this zone. | &) Trusted sites =1
Security level for this zone
Alowed levels for this zone: Al £ You can add and remove websites from this zone. All websites in
semarm i o/ this zone wil use the zone's seaurity settings.
] - Appropriate for most wef

- Prompts before downloac
content Add this website to the zone:
L £

1 [nttpsmoss fiware conl | [aa ]

Setting Security Level

dowsupdate.com
dowsupdate. microsoft.com

o During the installation additional free space (up to 1GB) will be required.

For the WinPE bootable environment
e Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
e Atleast 1 GB of RAM
e SVGA video adapter and monitor
e Keyboard
e Mouse
Additional requirements
e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store data

Installation

Before the installation, please make sure the systems requirements are met. If everything is OK, please do the
following to install the product:

o In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

1. Click on the supplied setup file to initiate the installation. First your system will be checked for the
presence of Visual Studio C++ 2010 Runtime Library and if not found, you will be prompted to install it
(comes with the installation package).

Status  Requirement
Pending Visual C-++10.0 Runtime - #64 10.0.3031.1
Pending Visual C++ 10.0 Runtime - 85 10.0.30313.1

2. The Welcome page will inform that the application is being installed. Click Next to continue.
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3. Please Read Paragon License Agreement carefully and then select the appropriate option to accept.
Otherwise you won’t be able to proceed with the installation.

(#] Paragon Backup & Recoveny™ 16 Free H

License Agreement

You must agree to the License terms and conditions before installing Paragon Backup & Recovery™
16 Free.

End-user License Agreement for Paragon Software Products
This End-User License Agreement (EULA) is a legally valid contract between the end user
of the software and Paragon Software GmbH, Heinrich-von-Stephan-Strae 5¢, D-79100
Freiburg (hereinafter referred to as 'Paragon’). Please read this Agreement thoroughly
before acquiring the software. Upon acquisition of the software, the following provisions will
be deemed to have been agreed to with binding effect
1. Copyright
This software product, including any handbooks, instructions and/or other information
material, is protected by copyright Any copy protection present in the software, a copyright

| agree to the License terms and conditions.

pack

4. Provide the standard customer information, i.e. a user name and an organization. Besides you need to

decide whether to make the program available for all users of this computer (if several) or only for the
current one.

5. If necessary, click Change to install the utility to a different location (by default C:\Program Files\Paragon
Software\Backup & Recovery 16 Free)).

6. On the Ready to Install the Program page click Install to start the installation or Back to return to any of
the previous pages and modify the installation settings.

7. The final page reports the end of the setup process. Click Finish to complete the wizard.

First Start

After the installation you can see an icon of Backup & Recovery on the Windows desktop. Double click it to launch
the utility.

(@)

Activating the Product

Once started, you will see an activation dialog. Backup & Recovery is a freeware product that can be used with no

limitations once registered over the Internet. If not done that, you still have 30 days to try any of its functions
before the utility becomes locked.

Paragon Backup & Recovery™ 16 Free Trial license

Your trial license will expire in 30 day(s).

To continue using Paragon Backup & Recovery™ 16 Free after the trial period, please
register yourself,

Already got a serial number for Paragon Backup & Recovery™ 16 Free? Activate it
right here!

Continue

You can unlock the trial version for unlimited use at any moment by going to Help > Activation.
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Manual

Forum

SCSI Disk Device)

Knowledge Base

Activation

The recommended procedure requires an active Internet connection. However, if you don’t have the Internet on
the target computer, you can try an offline option.

o If you see a blank window instead of the Activation dialog, please make sure the systems
requirements are met.

Online Activation
1. Click on Get Now. You will be redirected to MyParagon Customer Portal.

2. |If already having a Paragon’s account, just enter your email and password, then click Sign in. If not, click
Create a new Account, then fill out the registration form. The most important field in the form is an e-
mail address, as it serves as a login to enter the system. Besides, an activation link will be sent to this
address as well.

3. After signing in to your Paragon’s account, you will be informed on the successful product registration. Go
to My Products section to copy or write down your serial number, then go back to the activation dialog
and this time click Activate.

4, Enter your serial number, then click Activate again. This info will be sent to our server to complete the
procedure.

Activate your product

Please enter your serial number:

If you want to use a serial number that was already registered in
MyParagon Account, then log in to your account and select this serial
number.

Are you having problems activating the software?
¥ EP i Cancel
Click here to get help

5. If a success, you’ll get a corresponding notification.

Offline Activation

1. If having problems with the Internet or specifically configured Firewall on the target computer during the
product activation, you can try an offline option. Click Cancel to continue.

Activate your product

Failed to connect Paragon Server!

Internet connection error. Please try later or launch offline activation by
click on cancel button.

I need help

2. Before you proceed, write down your GUID and the provided link somewhere.
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Activate your product

If you're having problems activating your serial number or the activation
page is not displayed correctly, you can do the product activation via a
license file created in your MyParagon Account by providing your serial
number and computer GUID (see below).

Go to product activation page

and follow provided instructions. When you get the license file, activate the
software through the 'Import license file' option.

Your system GUID:

00261-80463-28434-AA778

Import a license file

3. Use the saved link on any computer with the Internet to visit the company’s website to sign in to your
Paragon’s account.

MyParagon Customer Portal

Sign in
or create an account

jimbubblestone@gmail.com

4. Enter your serial number and GUID in the corresponding fields, then click Export license file.
Offline activation
If you've arrived on this page, chances are you're having a problem activating your copy of a
Paragon Softwiare product online.
Toresolve this issue, we offer an offine activation procedure, which takes just three simple steps:
1. Create a special icense file which binds the serial number of your product together with a
unique identifier for your system {GUID). You can locate the GUID of your comptter in the
saftware's offline activation dialog
2. Export the license file to your computer.
3. Import the license file from your system to the Paragon product installed on the devics with the

license-bound GUID

Forsteps 1 and 2, please enter your serial number and device GUID in the form below to
generate the license file. MNext, click «Export license files

03FUZE-P2LUDF-S01HKM-T1L40E-52HAST

00000000-0000-1000-8000-000C2934F ABS

Send email

When finished, you'll need to switch back to the Paragon Software product and import the created
license file

If you still have questions or issues activating your softwiare, please contact our Support Team via
hWiyParagon = Support = MNew Support Request

5. If the provided data is valid, you should get the “LicenseSet.xml” file. Copy it to the target computer, then
use the Import a license file... option for the import.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.



@ Open
T m» ThisPC » Deskiop » v G Search Desktop P
Organize v New folder =~ [ @
it Favorites *  Name Dete modified Type
B Deskiop L bribsp2 4/3/2017 1:14 AM File folder
& Downloads %] LicenseSet 47472017 3:05 AM XML Doc
5] Recent places
Bl Desktop umber or the activation
A Administrator oduct activation via a
8 This PC providing your serial
4 Libraries
v < >
S Network . he license file, activate the
Filename: | LicenseSet v | XML files v|
Open | | cancel |

Your system GUID:

00261-80463-28434-AAT78

Import a license file

6. If a success, you’'ll get a corresponding notification.

Using the Product

After the activation, you will get access to the program interface.

(®) paragon Backup & Recovery™ 16 Free - a
Home Main Views A-View

Refresh Help
') Paragon Backup & Recovery™ 16 Free
] Create backup jo le backups and restore functionality

2% Local Disk ()
Create single backup

Basic MBR Hard Disk 0 (VMware, YMware Virtual S SCSI Disk Dev)

NTFS | 499.6 GB

m Basic MBR Hard Disk 1 (VMware, YMware Virtual § 5CSI Disk Dev)

| (Unallocated)
Create hackup job

| 499.9GB
‘7\ ..... I} ................................... J
Basic MBR Hard Disk 2 (vMware, VMware Virtual 5 SCSI Disk Dev)

(Unallocated)
Restore backup

7499 G5

Basic MBR Hard Disk 3 (VMware, YMware Virtual S 5CSI Disk Dev)

(Unallocated)
119.9 GB

-I My Computer ‘ My Backups My Activities

The upper area of the main window contains several tabs: Home, Main View and X-View.

Home

Use this tab to change the program settings, build bootable recovery media, collect program logs, or go to
Paragon’s website to download a free update, register the product, visit Paragon’s Knowledge Base, etc.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.
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Home

|\ Settings Virtual mode options

Recovery Media Builder '
( Allow virtual mode

Application

Collect |Dg5 Set this option on to carry out all the operations virtually. You will ke able to commit the changes er rollback all of them or the last one.

If you switch this option off, the operations will be carried cut immediately.

Info about
[ cClose progress dialog automatically

Setthis option on to automatically close the progress dialog after committing the changes,

Backup

Include/Exclude

For more details, please consult the following chapters:

- Changing Program Settings
- Building Recovery Media

- Troubleshooting

Main View

It is displayed each time you launch the program. Use this tab to see the layout of system storage devices, open
program wizards and dialogs, monitor backup activities and some other actions.

Paragon Backup & Recovery™ 16 Free

@ Create backup job: gle backups and restore functionality

Basic GPT Hard Disk 0 (VMware, YMware Virtual S SCSI Disk Dev} J .
Disk Map

28 Local Disk ()
Create single backup

NTFS | 499.4 GB

ﬁa Basic GPT Hard Disk 1 (VMware, VMware Virtual 5 5CS1 Disk Dev)
L. (Unallocated)
Create backup jok
4998 GB
Basic GPT Hard Disk 2 (VMware, VMware Virtual 5 SCSI Disk Dev)
L... (Unallocated)
Restare backup
7498 GB

Wizards  Basic GPT Hard Disk 3 (VMware, VMware Virtual § SCSI Disk Dev)

L... (Unallocated)
Management Tabs
. . || M98GB .

. S
] My Computer| My Backups My Activities

By default, the program does not accomplish operations that may destroy the on-disk data (format, delete,
restore, etc.) immediately, but places them on a special list (the so-called virtual mode). First it helps to avoid
possible mistakes as you should confirm all provided changes. Second it saves your time and effort when
executing several operations, as you don’t need to wait for each operation to physically complete before
proceeding to the next operation.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.
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A corresponding bar appears in the upper area after you accomplish a potentially dangerous operation.

Home Main View K-View

X Discard

@ show changes

44 Undo

v Apply Redo | [ Generate a script

Paragon Backup & Recovery™ 16 Free

@ Create backup jobs, single backups and restare functionality

e Apply. Click to physically execute pending changes.
e Discard. Click to cancel all pending changes.
e Show changes. Click to see and manage pending changes.

Operations

Operations queuei
° Movwe / resize partition New Volume (E:).

Old disk layoLc Mowe / resize partition New Volume (E:)...

New disk layout Formatting volume () New volume. .

44 Undo Redo

=B a8

Select Old disk layout to see your disks before accomplishing pending changes.

Operations

Operations queue - - A

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

- N 0
New sk layout Sys... mm Local Disk ()
NT... NTFS | 472.6 GB free of 499.5 GB
: The target disk before changes
Basic MBR Hard Disk 1 {VMware, VMware Virtual § fSK Dev)
New Volume (F:) G E: (Unallocated)
NTFS | 104 GB free of 122... NTFS | 79.8... NTFS ... 237.9GE

Basic GPT Hard Disk 2 (VMware, VMware Virtual 5 SCS1 Disk Dev)

Local Disk
NTFS | 7493 GB

‘ Basic MBR Hard Disk 3 (VMware, YMware Virtual § SCSI Disk Dev)

v

Select New disk layout to see your disks after accomplishing pending changes. Use the arrow buttons
below to see how the target disk layout changes after each operation.
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Operations

Operations queue

Basic MBR Hard Disk 0 (YMware, VMware Virtual § SCSI Disk Dev)
Old disk layout

. N 1] i .
e cic loyonsc SyS... am Local Disk ()
T NT... NTFS | 472.6 GB free of 4599.5 GB

. The target disk after changes
Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk De

New Volume (F:) G (u.. E: (Unallocated)
NTFS | 132.2 GB NTFS | 79.8.. || 21.. || Apple HFS | 8.. || 180.1GB

Basic GPT Hard Disk 2 (VMware, VMware Virtual 5§ SCS1 Disk Dev)

(... Sys... || Lecal Disk
12.. NT... || NTFS | 728.9 GB free of 749.3 GB
v
44 Undo ‘

e Undo. Click to cancel the last pending operation.
e Redo. Click to cancel the last undo pending operation.

e Generate script. Generate a script out of all pending changes. A script may describe one or several
operations with macro-language commands. The program installation package includes an interpreter
utility — SCRIPTS.exe that allows executing any set of operations automatically in the unattended mode.
For more details, please consult Using the Command Prompt.

If necessary, you can change the default location and filename for the created script file.

@ save As x
« v A e > ThisPC » Local Disk (C) » v @ | Search Local Disk (C3) Vad
Organize ¥ New folder =~ @
L1 This b A Mame Date modified Type Size
B Desktop Backup_20170317_0452 IITARDTSSSAM  File folder I
& Documents Backup_20170317_0454 ITAEDTESSAM  File folder
Backup_20170320_0037 320/2017 1240 80 File folder
J Downloads
b PerfLags TAGA0I6 44T A File folder
e Program Files 2202017 801 AW File falder
=] Pictures Program Files (xB6) T 1201 80 File falder
Videos Users 1/24/2017 616 AM  File folder
. Local Disk (C) Windows ITADITA32AM  File folder
DVD Drive (D3 M
= PARAGON (E)
. s Y < >
Tl S cript generated on 20.3.2017 at 1 h. 2 m| -
Save as type: | Script files ~
A Hide Falders Cancel

o The Virtual operations bar is also displayed in the X-View mode.

To learn more about scripts, please consult the Paragon Scripting Language manual.

Disk Map

The Disk Map displays the layout of storage devices. Each device is represented with a rectangle bar that contains
small-sized bars, which represent partitions or logical disks. By looking at the size of the bar’s shaded area it is
possible to estimate the used disk space.

Large-sized bars display the following information about storage devices:
e Type (physical, virtual),
e Used partitioning scheme (MBR or GPT),

e Total capacity.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.
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Small-sized bars display the following information about logical disks and blocks of free space:

e Volume label (if exists),
e Total size,
e File system.

Left click a disk, volume, or block of free space to call a context-sensitive menu with detailed information on the
selected object and a list of available operations.

28 Local Disk (C)

NTFS | 27.7 GB free of 63.6 GB

tter: (C2)
[No label]
NTFS Delete this volume
6 GB Show advanced properties

Format this volume

For more details, please consult the following chapters:

- Protecting System and Data

- Managing Partitions and Disks

Wizards

For your convenience the program wizards are grouped into several tabs. Use the arrow buttons to switch
between them.

e Select Create single backup to configure a one-shot backup task. For more details, please consult
Configuring a One-shot Backup Task.

e Select Create backup job to configure a regular backup routine according to one of the predefined backup
strategies. For more details, please consult Configuring a Regular Backup Routine.

e Select Restore backup to configure a restore operation. For more details, please consult Windows
Restore Scenarios.

e Select Copy files and folders to transfer files or directories between local, external, or network storages.
For more details, please consult Transferring Files between Storages.

Management Tabs
e Select My Computer (opened by default) to see the layout of storage devices.

e Select My Backups > Single backups>>> to see all configured one-shot backup tasks or My Backups >
Backup jobs>>> to see configured regular backup routines. Left click a backup image to call a context-
sensitive menu with detailed information on the selected object and a list of available operations.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.



14

Backup jobs

Single backups >>>

Backup job for DESKTOP-NBMBIS3 - Scheduled

Collapsa the hackup list @

('/’—“j?_\ 3 ® 3/22/2017 240:56 AM | Incremenc 1 g 0
.‘\\7 D)
Create bai Description: 3/22/2017 07:38:30 Restore
Backup created: 3/22/2017 7:40:56 AM Delete
Backup path: F\Job-201722272041 1\ob-2017322720411_2017-03-22_07-21-58inc_1_0_1\ | Check archive
e Backup type: Incremental :"::r’;“lj:i:um
(A Integrity check date and state: Mat verified yet.
‘\'}; - Backup duration: 12:00:06 AM
Hesm,,; Backup source: System Reserved

Wy Computer ‘ Wy backups ‘ My Activities

For more details, please consult the following chapters:

- Restoring Individual Files and Folders

- Restoring an Entire Disk or Separate Volumes

- Checking Backup Integrity

- Mounting a Backup Image

e Select My Activities to see completed, scheduled and currently executed operations and their statuses.

Running tasks

[ Backup job for W630WENTG4EN-TE 14 seconds / 620 € }

Planned tasks

B/11/2017 4:46:00 AM | Backup job for We30WENTG4EN-TE

Activity report

3/10/2017 5:05:51 AM | Backup partitions or disks to virtual containers | Backup job for W630WENT64EN-TE | Full backup

3/10/2017 2:45:26 AM | Backup partitions or disks to virtual containers | Full backup

< 3

My Computer My Backups ‘ My Activities ‘

For any scheduled backup job you can call a context-sensitive menu with detailed information on the selected
object and a list of available operations. For more details, please consult Managing Backup Jobs.

Planned tasks

272072017 11:46:00 PM | Backup job for DESKTOP-NEMEIS3

Last backup run: Not run yet Editjoh
Backup type: Create full backup every time. Delete job
Retention: Keep at least 1 backups Deactivate
Start now

Backup path: C:iob-201721922466154
When: At 11:46:00 PM every day, starting on 2/19/2017
Backup source: System Reserved
Description: Backup job created on 3/19/2017 11:47:02 PM for GESKTOP-NEMBIS2

Copyright© 1994-2017 Paragon Software Group. All rights reserved.
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X-View
Use this tab to simplify the working environment and only see the main program wizards. For your convenience
the wizards are grouped into several tabs.

&) Paragon Backup & Recoverny™ 16 Free - a
Home Main View X-View

Refresh Help

Backup & Recovery™ 16 Free

Create single backup Create backup job Restore backup

Changing Program Settings

Select Home > Settings to access the program settings. All settings are grouped into several sections, which

functions are described in the following paragraphs. By selecting a section from the list, you can open a set of
options.

Application Section

Virtual Mode Options

Virtual mode options

Allow wirtual mocle

Applicaticn

Setthis option on to carry out all the operations virtually, You will be able to commit the changes or rollback
all of them or the last one. If you switch this option off, the operations will be carried out immediately,

[ close progress dialog autematically

Setthis option on to automaticalty close the progress dialog after committing the changes.

< >

Backup

Include/Exclude

. v

¢ Allow virtual mode (enabled by default). The virtual mode is an effective way of protection from any
troubles, since no potentially dangerous operation is executed until confirmation, thus giving you a

second chance to weigh all pros and cons of this or that particular operation. For more details, please
consult Main View.
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e Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after
accomplishing operations.

Backup Section

Backup Image Options

Backup image options

s \
[ control archive integrity

Application
Choose this option to allow writing of specific data that will later be used during restere to check the archive
integrity. 1t can slow down the backup operation,

| Backup

Compreszgion level

Backup image opticns
Copy and backup options Normal ©
Run during backup options
VD container options

Good compression, Provides average speed with the reasonakle image size,
Image split

Splitting backup to several files
Maximum splicsize: | 4000MB 4

< >

Include/Exclude

Reset to default

e Control archive integrity (enabled by default). Use this option to make sure all backup images created
with the program are 100 percent flawless. If you decided not to control the archive integrity, the backup
operation would take about 3-5% less time.

e Compression level. Select the default compression level for all created backup images from the pull-down
list.

¢ Image split. By default, every backup image will be split to files of 4GB. This can help to avoid problems
caused by a maximum file size limitation of your file system (e.g. 4GB for FAT32). Use the spinner control
to set another size or disable this option if necessary.

Copy and Backup Options
Copy and backup options

4 \
D HODD raw processing

Applicaticn

Copy an entire hard disk sector by sector without taking inte account its partition structure,

Backu
P [ Partition raw processing

Backup image options
Copy/Backup each partition sector by sector, All sectors will be processed one by one (even unused

N N sertors). Requires more time to com)| lete the operation.
Run during backup options K ° °

YD container options skip archive files stored in archive library.

Choose this eption to skip archive files stored in archive library. This will reduce cperation time and backup
image size.

Automatic BCD update

< >

Add boot entry for target partition to BCD hive on copy\restors source partition

Include/Exclude
Adjust exclude from copy/backup options

Reset to default
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e HDD raw processing. Mark the checkbox to back up a hard disk in the sector-by-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or
the system administrator. If you enable this option, the operation will take more time to complete.

e Partition raw processing. Mark the checkbox to back up a partition in the sector-by-sector mode to
successfully process unknown file systems. If you enable this option for processing supported file systems,
the operation will take more time to complete.

e Skip archive files stored in archive library. By default, backup images registered in the archive database
will be skipped from processing, thus reducing the operation time and the resulted backup size.

e Automatic BCD Update. If necessary, unmark the checkbox to suppress automatic update of BCD (Boot
Configuration Data) after copy/restore operations.

o By clicking the link at the bottom of the window you can jump to the Copy/Backup Exclude
Options.

Run during Backup Options
Run during backup options

s ™\
Execute at the beginning of the backup procees before taking a enapshot

Application

Backup

Execute after taking a enapehot

Backup image options
Copy and backup options

Execute after finiehing the backup procees
YD container options

For backup operations in the Paragon Hot Processing mode you have a possibility to run external programs
and commands at different stages of the backup process. The key pointto link such execution to is a short
period of time when a snapshotis taken. (Snapshot is a map of used blocks; the system is totally frozen for
< > wiriting whien it is taken),

Include/Exclude

. »

In this section you can specify external applications to execute at various phases of the backup process in order to
obtain consistent backup images of systems with high availability requirements (MS SQL, MS Exchange, etc.). The
point is to provide a coherent state of all open files and databases involved in a backup, taking into account that
applications may still keep writing to disks.

Actually a backup process consists of two phases: the preparation phase (snapshot) and the data-copying phase.
There are three points of the backup when external commands/programs can be launched:

e Execute at the beginning of the backup process before taking a snapshot. Specify an executable file that
will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches, etc.
Everything depends on the used applications.

e Execute after taking a snapshot. Specify an executable file that will run just after taking a snapshot. It
may contain specific commands/programs, e.g. to resume the previously suspended services, etc.
Everything depends on the used applications.
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e Execute after finishing the backup process. Specify an executable file that will run after the backup

process has been accomplished. It may include commands/ programs that will move the backup image to
a particular location, etc.

By clicking the Browse button you can get into a browser-like window to choose an executable file.

Lookin: Elocalpiskicy @ o & 2 x

@ Name Size
-
Disk Drives -
=
G
&

plugins

Network Places

resource
RMBStorage

winpe_custom_x64
@ advlauncher.exe 701.2 KB 3/9/2...
[EEldevscan.exe 55.2 KB 3/9/2.
[=netconfig.exe 31.2 KB 3/9/2...
[@schedule_launch.exe 39.2 KB 3/9/2...
[Escripts.exe
& RecoveryMedia
& uiM
Reference Assemblies
VMware

=
=

& Windows Defender
&3 Windows Journal

=

Windauws Mail M

File name:

Files of type: | Executable Files [>]

Cancel

The program supports three types of executable files (.exe, .bat, .cmd). It’s up to you to write batch files to safely
prepare applications for backup. There are certain general requirements for that:

e All programs and commands must execute sequentially and finish before the .bat file completes its work.

e |tis recommended to use external commands/programs in the following format - Start/wait
program.exe. The wait option will help to start an application and wait until it completes its work. This
guarantees all included commands/programs complete their execution before the batch file does.

You're allowed to set parameters for an executable file directly from the line. However, if the file path contains

word gaps it is necessary to enclose it in quotes in order to make the program distinguish between the path and
the used parameters.

VD Container Options

VD container options

r

Unknown partitions policy

Application
) Ask user [>]
Backup Specify how to process each unknewn or unformatted partition: skip it from backup or backup in sector-by-
Backupi T sector mode, Note: this eption reguires cenfirmation for each unknown or unformatted partition during
ackup Image op |on.s the cperation.
Copy and backup options
Run during backup options virtual container type

VD container options

Paragon Image {.pvhd) ©

< >

Include/Exclude

Unknown partitions policy. Here you can define behavior for processing unknown or unformatted

partitions (skip from backup, process in the sector-by-sector mode, or ask the user each time this type of
partition has been found).
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e Virtual container type. By default, the program is configured to back up to pVHD (Paragon Virtual Hard
Drive). Use this option to switch the resulted virtual container to VHD, VHDX, or VMDK. Please note that
the use of pVHD enables to get full backup images several times smaller than the original objects, while
incremental updates — dozens of times smaller when comparing to VHD, VHDX or VMDK, which have
some fixed size of blocks, not dynamic. Besides encryption and password protection are only available for
pVHD. However, if you're having a VMware or Microsoft hypervisor at your disposal and are planning to
do instant virtualization, please make sure the used backup format matches your hypervisor.

Include/Exclude Section

Copy Backup Exclude Options
Copy/Backup exclude options

{ )
Specify maeke for files and foldere that must be excluded from copy/backup operations

Application

= [ Files that containa your e-mail data (2 filters)
Backup

Add filcer Rename catepory Delete category

Include/Exclude

*wab Delete filter
Copy/Backup exclude options +pab  Delete filter
*.oab Delete filter
*.pet Delete filter
*.o8t Delete filter
*.dbx Delete filter
*.log Delete filter
*orwz Delete filter
*.contact Delete filter

= [] Executable & Installations (& filters)

Add filcer Rename category Delete category

*dll  Delete filter
*.exe Delete filter
*.ocx Delete filter
*uxd Delete filter
*.cab Delete filter

Change general backup options
\. v

In this section you can choose data to automatically ignore during copy and backup operations. You’re allowed to
filter certain files or folders by either creating new or using existing masks, thus effectively managing contents of
created backup images and partition/hard disk copies.

To create a new filter, use the Add filter link inside one of the existing categories.

Description:

.. You can use wildcards ? and * as file name mask.

wildcards in path are not allowed.
Cancel

In the opened dialog set the following parameters:

e Filter. Click Browse to select files or folders you would like to be excluded from processing or specify a
filter mask by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click OK when ready. As a result you will get a new item on the list of filters. By marking/unmarking a checkbox
before a category name you can choose whether to use filters it includes or not.

Building Recovery Media

The program includes a user-friendly wizard that will guide you through the process of creating a WinPE-based
recovery media on a USB thumb drive or in an ISO file to later burn it to CD/DVD. For advanced users, there are
capabilities to add drivers for specific hardware devices, configure network settings, and map network shares in
the process.
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1. Select Home > Recovery Media Builder.
2. The welcome page introduces the wizard’s functionality. Besides you can see two options here:
Home

Settings
, Recovery Media Builder

{Recovery Media Suilder|

Collect logs

Infe about

Welcome to the Recovery Media Builder Wizard

WiInPE Recovery Media Builder helps you prepare a WinPE-based bootable environment on a USB thumb drive
or in an IS0 file. Recovery environment contains a set of utilities that corresponds to the purchased preduct,
and allews startup of your computer for maintenance or recovery purposes when OS is corrupted er cannot
be used.

[] Advanced mode
Select this option if you'd like to change network, network shares and drivers settings.
Use ADKAMAIK

The wizard will use WIM-image of the current operating system to create the WinPE-based recowery environment. Select this option if vou'd
like to use ADK or WAIK for building the Windaws PE image.

e Advanced mode. Please mark this option if you’d like the future bootable media to have pre-configured
network settings, mapped network resources, or injected drivers for specific storage controllers or
network cards.

e Use ADK/WAIK. Recovery Media Builder doesn’t require Windows Assessment and Deployment Kit (ADK)
or Automated Installation Kit (WAIK) to be installed in the system to build a WinPE-based environment, as
it can directly use WIM image inside the operating system. However, some system builders remove this
image from preinstalled Windows OS. If this is your case, mark the option to use ADK/WAIK. You will also
need it to create an ISO image of the WinPE environment.

WAIK/ADK is a Microsoft’s proprietary tool and can be obtained from its Download Center
for free. Please note that you need a genuine Windows installation to be able to download

0 this tool. Moreover you will need to download a version, which is suitable for your
Windows OS — Recovery Media Builder automatically detects your system and offers the
required download link.

3. Click on Removable flash media, then select a thumb drive of at least 512MB in size from the list of flash
memory devices available in the system at the moment (if several). If you'd like to create an ISO image of
the WinPE environment, please use the corresponding option.

Recovery media format

O 150 image

® Removable flash media

Flease select 3 USB-flash drive:

<2 USE drive 4, JetFlash Transcend 2GE (1.9 GB)

4. If selecting a thumb drive, the wizard will warn you that all data on it will be deleted.

Additional steps of the advanced mode

5. Inject additional drivers for specific storage controllers or network cards. First click on the required link.
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Recovery Media Builder

Select device drivers to add to the recovery environment

Please select INF-files of device drivers:

= storage device drivers (0)
Add storage device drivers
=l Network device drivers (0]

Add network device drivers

In the opened dialog browse for an .INF file of the required driver package located on a floppy disk, local
disk, CD/DVD or a network share.

@ open x
« v A > MewVolume () > Drivers v | | Search Drivers »
Organize »  Mew folder =~ m @

I Deskiop A Name Date modified Type
[ Documents

J Downloads
D Music
=] Pictures
B videos
i Local Disk (C)
DD Drive (D) NEW

] test 322207 T AM Setup Informatio

 New Walume (F3)

 Newolume (G
= MewYolume (Fi)

= Mewolume (G) v o< 5

File name: | [INFites v

If successfully injected, you can see the specified driver on the list. If you’d like to add another driver,
please repeat the procedure.

Recovery Media Builder

Select device drivers to add to the recovery environment

Flease selectINF-files of device drivers:

i[=] Storage device drivers (1)

Add storage device drivers

F:ADrivereiteet.INF Remove

=l Netwark device drivers (0]

Add network device drivers

Recovery Media Builder can build 32-bit WinPE media configured to the uEFl mode, which
is the only type compatible with Windows pads running on Intel Atom.

o By default, WinPE environment doesn’t support touch screens, thus Windows pads can only
be managed by mouse and/or keyboard. You can add required drivers however through
our driver injector.

6. Set up a network connection if needed. You’'ve got several options to choose from:

Copyright© 1994-2017 Paragon Software Group. All rights reserved.



22
Recovery Media Builder

Network configuration

® Connect to network automatically after the startup

[ Detect network irterface automatically

~

Metwork addapter to use: 1 =

® Obtain an |P-address from a DHCP server

O specify an adldress
IP-acldress:
Subinet mask:
DMS address:
O Connect to network manually after the startup

5
D)
O skip network adjustment

e Connect to network automatically... Specify the following parameters if you’d like to have an active
network connection once the bootable environment has been started up:

- A network adapter to use. Select a network adapter (if several in the system) to be used for the
network connection.

- IP address settings. Choose whether to get an IP address automatically from a DHCP server or set
it manually.

e Connect to network manually... If selecting this option you will be prompted to configure network
properties each time the computer has been started up from the bootable media.

e Skip network adjustment. Please use this option if you don’t need network support on the bootable
media.

7. Map a network share if needed (not be available if selecting Skip network adjustment on the previous
step). You’ve got several options to choose from:

Recovery Media Builder

Mount a network share

® Mount network share automatically after boot

Share: | WServerSharey

Login: | X000,
Password: | eecereeseecens |

O Mount network share manually after hoot

O Don't mount network share

e Mount a network share automatically... Mark this option if you’d like to have a mapped network
resource once the computer has been started up from the bootable media. Manually type in a path to
the required network share or click Browse to find it, then provide user credentials if necessary.

With no pre-defined user credentials your network share will be attempted to map under
o the Guest account.

Please use back slashes for WinPE-based media, like \\server\share, while for Linux —
forward slashes, like //server/share.

e Mount a network share manually... If selecting this option you will be prompted to map a network
resource each time the computer has been started up from the bootable media.

e Don’t mount a network share. Please use this option if you don’t need to map network resources.
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Additional steps if using WAIK/ADK

8. If you install WAIK or ADK by their default locations, the wizard automatically detects it. Otherwise, you
will need to browse for the required folder. If you haven’t installed one of these tools yet, click Download
WAIK/ADK to get them directly from the Microsoft website.

Please specify location of WAIK/ADK

Fath to installed WAIKSADK:

C\Program Files (x86)0Windows Kitsy1 0

Download WAIKSADK

Manually browsing for Windows OS kits:

@ SelectFolder X
« © 4|« Program Files (86 > Windows Kits > 10 > v & Search 0 »
Organize ~ New folder - @

Intermet Explarer A Name Date modified Type
Microsoft.NET Assessment and Deplayment Kit RNT I File folder
Notepad ++ Catalogs 312017 12:06 A File folder
Windows Defender Debuggers 3712017 12:03 ant File folder
v || rindaws Kits Docs IOTIZOIAM  File Falder
. ToalFunnel INTIZOIAN  File Falder
Tools INTIZ0IAN  File folder

Windous Mail
WWindows Performance Taolkit IZOITIZO3AM  File folder
Windows Media Player
Windows Multirmedia P
Windows NT
Windows Photo Viewer
Windows Portable Devi

Bitdion A oM e im0l 1 i i >

Folder: [ 10

Select Folder Cancel

The wizard won’t continue until you install WAIK or ADK.

@ If running RMB under Windows 7, 8, 8.1, Server 2008 R2, Server 2012 R1/R2, please use
ADK 8.1.

9. When done with all parameters, please confirm the operation to proceed.

Recovery media creation...

Operation progress

Paragon recowery media details
Flatform: Nicrosoft Windows PE x88
Product: Backup and Recovery 16 Free

Destination:  USE drive 4, SanDisk Cruzer Fit (7.4 GB)

Booting from Recovery Media

The recovery media helps to boot your PC to load in an existing backup, secure important data, or rectify booting
errors when Windows OS fails to start up.

1. Start up the computer from the prepared recovery media. To automatically boot from it you should
configure the on-board BIOS to start up from CD/USB first.

2. Once loaded, you will see the already familiar X-View menu. The recovery environment shares the same
interface with the Windows version, so please consult First Start for more details.
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Home Main View X-View Refresh Utilities Help @

Backup & Recovery™ 16 Free

Create single backup Restore backup File Transfer Wizard Boot corrector

3. Additionally to the Windows wizards and dialogs, the recovery media includes several more utilities.
Refresh Help @

Load drivers
Configure network

Run command

For more details, please consult the following chapters:

- Fixing Boot Problems

- Adding Specific Drivers
- Configuring Network

- Using the Command Prompt

4. Select an operation to start. If you have questions on how to use the program, please refer to the
embedded help system, you can find in the right top corner of the window.

Protecting System and Data

Backup Scenarios

Configuring a One-shot Backup Task

The Create Single Backup Wizard allows you to create a point-in-time full backup image of entire disks, individual
volumes or files. Full copies of disks and partitions help to secure your software environment, including the
operating system, applications and data. This way, in case of emergency you will be able to recover your system
to a working state within several minutes. But what if you need to back up a specific file or folder? Partition-level
backup will surely protect the files you want, but it will also back up plenty of data you don’t need, eating up time
and backup storage. To solve this problem, the program also includes the file-level backup capabilities to protect
the needed files like family pictures, favorite music, some project or document, or a financial report you’re
working on, while avoiding all the rest.

Backup data consistency at a specific point-in-time while OS or applications keep modifying data on disks is
achieved by utilizing Microsoft Volume Shadow Copy Service that enables to quiesce a running machine, in other
words to freeze its file system and to unlock files to be able to copy them to a backup location.

1. Select Main View > Create single backup, then click Next on the Welcome page of the wizard.
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Create single backup

Welcome to the
Create Single Backup
Wizard!

This wi
. hard ¢
Restore backup virtual

My Computer My Backups My Activities | Create single backup

2. If necessary, edit the default backup name and description containing the current date and time.

Enter a title and description for backup

Backup title:

[ Backup_20170310_0004 ]

Description:

-
Backup image created on 3/10/2017 12:04:14 AM
L

3. |Initially the wizard prompts you to back up all available storage devices. If you don’t need that, select the
most suitable option on the left.

What do you want to back up?

(

Whole computer
Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk...

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk...

Disk / Partition

Types of files

Files and folders

Selected objects size: 27.1 GB <

My Computer My Backups My Activities | Create single backup

Disk / Partition

Left click an object(s) you’d like to back up.
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Whole computer
Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

| Disk/ Partition

22 iLocal Disk (C}
NTFS | 32.8 GB free of 59.6 GB

Sys...

Types of files NT...

Files and folders

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

B:
FAT32

New Volume (E:)

NTFS | 92.2 GB free 0f 92.3 GB

(Unallocated)

83.8GB

When selecting a volume that hosts Windows OS you may be warned that the wizard automatically
selects another one that contains boot system files to ensure successful startup of the operating system
after restore. Though it’s not recommended, you can use the Ctrl key to deselect any volume you consider
unnecessary.

Some partitions were automatically ®
selected to provide backup integrity.

You have selected partition that contains operating system. The
wizard also selected partitions that are required to start the
computer,

Please deselect these partitions in case you're not going to back
up them. Please note that doing so will render your system
unbootable in case of bare-metal restore.

[] Don't show this notification again

Types of files

The wizard includes three predefined categories containing file masks for popular document, music, and
picture formats. Either select an entire category(ies) or use the arrow icon to expand it and choose a
certain file mask(s). If you don’t find the required mask, add your own through the My type filters option.

Whole computer
P [®] Documents @ [ ape [ my type filters
g - v M vpz I
Disk / Partition Compiled HTML (.chm}
) Uwebarcwe singefiletmhy [Jwimia Type in your filter (e.g. "file"- only files with name
Types of files [ 4TML (html .htrm) [ ocs “file"). Use wildcard "** to select all matching files (e.g.
S [ Adobe PDE "*.txt” - for all files with txt extention).
Files and folders [ Text document (.txt) [®] pictures @ | *.pp ()]
O=h ®
Orte Oair
[ microsoft word [ipea
D Microsoft Excel PNG
[] Micrasoft PowerPaint e
E Music &
[ wav
[ FLac
< b3
File and folders

From a list of all partitions available in the system, mark a checkbox opposite a file, folder or even a whole
partition to build up contents of the future backup image.

' '
What do you want to back up?

Whole computer Name Size Date ~
B[] e NEW VOLUME (B:) 23.7 GB (23.7 GB free)

Disk / Partition - [m] & Local Disk () 59.6 GB (32.8 GE free)
[J )i SRecycle.Bin 6742014 3:19:00 AM

TypES s [ [l configMsi 3/10/2017 1:114:27 A...
[] ) CrashDumps 3/10/2017 1:15:01 A...

- [ ) deploy 10/2/2014 10:48.05 ...
Files and folders [ ) bocumants and Settings 8/22/2013 7:45:52 A...
T [ MJava 11/8/2016 6:15:32 A...

[7 i PerfLogs 8/22/2013 8:22:35 A..,
O W prereq 6/16/2014 8:01:05 A...
[ [} program Files 3/10/2017 1:12:56 A...
D | Program Files (x&6) 11/8/2016 6:28:00 A...
[] )i programData 8/6/2016 8:58:07 AM
D L QAUtls 6/16/2014 7:38:47 A...
[] M sysinternalssuite 6/16/2014 7:56:10 A...
[] ) system Volume Information 3/10/2017 1:14:05 A...
D Ju Users 3/1/2016 6:43:09 AM
D ) Windows 11/8/2016 6:27:29 A...
# [1 lwinne amdAd 6/11/20143:24:30 A ¥ )

4. Specify location of the resulted backup image.
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External devices

If you’d like to save it on an externally connected storage (hard disk, thumb drive, etc.), select External

devices, then choose it from the list. If it's not present, please make sure it’s available in the system, then
try again.

savancedsetsngs

Choose a target to create your backup on

| External devices
Local volumes

Network

No external devices found. Please plug the device in.

Local volumes

If you want to save it locally, select Local volumes, then browse to the target folder.

' |
Choose a target to create your backup on
Name

External devices
= L ocal Disk (C2) 50.6 GB (32.8 GB free)

| Local volumes £ g New Volume (E) 92.3 GB (92.2 GB free)
L JJ RECYCLE.BIN

JuBackup job 1

)i Backup_20170210_1025

L Temp

3110/
3/10/...
3/10/...
310/,

Network

Network

If you’re going to save it on a network share, select Network > Add to add a network share.

Choose a target to create your backup on

External devices | Network storages o
Local volumes Network connection
—J Wsbo3sishare
| Network

In the opened dialog edit the default connection name if necessary, then specify the required share by

manually entering its location or through browsing the network, finally provide access credentials in the
corresponding fields.

New network storage

Connection name
New Network connection
Connection path

Yisb035\share

User name
sb035domain\user

Password

P ]

Once the connection is established, click on it to select and browse its contents. By using the
corresponding options on the right you can edit or delete the connection.
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Choose a target to create your backup on

External devices | Network storages Add
Local volumes Network connection
—dJ \isb035\Backup_share
|~ Netwq |\ me size Date || Options:
2E M \\sbo3s\Backup_share 293.8 GB (77 GB free) ':;T:"’E :
b New folder 3/101... !
)i Storage 3/10/...

5. If necessary, modify the default backup settings. To make sure you’ve got a trustworthy fallback position,
each backup image is verified for viability immediately after creation. Though it’s not recommended,
unmark the corresponding option to skip this step and make the backup process a bit faster.

[ veeome | iie ] seie | e evonced sectings] L Finsh |
Advanced Settings

Enable password protection
Degree of compression

normal @

Maximum size of divided safearchives

(2 B (o)

6. Review all parameters of the operation and modify them if necessary by going back to any of the required
steps. Click Finish to start the backup process.

[veome | e | e | werJoceosenng] |

Finish the wizard

You have successfully completed the create single backup wizard. Backup summary
You can check the summary before starting the backup. .

Backup name: Backup_20170310_0156

Source: System Reserved
Local Disk (C)

Target: EA

My Computer My Backups My Activities | Create single backup

Creating an Incremental Update

After you get the first full backup image, we recommend you to do incremental updates regularly to keep the
backup data up-to-date. An incremental backup only includes data changed since the time of creating the latest
image in a chain, so it doesn't include data duplicates, which minimizes the backup storage footprint. Besides,
incremental imaging allows having different time stamps of one and the same data.
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o If you need to regularly update backup data, you’d better use the Create Backup Job
Wizard. For more details, please consult Configuring a Regular Backup Routine.

1. Select My Backups > Single backups>>> to see all configured one-shot backup tasks. Left click a backup
image to call a context-sensitive menu, then Create increment.

Single backups
. 3/20/2017 12:40:36 AM | Base Image @OG

Description: Backup image created on 3/20/2017 12:37:47 AWl | Restore
Backup createct: 3/20/2017 12:40:26 AWM Create increment
Backup path: C\Backup_20170320_0037% Delere
Backup type: Full Check archive
Integrity check date and state: Mot verified yet. show contert
Backup duration: 12:00:12 AM
Backup source: System Reserved

Mount/Unmount

My Computer | My backups | Wy Activities

2. Change the default backup name, if necessary. Click Create to start the backup process.

Create incremental backup for "Base Image'?

Backup comment | Incremental backup for Base Image, created on 3/20/20

=

Configuring a Regular Backup Routine

If you develop a specific project on a day-to-day basis and have to make a backup every evening so as not to lose
the progress of your efforts, backup automation is a must. Besides, the backup automation enables to optimally
utilize resources of your PC by scheduling backup tasks during off hours or whenever the computer has the least
work-load to perform.

Paragon’s technicians recommend you to configure regular backup jobs instead of one-short backup tasks to
minimize negative aftereffects in case of emergency. The Create Backup Job Wizard will help in this process. The
three predefined backup strategies should fill the needs of any home user. For advances users there’s a way to
create comprehensive backup policies that utilize full, incremental, and differential backup methods and their
combinations, where backup runs can be scheduled from every hour till certain days of the month, or evoked by a
certain event (system start or user logon).

1. Select Main View > Create backup job, then click Next on the Welcome page of the wizard.
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)

Create single backup

Wil Welcome to the
@ Create Backup Job
Create backup job : W iZa rd !

Restore backug;

hN . h.

My Computer My Backups My Activities | Create backup job

2. If necessary, edit the default backup name and description containing the current date and time.

- ™

Enter a title and description for the Job

Backup job title:
-
Backup job for W630WENTE4EN-TE
L
Description:

r o
Backup job created on 3/10/2017 2:52:25 AM for WE30WENTE4EN-TE
L J

3. Initially the wizard prompts you to back up all available storage devices. If you don’t need that, select the

most suitable option on the left, then required objects. For more details, please consult the previous
scenario.

e ™
What do you want to back up?

-
Whole computer ;
‘Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)
Disk / Partition
[pesarties m _
Files and folders p .
Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)
New Volume (E:) B: (Unallocated)
NTFS | 92.2 GB free of 92.3 GB FAT32 83.8GB
hN
Selected objects size: 27.1 GB < Back | Next > @ Cancel

AN

My Computer My Backups My Activities | Create backup job

4. Specify location of future backup images (local or external storage, or a network share). For more details,
please consult the previous scenario.
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Choose a target storage to create the backup on
Latest targets MName Size Date
- Local Disk [C)] 499.5 GE (486.5 GE free)
External devices 28 — Data volume (£) 1614 GE [160.4 GB free]
% | |SRECYCLEBIN 37
[ % | |Barkup_20170317_0047 ER R
Local volumes
. = | |Backup_20170317_0052 EL R
# | |joh-2017317054379 317
Network e System Volume Information 37
£ Temp 3INTL

5. Select one the predefined backup strategies recommended by Paragon’s technicians, then adjust it to
your needs.

In this version of the product you’re not allowed to modify all parameters of the selected

o backup strategy. Please buy a commercial version of the product if you’d like to use this
function.

Daily Backup

The daily backup is a necessity when it comes to protecting valuable information that keeps changing
constantly, for example some project or document, or a financial report you’re working on every day. The
main rule here is the more valuable the data, the more frequent backups are required. For production
environments like SQL Server or Exchange Server, where multiple transactions occur every second, the
optimal interval between backups is about 30 minutes. By reducing it even further you risk to heavily
overload the entire infrastructure. For home users it is the daily backup that is considered optimal.

;
List of strategies
One Backup
Weekly Backup
Run time 2:58 ’\:
On demand backup
]
Enable
Options Prevent from going into sleep/hibernate o
Enable advacad settings

My Computer My Backups My Activities ‘ Create backup job |

e The main parameter you need to set is time you believe most convenient for backup, e.g. at night or
early in the morning.

e To keep data precisely up to date with minimal time and backup storage footprint, we recommend a
seven-day backup cycle of one full backup image followed by six incremental updates. To avoid the
situation when backup data eats up the entire storage space, we also suggest enabling a retention
policy that will only keep seven latest restore points.

e Finally, there are several auxiliary options you can use to tune up the backup job. Click Edit > to see
them and adjust. Use the question mark next to the required option to get more details.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.



32

Options

Prevent from going into sleep / hibernate 7]
[ wake up from sleep / hibernate 7]

[ shutdown system after the backup complete 2]

J
Weekly Backup

As you guess, the weekly backup comes into play when your data is not changed very often. Obviously,
there’s no need to back up your music collection on a daily basis, as in most cases losing the latest album
won’t be a huge disaster. Thus we recommend this backup strategy for protecting non-critical data when
rollback to a state that took place a week ago works fine for you.

List of strategies
One Backup
~——— | Runtimeanddate 2:59 : Sun ©
On demand backup
Daily Backup
7]
Enable
Options Prevent from going into sleep/hibernate Edit>
Enable advaced settings

My Computer My Backups My Activities ‘ Create backup job |

e The main parameters you need to set is time and day of week you believe most convenient for
backup, e.g. at Sunday nights.

e We consider the use of the incremental imaging on a weekly basis not optimal, as the amount of data
changes may be so huge, so it can nullify primary benefits of this backup method, i.e. small backup
times and image files. Furthermore, restore from this incremental chain may be time-consuming.
Thus we recommend it to create full backup images only. To avoid the situation when backup data
eats up the entire storage space, we also suggest enabling a retention policy that will only keep three
latest restore points.

e Finally, there are several auxiliary options you can use to tune up the backup job. Click Edit > to see
them and adjust. Use the exclamation mark next to the required option to get more details.

One Backup

This backup strategy is daily-based, but only produces and keeps one full backup image on the storage.
We suggest using it if you don’t need to have several restore points that reflect various time stamps of
your data and prefer an external storage device as backup media.
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»

List of strategies
|

Weekly Backup RUn time 2:50 :

0On demand backup

Daily Backup

(2]
Keep only one backup Disable
Options Prevent from going into sleep/hibernate Edit>

New strategy Enable advaced settings

My Computer My Backups My Activities ‘ Create backup job |

e The main parameter you need to set is time you believe most convenient for backup.

e To avoid the situation when backup data eats up the entire storage space, we also suggest
enabling a retention policy that will only keep the latest restore point.

New strategy

Click New strategy to create your own backup policy that utilizes full, incremental, and differential backup
methods and their combinations, where backup runs can be scheduled from every hour till certain days of
the month, or evoked by a certain event (system start, user logon). For more details, please consult

Managing Backup Jobs.

Create backup strategy

Name

Custom strategy

When

Description
Backup type

Retention

Options

In this version of the product you’re not allowed to configure your own backup strategy.
Please buy a commercial version of the product if you’d like to use this function.

Please note that the strategy create function is not available in this limited
version. Only predefined strategies are available. Please buy BR 16 to receive
the full functionality.
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6. If necessary, modify the default backup settings. To make sure you’ve got a trustworthy fallback position,
each backup image is verified for viability immediately after creation. Though it’s not recommended,
unmark the corresponding option to skip this step and make the backup process a bit faster.

'
Advanced Settings

Enable password protection

Degree of compression

normal €

Maximum size of divided safearchives [ check integrity after backup

2000 12| Mb©

7. Review all parameters of the operation and modify them if necessary by going back to any of the previous
steps. When ready, click Finish to complete the wizard.

o §

Finish the wizard

You have successfully completed the backup Job creation wizard. JOI) summary
You can check the Job summary and save the job.

Create initial backup now [ )
a " ' Job name: Backup job for W630WENTG4EN-TE

Set job active on: 3/10/2017 : Source: System Reserved
Local Disk (C:)
Target: E\

Strategy: One Backu
D Run as different user & P

My Computer My Backups My Activities | Create backup job |

e If you'd like to force creation of the first backup image after completing the wizard, mark the Create
initial backup now option.

e To allow the scheduled backup tasks while a non-admin user is logged in, specify administrative
credentials by marking the corresponding option.

Run as different user

Please specify user name and password:

User name:
Password:

Confirm:

Checking Backup Integrity
Unfortunately, backup media may fail at any moment. You can't predict when this will happen, but you can be
certain it will. We suggest verifying integrity of backup images on a regular basis to make sure of their ongoing
viability.
1. Select My Backups > Single backups>>> to see all configured one-shot backup tasks or My Backups >
Backup jobs>>> to see configured regular backup routines. Left click a backup image to call a context-
sensitive menu, then Check archive.
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Single backups
. 3/10/2017 3:24:23 AM | Base Image QQ

Description: Backup image created on 3/10/2017 2:45:05 AM; | Restore
Backup created: 3/10/2017 3:24:23 AM Create increment
Backu h: E\Backup_20170310_0245\ Delete
Backu e: Full Checkarchive
ntegrity check date and state: Not verified yet.
Backup duration: 12:27:50 AM
Backup source: System Reserved, Local Disk (C:)

Show content
Mount/Unmount

My Computer | My Backups ‘ My Activities

2. Inthe opened dialog you can see contents of the selected backup image. Click Check to start the
operation, which takes a couple of minutes.

Check Archive Intergrity

Information
-

Backup path: | E\Backup_20170310_0245\Backup_20170310_0245.pfi
L

Integrity check date and state: Mot verified yet.

Layout

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev) - Virtual Image

Sys. 28 Local Disk (C)
NT... NTFS | 34.5 GB free of 59.6 GB

@ Only pVHD-type containers are available to check at the moment.

Managing Backup Jobs

1. Select My Activities, then left click any of the planned backup jobs to call a context-sensitive menu with
detailed information on the selected object and a list of available operations.
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Running tasks

Planned tasks

3/11/2017 4:46:00 AM | Backup job for WE30WENTE4EN-TE

n: Not run yet Edit Job

Create full backup every time. Delete job

Retention: Keep at least 1 backups Deactivate
\\sb035\Backup_share\Job-2017310446979\

en: At 4:46:00 AM every day, starting on 3/10/2017

<up source: Local Disk (C:), System Reserved

Description: Backup job created on 3/10/2017 4:46:12 AM for W630WENTE4EN-TE

2. Select the required operation from the list:

e Edit Job. While being able to only specify the basic parameters during creation of the backup job,
right now you're allowed to change every single option of the specified backup strategy by using the

Edit> link.

List of strategies

S

‘. This job strategy
One Backup Run time 4:46 :
Weekly Backup When . .
0n demand backup Backup type Full then 1incrementsl (—0—0—0—0 @ e
Daily Backup N - —

Options Prevent from going into sleep/hibernate Edit >

In this version of the product you’re not allowed to modify all parameters of the selected

o backup strategy. Please buy a commercial version of the product if you’d like to use this
function.

- When. Backup runs can be scheduled from every hour till certain days of the month.

Daily [>]
= [
Back up every 1 ~ pays @
Days
Monthly [>]
Backup on

[01]02] 03 04 05 06 07[08] 00 10 11 12 13[18]15 16

17 18 '92' 22 23 24 25 26 27 28 29 30 A1

Furthermore, you can choose a certain backup trigger event (system start or user logon). If
necessary, you can also disable the schedule.

on event [>]

@® Back up at system start

O Back up atuserlogon

- Backup Type. The program supports full, incremental and differential sector-level backup imaging
and their combinations, which opens a way to create comprehensive backup policies to suit your

Copyright© 1994-2017 Paragon Software Group. All rights reserved.



37

needs at best. Below you can find some details on each backup type to help you make the right
choice.

Change backup strategy

When
O Full backup o000
Backup type
Retention
@ rull and incremental backup .—!Z —O0——0—=0
Options )
Number of increments until next full backup 6 -

O Full and differential backup ﬁ“

Number of differentials until next full backup

A full backup image includes all contents of the specified backup objects (all system hard disks,
one or several partitions or disks) at the moment of its creation. If you roll back your system to
the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple time stamps of the same data, unchanged data will inevitably be duplicated in all images,
thus taking additional space on backup media.

As an attempt to solve this problem, there has been developed a supplementary method called a
differential backup. Containing only data changed since the time of creating a full or parental
backup image it enables to considerably save your system resources. It is achieved by the exact
bit-wise comparison of the previous data (saved in the parental image) with the current data (the
backup object itself). Unfortunately, this type of backup doesn’t help to avoid data duplicates
inside several differentials based on one parental image. Thus if you’re planning to keep two or
more restore points, take a closer look at the incremental imaging.

Unlike differentials, an incremental backup only includes data changed since the time of creating
the latest image in a chain, either full or incremental. In general, this type of backup is great
except for one thing — restore of an incremental backup requires processing the initial full image
and all increments between, which depending on the size of your backup chain may take plenty of
time, while restore of a differential backup always involves two objects — one differential and its
parental.

- Retention. To avoid the situation when backup data eats up the entire storage space, we also
suggest enabling a retention policy to automatically get rid of obsolete restore points.

Change backup strategy

When Enable retention

Backup type @® Define a minimum number of backups to keep

(2]
(2]

Options O Automatically delete backups when target disk is full [7]

Retention

<> &)

O Define the number of days to keep backups

You can choose from the three data retention policies:

= Keep a certain number of backup images,

= Keep all backup images created during a certain number of days,

= Delete an entire backup chain when the storage runs out of space.
e Delete Job to delete the backup job.
e Deactivate to stop the ongoing backup operation.

e Start now to force creation of the next backup image, either incremental or full, which depends on
the used backup strategy. By selecting the corresponding option you may force out-of-turn full
backup, thus starting a new backup chain.
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Please select how to run job "Backup job for We30WENT64EN-TE"

You can either run the job according to its backup strategy, or start a new backup chain.

How to create a backup:

Proceed with backup job seftings (v]
Proceed with backup job settings
Force to create a full backup

Windows Restore Scenarios

Restoring Individual Files and Folders

1. Select My Backups > Single backups>>> to see all configured one-shot backup tasks or My Backups >
Backup jobs>>> to see configured regular backup routines. Left click a backup image to call a context-
sensitive menu, then Restore.

Single backups Backup jobs 5>
@ 3202017 22011 AM | Base Image @QQ

® 3/20/2017 2116:24 AM | Increment 3 99 Show the latest backup anly @
Description: incremental backup for Increment 2, created on 3/20/2017 2:15:10 AV, | Bestore
Backup created: 3/20/2017 2:16:24 AM Create increment
Backup path: ChBackup_20170320_0037\nc_2_2_2\ Delete

Backup type: Incremental Chack archive

Integrity check date and state: Not verified yet.
Backup duration: 12:00:02 AM
Backup source: System Reserved

Show content
Mount/Unmount

2. Select Files and Folders, then browse the backup image to specify what you need to extract by marking
checkboxes next to the required data items.

[ come T esmrton |
Select objects to restore
Disk/Partition Name ‘Tyne |5lle "‘

P E|E| [El Local Disk (C:) on Basic MER Hard Disk 0 (VMware, ViMware Virtual S SCSI Di... Volume
‘ Files and folders [1 ) sRecycleBin File folder
. [1 M config.Msi File folder

[ J crashDumps File folder

J. Documents and Settings File folder

1 Jlava File folder

[ )i perfLogs File folder

[ Jprereq File folder

[] Jiprogram Files File folder

[1 M Program Files (x86) File folder

[] )i Programpata File folder

[} qautils File folder

[ JrKTools File folder

[1 M sysinternalsSuite File folder

[ ) system volume Information File folder

[ Jusers File folder

[} windows File folder

[1 J winpe_amd6a File folder v )

My Computer My Backups My Activities | Restore backup |

3. Choose a way the selected data will be restored, either to original location by replacing files with identical
names, to original location non-destructively, thus keeping two versions of files with the same names, or
to a different location. The latter option requires setting a restore path.
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[ wecome | anciveselection | sowce | o ] Amsn |
Which method should be used to restore the files?

® Restore files to original destination and overwrite files there
If you select this option the target selection will be skipped

QO Restore files to original destination and keep files there
If you select this option the target selection will be skipped

O Restore files to a different location

4. Choose whether to execute the operation immediately after finishing the wizard, set up another restore
operation(s) and then run all at once, or generate a program script for later execution. Click Finish to
initiate the operation.

[ ecome | oo | o | oo ]

How would you like to proceed?

@ Restorenow @ Restore operations:

Select this option to perform this restore operation

X (& Restore files and folders to their original locations, overwrite existing f
on your computer physically now.

Restore another disk o
or partition

Select this option to restore more than one disk or
partition at the same time.

O Generate script @

Select this option to create a script for this restore
task.

< >

< Back | Finish | Cancel

My Computer My Backups My Activities | Restore backup |

If selecting files with security attributes that cannot be restored at file-level correctly, the wizard will
prompt you to restore the corresponding volume entirely.
(1) Some files have security attributes that cannot be

~ restored! Please restore entire volume to avoid possible
errors.

Restoring an Entire Disk or Separate Volumes

1. Select My Backups > Single backups>>> to see all configured one-shot backup tasks or My Backups >
Backup jobs>>> to see configured regular backup routines. Left click a backup image to call a context-
sensitive menu, then Restore.

Single backups
. 3/20/2017 2:20011 AN | Base Image @oe

® 32072017 2:16:24 AM | Increment 3 99 Show the latest backup anly @@
Description: Incremental backup for Increment 2, created on 3/20/2017 2:15:10 AM | Restore
Backup created: 3/20/2017 2:16:24 AM Create increment
Backup path: ChBackup_20170320_0037%inc_3_2_3\ Delete

Backup type: Incremental Check archive

Integrity check date and state: Not verified yet.
Backup duration: 12:00:02 AM
Backup source: System Reserved

Show rontent
Mount/Unmount

2. Initially the wizard prompts you to specify an entire backup image or individual volumes or disks for
restore — that’s exactly what we need.
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I T T T

Select objects to restore

| oiskspartition - ~
Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk D...

Files and folders
Sys. a8 Local Disk (C)
NT... NTFS | 34.5 GB free of 59.6 GB

Total size: 58.6 GB
Used: 25.1 GB
Free:34.5 GB

3. The program offers to restore the selected backup object exactly where it belongs. However, you can
choose any disk of enough capacity available in your system.

Select the target where to restore to

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

Sys...
NT...

Basic MBR Hard Disk 1 (VMware, YMware Virtual S SCSI Disk Dev)

28 Local Disk ()

NTFS | 472.6 GB free of 499.5 GB

Q
NTFS | 79....

(Unallocated)
287.8GB

New Volume (F:)

NTFS | 132.2 GB

Basic GPT Hard Disk 2 (VMware, YMware Virtual 5 SCSI Disk Dev)

(... Sys... Local Disk
12 NT... NTFS | 7493 GB

o You will get a corresponding warning when trying to rewrite a bootable partition.

4. Nextyou can see the resulted disk layout. If necessary, specify a number of additional parameters
(depends on the selected backup object).
Restoring a partition

Change size of the partition and its location as well as assign a particular drive letter. If you’ve got to do
with a 64-bit Windows configured to the ukFl boot mode, the Switch EFl to boot from destination drive
option will become available for you to define what instance of Windows OS you’d like to boot from once
the operation is over. Anyway you can specify a bootable device at any time through Boot Corrector.
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Please review the changes

4‘_Old status )
Basic MBR Hard Disk 1 (VMware, VMware Virtu...

Assign drive letter:

o
New Volume (E:) B: (Unallocated) specify the size of the restored partition:
NTFS | 75.8 GB free of... || FA... 83.8GB 25915 MB - 85902 MB

k'New status - Specify size of free space before the partition:

Basic MBR Hard Disk 1 (VMware, VMware Virtu... v OME

Specify size of free space after the partition:

New Volume (E:) B: Local Disk (G:)
NTFS | 75.8 GB free of... FA... NTFS | 58.7 GB free...

0MB

My Computer My Backups My Activities ‘ Restore backup ‘

Restoring a disk

If attempting to restore to a larger disk, use the corresponding option to resize on-disk partitions
proportionally to occupy the entire target disk.

Please review the changes

( Old status
Basic GPT Hard Disk 2 (VMware, VMware Virtual 5...

[1 Resize proportionally

[ L SyS... Local Disk
12 NT... NTFS | 7492 GB
New status

Basic MBR Hard Disk 2 (YMware, VMware Virtual ...

Sys... || Local Disk

NT...

(Unallocate...

250 GB

NTFS | 478.6 GB free of 499.5 GB

5. Choose whether to execute the operation immediately after finishing the wizard, set up another restore
operation(s) and then run all at once, or generate a program script for later execution. Click Finish to
initiate the operation.
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How would you like to proceed?

@ Restore now @ Restare operations:

Select this option to perform this restore operation

(%) Restore disk 0 from image "Backup_20170320_0218 pfi" to disk 2
on your computer physically now.

~ Restore anether disk o
or partitien

Select this option to restore more than one disk or
partition at the same time,

O Generate script @

Select this option to create a script for this restere
task,

My Computer My backups My Activities | Restore backup |

Mounting a Backup Image

You can assign a drive letter to any partition inside an existing backup image. As a result of the operation you will
get a new partition in the system to easily browse through its contents and copy the required information even
with the standard Windows tools.

Before you start, please read the following limitations:

e Backup partitions will only be mounted for the current session and won’t be available after the system
restart;

e Backup images containing Windows Storage Spaces are not supported;
e Backup images containing ReFS partitions are not supported;
e Backup images located on physical (unmounted) partitions or in the backup capsule cannot be mounted;

e Backup images containing LVM/LDM volumes are not supported.

1. Select My Backups > Single backups>>> to see all configured one-shot backup tasks or My Backups >
Backup jobs>>> to see configured regular backup routines. Left click a backup image to call a context-
sensitive menu, then Mount/Unmount.

Single backups
@ 3/10/2017 3:24:23 AM | Base Image @QQ

ption: Backup image created on 3/10/2017 2:45:05 AM} | Restore
3/10/2017 3:24:23 AM Create increment
E:\Backup_20170310_0245\ Delete

Ful Check archive
Valid, 3/10/2017 4:26:59 AM

iration: 12:27:50 AM

Backup source: System Reserved, Local Disk (C:)

Show content

Mount/Unmount

2. Inthe opened dialog you can see contents of the selected backup image. Select a partition you’d like to
mount, then one of the vacant drive letters from the list to associate with the partition. Click Save to
confirm.
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Mount / unmount backups

This allows you to access and remove the volume in Windows by assigning a drive letter.
The assignment is not recommended, if the volume contains a file system that is not
supported by your operating system. Please note that the actual mounting takes place
first after you clicked on «saves.

Content of backup

System Reserved

Local Disk (C:) {H:) Remove

Assign drive letter:

Volume label: [No label] Partition size: 59.6 GB
File system: NTFS Used size: 59.6 GB

Save Cancel

3. Once mounted, you can treat the backup partition as you would any other Windows volume (browse,
retrieve files, modify files).

[aimm-1 Lacal Disk (H) -0
Home Share View v o
® * 1 ca b ThisPC » LocalDisk () » w| @& | | Search Local Disk () r

4% Fovorites Name - Date madified Type Size -
B Desktop SRecycleBin File folder :
1§ Downloads ConfigMsi File folder
] Recent places l CrashDumps File folder
. deploy File folder
4 /M| This PC [ Documents and Settings File folder
» [ Desktap L Java File folder
> Fl Documents | PerfLogs File folder
> g Downloads | prereq File folder
> b Music | Progrsm Files File folder
» (£ Pictures . Program Files (x36) File folder
» 8 Videos ProgramData File folder
> g NEW VOLUME (B:) | QAUtils File folder
> &, Local Disk () [ RKTools File folder
g Mew Volume (E) | SysintemalsSuite File folder
1 System Volume Infarmation File folder
) Users File folder
> € Network |\ Windows File folder
| | winpe_amdéd File folder

23items 1 item selected

4. Use the same algorithm to unmount the backup image when not required any more.

Transferring Files between Storages

1. Select Main View > Copy files and folders, then click Next on the Welcome page of the wizard.
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Welcome to the Files
transfer Wizard!

My Computer My backups My Activities | Files transfer |

2. Select a source disk, then mark files and directories you want to copy. The wizard enables you to browse
both mounted and unmounted (without a drive letter) partitions. It is also possible to map a network
drive. All selected files get to the Clipboard.

Select files and folders to copy
Source Cliphoard
i [l Local Disk (¢ oj
) CAProgram Files\ @ |
Name Size |Date "‘
[E] Local Disk (C) 499.4 GB (482.7 GE free)
[0 [ |3Recycle.Bin 210/
[ [iconfig.Msi 3/10/...
O Documents and Settings 1/24/...
PerfLogs 7116/...
37107
Program Files (x86) 1/244...
[] [iprogrambData 3/10/...
[J | | Recovery 1/24...
[ | isystem volume Information 37104
[ lusers 1/24/...
[ [iwindows 3/10/...
O @ bootmgr 3753 KB7/16/...
O [@eoomxr 1 Bytes 7/16/.
[ [@ pagefile.sys 1.1 GB3/10/...
[ & swapfilesys 256 MB3/10/... ,
o & 2 x < Back | Next > | Cancel

My Computer My Backups My Activities | Files transfer |

3. The wizard enables you to copy data to a local or external drive, a network share, a physical partition
(without a drive letter), or burn it to a CD/DVD/BD disc. Choose the most suitable option.
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Select destination path

Please select the destination path where to save data from clipboard.

Look in: E NEW VOLUME (B:) ©

Name

B NEW VOLUME (B:) 23.7 GB (23.7 GB free)
[ElLocal Disk (C) 59.6 GB (32.6 GB free)
ElNew Valume (E) 92.3 GB (75.8 GB free)

A\ The destination you have chosen might already contain files with the same names as the ones you need
to transfer. 0 & 2 x

D Overwrite the existing files

My Computer My Backups My Activities ‘ Files transfer |

Local/Network

Select a local, external, or network drive to copy the data to. If you’d like to replace files with identical
names, mark the corresponding option.

Select destination path

Please select the destination path where to save data from clipboard.

Look in: E NEW VOLUME (B:) ©

Name

B NEW VOLUME (B:) 23.7 GB (23.7 GB free)
[ElLocal Disk (C) 59.6 GB (32.6 GB free)
ElNew Valume (E) 92.3 GB (75.8 GB free)

A\ The destination you have chosen might already contain files with the same names as the ones you need
to transfer. 0O & 2 x

D Overwrite the existing files

My Computer My Backups My Activities ‘ Files transfer |

Ccb/DVD/BD

Select a recorder from the list of available devices and then set a volume label by entering it in the
appropriate field.
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[ wecome ] seectfes | Method | |
Choose a recorder

Select a recorder to burn data to:

Name Disctypes

ANECVMWar VMware IDE CDR10 CD-R/RW; DVD-R/RW; DVD-RAM
415V CD Burner Emulator CD-R/RW

LI5v DVD Burner Emulator DVD+R/RWY

£1SV DVD DL Burner Emulator DVD+R/RW

15V BD Burner Emulator BD-R/RE

\

Total data size: 16.3 GB

o)

My Computer My Backups My Activities | Files transfer

4. Click Finish to initiate the operation.

AN

WinPE Restore Scenarios

Restoring a Failed System

If your computer fails to start up because of a software glitch or after you accidentally deleted the entire

Windows partition or some system files, you can get it back on track by utilizing a previously prepared recovery
media and one of available backup images.

1. Start up the computer from the WinPE recovery media.

2. Select Restore backup.

Home Main View X-View Refresh  Utilities Help @

Backup & Recovery™ 16 Free

© ®

Create single backup Restore backup File Transfer Wizard Boot corrector

3. The welcome page introduces the wizard’s functionality. Click Next to continue.
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Welcome to the Restore
Wizard!

Wi

Next > |l Cancel

4. Specify a backup image for restore. Depending on the location, first select a corresponding tab on the left,
then browse for the required backup image file. To learn how to map a network share, please consult

Configuring Network.
g ™~

Select the archive to restore

-
Local volumes Name Size ‘ Date ‘
[ g System Reserved (C:) 4099.9 MB (169.2 ME free)
External devices - wm LOCal Disk (D) 499.5 GB (477.3 GB free)
$Recycle.Bin 2728/...
Network = EECIKUD,ZUWUEW,EMSZ 374
inc1.0.1 317/
inc_2_1_2 3171
inc3.2.3 317
W Backup_20170317_0452.pfi 3171
Backup_20170317_0454 3/17/...
Documents and Settings 1/244...
PerfLogs 71164...
Program Files 2728/...
Program Files (x86) 3/1/2...
ProgramData 3174
Recovery 1/244...
System Volume Information 31174,
Users 17244...
Windows 3/174...
- s New Volume (F2) 132.2 GB (1321 GB free)
[ e New Volume (G:) 79.8 GB (79.7 GB free)

AN

My Computer My backups | Restore backup

5. Initially the wizard prompts you to specify an entire backup image or individual volumes or disks for
restore — that’s exactly what we need. If you need to restore individual files, select Files and folders, then
backup data you want to recover. For more details, please consult Restoring Individual Files and Folders.

e ™
source
Select objects to restore
.

Disk/Partition s 7
Basic MBR Hard Disk 0 (VMware, VMware Virtual § SCSI ...

iI'FS | 477.3 GB free of 499.5 GB XY

Total size: 499.5 GB J
Used: 22.1 GB
Free: 477.3 GB

Files and folders
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6. The program offers to restore the selected backup object exactly where it belongs. However, you can
choose any disk of enough capacity available in your system.

.
Select the target where to restore to

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

C Local Disk (D:)
NT... NTFS | 477.6 GB free of 499.5 GB [h
J Total size: 499.5 GB )

Used:21.8 GB
Free:477.6 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSIDisK Dev)

New Volume (F:) G: (Unallocated)
NTFS | 132.2 GB NTFS | ... 287.8GB

o You will get a corresponding warning when trying to rewrite a bootable partition.

7. Next you can see the resulted disk layout. If necessary, specify a number of additional parameters
(depends on the selected backup object).

Restoring a partition

Change size of the partition and its location as well as assign a particular drive letter. If you've got to do
with a 64-bit Windows configured to the uEFI boot mode, the Switch EFI to boot from destination drive
option will become available for you to define what instance of Windows OS you’d like to boot from once
the operation is over. Anyway you can specify a bootable device at any time through Boot Corrector.

Please review the changes

._Old status )
Basic MBR Hard Disk 0 (VMware, VMwar...

Assign drive letter:

o ©
(& Local Disk (D:) Specify the size of the restored partition:
NT... || NTFS | 477.6 GB free of 499.5 GB 511498 [=f 22832 MB- 511500 ME

E Specify size of free space before the partition:
New status - -

Basic MBR Hard Disk 0 (VMware, VMwar...

~
1 VJDMB-EME

Specify size of free space after the partition:

& Local Disk (D3) T Blome-2ue

NT... NTFS | 477.3 GB free of 499.5 GB

Restoring a disk

If attempting to restore to a larger disk, use the corresponding option to resize on-disk partitions
proportionally to occupy the entire target disk.

Please review the changes

Old status
-

-~ %RESIZE proportionally
Basic MBR Hard Disk 0 (VMware, VMwar...

C Local Disk (D)
NT... NTFS | 477.6 GB free of 499.5 GB

. ))
New status
-

Basic MBR Hard Disk 0 (VMware, VMwar...

Sys... || Local Disk
NT... NTFS | 459.5 GB
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8. Choose whether to execute the operation immediately after finishing the wizard, set up another restore
operation(s) and then run all at once, or generate a program script for later execution. Click Finish to
initiate the operation.

How would you like to proceed?

@® Restorenow @ Restors operations:

Select this option to perform this restore operation
on your computer physically now.

(9 Restore disk 0 from image "Backup_20170317_0458.pfi" to ¢

~ Restore another disk
@) 7]
or partition

Select this option to restore more than one disk or
partition at the same time.

O Generate script @

Select this option to create a script for this restore
task.

< >

My Computer My backups | Restore backup |

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the
program. Mark the checkbox at the bottom of the window to automatically switch off the computer on
the successful accomplishment of the restore operation.

10. After completing the operation, please reboot the computer.

Fixing Boot Problems

If Windows OS doesn’t boot after replacing a failed hardware device or you have any other boot issue resulting
from a human or program error, or a boot virus activity, first try our boot repair tools before taking more radical
actions.

Start up the computer from the WinPE recovery media.

Select Boot Corrector.

The welcome page introduces the wizard’s functionality. Click Next to continue.

H w N

Click on the required operation to select.

What operation to execute

View the list of all Windows installations and correct boot parameters
View the list of all hard disks and correct MBR executable code on some of them

View, edit, backup and restore sectors or a group of sectors on the hard disk or partition of your choice

Automatically correct boot.ini and BCD on all hard disks in system

Fix EFI boot entry or switch EFI boot entry to another GPT bootable hard drive with Windows OS installed

e Windows installation to correct. Fix your Windows startup ability, if it fails to complete the startup
procedure due to an unknown reason.
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Choose a failed Windows installation from the list of found installations (if several). If necessary, click
on the plus icon to get more info on the selected item.

What operating system to correct

The wizard has searched your computer for valid Windows installations. You can see results of the operation below. Note: The status “System” stays for a system
partition, “Bootable” - for a boot partition.

= Microsoft Windows 10 64-bit Edition (Destination: Disk Microsoft Windows 10 64-bit Edition, Partition 0)

Correct boot parameters
Partition 0: System Reserved (C:)

Current values: Partition ID g Active
Partition 1: Local Disk (D:) Status: Bootable

Current values: Registry volume letter: C; Partition ID 7;

If you want to manually correct the chosen installation, click Correct boot parameters, then edit the
required parameters. Otherwise, click Next to let the wizard fix the installation automatically.

5| Boot parameters editor @
__| This editor allow you to correct partition parameters
Please correct some parameters if you want

Disk 0 Partition 0: System Reserved (C)

Active [] Hidden

Disk 0 Partition 1: Local Disk (Dz)

Please choose new registry volume letter: | C [>]
Partition ID
O Please select predefined ID from the list: | [>]
(@ Please enter ID manualy: 7 2]

(<

e Correct the Master Boot Record. Use this option to overwrite the current bootable code in the MBR
(Master Boot Record) by the standard bootstrap code, thus repairing a corrupted bootable code after
a boot virus attack or a malfunction of boot management software.

Correct the Master Boot record (MBR)

You can see the list of all hard disks in your system. All disks, where MBR correcting is available, can be choosed.

Please choose hard disks to correct their Master Boot Records:

Name Type Size

B easic MER Hard Disk 0 (VMware, ViMware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 500 GB|
'ME] Basic MBR Hard Disk 1 (VMware, Vivware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 500 GB
D [E] Basic MBR Hard Disk 2 (VMware, VMware Virtual 5 SC51 Disk Dev) Internal Hard Disk Drive 750 GB
O E Basic MBR Hard Disk 3 (VMware, VMware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 120 GB

e Edit/View Sectors. You can directly access and modify sectors of an entire disk drive or individual
partition, save and restore sectors from specified files as well as navigate through the system
metadata.

Edit/View Sectors

You can see the list of all hard disks and partitions in your system.

Please choose the object to correct its Sectors:

Name Type | Size |
=-Ellmy computer My Computer
= [El Basic MER Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 500 GB
-7 Local Disk (D:)

=, System Reserved (C: Primary 500MB
= [E] Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 500 GB

%y New Volume (F2) Primary 1322 GB

=, New Volume (Gi) Primary 79.8 GB

=] E| Basic MBR Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 750 GB
= [E] Basic MBR Hard Disk 3 (VMware, VMware Virtual S SCSI Disk Dev) Internal Hard Disk Drive 120 GB
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Edit/View Sectors

ector number:(< >|e ] B & bH e . @
©X00000020 00000000 cb 52 98 4¢ 54 46 53 20 20 20 20 0O 82 08 00 00
©x00000000 20000010 0O @2 00 00 00 3 00 @0 3f e ff @0 @0 f3 @3 @0
©x00000000 00000020 00 00 @0 00 80 00 80 00 ff ff 74 07 @0 00 ee 60
©x00000000 00002030 00 00 OC 0 08 @0 90 99 92 00 09 09 09 00 00 00
©x00000000 00000040 G 00 @0 00 @1 90 @0 00 CO 75 €5 14 99 e5 14 d4
©x00P0E000 0ORERESe 0O 00 @9 @@ fa 33 @ Se de bc @8 7¢ fb 62 o e7
©x00000000 00000060 1f le 63 66 @@ Cb 83 16 @e @0 66 31 3e 03 00 4e
©xB0PE0000 ©ORORETe 54 46 53 75 15 ba 41 bb aa 55 cd 13 72 @c 81 fb
©x00000000 00000030 55 aa 75 @6 f7 C1 @1 @e 75 @3 e9 dd ee le 83 ec
©x0e020000 00P00R99 18 62 1a @0 b4 48 83 16 e @@ 8b f4 16 1f cd 13
©x00000000 000020A0 9f 83 C4 18 Je 58 1f 72 1 3b @5 @b ee 75 db a3
©x00000000 00002080 Of 00 C1 2e of @@ 4 le 53 33 db b9 @0 20 2b c8
©x0000000 200028CO 66 ff @6 11 @@ @3 16 of @@ Se c2 ff @6 16 @9 es
©x00000000 00002000 4b @0 2b C8 77 ef b3 @@ bb cd 1a 66 23 c@ 75 2d
©x00ERE000 PBRGRRE® 66 81 fb 54 43 58 41 75 24 81 f9 02 €1 72 le 16
©x00000000 000028F® 68 ©7 bb 16 68 52 11 16 68 @9 9@ 66 53 66 53 66
0xe0000000 00000100 55 16 16 16 68 b8 @1 66 61 @e @7 cd 1a 33 c@ bf
©x00000000 00000110 @3 13 by f6 ec fc 3 a3 €9 fe @1 90 90 66 60 1l
©x00000000 00000120 ©6 66 3l 11 @0 66 ©3 96 1C 90 le 66 63 00 @0 00
©xee000000 00EPP130 0O 66 5O @6 53 68 1 88 68 10 80 b4 42 3a 16 ee
©x00000000 00000140 ©0 16 1f 8b f4 cd 13 66 59 S5b 5a 66 59 66 59 1f
©x0ePEE000 00ROR1Se Of 82 16 @@ 66 f 86 11 0@ 03 16 of 0o 8e c2 ff
©x00000000 00000160 e 16 @9 75 bc 7 1f 66 61 C3 al f6 @1 e8 @9 ee
©xee000000 00000170 al fa @1 e2 @3 @@ f4 eb fd 8b fe ac 3c @0 74 @9
©x00000000 00000130 b4 @ bb @7 @@ cd 18 eb f2 c3 od @a 41 20 64 69

e Correct boot parameters (boot.ini, BCD). If you have several operating systems on your disk
(Windows Vista and later) after copying a system partition for instance, update their BCD (Boot
Configuration Data) files to be able to choose an OS to start up.

e Correct EFl boot parameters. The wizard will detect and list all available GPT partitions that
accommodate 64-bit Windows OS. Choose the one you need to boot from, to let the wizard modify
the EFIl boot entry correspondingly. Please note that this option is available on the 64-bit WinPE
media only.

What operating system to correct

The wizard has searched your computer for valid Windows installations. You can see results of the operation below. Note: The status “System”
stays for a system partition, “Bootable” - for a boot partition.

= Microsoft Windows 10 64-bit Edition (Destination: Disk Microsoft Windows 10 64-bit Edition, Partition 0)

Partition 1: NO NAME
Current values: Partition ID 16; Active
Partition 3: Local Disk (C:) Status: Bootable

Current values: Registry volume letter: Unknown; Partition ID 0:

5. When done with all parameters, please confirm the operation to proceed.

6. After completing the operation, please reboot the computer.

Extra WinPE Scenarios

Unlocking Bitlocked Volumes

The program allows you to accomplish backup, restore, or copying of Windows BitLocker encrypted volumes, but
only when they are unlocked. Until that the locked volumes will be recognized in the program’s interface as
“Unknown”.

1. Start up the computer from the WinPE recovery media.

2. Open Main View > My Computer. Left click a volume detected as “Unknown”, then select Unlock
Bitlocker encrypted volume in the opened menu.
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Basic MBR Hard Disk 0 (VMware, VMware Virtual S 5C51 Disk Dev)

Basic MBR Hard Disk 1 (VMware, VMware Virtual S 5C5I Disk Dev)

28 Local Disk(C)
NTFS | 486.5 GE free of 499.5 GB

Data Volume () (Unallocated)
NTFS | 161.4GB 338.5GB

( Bitlocked volume
Basic sk 2 (VMware, VMware Virtual $ 5C51 Disk Dev)

B Local Disk (F: {Unallocated)
Bitlockead | 140.9 GB 60Y GB

Volume letter: (F) inleck Bickocker encrypted volume
Valume label: [Mo label] Change drive letcer SCS1 Disk Dev)
File system: Bitlacked Delete this volume
Valume size: 140.9 GB Show atvanced properties
Active: No

-‘ MyComputer| My backups My Activities

3. Either enter a password or provide a path to a recovery key (recoverykey.bek). For more details, please
consult documentation provided by Microsoft.

Basic MBR Hard Disk 0 (VMware, YVMware Virtual § 5C5I Disk Dev)

Basic MBR Hard Disk 1 (VMware, VMware Virtual S 5CSI Disk Dev)

28 Local Disk ()
NTFS | 486.5 GB free of 499.5 GB

Data Volume (E:) {Unallocated)
MNTFS | 161.4 GB 338.5GB

'S Bitlocked volume
Basic sk 2 (VMware, VMware Virtual § SCSI Disk Dev)

B Local Disk (F: {Unallocated)
Bitlocked | 140.9 GB 60% GB

Volume letter: [F) nlock BitLocker encrypted volume
Valume label: [No label] Change drive letter SCSI Disk DEV)
File system: Bitlocked Delete this volume
Valume size: 140.9 GB Show atvanced properties
Active: Mo

W MyComputer| Wy backups My Activities

4. Click Unlock when ready. All introduced changes to the disk layout will be pended until confirmed.

5. Asa result of the operation the volume gets correctly recognized and is available to work with.
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Basic MBR Hard Disk 0 (YMware, VMware Virtual § 5C51 Disk Dev)

=8 Local Disk (C:)
o NTFS | 4995 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual § 5C5l1 Disk Dev)

Data Volume (E:) {Unallocated)
NTFS | 161.4 GB 3285GE

' (VMware, VMware Virtual § SCSI Disk Dev)

B Newvolume () (Unallocated)
NTFS | 140.9 GB 609 GB

Basic MB

Basic MBR Hard Disk 3 (YMware, VMware Virtual § 5C51 Disk Dev)

(Unallocated)
119.9GB

W My(omputer| Wy backups My Activities

The same action can be accomplished in the Windows version of the program.

o Resize or free space redistribution that leads to shrinking of an unlocked bitlocked volume
may fail due to limitations of a Microsoft service used for accomplishing this type of
operations.

Adding Specific Drivers

The WinPE recovery media offers excellent hardware support. However, in case of not having a driver for your
disk controller, for example, your hard disks will be unavailable to work with. Please use this scenario to inject
drivers for unknown storage controllers, network cards, or other devices.

To avoid this action every time you start up the recovery media, we recommend you to
° inject additional drivers during its creation. For more details, please consult Building

Recovery Media.

1. Start up the computer from the WinPE recovery media.

2. Select Utilities > Load drivers.

Refresh

Run command

3. Use the corresponding link to browse for an .INF file of the required driver package on a floppy disk, local
disk, CD/DVD or a network share. To learn how to map a network share, please consult Configuring
Network.
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Load drivers

No drivers were added.

Llick here to add drivers to load

Cancel

The chosen package gets on the list. Repeat this action to inject more drivers. Click Load drivers to
accomplish the operation.

o The WinPE environment can either be 32- or 64-bit, so are to be drivers for injection.

Configuring Network

If your local network has a DHCP server, a network connection will be automatically configured once the WinPE
recovery media has loaded. Otherwise, you will need to do it manually by providing an IP address, a network
mask, default gateway, etc. in Network Configurator. Additionally, this wizard will help you map a network share,

ping a network resource, or measure transit delays of packets across an Internet Protocol (IP) network to track
down problematic nodes.

To avoid this action every time you start up the recovery media, we recommend you to pre-
o configure network settings and map network resources during its creation. For more
details, please consult Building Recovery Media.

1. Start up the computer from the WinPE recovery media.

2. Select Utilities > Configure network.

Refresh Help @

Load drivers

Configure network

Run command

3. Provide an IP address, a network mask, default gateway, etc. to configure your network device according
to network environment.
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Network adapters MNetwork drives

Network identification Network utilities

N

Ethernet adapter:

Intel(R) 82574L Gigabit Network Connection 0.

IP address configuration

@® Obtain an IP address automaticaly.

Release address
O Use the following IP address :

IP Address :

Subnet Mask : 25

Default Gateway : | 172.30.67 .220

DNS/WINS configuration

Obtain DNS server address automaticaly

DNS server: 2.30.10.9
Obtain WINS server address automaticaly

Primary WINS server : 2.30.10.9

Load from file

=N D

4. Use the Network drives tab to manage network shares.

Network identification

Network utilities

Network adapters

Network drives

3

Drive Network path

Map Network Drive

Load from file

o R B2

5. Click Map Network Drive to map a network share.

5| Map Network Drive
Remote location mapping
r
A network share:
L

Map to drive letter: | I 0.

7]

-

J

© Connect as user

Cancel

e C(Click the standard browse button [...] to browse for the required network share or manually enter a
path to it;

o Define a letter from the pull-down list of available drive letters;

o If you'd like to make this connection permanent, mark the corresponding checkbox. Otherwise it will
only be available for the current session;

e C(Click the Connect as user button at the foot of the dialog page to specify a user name and password
to access the selected network share, if necessary.
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6. Use the Network identification tab to change a network name of your computer (generated
automatically) and a workgroup name.

Network adapters Networkdrives |  Networkidentification | Network utilities

Computer Name: MININT-R1LONSL
Workgroup : WORKGROUP

Primary DNS suffix :

B TR

7. By default, the wizard saves all network settings in the “netconf.ini” file located on the WinPE RAM drive,
thus it will only be available until you restart the computer. However, you can just once configure your
network device and then save this file to some other destination, for instance a local drive, and this way
avoid constant re-configuration, just by providing a path to it. So click Save to file to save the
“netconfig.ini” file to the required destination.

Network Troubleshooter

Network Configurator includes a traceroute/ping utility that enables to get detailed information on particular
routes and measure transit delays of packets across an Internet Protocol (IP) network. So with its help you can
easily track down problematic nodes.

1. Start up the computer from the WinPE recovery media.

2. Select Utilities > Configure network.

3. Click on the Network identification tab, then select Ping to ping a network host. Click Start when you’re
ready with all parameters.

Network adapters Network drives Network identification Network utilities
utility: | Ping [>]
Target:
] Ping the specified host until stopped
[ resolve addresses to hostnames
[ Number of echa requests to send:

e Target. Type in the required IP address or its DNS name.
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e Ping the specified host until stopped. Mark the option to ping the chosen host for indefinite time.

e Resolve addresses to hostnames. Mark the option to display hostnames instead of IP addresses.

o Number of echo requests to send. By default, the utility sends 1 echo request, which you can modify
however.

4. Select Trace route to trace a route to a network host. Click Start when you’re ready with all parameters.

Network adapters Network drives Network identification Network utilities

utility: | fTrace route Q
L J

Target:
[1 Do not resolve addresses to hostnames
[ maximum number of hops to search for target:
D Wait timeout milliseconds for each reply:

Load from file |§ Save tofile m Apply Cancel

e Do not resolve addresses to hostnames. Mark the option to display IP addresses instead of
hostnames.

e Maximum number of hops to search for target. By default the utility goes through maximum 30 hops
when searching for the target host, which you can modify however.

e Wait timeout milliseconds for each reply. By default the utility waits 4 seconds for each echo reply
message. If not received within the timeout, an asterisk (*) is displayed.

Using the Command Prompt

The primarily function of the command prompt is running generated program scripts with different parameters.
Additionally, it can help you with opening Notepad or Diskpart, running batch files, or solving a variety of issues
such as failure to connect to the internet or website loading problems.

1. Start up the computer from the WinPE recovery media.

2. Select Utilities > Run command.
Refresh Help @

Configure network

Dmmand

3. The embedded command prompt utility is similar to Windows CMD. It supports the auto-complete and

commands history features:

e Arrow up/Arrow down to navigate the history,
e Tab to complete or select a path,

e Escto clear atext field,
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e Returnto runa command.

Type in scripts.exe <path to a generated script file> --multiple to run the required program script.

Command Line Tool

Microsoft windows [Version 10.0.10586] @

X:\Programs\Paragon Software\program=
Microsoft wWindows [Version 10.0.10586]

X:\Programs\Paragon Software\program=dir
Volume in drive X is Boot
Volume Serial Number is D60A-0DC2

Directory of X:\Programs\Paragon Software\program

03/22/2017 06:33 AM  <DIR>
03/22/2017 06:33 AM  <DIR>

03/22/2017 11:42 AM 720,088 advlauncher.exe

03/20/2017 05:10 PM 19,136 api- win-core-console-11-1-0.dll
03/20/2017 05:10 PM 18,624 api- core-datetime-1-1-0.dll
03/20/2017 05:10 PM 18,624 api- core-debug-11-1-0.dll
03/20/2017 05:10 PM 18,624 api- core-errorhandling-11-1-0.dll
03/20/2017 05:10 PM 22,208 api- core-file-11-1-0.dll
03/20/2017 05:10 PM 18,624 api- core-file-1-2-0.dll
03/20/2017 05:10 PM 18,624 api- core-file-2-1-0.dll
03/20/2017 0510 PM 18,624 api core-handle-11-1-0.dll
03/20/2017 05:10 PM 19,136 api- core-heap-11-1-0.dl
03/20/2017 05:10 PM 18,624 api- core-interlocked-11-1-0.dll
03/20/2017 05:10 PM 19,136 api- core-libraryloader-/1-1-0.dll
03/20/2017 05:10 PM 21,184 api- win-core-localization-11-2-0.dll

\_N2/90/9017 NS-10 DAA 10 1A ani.mec.s fin-rra.mamnn.. 110 Al v

The ‘multiple’ parameter is obligatory to use in WindowsPE. To learn more about scripts, please consult
the Paragon Scripting Language manual.

X:\Programs\Paragon Software\program=scripts.exe Di\script.ps|

X:A\ProgramsiParagon Soft \programs
Some of the Paragon disk engine is already running.

Managing Partitions and Disks

Partitioning lets you divide a single physical drive into a number of logical drives, each of which serves as a
container with its own drive letter and volume label, thus enabling the operating system to process data more
efficiently. Partitioning also makes it possible to organize data so that it is easy to find and manage. By detaching
the OS from the rest of the data you can tackle one more crucial issue — in case of a system malfunction, you can
get the system back on track in minutes by recovering it from a backup image located on the other partition of
the hard drive. Finally partitioning is a necessity if you’re planning to run several OSs on a single hard drive to
effectively delineate the boundaries of each OS.

Creating a Partition

1. Open Main View > My Computer, then left click a block of free space on a disk you’d like to partition.
Select Create new volume here in the opened menu.
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Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

28 Local Disk (C)
NTFS | 32.7 GB free of 59.6 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

New Volume (E:)

NTFS | 92.2 GB free cf 92.3 GB

B:
FAT32

(Unallocated)
83.8 GB

. . A
Lreate new volume here
Test partition surface

Show advanced properties ¥

Type: Free space
Total size: 83.8 GB

] My Computer ‘ My Backups My Activities

2. By default, there will be created an NTFS partition the size of the selected free block. Drag-and-drop
borders of the free block on the Disk Map to define the partition size and position. If you want to modify
other properties, click More options.

Create a new partition on disk 1?7

You are about to create a new partition in (Unallocated), 83.8 GB area. Please select size,
position and file system of the new partition.

MBR Hard Disk 1 (@re, VMware Virtual § w

New Volume (F:)

NTFS | 54.9 GB free of 54.9 GB

© More options

(o | no ]

3. Inthe opened dialog you can change any predefined partition property.

m MBR Hard Disk 1mare, VMware Virtual S w

| '

New Volume (F:]}

NTFS | 54.9 GB free of 54.9 GB

© Fewer options

Create new partition as: Primary partition €

Please specify new partition size: 56275 :I 8 MB - 85,902 MB
Please select file system for new partition: NTFS [>]

Please enter new volume label: New Volume

Please specify drive letter: F: [>))

Use O5 built in format routine

Please select number of sectors per cluster: | 8 o_

Restore defaults

= |

e Select the desired partition type (Primary, Extended, or Logical). The available alternatives depend on
the selected block of free space — within a Logical block, only Logical partitions can be created; Within
a Primary block, both Primary partitions or the Extended Partition are allowed to create.

e Drag-and-drop borders of the free block on the Disk Map to define the partition size and position. An
accurate value in MB can be set in the corresponding field.

Copyright© 1994-2017 Paragon Software Group. All rights reserved.



60
e To store data on the created partition you need to format it to one of the supported file systems:
- FAT32 —use for data disks that are 32GB or less
- NTFS — the primary file system for Windows OS
- Ext 2/3/4 —the primary file system for Linux OS
- Apple HFS — the primary file system for Mac OS X
e Enter a volume label to easily identify the partition later (optional parameter).

e Choose one of the vacant drive letters from the list to associate with the partition. The drive letter
plays an important role in telling Windows where to look data.

e By default, the amount of sectors per cluster will be specified according to the used OS and the
chosen file system. If you'd like to set another value, unmark the Use OS built-in routine and define
the desired value in the corresponding field. The cluster size is one of the crucial parameters of any
file system. Its value implicitly affects the performance of the files input-output activity since it
defines the size of the file system metadata. Besides, the so-called waste space factor also depends
on it.

4. Click Create when ready. All introduced changes to the disk layout will be pended until confirmed.

Formatting a Partition

When you create a new partition you will be prompted to choose the desired file system format as described
above. This section explains how to format an existing partition.

1. Open Main View > My Computer, then left click an existing partition. Select Format this volume in the
opened menu.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

28 Local Disk (C:)
NTFS | 63.6 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

New Volume (B:) New Volume (E:) (Unallocated) NEW VOLUME (F:) (Unallocated)
NTFS | 11.2GB NTFS | 20.4 GB free of 20.5 GB 9.3 GB FAT32 | 10 GB 8.7GB

ter: (F)
el: NEW VOLUME

=10 GB Delete this volume
Show advanced properties

2. Select the desired file system from the list of the supported file systems and enter a volume label to easily
identify the partition later (optional parameter). Since the selected partition may contain data, which will
be lost after formatting, you need to confirm the operation.

-
Please select new file system: iApple HFS >
L

Please enter new volume label: | New Volume

© More options

[11am aware that this operation can cause data loss / non-booting system

3. If you want to change the default amount of sectors per cluster, click More options. The cluster size is one
of the crucial parameters of any file system. Its value implicitly affects the performance of the files input-
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output activity since it defines the size of the file system metadata. Besides, the so-called waste space
factor also depends on it.

Use OS5 built in format routine

Please select number of sectors per cluster: | 32 €

Restore defaults

4. Click Format when ready. All introduced changes to the disk layout will be pended until confirmed.

Deleting a Partition

1. Open Main View > My Computer, then left click an existing partition. Select Delete this volume in the
opened menu.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

28 Local Disk (C)
NTFS | 63.6 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

New Volume (B:) New Volume (E:) (Unallocated) NEW VOLUME (F:) (Unallocated)
NTFS | 11.2GB NTFS | 20.4 GB free of 20.5 GB 9.3GB FAT32 | 10 GB 8.7GB
tter: (F) Eack up this volume
el: NEW VOLUME Change drive letter

Format this volume

Delete volume

Show advanced properties

2. Since the selected partition may contain data, which will be lost after deleting, you need to confirm the
operation.

Delete volume (B:)?

You are about to delete volume (B:) NEW VOLUME, FAT32. Your computer
may no longer boot or work correctly.

am aware that this operation can cause data loss 7 non-booting system

3. Click Delete when ready. All introduced changes to the disk layout will be pended until confirmed.

Moving/Resizing a Partition

Open Main View > My Computer, then drag-and-drop borders of a partition on the Disk Map to define its size
and position. All introduced changes to the disk layout will be pended until confirmed.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

58 Local Disk (C)

NTFS | 32.6 GB free of 59.6 GB

Basic MBR Hard Disk 1 (VMware, VMV\mrtual 5§

New Volume (E:)

NTFS | 75.8 GB free of 32.3 GB

o Resize or free space redistribution that leads to shrinking of an unlocked bitlocked volume
may fail due to limitations of a Microsoft service used for accomplishing this type of
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operations.

Changing Drive Letter

1. Open Main View > My Computer, then left click an existing partition. Select Change drive letter in the
opened menu.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

8 Local Disk (C)
NTFS | 63.6 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

New Volume (B:) New Volume (E:) (Unallocated) NEW VOLUME (F:) (Unallocated)
NTFS | 11.2GB NTFS | 20.4 GB free of 20.5 GB 9.3GB FAT32 | 10 GB 8.7 GB
Volume letter: (F:) Back up this volumé

NEW VOLUME Change drive letter

Delete this volume

Show advanced properties

2. Choose one of the vacant drive letters from the list to associate with the partition. The drive letter plays
an important role in telling Windows where to look data.

Change drive letter?

If you remove a drive letter from a
omputer may no longer boot

er allows access to the volume the
Bd to. Assigning a letter is not

2 }if the volume contains a fila system
that is not supported on your operating system.

[D After changing drive letter of the system partition, your Windows OS won’t start up.

Some programs may not run properly either if changing drive letter of a data partition.

3. Click Change when ready. All introduced changes to the disk layout will be pended until confirmed.

Getting Disk/Partition Properties

1. Open Main View > My Computer, then left click an existing partition or disk. Select Show advanced
properties in the opened menu.
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Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

28 Local Disk (C)
NTFS | 63.6 GB

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

New Volume (B:) New Volume (E:) (Unallocated) NEW VOLUME (F:) (Unallocated)
NTFS | 11.2GB NTFS | 20.4 GB free of 20.5 GB 9.3 GB FAT32 | 10 GB 8.7 GB

Sack up this volumd

Change d letter
Format this volume
Delete this volume

Show advanced properties

2. The program displays detailed information on the properties of an entire storage device or individual
partition. Besides the general information, such as capacity, used space or file system type it provides the
possibility to get info on hard disk geometry, cluster size, exact partition location, etc.

Disk Properties:

General | Advanced

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

Total size: 200 GB

214,748,364,800 Bytes
419,430,400 Sectors

Physical size: 200 GB
214,748,364,800 Bytes
419,430,400 Sectors

Cylinders: 0x65FC(26108)
Heads: 0xFF(235)
Sectors per track: 0x3F(63)

Image container: default filepath
Vendor: Unknown Vendor
Image storing options: Dynamic size, Solid

Partition Properties:

General  FileSysteminfo  Advanced
Local Disk (D:)

HDD number:0
Partition number: 2
Volume label: [No label]
Partition ID: 0x07 NTFS, ExFAT, ReFS
Serial number: 7AA4-0418-AA03-D015

Sectors per boot: 8
Sectors per cluster:2

Sector No: Cyl:Hd:Sec:

First physical sector: 718,848 44190 19

Last physical sector:134,215,6798354137 39

Hard disk geometry: 8354255 63

Troubleshooting

In case of having difficulties with handling the product first visit our Knowledge Base to find an existing remedy:
https://kb.paragon-software.com/article/3053.

If your issue is not described there, please address our support engineers for assistance. To help you solve your
problem with minimal time, our engineers need operation logs and your brief description.

1. Reproduce your issue (make it happen again).

2. Select Home > Collect logs. Provide an e-mail address used for registering the product, then describe the

encountered problem. Please don’t worry - we respect your privacy, so none of your confidential data will
be exposed.
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Home

Settings

Collect software logs
Recovery Media Builder

Collect logs Please specify issue details

Info about

Please enter an e-mail address used during the product registration. With its help Paragon Support Department will be able to assoriate your log files
with your reguest through an on-line request systerm.

jimbubblestone@gmail ru

Please describe the encountered issue:

Hello Paragon Software. My BR16 doesn't seem to back up my Windews OS correctly, Pleaze help me|

=
>

+
v

3. Browse for the required location of the log files package and edit the default file name, if necessary. Click
Save when ready.

@ save &s X
A [ > ThisPC > Documents v @  SearchDocuments »

Organize ¥ New folder = @

8 This pe A Hame Date modified Type Size |

[ Desktop
[£ Documents
4 Donmloads
B Music
&) Pictures '
& videos
‘i Local Disk (G
) DVD Drive (D N
= PARAGON (E)

. o Y <

Ma iterns ratch yaur search,

Saveastype ZIP archives

i Foens Conce

4. Once the operation is over, click Open folder with logs... to check the prepared package doesn’t contain
anything confidential, but layouts of your disks, performed operations, etc.

Collect software logs

The log files have been successfully collected!

Open the folder with logs in Windows Explorer

ERNE =1 Compressed FolderTaols  Docurments - [m] x
Home Share iews Extract (]
€« © A [E > ThisPC 5 Documents > v & | Search Documents »
A Hame Date modified Type Size
# Quick access
¢ jimbubblestone[gmail.cam]_2017-03-20_01-22 3/20/2017 123 8M  Compressed (zipp. 872 KB
B Desktop 4 L
[) rm_17_03_2007 3177201744280 Disc Image File 310,574 KB
| & Downloads  # =
v [2) ren_28_02_201701y 2292017871480 Disc Image File 352,258 KB
[£] Dacuments #
=) pictures  #
B Music 3
B Videos
‘@ OneDrive
[ This PC
= v
3items 1 item selected 871 KB =

5. Use the link on the first page of the wizard to sign in to MyParagon Account.
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séparacon @ croion -
» Signin MyParagon Customer Portal

You can use your personal customer account to submit &
support request to the technical support and track the status
of your requests, manage your software licenses, download
your software or the latest update, or obtain an upgrade at a

discount

Sign in
or create an aecount

Jimbubhblestone@gmail. com

g Google

6. Go through the first-level ticket request form, then click Submit request.

» Product & Services

= Support @ @

Knowledge Base Forum Documentation

+ Knowledge base

New Support Request

+ Docurmentation

- View My Requests Ask a question, report a problem or give feedback by
creating a request. Please fill in all the required fields for
* MNew Support Request better support
» Profile * What is your Technical issue j
question
Save money and time! about?
y r * Product Paragon Backup & Recovery 16 (Er j
If your purchased! pracuct is nat shown in the list
J please register it via the "Register Mew Product”
\“;"vm section
.
i ] * Tell us more Disk backup issue -
UFSDOD S
=y

Get a Lifetime Upgrade Assurance Please note, that we will answer your question during nesxt 3
for your NTFS for Mac 14! business days within standard support program

MNeed faster solution? Check hot topics now

1. Backup and Recovery 16 — Troubleshooting Guide

Still need help?

7. Go through the second-level ticket request form, attach the prepared logs package, then click Post
request. That’s all. Our support engineers will get in touch with you in a little while.
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backup doesn't work

BR16 doesn't back up my Windows

correctly

logszip %

no file selected

Maximurn atachment size: 50 il

11.1.0.68

(availble in "Help" -= "About" dislog, for products with
Express Launcher in Advanced Options -= main
Broduct - Hel == About)

Wincows j
Wyincows 3.1 j
64 bit j
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