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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

ALDANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

AL WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

AL CAUTION
with a safety alert symbol, indicates that minor personal injury can result if proper precautions are not taken.

CAUTION
without a safety alert symbol, indicates that property damage can result if proper precautions are not taken.

NOTICE

indicates that an unintended result or situation can occur if the corresponding information is not taken into
account.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The device/system may only be set up and used in conjunction with this documentation. Commissioning and
operation of a device/system may only be performed by qualified personnel. Within the context of the safety notes
in this documentation qualified persons are defined as persons who are authorized to commission, ground and
label devices, systems and circuits in accordance with established safety practices and standards.

Proper use of Siemens products

Trademarks

Note the following:

AL WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be adhered to. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of the Siemens AG. The remaining trademarks in this
publication may be trademarks whose use by third parties for their own purposes could violate the rights of the
owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.
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Preface

Subject of the manual

Validity

SIMATIC PCS 7, as a distinctly open system, can be flexibly adapted to a wide range of
customer needs. The system software provides the project engineer with a great deal of
freedom in terms of the project configuration, as well as in the design of the program and the
visualization.

Experience has shown that subsequent modernization or plant expansion work is made
much easier if the project is configured "in conformance with PCS 7" as far as possible right
from the start. This means that certain basic rules absolutely must be adhered to in order to
ensure that the system functions provided will offer optimum usability in the future.

This manual serves as a compendium in addition to the product documentation covering
SIMATIC PCS 7. The basic sequences involved in creating and assigning parameters to the
project are described in the form of operating instructions with numerous illustrations.

The compendium directly reflects the recommended method for configuration, which is
based on the results of a great deal of practical experience. The description does not cover
the application itself; rather, it relates to handling the project and the parameter settings of
the components it contains.

The compendium is divided into three parts:
e Part A: Configuration guidelines
e Part B: Process safety

® Part C: Technical functions with SFC types

The configuration guidelines are valid for PCS 7 V7.0, SP1 and higher, taking the differences
between that and PCS 7 V6.1, SP1 and higher, into account.

Subject of Part B - Process safety

Part B is dedicated to the implementation of the fail-safe part of an S7 program.
It examines the following F software components:
® S7 F Systems

e Safety Matrix Engineering Tool

Additional support

If this manual does not contain the answers to any questions you may have about how to
use the products described, please contact your local Siemens representative.

You can locate your contact at: http://www.siemens.com/automation/partner

You can find a guide to the technical documentation available for individual SIMATIC
products and systems at: http://www.siemens.de/simatic-tech-doku-portal

Compendium Part B - Process Safety

Operating Manual, 06/2009, A5E02122390-02


http://www.siemens.com/automation/partner�
http://www.siemens.de/simatic-tech-doku-portal�

Preface

The online catalog and online ordering system are available at:
http://mall.automation.siemens.com/

Training center

Siemens offers a number of training courses to familiarize you with the SIMATIC PCS 7
process control system. Contact your regional training center or the main training center in
Nuremberg, Germany: http://www.sitrain.com

Technical support

You can contact technical support for all Industry Automation and Drive Technology products
using the Support Request web form: http://www.siemens.de/automation/support-request

More information about our technical support services is available on the Internet at:
http://www.siemens.de/automation/service

Service & Support on the Internet

In addition to our documentation options, our expertise is also available to you online.
http://www.siemens.com/automation/service&suppori

Here you will be able to access:

The newsletter, which will keep you constantly up-to-date with the latest information
about our products

The right documents for you via the search facility in our Service & Support portal

A forum that provides users and specialists with an international platform for exchanging
experiences

Your local contact partner for Industry Automation and Drive Technology

Information about local service, repairs, spare parts The "Services" section offers even
more options.

Compendium Part B - Process Safety
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Installing the fail-safe system 1

1.1 Software components

This documentation is based on PCS 7 versions V6.1 SP2 and V7.0 SP1, as well as the
following software components:

® S7 F Systems
— S7 F Configuration Pack V5.5 SP3
— S7 F Systems V6.0
— S7 F Systems Lib V1_3 and Lib V1_2
— 87 F Systems HMI V5.2 SP3

® The following components are also required for using the F-Al 6 x 0/4..20mA HART
module:

— S7 F Configuration Pack V5.5 SP5
(http://support.automation.siemens.com/WW/view/en/15208817)

— Hardware Upgrade Package (HUP) for using the 6 F-Al HART module (without HART
function) in SIMATIC PCS 7 V6.1 SP2 and V7.0 SP1 (EU)
"PCS7 V61SP2-70SP1 Package F-Al6-V1.exe"
(http://support.automation.siemens.com/WW/view/en/31481983)

or

— Hardware Upgrade Package (HUP) for using the F-Al HART, 6ES7 336-4GE00-0ABO,
in SIMATIC PCS 7 V7.0 SP1 (EU)
"PCS7 V70 SP1 HUP F-Al6 HART V1.exe"
(http://support.automation.siemens.com/WW/view/en/29000518)

e Safety Matrix Engineering Tool
— Safety Matrix Engineering Tool V6.1
— Safety Matrix Viewer V6.1
— Safety Matrix AS-OS Engineering V6.1

A "S7 F Systems RT License" is also required for operating a safety-related automation
system.

All SIMATIC software must be closed during the installation process.

Note

For more information, please refer to the "S7 F/FH Systems Confiquring and Programming”
Manual (http://support.automation.siemens.com/WW/view/en/2201072)

or the "Industrial Software Safety Matrix"Manual.
(http://support.automation.siemens.com/WW/view/en/19056619)

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02 9


http://support.automation.siemens.com/WW/view/en/15208817�
http://support.automation.siemens.com/WW/view/en/31481983�
http://support.automation.siemens.com/WW/view/en/29000518�
http://support.automation.siemens.com/WW/view/en/2201072�
http://support.automation.siemens.com/WW/view/en/19056619�

Installing the fail-safe system

1.2 Installation on the PCS 7 engineering station (ES)

1.2 Installation on the PCS 7 engineering station (ES)
1.2.1 Installing S7 F Systems
Procedure

Run SETUP.EXE to start the installation and follow the instructions in the setup program.
The following components must be selected for installation:

e S7 F Configuration Pack V5.5 SP3

® S7 F Systems V6.0

® S7F Systems Lib V1_3

You must also install the following components in order to use the F-Al 6 x 0/4..20mA HART
module:

® S7 F Configuration Pack V5.5 SP5

e HUP: PCS7_V61SP2-70SP1_Package_F-Al6-V1.exe for operation without the HART
function
or

e HUP: PCS7_V70_SP1_HUP_F-AlI6_HART_V1.exe for operation with the HART function

The links for downloading this additional software can be found in Section Software
components (Page 9).

Note

S7 F Systems V6.0 can also be used with S7 F Systems Lib V1_2, which you will find in the
"Options" directory of the S7 F Systems Product CD.

If you are using Safety Data Write (SDW), you will also need to select the following option:
® S7 F Systems HMI V5.2 SP3

1.2.2 Installing Safety Matrix

Procedure

Run SETUP.EXE to start the installation of the Safety Matrix; follow the instructions in the
setup program and select the following components:

e Safety Matrix Engineering Tool V6.1
e Safety Matrix Viewer V6.1
e Safety Matrix AS-OS Engineering V6.1

Compendium Part B - Process Safety
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Installing the fail-safe system

1.3 Installation on the PCS 7 operafor station (OS)

1.3 Installation on the PCS 7 operator station (OS)

The next section outlines the installation steps for an OS client. Please follow these if you
are using an OS single station or an OS server for operation.

14 OS client installation
1.4.1 Installing S7 F Systems
Procedure

If you are using SDW, run SETUP.EXE to start the installation and install the following
option:

® S7 F Systems HMI V5.2 SP3

1.4.2 Installing Safety Matrix

Procedure

Run SETUP.EXE to start the installation. Follow the instructions in the setup program and
select the following component:

e Safety Matrix Viewer V6.1

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02 11






Advanced PCS 7 ES settings 2

2.1 Access protection
An S7-400F/FH system being operated as a safety system is protected by two passwords:

® The CPU password is configured in the hardware configuration and is intended to protect
the CPU against accidental downloading or the wrong program being downloaded.

e Another password is configured in the "Edit Safety Program" dialog box, and provides the
fail-safe user program with protection against compilation. Changes made to the fail-safe
user program can only be compiled if this password has been activated.

Note

In the case of PCS 7 V7.0 and higher with SIMATIC Logon, it is also possible to set a
project password for protecting a PCS 7 project.

Access to the ES is also protected by a password at operating-system level (Windows
login, screen saver) in most cases.

211 General measures

You can restrict access to the ES by implementing access protection for authorized persons:
To do this you can, for example, install the ES in an operating area that can only be
accessed by these persons.

You can use the options offered by the operating system by protecting the ES with a
password and setting a screen saver that is activated automatically.

To protect the safety program, you can implement organizational measures to ensure that:

® The passwords for the CPU and safety program can only be accessed by authorized
persons.

® Authorized persons expressly reset access authorization for the F CPU before exiting the
ES (by selecting "CPU > Access authorization > Cancel" or closing all applications in the
SIMATIC Manager).

Compendium Part B - Process Safety
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Advanced PCS 7 ES settings

2.1 Access profection

21.2 Access protection with SIMATIC Logon

With PCS 7 V7.0 and higher, it is possible to set up access protection for individual
subprojects with SIMATIC Logon. With a station-selective multiproject structure, this means
that it is possible to assign access rights for protecting AS projects with F program.

Requirement
The SIMATIC Logon Service V1.3 SP1 or higher is installed.

Procedure

1. In the SIMATIC Manager, activate access protection on a selected project node via
"Options > Access Protection".

. SIMATIC Manager - [Comp_MP {Component view) -- D:\Projects’,Comp_MP\Comp_MP]
[@] File Edit Imsert PLC View | Options ‘Window Help

0= | 29 | &2 [ Customize... CErHAE+E | Filter v | | BR G
Access Protection Enable
[=)-{Za] Comp_MP : e
=y % o Flant & Change Log 3 Disable
__ 451 H SIMATIC Logon Service... Ma!'nag?... -
¢ 7] Shared Declarations  Tewt Libraries Adjust in pulipeojsct o
Hemoyve fccess Pratection and Chan
02_Plant_B Language for Display Devices. .. i “E
gg_glgnt_c Manage Multiingual Texts > Incistrial Ethermet 2%
21_|:L Rewire Global labeling field
25_ES Run-Time Properties. .. Decurnentation
b5 CAS_1
@ Comp_Lib Compare Blocks, ..,
Reference Data 4
Define Globsal Data
Configure MNekwark
Simulate Modules
SIMATIC PDM 3
Configure Process Diagnostics
Edit safety program
Charts 3
Activates access protection for the cu Shared Declarations »

The project format is changed the first time access protection is activated. A message
appears indicating that the modified project can no longer be edited with older versions of
STEP 7 (< 5.4).

2. This is followed by logon to the SIMATIC Logon Service.

The Windows user activating access protection is entered automatically as the first
project administrator. The project password is set at this time.

Note

When a multiproject is opened without prior authentication, the projects with activated
access protection are displayed grayed-out.

Compendium Part B - Process Safety
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Advanced PCS 7 ES settings

2.2

Procedure

2.2 CFC settings for compiling and downloading

CFC settings for compiling and downloading

1.

2.

For compiling programs with F blocks, set the threshold for generating the warning based
on the number of blocks per runtime group. The default setting is 50. We recommend
changing the setting to 250 for F programs.

Note

This value applies for any project that is compiled on the ES and should be reset for the
purpose of compiling standard programs.

Settings for Compilation,/Download x|

CPL: CPU 417-4 H

“wharning Limits
Local data [%]: ISD E Communications jobs [%]; 9

[0 =
Load memary [%Z]: IEIU _Ij whark, memary [%]: ISEI _Ij

Inzstalled blocks per runtime group or OB: 250_:|

[ Suppress warring

Areas Reserved for Other Applications

DB numbers from: I'I to IEU Test |
FC runnbers from: IEI to I?UD [~ Compress
Statistics
b axirmnunm Available In uze Highest
‘ ‘ number
] 1| =1 el 42 441
FC E144 RAO3 122 13

[ Generate image of downloaded program far comparizan

Cancel | Help |

In the "Areas Reserved for Other Applications" field, set the value for "FC numbers from:"
to 0. The default setting is 60.

Note

Please note that blocks FC 0 and SFC 0 are not called in your program. For more
information, please refer to the following FAQ on the Service & Support pages:

"What should you wafch out for when using F block types with S7 F Systems V 6.0 and
FC 0 or SFC 0 in the project?"
(http://support.automation.siemens.com/\WWW/view/en/32202151))

Compendium Part B - Process Safety
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Configuring S7 F/FH hardware

The following CPU types have been released for using S7 F systems in conjunction with
PCS 7:

e CPU412H
e CPU 414H
e CPU417H

In the SIMATIC PCS 7 catalog, safety-related automation systems can be configured and
ordered as bundles with a single or redundancy station in various designs.

3.1 Adapting CPU parameters (single F-system)

3.11 Password and access protection

In order to activate the safety functions contained in the H-CPU's operating system, you
need to enter a password. A prompt appears accordingly on CPU download.

The "CPU contains safety program" option also needs to be activated.

Properties - CPU 414-4 H - {(RO,/54) x|
General I Startup I Cycle/Clock Memary | Fietentive Memony | termary I Interrupts
Time-of-0 ay Intemupts I Cyclic Intemupts I Diagnostics/Clock Protection | H FParameters

r Protection lewvel |
' 1: Acoess protection for F CPU or keyswitch setting
I Can be bypassed with password

2 wiite-protection

3 Wwhite-/read protection

Pazzword:

v CPU contains safety
program

Caticel Help

Compendium Part B - Process Safety
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Configuring S7 F/FH hardware

3.1 Adapting CPU paramefers (single F-system)

Note

Protection level 1 needs to be configured so that the prompt to enter the F CPU password
does not appear in the event of changes to the standard user program.

A password is also assigned to the fail-safe program; this is created when the user program
is generated. This password must not be the same as the CPU password.

3.1.2 Cyclic interrupts

Parameter assignment

Process image partitions do not need to be configured for F program parts. In S7 F/FH
systems, F module drivers are used instead of the process image to access the F signal
modules. A process image is required, however, if standard program parts are also to be
used in the cyclic interrupt OB.

Properties - CPU 417-4 H - (RO/53) x|

General Startup |
Time-of-0 ay Intemupts

mary I Fietentive Memory I tdemary I Interrupts
Diagnostics/Clock | Pratection I H Parameters

Fricrity Execution Phase offzet Urit Frocess image partition

o3 7 5000
o3t [ 2000
o [3 1000
o3z [0 500
o3 [11 200
o3 [z 100
o [13 50
oeaz: [16 1000
ogsg [17 300

sz

ii| 4
L g
T T
| =
4 4

ms

4
3
=5
[}

4

ms

i

ms

4

1941

ms

ms

i<| 4

g fipue) pipu e )
T | ol o
el =2 IS
4 4 4 4

ms

14
4

i
T

sz

I =
=l i
W

4
4

ms

Caticel Help

Note
No reduction ratio or phase offset may be configured for cyclic interrupt OBs with F program.
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Conlfiguring S7 F/FH hardware

3.1 Adapting CPU parametfers (single F-system)

The flow diagram below demonstrates one method you can use for structuring your program
according to the requirements of your process, using the cyclic interrupt OBs.

Do you have

a connection to
Quadlog?

o you have

a serial

Yes [ OBA
g OBpriority: PA;
Texecution® TA
Yes .| OBa
g OByriority Pas
Texecution® TA

Do you have different

Yes

requirements for the
rocess safety time?

A4

OBpriority: PB;

Texecution: TB

A

OBpriority: PC;

Texecution: TC

0 you have
standard
applications?,

Yes

A\ 4

No

Do you have different
requirements for
standard applications?,

No

OB

Yes

A4

OBpriority: PD;

Texecution: TD

A

OBpriority: l:>E;

Texecution: TE
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Configuring S7 F/FH hardware

3.1 Adapting CPU paramefers (single F-system)

20

The user program is divided to cyclic interrupt OBs according to the requirements:
e OBa
— Very fast applications
— for example connections, such as Quadlog or Modbus
e OBs
— Fast F applications (cyclic interrupt with special treatment)
— For example pressure protection functions
e OBc
— (Slow) F applications

— If there is only one cyclic interrupt for F applications, then it will be the cyclic interrupt
OB with special treatment.

— For example slow temperature protection functions
e OBp
— Fast standard applications
— For example fast control functions
e OBEe
— Slow standard applications
— For example temperature measurements, visualization functions, enable functions
The following rules apply:
e OBato OBE:
— One of the cyclic interrupt OBs from OB30 to OB38
— Only certain cyclic interrupt OBs are available, depending on the CPU type.

® Texecution: TA<Te<Tc<Tpo<TEe
(Texecution = The execution time of the cyclic interrupt OBs in ms configured in the CPU
properties)

®  OBprioiity: PA>Ps > Pc > Pp > Pe
(OBypriority = The priority of the cyclic interrupt OBs configured in the CPU properties.
Possible values are 7 to 18.)

Compendium Part B - Process Safety
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Conlfiguring S7 F/FH hardware

3.1 Adapting CPU parametfers (single F-system)

Example 1: Reconfiguration (no Quadlog connection, no serial communication)

OB Prio Call interval Purpose Comment

OB 38 |15 10 ms Empty

OB 37 |17 300 ms Fast F application OB with special handling

OB 36 |16 1,000 ms F application

OB 35 |12 100 ms Fast standard application Ex.: Control

OB 34 |11 200 ms Standard application Ex.: Pressure measurement

OB 33 |10 500 ms Empty

OB32 |9 1,000 ms Slow standard application Ex.: Temperature measurement,
visualization function,
enable function

OB31 |8 2,000 ms Empty

OoB30 |7 5,000 ms Empty

Note

If you are using time stamping of the IM module, the setting for OB 40 should be changed
from Prio16 to Prio18.

The figure below shows how the individual cyclic interrupt OBs from Example 1 are
processed over a period of 1,280 ms, starting from the point in time (t) at which the CPU
begins program processing. In this example, the CPU utilization is at approximately 65%.

Executi-

Compendium Part B - Process Safety
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OB38

OB37 —
OB36 =—
OB35 --
OB34 --
OB33

Processing of the cyclic interrupt OBs by the CPU

0B32 —_—— — ——

OB31
OB30
OB1

t+500ms

t+1000ms Time
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Configuring S7 F/FH hardware

3.1 Adapting CPU paramefers (single F-system)

Example 2: Reconfiguration/migration, for which the hardware present must be connected via serial
communication (Modbus)

OB Prio Call interval Purpose Comment
OB 38 |18 50 ms Serial communication Ex.: Modbus
OB 37 |17 300 ms Fast F application OB with special handling
OB 36 |16 1,000 ms F application
OB 35 |12 100 ms Fast standard application Ex.: Control
OB 34 |11 200 ms Standard application Ex.: Pressure measurement
OB 33 |10 500 ms
OB32 |9 1,000 ms Slow standard application Ex.: Temperature measurement,
visualization function,
enable function
OB31 |8 2,000 ms Empty
OB30 |7 5,000 ms Empty
Note
If you are using time stamping, the setting for OB 40 should be changed from Prio16 to
Prio19.

Example 3: Reconfiguration/migration, for which the Quadlog hardware present must be connected
via DP/IO bus link

OB Prio Call interval Purpose Comment
OB 38 |17 10 ms Quadlog connection
OB 37 |16 300 ms F application OB with special handling
OB 36 |13 50 ms Empty
OB 35 |12 100 ms Empty
OB 34 |11 200 ms Empty
OB 33 |10 500 ms Empty
OB32 |9 1,000 ms Slow standard application Ex.: Temperature measurement,
visualization function,
enable function
OB 31 |8 2,000 ms Empty
OB30 |7 5,000 ms Empty
Note

If you are using time stamping of the IM module, the setting for OB40 should be changed
from Prio16 to Prio18.

Compendium Part B - Process Safety
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Conlfiguring S7 F/FH hardware

CPU utilization

3.1 Adapting CPU parametfers (single F-system)

During configuration, it must be ensured that the sum of the processing times for the
individual cyclic interrupt OBs does not exceed 70% of the maximum CPU load for a fault-
tolerant S7-400 system and 80% for a standard S7-400 system in stand-alone operation.

Note

To help you determine the processing times of the individual cyclic interrupt OBs, please
refer to the FAQ "How can you calculate the cycle load of the automation system (AS)
online?" (http://support.automation.siemens.com/WW/view/en/22000962)

As of PCS 7 V7.0 SP1 and an S7-400H CPU with FW 4.5 and higher, the runtimes for the
cyclic interrupt OBs may also be read at the CPU_RT block.

As of PCS7 V7.0 with PCS 7 Library V7.0 the block CPU_RT will be implemented in each
CPU. This block prevents a CPU STOP as the result of a cycle overload. thanks to a two-
stage "load-shedding" process:

® |n the first stage of load shedding, all cyclic interrupt OBs that have not been excluded by
the project engineer are not processed for one cycle.

® |n the second stage, none of the cyclic interrupt OBs are processed for one cycle (even
the ones that were excluded previously). If this does not have a steadying effect,
whenever cyclic interrupt OBs are processed their processing will be suspended again for
one cycle.

Note

In order to prevent F cycle-time monitoring in the CPU and the F monitoring time on the

F signal modules from being triggered, and the system reaction time from being extended,
you must exclude the cyclic interrupt OBs with F program during the first stop prevention
stage.

Alternatively, you can disable stop prevention altogether by setting the parameter for input
Max_RTRG of block CPU_RT to 0. You can find this block in the @CPU_RT chart.

For more information on the subject of CPU stop prevention, please refer to the help for the
CPU_RT block.

Compendium Part B - Process Safety
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Configuring S7 F/FH hardware

3.1 Adapting CPU paramefers (single F-system)

3.1.3

24

Diagnostics/Clock

For process data to be compatible for evaluation, all components of the process control
system must work with the same time of day so that messages — regardless of the time zone
in which they are generated — can be assigned correctly in terms of temporal sequence. This
usually involves an OS server or an external time-of-day master (SICLOCK) taking on the
role of the time-of-day master. All other operator stations and automation systems on the
plant bus then have the time from this time master and, therefore, identical time.

This is why the synchronization in the AS is always set to the "As slave" synchronization type
for each AS/CPUin a time-synchronized PCS 7 plant.

Properties - CPU 417-4 H - (R0/53) ﬂ
Gerneral Startup I Cycle/Clock Memorny | Retentive Memom I Memom I Interupts
Time-of-Day Intenupts I Cyclic Interupts Diagnestics/Clock | Frotection I H Parameters

— Spstem Diagnostics
I~ | Extended functions

¥ Report cauze of STOP

[ &cknowledgment-trigoered reporting of SFE33-35

Humber of meszages in the diagnostic buffer;

ISDDD

r~ Clack
Sunchronization Synchionization Type Time [nkerval
I the PLE: [ slave =l [more [~
On MP: [Wane =l [more =
O WFl: [Nare =] [mone =
Cormection factor: |D ms |
Cancel | Help |

Check that the correction factor is set to 0 ms under "Time" on the "Diagnostics/Clock" tab in

a CPU with safety program.

Note

See also Compendium Part A "Configuration of the Hardware > General CPU Settings >

Diagnostics/Clock".

Compendium Part B - Process Safety
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Conlfiguring S7 F/FH hardware

3.1 Adapting CPU parametfers (single F-system)

3.14 H parameters

Self-test (advanced CPU test)

Test cycle time

The CPU tests the following during the self-test:

® Processor

® |nternal memory

® |/O bus

If the test detects any faults, they are reported and the CPU goes to STOP.

The test cycle time (default setting: 90 minutes) indicates the time taken for a complete
background self-test.

Note

For S7 F/FH systems, this parameter can be increased up to a maximum of 12 hours (720
minutes).

In S7 F/FH systems, the test may not be modified by calling SFC 90, "H_CTRL".
Otherwise, the safety program will go to F-STOP after a maximum of 24 hours. Switching
test components on or off is prohibited.

In the event of a STOP, the self-test enters the following diagnostics event in the diagnostic
buffer of the F CPU: "Safety program: Error detected" (event ID 16#75E1).

Properties - CPU 417-4 H - (R0O/53) il
General | Startup I Cycle/Clock Memomny | Retentive Memary I Mermary | Itterrupts |
Tirne-of-0ray Intermupts | Cyclic Intermpts | Diagnostics/Clock | Pratection H Parameters

— Parameters for Expanded CPU Test
| TROUBLESHOOTING ~ |

Test cycle time [min]:

Freaction o Fam/FIE comparisan ermar:

—Update the Rezerve

Fd aminnLim mumber of attennpts: Im—

Coclic intermupt OB with special handling: ID—

W aiting time betweet bwo attempts (=] IED—

Monitoring times
tdaw, scan cycle tme extension [msl: IEl Caloulate ..
td &, communication delay [ms]: IEI
td &, disabling time for prionty classes » 15 [ms]; IEI ¥ Lse only
Fdim, [0/ retention time [mz]: ID SZ:E;LatEd

— Redundant 1/0
D ata block no.: I'I and 2
Passivation behaviar : IBP channels j

Cancel | Help
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Configuring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

Note

If you are using redundant standard signal modules, the system will generate two data
blocks in the AS: DB 1, with the number specified, and DB 2, with the number following this.

Make sure that these blocks are not used twice (e.g. in a Modbus connection). If necessary,
adjust the DB numbers in the H parameters.

3.2 Adapting CPU parameters (fault-tolerant F system)

All settings made in the single F system must also be made in the fault-tolerant system.

Note

Parameters in blue can be changed during operation on an H system.

The following settings must also be made when using redundant CPUs:
® Reaction to RAM/PIQ comparison error
® Cyclic interrupt OB with special handling

® Monitoring times

3.2.1 Reaction to RAM/PIQ comparison error

Troubleshooting

26

ERROR-SEARCH mode is set by default in response to a comparison error (default
response). The purpose of ERROR-SEARCH mode is to detect and identify a faulty CPU.

Select how the H system should react to an error generated during the comparison of the
RAM areas and the process images of the outputs:

® Troubleshooting:

The TROUBLESHOOTING operating state is only available in the redundant system
mode.

During the self-test, the master and standby CPUs are compared. If the test reveals any
differences between them, an error will be reported. Possible types of errors are
hardware errors, checksum errors, and RAM/PIQ comparison errors.

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02



Conlfiguring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

Note

To find out which events trigger the TROUBLESHOOTING operating state, please refer
to the "TROUBLESHOOTING operating state" section in the manual titled "Faul/t-folerant
Systems S7-400H".

® H system STOP:
The entire H system is set to the STOP system mode.

e Standby CPU STOP:
The standby CPU is set to the STOP mode. The master CPU remains in RUN (solo
system mode).

NOTICE

Processing is also paused briefly in the master CPU for the purpose of updating a CPU that
is starting up (see Monitoring times).

If this is only to occur at certain times defined by the plant operator, "Standby STEO" must
be selected as the error reaction. Following this, maintenance personnel must carry out a
self-test on both CPUs at an appropriate point in time, by performing a non-buffered CPU
startup.

Compendium Part B - Process Safety
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Configuring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

3.2.2 Cyclic interrupt OB with special handling

Priority class

In order to prevent time monitoring (F-CYC_CO or monitoring time of modules) from being
triggered in the event of a CPU that is starting up in the H system being coupled/updated,
you need to set the priority of the cyclic interrupt OBs allocated to the F program (OB 30 to
OB 38) to > 15 on the "Cyclic Interrupts” tab (see Monitoring times).

"Cyclic interrupt OB with special handling" is an H parameter containing the number of the
cyclic interrupt OB which is called specifically by the operating system when the standby
CPU is updated, once all interrupts have been disabled. Here, enter the number of the cyclic
interrupt OB with the highest priority, to which F blocks are assigned in CFC.

28

Properties - CPU 417-4 H - (R0D/53) ﬂ
Gerneral Startup I CucleClock Memorny I Retentive Memom I [GE | Interrupts |
Time-of-Day Intenupts I Cuclic Interrupts I Diagnostice Clock I Frotection H Parameters

— Parameters for Expanded CPU Test
Test cycle time [min]:

Reaction to BAMPIQ comparizon erar:

90

| TROUBLESHOOTING = |

— Update the Rezerve

el i umber of sttempts:

I Cyclic interrupt OB with special handling:

W ating time bebween bwo attempts [s]:
Monitoring times
M ax. scan cycle time extenzion [ms]:

Max. communication delay [ms]:

Min. 140 retention time [mz]:

M ax. dizabling time for prionity clazses > 15 [ms]:

2000 Calculate ...
|3200
800 v Use only

ISD— calculated
values

— Redundant 140
Data block nio:

Passivation behavior :

|1 and 2

IB_I,J channelz j

Operatin
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Conlfiguring S7 F/FH hardware
3.2 Adapting CPU parametfers (fault-tolerant F system)

3.23 Monitoring times

While the standby CPU is being updated, the FH system checks that the scan cycle time
extension, the communication delay, and the disabling time for priority classes > 15 do not
exceed the maximum values you have set. It also ensures that the minimum I/O retention
time that has been configured is observed.

The times of relevance to the update process are summarized in the figure below.

T1 T2 T3 T4

| | | | Redundant
|-

I I [ [ 7 mode

<— Min. I/O retention time —»

or

—» Master-to-

reserve

changeo-
¢t— Communications delay —> ver

Disable time for priority]|
classes > 15

A

A

Cycle time extension —_—0

T1: End of active OBs up to priority class 15

T2: Stopping of all communication functions

T3: End of cyclic interrupt OB with special handling
T4: End of copying of outputs to reserve CPU

If the update fails due to a maximum value being exceeded, the CPU will continue to run in
solo mode and try again to update the reserve CPU once the specified wait time has
elapsed.

Note

You can find more information in the manual titled "S7-400H Automation Systems, Fault-
Tolerant Systems".

If the "Use only calculated values" box is checked (recommended default setting), it will not
be possible to enter or modify the monitoring times manually. The best values for the user
program can then be determined automatically by clicking the "Calculate..." button.

Note
We recommend only using calculated values.
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Configuring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

Compendium Part B - Process Safety

3.24 Calculating monitoring times
Calculation
You can use this dialog to calculate monitoring times for updating the standby CPU.
You need to enter information about your user program for this purpose:
® Runtime of cyclic interrupt OB with special handling
® Work memory used for all data blocks in the user program
Defaults from the process (monitoring times) and the current configuration (bus parameters,
number and type of DP slaves, etc.) are also used in the calculation.
Update Reserve: Calculation of Monitoring Times x|
— Uzer program information
Time interval of high priorty watchdog interrupt ar watchdog
interupt with zpecial handling [ms)]; 300
| Runtime aof the watchdog interrupt concerned [ms]: IED |
Work, memomy used for all data blocks in the uzer program
[Kbyte] [1500
— Process data [zafety times)
kast critical F-5M maonitaring time [ms]: |2EDD
In DF master system: |-| 2
Recalculate |
r— Calculated manitoring times
Maxirmum scan cycle time extension [ms]: |1 13200
Maxirum communication delay [ms]: |4520
b amimum dizabling time for priority clazzes > 15 [me]: |-| 130
Mirimum [/0 retention time [ms]: ISD
Cancel | Help |
30
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Conlfiguring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

Run time of the cyclic interrupt concerned

If a cyclic interrupt OB with special handling has already been configured, half its execution
interval will be entered as the default setting for "Runtime of the watchdog interrupt
concerned".

Here, enter the actual runtime of the cyclic interrupt with special handling, plus some reserve
time (10 to 20%).

Note

This runtime can be calculated using the TIME_BEG and TIME_END blocks.
See the following FAQ: "Determining the processing time of cyclic interrupt OBs"

With PCS 7 V7.0 and higher, and an S7-400H CPU with FW 4.5 and higher, the runtimes for
the cyclic interrupt OBs may also be read at the CPU_RT block.

Work memory allocation (data memory)

The work memory allocation comprises all data blocks; in other words, it also includes DBs
generated dynamically. A value of 1,024 KB is entered here by default. This value should be
modified to reflect the actual data memory requirements of the user program. We
recommend adding an expansion reserve of approximately 10%.

The allocation of work memory for data blocks can be read in SIMATIC Manager by
selecting the block container with the menu command "Edit > Object Properties".

Properties - Block Folder Offline x|

General EBlocks | Ehecksumsl Addrezs priority: I

r— User program memaory

Size in load mernon: 3329252 Buytes
Size in work, memory: Code BESRTE Butes
| Data 1333248 Bytes|

Tatal 2206824 Bytes

— Syztem data memary

Size in load memary: 9788 Bytes

— Mumber of Blocks

OB: 16 SFB: 5
DB EEG1 SFC: 0
FE: 28 UDT: 2
FC: 1255 WAT: 1

Cancel Help
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Configuring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

Calculation

32

Once all the parameters have been set, the values are calculated by pressing the
"Recalculate" button.

If the F signal modules are configured in safety mode in HW Config, the "Max. disabling time
for priority classes > 15" parameter is calculated using the following formula:

® Tpis (DP master system) = Tpro - (2 X TTrR + Tci + Trrog + Top_sT + TsLAvE_sT)
(determined for each DP master system)

® Tpis_upin ms = 0.7 x size of DBs in work memory in bytes/1,024 + 75

where:

® Tpro = Shortest F monitoring time configured on an F signal module

® Ttr = Target rotation time of the PROFIBUS line

® Tc = Call time of the cyclic interrupt OB

® Teroc = Runtime of the cyclic interrupt OB

® Topp_st = DP switchover time

® TsLave_st = Slave switchover time

® Tp1s_up = Time for copying the DBs of the user program (UP)

Calculating the parameters may cause one of the following messages to appear:

® "The F monitoring times cannot be adhered to due to the configuration specified. Times
which can no longer be used were output.”

if:
"Maximum disabling time for priority classes > 15" < "Minimum 1/O retention time" +
50 ms

e "Due to the configuration specified, monitoring times have been calculated to ensure that
the F monitoring time can be adhered to. It cannot be guaranteed that each attempt at
coupling and updating will be successful."

if:
Tp1s (DP master system) < Tp1s_up

The "Maximum communication delay" and "Maximum scan cycle time extension" are
calculated from the "Maximum disabling time for priority classes > 15" by multiplying this
setting once by 4 and once by 10.

Note

When determining the shortest F monitoring time configured on an F signal module, none of
the monitoring times set in PROFIsafe PA devices are taken into account.
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Conlfiguring S7 F/FH hardware

3.2 Adapting CPU parametfers (fault-tolerant F system)

Maximum disabling time for priority classes
Check the value for "Maximum disabling time for priority classes > 15".

Note
We recommend doing this again on the plant once commissioning is complete.

Follow the steps outlined below:
e Start up a CPU in an H system.

® |n the diagnostic buffer of the master CPU, search for messages relating to the master
CPU's "Transition from coupling to updating", as well as for the message "Redundant
mode".

® The "Maximum disabling time for priority classes > 15" must be greater than the time
difference between the two messages. Make sure you factor reserve time of
approximately 20% into your setting.

Note

You can find more information and corrective measures in the manual titled "Fau/t-tolerant
Systems S7-400H"

See also
http://support.automation.siemens.com/WW/view/en/1023077
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Configuring S7 F/FH hardware

3.3 Communications module parameters/Networks

3.3

3.4

Procedure

3.4.1

Communications module parameters/Networks

The settings for communication modules are explained in Compendium Part A.

It may be advisable to operate the F I/O on a separate DP master system when there are
numerous nodes or nodes with low transmission speeds.

Setting system parameters for F-signal modules

Similar to standard modules, F signal modules are configured in HW Config. This requires

the corresponding F Configuration Pack.

Unused channels can be added during operation, provided that, during first commissioning,
they have been activated in HW Config and equipped with resistors in order to suppress

channel faults.

Once you have added the F signal modules to the ET 200M station in HW Config, you can
access the configuration dialog by selecting the menu command "Edit > Object Properties"
or double-clicking the corresponding F signal module.

Properties - DIZ4xDC24Y - (R-/59)

Generall Addresses  Parameters Hedundanc_l,ll

Parameters

Walue

=5 Parameters
[Z] Dperating mode

[Z] F_source_address
[Z] F_dest_address

[Z] F-monitoring time {ms)
¥ Module parameters

Operating mode

Safety mode

34

[Z] DIP switch setting (9.,

Safety mode

1: CPU 417-4 H(D)

1022

1111111110

£500

"Safety mode" must be selected for the signal modules (there may be a difference between

SIL 2 and SIL 3).
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Conlfiguring S7 F/FH hardware
3.4 Setting system parameters for F-signal modules

342 PROFIsafe addresses

F source and destination addresses

The PROFIsafe addresses (F_SOURCE_ADD, F_DEST_ADD) are used to uniquely identify
the source and destination during PROFIsafe communication. The F_DEST_ADD uniquely
identifies the PROFIsafe destination (the module). The F_DEST_ADD must, therefore, be
unique across both the network and the station. The F_SOURCE_ADD is permanently
assigned to the CPU.

To prevent parameter assignment errors, the F_SOURCE_ADD and the F_DEST_ADD are
assigned automatically.

DIP switch settings

The DIP switch setting is the binary representation of the F_DEST_ADD. It must be set on
the F signal module DIP switches before you install the F signal module.

Standard mode Safety mode

All possible combinations that do not correspond

I | to standard mode

Z geyNgmye AR | EEE
ool
<N~
Z ©o <t NW©OW N O
or O 2¥N-LNOM~
ocoowLANT—
<N~

9876543210

|

128 | W

Module start address 192 corresponds to
F_DEST_ADD 24

HEEN
< N ©o
© M

1024 | |H
512 | (M
256 ( |H

z
®)

4096
2048 | |

When these modules are in standard mode, F_DEST_ADD is always set to "0" (delivery
condition).

In the case of older module versions, the F_DEST_ADD is dependent on the module start
address. The following applies: F_DEST_ADD = Module start address/8.

F monitoring time

If you are operating the F signal module in safety mode, this is where you set the
F monitoring time for safety-related communication between the F CPU and F signal module
(PROFIsafe monitoring time).

Note

You can find information about setting the PROFIsafe monitoring time in the section titled
Monitoring times and system response times (Page 110)
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Configuring S7 F/FH hardware

3.4 Setting system parameters for F-signal modules

3.4.3

Module parameters - general

Properties - FDISANAMUR [EEx ib] - (R-/S54)

Generall Addresses  Parameters | Hedundanc_l,ll

Parameters

" alue -

(=] 25 Parameters

[Z] Operating made

F-parameters

—[£] F_saurce_address

—[£] F_dest_address

—[Z] DIP switch setting (9...... )
[£] F-manitaoring time: (ms)
Module parameters

—[£] Diagnostic interrupt

—[£] Ewaluation of the sensors
—[£] Behavior after channel Faulks

=+ Channel 0
|:|§] Group diagnostics
[Z] Discrepancy time {ms)

[Z] Group diagnostics
[Z] Discrepancy time {ms)

Safety mode

1: CPU417-4 H

1

DO00o0000 1

2500

1002 evaluation

Passivate the channel

10

-

10

Cancel | Help |

Diagnostic interrupt

To enable the PCS 7 driver blocks to report interrupts, the diagnostic interrupt for the F
signal module must always be activated in safety mode.

36

Various error events, which the fail-safe signal module can define using its diagnostics
function, trigger a diagnostics interrupt. The diagnostics events which occur are made

available by the F CPU module.
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3.4 Setting system parameters for F-signal modules

Group diagnostics

If you check this box for a specific channel, a channel-specific event (a wire break, for
example) will trigger an error reaction in the safety program (the substitute value is activated
on the the channel driver and QBAD is set). If "Enable diagnostics interrupt” is selected, a
diagnostics interrupt will be triggered in the CPU and a corresponding process control
message will be sent on the OS.

The "Group diagnostics" parameter is used to activate and deactivate the transfer of
channel-specific diagnostic messages (e.g. wire break, short circuit) on F signal modules to
the CPU.

For the following F signal modules, group diagnostics needs to be activated whenever a
channel is activated:

e SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK00-0AB0)

e SM 326; DI 8 x NAMUR (order no. 6ES7326-1RF00-0ABO)

e SM 336; Al 6 x 13 Bit (order no. 6ES7336-1HE00-0ABO)

e SM 326; DO 10 x DC 24V/2A (order no. 6ES7326-2BF00-0AB0)

With all other F signal modules, this takes place automatically when you activate a channel.

To maintain an overview, you should deactivate group diagnostics on input or output
channels which are not in use on the F signal modules or wire the module so that no channel
errors occur.

Note

Where fail-safe input and output modules in safety mode are concerned, group diagnostics
must be active on all connected channels. Please check that group diagnostics has only
been deactivated for input and output channels which are not in use.

344 Activating channels

Due to the structure of fail-safe sighal modules, it is not possible to make changes to their
hardware configuration or to download them without the module being passivated.
Passivating output modules involves establishing a safe state on all outputs, while
passivating input modules involves the input drivers outputting the value 0.

To enable you to activate free channels on F signal modules during operation, you must
activate the channels in HW Config. Due to the diagnostics for the F signal modules,
however, activated channels lead to pending errors, which you can suppress by equipping
the channels with equivalent resistors.

SM326; DI 8 x NAMUR [EEX ib] (6ES7 326-1RF00-0ABO0)
® Determine module parameters
® Activate group diagnostics for the channel

® Connect the channel I/Os to a resistor (e.g. 1 kohm)
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3.4 Setting system parameters for F-signal modules

SM326; DI 24 x DC 24V (6ES7 326-1BK01-0AB0)
® Determine module parameters
® Determine sensor supply
® Activate channel
® Determine sensor evaluation
® Determine type of sensor interconnection
® |f necessary, set discrepancy reaction and discrepancy time

® Provided that the sensor supply comes from the module:
Connect input to the sensor supply via a resistor (e.g. 1 kohm)

SM326; DO 10 x DC 24V/2A (6ES7 326-2BF01-0AB0)
® Determine module parameters
® Activate group diagnostics for the channel

® To simulate an actuator, interconnect output with a resistor (e.g. 2.7 kohms) downstream
of the ground connection

SM326; DO 8 x DC 24V/2A PM (6ES7 326-2BF40-0AB0)
® Determine module parameters
® Activate channel
e Set diagnostic wire break

e |f function is activated:
Connect both channel I/Os to a resistor (e.g. 2.7 kohms)

SM 336; F-Al 6 x 13 Bit (6ES7 336-1HE00-0ABO)
® Determine module parameters
e Activate group diagnostics for the channel
e Make channel-specific settings

® Interconnect plus input of channel with supply voltage via a resistor (e.g. 3.9 kohms) and
connect minus input to ground
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SM 336; F-Al 6 x 0/4...20mA HART (6ES7 336-4GE00 0ABO)
® Determine module parameters
e Determine type of sensor interconnection
® Make channel-specific settings
o Make HART communication settings

® |nterconnect plus input of channel with supply voltage via a resistor (e.g. 3.9 kohms) and
connect minus input to ground

Note

You can find more information on activating channels during operation in the following FAQ:
"Programming with F/FH systems - Changing parameters on fail-safe l/Os"
(http://support.automation.siemens.com/WWW/view/en/21382997)

3.4.5 Assigning parameters for the SM326; DI 8 x NAMUR/SM326; DI 24 x DC 24V

Properties - FDIZ4xDC24Y - (R-/54) ﬂ

Generall Addreszes  Parameters |F|edundanc:y

Farameters Walue -
=] Parameters
J;{l% Operating mode Safety mode
= F-parameters
H[&] F_source_address 1: CPL 4174 H
[E] F_dest_address 1021
- [£] DIP switch setting (2......00 1itiiiiing
L[&] F-monitoring time {ms) 2500
EH_3 Module parameters
[&] Diagnastic interrupt
[£] Behaviar after channel Faulks Passivate the channel
EHCF Supply group 1¥s | 3vs
(] sensar supply via module [v]
[&] short-circuit test [v]
= L
[£] Activated
[£] Evaluation of the sensors | 1oal evaluation
[Z] Type of sensar interc. .. 1 channel
[£] Behaviar at discrepancy
[Z] Discrepancy time: (ms)
T Channel 1, 13 hd|

Cancel | Help |

Sensor supply via module

You can set whether the sensor is supplied via the F signal module here. If it is, you can also
activate a short-circuit test for this supply.
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3.4 Setting system parameters for F-signal modules

Short-circuit test

You can use this parameter to activate short-circuit detection for the F signal module.

The short-circuit test can only be activated for sensors that are supplied by the F signal
module.

Short-circuit detection disconnects the sensor supply briefly and tests the input signal.

A cross circuit is detected between the channels and an L+ fault at the active inputs.
Whenever a short circuit is detected, the F signal module will trigger a diagnostic interrupt on
the CPU and send a corresponding process control message to the OS.

Sensor evaluation

® 1001 (1v1) evaluation
A sensor connected to the F signal module via a single channel
® 1002 (2v2) evaluation

For a process signal one or two sensors are connected to two opposite inputs on a
F signal module. The signal states of inputs (equivalence or non-equivalence) are
compared internally.

The following safety classes can be achieved:

e 1-channel - SIL 2; in the case of multiple channels SIL 3 can be achieved by means of
voting in the CPU.

® 2-channel - SIL 3 (voting on module)

Type of sensor interconnection

40

If "1002 sensor evaluation" is selected, you can select the type of sensor interconnection for
each input channel here (exception: SM 326; DI 8 x NAMUR, for which this parameter does
not exist. For this module, only 2-channel equivalent sensor interconnection can generally be
selected where "1002 evaluation" is concerned.):

e "2-channel equivalent™

A two-channel sensor or two single-channel sensors (2-channel connection) is/are
connected to two opposite input channels.

e "2-channel non-equivalent":

One non-equivalent sensor or two single-channel sensors (2-channel non-equivalent)
is/are connected to two opposite input channels.

® "Single-channel":

One sensor (1-channel) is connected to two opposite inputs.

Note

If you are using the "2-channel non-equivalent" or "1-channel" type of sensor
interconnection, and the sensor is being supplied by the F signal module, the left-hand side
of the F signal module must use supply voltage Vss.
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Discrepancy time

3.4 Setting system parameters for F-signal modules

Where "1001 evaluation" is concerned, the value displayed is not relevant.

The discrepancy analysis for equivalence/non-equivalence is used for fail-safe inputs in
order to detect errors from the temporal characteristic of two signals with identical
functionality.

The discrepancy analysis is started whenever different levels (when testing for non-
equivalence: the same level) are detected on two associated input signals. A test is run to
see whether, once a configurable period of time known as the discrepancy time has elapsed,
the difference (when testing for non-equivalence: the match) disappears. If not, there is a
discrepancy error.

3.4.6 Assigning parameters for the SM326; DO 10 x DC 24V/2A

Light test

Compendium Part B - P

Properties - DO10xDC24%/2A - (R-/56)

Generall Addreszes  Parameters |F|edundancy|

Farameters Walue
5] E5) Parameters
[£] Operating made Safety mode compliant with SILZ | Ak4
F-parameters
[£] F_source_address 1; CPU 417-4 HiO)
[£] F_dest_address 5
[Z] DIP switch setting (9......00 nooo0o0101
L[£] F-menitaring time {ms) 2500

Module parameters

—[£] Diagnestic interrupt [v]
[£] Disable light test [v]
—[£] Behavior at CPU STOP Apply substitube value
—[£] Behavior after channel Faults Passivate the channel

-3 DO channel 0

trg] Group diagnostics
[£] apply substitute value "1"
A Doy rhannel 1

On fail-safe output modules, the required safety class is achieved by injecting test signals.

[ <]

For the purpose of the test, 1-signals are connected to the output while the output is inactive
(output signal "0"). This setting activates the output briefly (< 1 ms) (= "light period").

The dark test, which the module performs cyclically, is sufficient for SIL 2. This involves
connecting 0 signals to the output while it is active. The output is deactivated briefly (< 1 ms)
("dark period") in order to detect short circuits. In order to detect cross circuits between
outputs, during the dark test various bit patterns are issued one after the other to a group of
outputs (first the left half of the module, then the right half).

For SIL 3, the light test also needs to be performed or the output switched at least once a
day.

rocess Safety
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3.4 Setting system parameters for F-signal modules

3.4.7 Assigning parameters for the SM326; DO 8 x DC24 V/2A PM

Properties - FDOGHDCZ4%¥ /24 - {R-/58) |

Generall Addreszes  Parameters |

Farameters Walue -
=] Parameters
[£] operating made Safety mode
F-parameters
—[E] F_source_address 1: CPU417-4 H
[E] F_dest_address 1022

- [£] DIP switch setting (9......0 111i1111in
L[&] F-monitaring time {ms) 2500

Maodule paraneters
] Diagnastic interrupt

[£] Behaviar after channel Faults Passivate the channel

=

[Z] Activated

[Z] Diagriostics: wire break
FH_T DO channel 1
I DO channel 2
I DO channel 3
FHIT DO Channel 4
E
E
E

[=][=]

fH_J D0 Channel 5
fH_J D0 Channel 6
fH_7) DO Channel 7 hd|

Cancel | Help |

The module can only be used in safety mode, not redundantly. For the purpose of switching
an actuator, each module is provided with one switch in the plus line (P switch) and one in
the minus line (M switch). An actuator must be connected between the P and M switches to
enable the module to be used for safety applications up to SIL 3.

Diagnostic interrupt
The diagnostic interrupt for the F signal module must always be activated in safety mode.

Activated
Activates channel processing

Diagnostics: Wire break
Activates wire-break monitoring on the channel
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3.4 Setting system parameters for F-signal modules

3438 Assigning parameters for the SM336; Al 6 x 13Bit

Properties - FAIBx13Bit - (R-/57)

Generall Addreszes  Parameters |F|edundanc:y

Farameters

Walue

=] Parameters

[£] operating mode
(7] F-parameters
[—H=5 Module parameters

[&] Diagnastic interrupt

[£] Behaviar after channel Faulks
[&] Evaluation of the sensors
—|§| Type of sensar inkerconneackion
(] Interference frequency sup..,
(] Integration time

tHEE

[£] aroup diagnastics

[Z] F-wire break detection

[£] Measuring type

[£] Measuring range

[Z] Discrepancy time: (ms)

[Z] Talerance window (%)

Safety mode

Passivate the channel

1onZ evaluation

2 Sensors

50 Hz

20 ms

[=][=]

rrent (4-WWire Measuring Transducer)

2 i

[y B - )
[y

[Z] Unit value Ma
I Channel 1
7 Channel 2 hd|
Cancel | Help |

Sensor evaluation (analog inputs)
® 1002 evaluation

1 sensor connected to the module via a single-channel redundant connection (voting on
module). The module has 6 redundant SIL 3-compatible channels.

Safety class SIL3 can be achieved here:

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02

SM 336;
AI6x13Bt 1 L+ 21 o Lr2av
o 2 M 22 o M
24 MVo+
_O_
CHO Mig, ~ 5 2-Wire- 25 Mlg, CHO
Mo. 6 [P Transformer 26 © Mo.
- + 27 MV1+
CH1 M+ g [ | 28 - Ml CH1
\J A\
M. S 9 [ [ ]o0 X My
MANA < 10 30 < Mana
— —0O— ""W
2+
CH2 Mip, 12 IT?H IT?H 32 O Mi,, CH2
O— - - —0O———=
Mo. 13| [2-Wire- 2-Wire- 33 Mo
C Transformer Transformer 34 O MV3.,
CH3 Mlg, 15 - - ¥ 35 : Mi3y CH3
Ms. = 16 | 36 O My
RS 'S _O_ _
Mig+ ~ 17 37 ~ Mig.
CH4 O O CH4
My = 18 38 1 My
Miss < 19 39 2 Mis,
CH5 M—o—5+ —o—M5 CH5
5- O 20 40 O 5-

43



Configuring S7 F/FH hardware

3.4 Setting system parameters for F-signal modules

Type of sensor interconnection (analog inputs)

When safety mode is activated 1 or 2 sensors can be configured per input channel.
Discrepancy handling can be set accordingly.

Interference frequency suppression

Setting interference frequency suppression for the line frequency The corresponding
integration time of the analog digital converter is displayed.

If you change this setting, the increment for the F monitoring time and for the discrepancy
times will also change automatically. The values set there will be adjusted to the next lowest
value.

F wire-break detection

You can set whether a wire-break check is to be performed for each individual channel
(< 3.6 mA; otherwise, detected at 1.18 mA underflow).

If wire break is detected, a diagnostics interrupt will be triggered in the CPU and a
corresponding process control message will be sent on the OS.

F-short-circuit detection

If a short-circuit is detected, a diagnostics interrupt will be triggered in the CPU and a
corresponding process control message will be sent on the OS.

Advanced short-circuit diagnostics can be triggered when required by means of additional
limit-value monitoring.

Measurement type

You can select the measurement type for a channel or deactivate a channel (both on a
channel-specific basis) here.

e "U" for voltage measurements (only possible for channels 0 to 3 and only in standard
mode)

e "2DMU" or "4DMU" for current measurements (as appropriate for the transducer used).
e "Deactivated": The channel is not processed by the module.

The measurement type depends on the operating mode selected.

Safety mode Voltage measurement Current measurement
activated Not possible 2DMU, 4DMU
Not activated possible 2DMU, 4DMU
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3.4 Setting system parameters for F-signal modules

Measuring range

The selection options in the measuring range field vary depending on the selected mode
(safety mode activated or deactivated) as well as the measurement type. If a channel is
deactivated, it will not be possible to select a measuring range.

Note

If you are using Marshalled Termination Assemblies (MTAs), you should select 4DMU for the
configuration, since the supply is provided via the MTAs.

The following measuring ranges can be selected in safety mode:

Measurement type Range Channels

2DMU Current measurement 4t020 mA O0to5
2-wire transducer

4DMU Current measurement 4 t0 20 mA Oto5
4-wire transducer

Note

In safety mode, only the 4 to 20 mA measuring range is permitted. In this measuring range, a
current of < 3.6 mA will produce a wire-break signal. If, however, the type of sensor you are
using (e.g. a gas sensor) means that you do need to process signals that fall below this
range, you can deactivate F wire-break detection. In this case, a current of < 1.18 mA will
produce an underflow message.

For more information, please refer to the following FAQ: "How can process signals that are
less than 4 mA be used with a 4 to 20 mA analog input module (F technology)?"
(http://support.automation.siemens.com/WW/view/en/23707 366)

Discrepancy handling (analog inputs)

In the processing industry, no evaluation is generally performed between 2 signals on the
module. 1001 is set for sensor evaluation. This makes all the signals available in the user
program, where they can be linked in 1002 or 2003, depending on what is required. If 1002
evaluation is to be implemented on the module, you can find the parameter description for
discrepancy handling in the online help.

Note

For details of possible types of interconnection, please refer to the FAQ titled "Wiring &
Voting Architectures for ET 200M F-Als".
(http://support.automation.siemens.com/\WWW/view/en/24690377)

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02 45


http://support.automation.siemens.com/WW/view/en/23707366�
http://support.automation.siemens.com/WW/view/en/24690377�

Configuring S7 F/FH hardware
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349 Assigning parameters for the SM336; F-Al 6 x 0/4...20mA HART

Note

In order to use this module in SIMATIC PCS 7, you require additional software that varies
depending on the version of PCS 7 you are using. This is available for download from the

Service & Support portal:
Also refer to:

Software components (Page 9)

Properties - FAIBx15Bit HART - {R-/55) x|
General I Addresses  Parameters | |dentification I Redundancy
Parameters Walue -
145 Parameters
f—]—{ﬂ F-parameters
-] F_source_address 1 CPU417-4 H
-[Z] F_dest_address 1021
- [£] DIP switch setting (9......0) e
L[] F-monitoring time {ms) 2500
£ Module parameters
-] Diagnastic interrupk
-] Behavior after channel Faulks Passivate the channel
] HART_Tar on
[Z] Interference Frequency sup... 50 Hz e
£ Channel 0, 3
[Z] Evaluation of the sensors 1ool evaluation
=3 Chanmel 0
E] Measuring range 4..20 mA
[Z] F-wire break detection
[Z] smoathing
] <hanmel 3
[Z] Discrepancy time (ms)
[Z] Tolerance windaw % abs, j
Cancel | Help |

Diagnostic interrupt

The diagnostic interrupt for the F signal module must always be activated in safety mode.

HART gate

This enables HART communication with the transducers to be controlled. ON/OFF switches
HART communication on or off for the entire module, in a safety-related manner. If "Can be
switched" is set here, HART communication may be enabled or disabled on the F channel

driver.
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Interference frequency suppression

Setting interference frequency suppression for the line frequency The corresponding
integration time of the analog digital converter is displayed.

If you change this setting, the increment for the F monitoring time and for the discrepancy
times will also change automatically. The values set there will be adjusted to the next lowest
value.

Sensor evaluation

® 1001 evaluation: Each channel is considered individually and the input value forwarded to
the CPU.

® 1002 evaluation: 2 channels are combined in all cases (0/3, 1/4, and 2/5). A discrepancy
analysis is performed on the module and the configured input value is forwarded to the
CPU. With this setting, the parameters for the discrepancy analysis can be configured.

Measuring range

The measuring ranges 0 to 20 mA and 4 to 20 mA are available for selection.
With 0 to 20 mA, HART communication is not possible.

F wire-break detection

In the 4 to 20 mA measuring range and with wire-break detection activated, a message is
issued when a current of < 3.6 mA is present. If wire-break detection is deactivated, an
underflow message is issued if a current of < 0.4444 mA is present (as with the 0 to 20 mA
measuring range).

Filter
The module filters the input signal throughout the specified number of acquisition cycles.

Please note that input signal filtering will lengthen the system's reaction time.
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Discrepancy handling (analog inputs)

In the processing industry, no evaluation is generally performed between 2 signals on the
module. 1001 is set for sensor evaluation. This makes all the signals available in the user
program, where they can be linked in 1002 or 2003, depending on what is required. If 1002
evaluation is to be implemented on the module, you can find the parameter description for
discrepancy handling in the online help.

Properties - FAIBx15Bit HART - {R-/55) x|

Generall Addresses  Parameters | Idenlificationl Redundancy

Paraneters Walue ﬂ
f—]—@ Channel 0, 3

J;% Ealuation of the sensors 1ool evaluation

= Channel 0
E] Measuring range 4..20 mA
[Z] F-wire break detection
[Z] smoathing

7] Channel 3

-] Discrepancy time (ms)
H[E] Tolerance windaw % abs,
[Z] Tolerance window % rel,
L[Z] Unit value

FH_ Channel 1, 4

H_ Channel 2, 5

EHEY HART

EHEY Channel 0

EE] HART Function on

[Z] HART repetitions 10 =
[£] HART group diagnostics
EH_7 Channel 1
EH_ Channel 2 hd!

Cancel | Help |

HART

Here, you can switch off HART communication on specific channels in a non-safety-related
manner, as well as enable HART diagnostics options and determine how often the module
will attempt to establish HART communication with the transducer before a message is
issued.

In the case of HART devices for which parameter assignment cannot be interlocked, HART
communication must be switched off.
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3.5 Configuring redundant F-signal modules

You can use the fail-safe signal modules S7-300 (F-signal modules) redundantly in one or
several different ET 200Ms. Where F signal modules configured with redundancy are
concerned, please note the following:

® The two F signal modules are of the same product version.
e "Safety mode" is set for both F signal modules.

Where fail-safe signal input modules configured with redundancy are concerned, it is
possible to draw a distinction between two application cases:

® One sensor: The sensor is wired to both redundant F signal modules.

® Two sensors: One sensor is wired to each of the redundant F signal modules (module
and sensor are redundant).

For redundant fail-safe digital input modules, the F channel driver F_CH_DI can run a
discrepancy analysis to increase availability when S7 F Systems Lib V1_3 is being used.
You need to set the "Discrepancy time" parameter in the hardware configuration for this
purpose. Set a discrepancy time of "0" to deactivate the discrepancy analysis.

The F channel driver F_CH_DI provides the result of the discrepancy analysis at output
DISCF or DISCF_R. The signals must either undergo further processing in the logic or be
reported with a message block, e.g. MESSAGE.

The F_CH_AI does not perform a discrepancy analysis. Wiring one sensor to both F signal
modules involves the use of Zener diodes. If you require a discrepancy analysis for the
purpose of monitoring Zener diodes, select the same procedure as for two sensors.

If you are using two sensors, then both signals should also be available in the user program.
In this case, it is not possible to use the redundancy function of the F-Al module. Read both
signals in and use block F_1002Al for signal selection and discrepancy analysis purposes.

Procedure
1. In HW Config, configure both F signal modules in the ET 200M stations.
2. Configure the first F signal module:
Activate "Safety mode" in the "Parameters" tab.
3. Configure the second F signal module:
Activate "Safety mode" in the "Parameters" tab.
4. For the second F signal module, select "2 modules" mode in the "Redundancy" tab.

5. In the "Find redundant module" dialog for the F signal module, select the redundant F
signal module.

6. Set further parameters as necessary. The settings are applied automatically for the
redundant F signal module. As soon as two F signal modules are redundant, changes to
the parameter settings for one of them will automatically be applied for the other.
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7. Check the default discrepancy time for redundant, fail-safe digital input modules.

Properties - DIZ4xDCZ4Y¥ - (R-/54) |
Generall .&ddressesl Parameters  Redundancy |
— Redundancy General Settings
Redundancy: Redundant madule: Find ... |
Module Overview:

Module | DP | R | 5 | | address | [ address |
DIZ4=DC24 1114) ] E4. 73 E4... &7
DIZ4=DC24 1114) 5 24, 33 4. F

—&dditional Parameters
Farameter | Walue
=i
[£] Time discrepancy {ms) 10
[£] Reaction after discrepancy Ise last walid value
Cancel Help |

8. Create a symbol for the lower 1/O address and interconnect the channel driver with this

address.

If you are operating a HART device on a channel of a redundant module, you also need to
follow the steps outlined below:

1. In both modules, configure a "HART field device" on the relevant channel.

2. In the properties, select "On" or "Can be switched" under the HART_gate parameter and
activate the HART function of the relevant channel with the field device.

3. Double-click the HART field device of the module with the lower I/O address and
configure the field device in PDM.

4. When you save your settings in PDM, they will all be applied to both modules.

Note

For more information on configuring redundant 1/O modules, please refer to "PCS 7
Compendium Part A - Configuration Guidelines".
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3.6 Marshalled Termination Assemblies (MTASs)

3.6 Marshalled Termination Assemblies (MTAS)

The MTA Terminal Modules enable you to connect field devices, sensors, and actuators
quickly and easily to the F signal modules of the ET 200M distributed I/O. MTAs are
available for standard and F signal modules.

Pre-assembled cables are used to wire the MTAs to the singular or redundant ET 200M
modules. MTAs can be used to significantly reduce the time and money spent on cabling
and commissioning; they also help to avoid wiring errors.

The figure below shows how an MTA is incorporated into the automation system. Integration
can be singular and redundant.

Db Q@b |

R S Frzm

el = O

@ ET 200M, redundant

® ET 200M, singular

® Prefabricated cable with front connector
@ MTA

Note

For more information, please refer to the manual titled "E7 200M Marshalled Termination
Assemblies Remote I/O Modules".
(http://support.automation.siemens.com/WW/view/en/22091986)
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3.7 "Wiring and Voting" architectures for ET 200M

Note

For details of possible types of interconnection, please refer to the FAQ titled "Wiring &

Voting Architectures for ET 200M F-Als".

(http://support.automation.siemens.com/WW/view/en/24690377)

1002 voting of fail-safe input signals can be implemented in both the F signal module and the

user program.

2003 voting of three fail-safe signals can be implemented in CFC using a function block, or in

the Safety Matrix.

3.7.1 Voting with F-DI

Various types of wiring are shown in the examples below.

SIL 3 by means of voting in the F user program

F-DI
Left Right
Sensor 1 ARl (Al Sensor 2
O—o 12——0O
SIL2 SIL2 CPU

F CH_DI 1002

Voting

Logic

SIL3
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SIL 3 by means of voting in module

F-DI
Left Right
Sensor 1 CHO..11 CHO..11 Sensor 2
O——0--=3 | ;==-0|—0O
SIL 2 1002 SIL 2 CPU
Evaluation
F_CH_DI
l SIL 3
F-DI
Left Right
CHO..11 CHO..11
Sensor 1
O—Lo---5 | ;=--0
SIL3 1002 CPU
Evaluation
F_CH_DI
l SIL 3
NOTICE

Suitable sensors are required to achieve this SIL3 wiring.
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3.7.2 Voting with F-Al

2-out-of-3 selection uses three sensors and, for example, three F-Al modules.

In the example, each sensor is wired to channel 0 of an F-Al module. The individual signals
are then evaluated in the user program. SIL 3 can be achieved with a 2-channel

CPU

F CH_AI 2003
Voting
Logic

configuration.
F-Al
Cho0..5
Sensor 1
O—o- - - -
|
|
I
F-Al
Ch0..5
Sensor 2
O—o - -~
|
|
I
F-Al
Ch0..5
Sensor 3
O—o- - - -
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Configuring the safety program

4.1 Introduction

Fail-safe user program

Use the F blocks supplied in a library with the S7 F Systems optional package to create a
fail-safe user program (F program or safety program) with CFC.

M_3333

aTaF

Maotar 3/%332
HLOCH g ss ST —

M_3333_FE_0OW

m—Lock _or | |uok_ERR—
O—AUTO_ 0k QGE_EEE|—

CH_DI

Digqital
————juope | agAD I~
—  UALUE ]

O—WALUE & AUALITY —
©— ST _0OM
O—ETH_T
O—LAST 0N
O—SUES_ 0k
O SUES T

L EESET AN

1—mss HETOR—

ok [ QZTHET
FE_ON HC_WETHE|—

tewso—{ge Fe_onl [amen GUTH
16450 —0C_BETAE

O—LIOF _SEL
O—RAUT _L

On  [WMOMITOR
3.0 | EEE EI:IN

M_3333_COM_0N

F_CH_DO
F_: Fail
CHADDE EA ouT —
16#0—CHADDE_E HEAD—
CH_IMF HEIh—
16#0—GH_IMF_E MALUE|F—
5 I GUALTTYI—
EMERGEMNCY _OFF F_AMD4 O—=IM T AGK _EREQ|—
F_EH_D; F_:AMD % E—EIM_MOD
F_: Fail Ihd auT B—STH_amM
CHADDE PASE _OUT— IMN2 [ OUTH— H—PASE_0OM
16#0—CHADDE _E AEADI— 1A—IM 3 U—ACK _MEC
CH_IMF BETH|— 1—Im4 B—HACK_REI
16#0—CH _IMF_E 7]
VALWUE AM— . . .
o—{zim 1 4 DAlA UMD Logik fiivr Fichere Abschaltunsg
O—EIH_On QUALIT Y AMD Logic for fafety shut down
T—FR o] ] B ropi—
U—ACK_MEC ACK_EEQ—
O—ACK_EEI

As well as functions for programming safety functions, the F blocks contain functions for
detecting and reacting to errors. In other words, they ensure that failures and errors are
detected and that an appropriate reaction is triggered to maintain the F system in or switch it
to a safe state. The safe state in a fail-safe function is generally "0"; i.e. a "0" signal at an
input or output leads to disconnection.
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The user program in the CPU can be created from F and non-F blocks. The F program is
configured in separate CFC charts.

Data transfer between the standard program and the F program is handled using conversion
blocks. Please note that safety functions must be implemented with F blocks consistently
from the input driver to the output driver. Standard signals may only change the state of a
safe output if the safety function is in a healthy state.

During compilation, specific functions for detecting and reacting to errors are automatically
added to the F program. The S7 F System optional package also features functions for
comparing F programs and providing support for the acceptance and approval procedure for
F programs, such as functions for generating a signature via the F program which can be
used to detect changes to functions and parameters. This signature is saved during the plant
acceptance procedure.

Program structure of the safety program

56

The figure below shows a diagram illustrating the structure of a safety program comprising
CFC charts with F blocks which are assigned to F-runtime groups.

Standard user program Safety program F library
/OB 3x E ) /F-system chart N 0
Fcycco &—/— 1| .
F-ASG 1 _Cre F-control blocks
——Q T
F-ALG 1 — Automatically inserted F
. blocks
Ld
F-ALG x

. Charts with F blocks

L]
F-ASG x | + F-user blocks

T
: Ready-made F blocks for

Star_]dard :.__:_mA/ connecting F 1/O,
runtime group = - — = i communication, data

e [ I II conversion, etc.

o

L

- : NS AN J

Some of the properties possessed by the various components are:

® The safety program contains F runtime groups and the charts assigned to them. The
charts contain F blocks with their parameter settings and interconnection.

® The F-runtime groups are added to one or more cyclic interrupt OBs.
® F-runtime groups can be combined in F-shutdown groups (F-SG).
® The cyclic interrupt OB can also contain standard runtime groups.

® The F blocks in the S7 F Systems F library appear in yellow on the CFC chart in order to
highlight the fact that there is a safety program involved.

® The CFC charts and F runtime groups with F blocks appear in yellow and are marked "F"
in order to distinguish them from charts and runtime groups associated with the standard
user program.
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4.2 Creating the safety program

Requirements
® You must have created a project structure in the SIMATIC Manager.

® Prior to programming, you must have configured the hardware components of your
project, in particular the F CPU and the F signal modules, for safety mode.

® You must have assigned your safety program to a 412-3H CPU, 414-4H CPU, or
417-4H CPU.

Library
The F-user blocks must always be used for configuration.

’ Redundant 10 CGP =]

= jiil 57 F Swstems Lib ¥1_3
[+-[£H F-Control Blocks\Blocks
E| F-User Blocks\Blocks
- @y Al blocks
E---Q EIT_LiaC
o ITH F_20UTE [FB30S: F_i 2003 evaluation of BOOL Inputs
] F_AND4 [FE301: F_tAND 4 Inputs]
- &TH F_MOT [FE304: F_:Inverter]
F_OR4 [FE302: F_1OR 4 Inpuks]
T F_xORZ [FE303: F_EXOR 2 Inputs)
F_«QUTY [FE30G: F_ixooy evaluation of BOOL Inputs,
-y COM_FUNC
-y COMPARE
-y COMVERT
-y DRIVER
-y F_SYSTEM
- FLIPFLOP
-y IEC_TC
-y IMPLILS
-y MATH_FP
-y MATH_INT
-y MULTIPLY
-y VOTER e
- il safetymatrix Lib (v1_2)
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4.21

Defining the program structure

In addition to considering the standard scenario, you need to answer the following questions
when drafting a safety program:

® Which parts of the user program need to be fail-safe?
® What are the response times you wish to achieve?

You will need to split your F program into various cyclic interrupt OBs (OB 30 to OB 38) in
accordance with these requirements.

You will improve performance if you program parts of the program which are not needed for
the safety functions in the standard user program.

In terms of dividing your program between the standard user program and the safety
program, please remember that the standard user program is easier to change and
download to the F CPU. Changes to the standard user program do not usually need to
undergo acceptance and approval.

Rules governing program structure

422

When drafting a safety program for S7 F/FH Systems, you need to observe the following
rules:

® F-runtime groups with F blocks can only be assigned to cyclic interrupts OB 30 to OB 38.

e A chart can contain both F blocks and standard blocks; they need to be inserted in
separate runtime groups in this case. You are not permitted to use these charts as F
block types.

® In the safety program, access to the F signal modules is only permitted via the F channel
driver (F_CH_xx).

Creating CFC charts

Inserting CFC charts

58

Individual CFC charts are added to the chart folder or plant hierarchy (PH) in the same way
as for standard user programs:

® In the chart container "Insert New Object > CFC" in the SIMATIC Manager

® Directly in the PH or process object view in the relevant hierarchy folder "Insert New
Object > CFC"
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Inserting F blocks

Blocks are dragged from the "S7 F Systems Lib V1_3" library ("Failsafe Blocks (V1_2)" > "F-
User Blocks") and dropped into the chart. There is no limit on the number of times a block
can be dragged and dropped.

Note

If a block type has been dragged and dropped from the library before, the process can be
completed more quickly the next time by using the "CFC block catalog", "Blocks" tab.

Assigning parameters to and interconnecting F-blocks

F block inputs and outputs are parameterized and interconnected using the standard CFC
procedure.

NOTICE

You are not permitted to interconnect EN/ENO connections of F blocks and F runtime
groups. You may not assign a value of 0 (FALSE) to EN 1/Os either.

Special F data types in a safety data format are used for fail-safe block connections. The
safety data format enables data and address errors to be detected.

In terms of programming, the F data types are implemented as structures in which only the
"DATA" component is ever relevant for the user.

zl
Structure:
WVHRANGE [STRUCT] ' HIGH RANGE OF PROCESS VALUE'
- DATA [REAL]: 0.0
-~ PAR_ID [WORD]: 1EHD
‘- COMPLEM [D%w0RD]: 1640
ﬂ
Block: F_CH_ALZ
1/0: DATA - IN[REAL)
Wl Im I~ Irwerted
I~ lhwisible
I~ atehed
Comment: |
Archive: I vI
Frocess Object Yiew | MES relevart
Ch I~ Parameter
[ Signal
Cancel Help
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Example: Structural element F_Real VHRANGE [STRUCT]"HIGH RANGE OF PROCESS VALUE"
You can change the structure comment to whatever you wish.

If you wish to change the value (default) of a block connection with an F data type, you may
only change the DATA component.

Changes to the input parameters of F blocks with F data types can be made as follows:
e Offline with the assistance of the CFC editor

® Online using CFC test mode with safety mode deactivated

Note
Values of PAR_ID and COMPLEM must not be changed.

If errors in the safety data format are detected during the execution of the safety program, an
F-STOP is triggered.

4.2.4 Run sequence of F-blocks

Defining the run sequence

You define the run sequence in the CFC editor in the same way as for a standard user
program. Changing the run sequence also changes the collective signature.

Correct run sequence of F blocks

The sequence of the F blocks within the F shutdown group is relevant. The number of F-
runtime groups the F-shutdown group has been split into is of no relevance.

Essentially, the correct run sequence of the various F block types is as follows:
1. Placed automatically:
— F module driver for F signal modules with inputs or with inputs and outputs
— F-communications blocks and F system blocks for receiving
— F blocks for data conversion from standard value to F structure
2. F channel drivers for inputs

3. F blocks for user logic
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4. F channel drivers for outputs

5. Placed automatically:

F block F_PLK

F block F_PSG_M

F module driver for F signal modules with outputs or with inputs and outputs
F-communications blocks and F system blocks for sending

F block F_PLK_O

F block F_DIAG (S7 F Systems Lib V1_3 and higher)

The run sequence of the blocks listed under items 1 and 5 is adjusted automatically when
the F program is compiled.

The IPO principle (input, process, output) must always be observed when placing F channel
drivers and F blocks for user logic. This ensures that all inputs are read first, the relevant
processing steps are performed, and all outputs are then written.

Furthermore, F monitoring blocks only visible following compilation are also added
automatically.

Note

You are not permitted to change the run sequence of automatically inserted F-control blocks.
Neither can these blocks be deleted or changes made to them.
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4.2.5 F-runtime groups

During the programming of the safety program, F blocks cannot be inserted directly into
tasks (cyclic interrupt OBs). When a new CFC chart is created in PCS 7, the system will
automatically generate a runtime group of the same name, into which the F blocks placed in
the corresponding CFC chart can then be inserted.

An F-runtime group only becomes an F-runtime group (identified by a yellow folder and "F")
when F blocks are called in it.

[L]ﬁ 0838 [Cyclic interrupt8] (300 ms)

...... T @cru_rT@CPU_RT

F--JL0 @F_ShutDn_35 (300 ms)

Q @F_ShutDn (300 ms)

=L @F_CycCo-0B38 (300 ms)
i @F_CycCo-0BIS\F_CYC_CO-0B38
...... H @F_CycCo-OB3S|F_TEST
. | @F _CycCo-OB3S\F_TESTC

- [ @F_TestMode (300 ms)

- [ @F_IN_38_0 (300 ms)

ﬁ Yober (300 ms)

- [Ef SafetyMatrix3g (300 ms)

-] @Matrixc {300 ms)

- [ @F_OUT_38_0 {300 ms)
- /. @F_Dblnit (300 ms)
-] m_SafetyMatrix3s (300 ms)
- J 5_DT (300 ms)
JET 5_AT (300 ms)

------ OB40 [Hardware inkerrupti]

With F Systems Lib V1_3 and higher, separate runtime groups are created for the input and
output drivers the first time compilation takes place.
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Runtime groups of an F program

The F program is divided into several runtime groups, as shown in the table below.

Note
xx = Number of the cyclic interrupt OB

y = Consecutive numbering if several shutdown groups exist in a single cyclic interrupt OB

Chart F blocks
@F_ShutDn_xx Shutdown logic of cyclic interrupt OB

The shutdown logic is created with RTGLOGIC and standard logic blocks.
@F_ShutDn Shutdown block

Where an F program is present in several cyclic interrupt OBs, this runtime
group is integrated into the cyclic interrupt OB with the shortest call time.

The shutdown logic is created with F_SHUTDN, RTGLOGIC, and standard

logic blocks.
@F_CycCo-OBxx F_CYC_CO, F_TEST and F_TESTC (for tests)
@F_TestMode F_TESTM for managing safety mode
@F_IN_xx_y F blocks which supply input values for the F program

(F_QUITES, communication receive blocks, conversion blocks from standard
to F data types, drivers for F input modules)

Runtime groups with user logic, in the sequence in which they were created
by the user

@F_OUT _xx_y Blocks which further process output values of F blocks (communication send
blocks, conversion blocks from F to standard data types, drivers for F output
modules, F_PLK, F_PLK_O, and F_DIAG for program sequence control)

@F_Dblnitxx DB_INIT function block required for the cold restart of an F runtime group

All required error OBs are added to the block container in the SIMATIC Manager.
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Rules for F runtime groups in the safety program

® We recommend that you proceed as follows in order to make the lengths of the F cycles
as uniform as possible:

If you mix F and standard runtime groups in a cyclic interrupt OB, you must execute the
F-runtime groups before the standard runtime groups.

® An F-runtime group must retain the default settings for the runtime properties, as follows:
— Reduction ratio = 1
— Phase offset =0

You are not permitted to modify these values.

Properties - Runtime Group El

Task: OB38

Marme:

LComment; ISafety b atrie
Beduction ratio: I'I—
Fhaze offzet; IEI—
Optimize rin sequence I_

v

Aohive:

Canicel | Help

® You are not permitted to move automatically generated F runtime groups (identified by
@). You are not permitted to move any @blocks within these automatically generated F-
runtime groups either.

Note

The feature Optimize Run Sequence in CFC can lead to a change in the collective signature
and impair the response times of the safety program, and therefore should not be used in F
runtime groups.

With PCS 7 V7.0 SP1 and higher, it is no longer possible to optimize the run sequence for
cyclic interrupt OBs with F-runtime groups.
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426 F-shutdown groups

An F-shutdown group is a self-contained unit in your safety program. It contains user logic
which is executed or shut down simultaneously. The F-shutdown group contains one or a
number of F-runtime groups which are assigned to a common cyclic interrupt OB. You can
choose whether an error during execution of the safety program will lead to a full shutdown
or a partial shutdown of the safety program. With a partial shutdown, only the F-shutdown
group in which the error occurred is shut down.

Rules for F shutdown groups in the safety program

You are not permitted to directly interconnect F blocks belonging to different F shutdown
groups. Data can only be exchanged between F shutdown groups using special
communication blocks (F_S_xx, F_R_xx). Therefore, all F channel drivers in an F signal
module must be in the same F-shutdown group, together with the module driver of the F
signal module.

Defining F shutdown groups

As soon as you place F blocks in the CFC editor for the first time, all of the F-runtime groups
in a single cyclic interrupt OB will form an F-shutdown group.

You can configure each F-runtime group as the last F-runtime group in an F-shutdown group
by placing the "selection block" F_PSG_M accordingly. The F system will then create a new
F-shutdown group for all subsequent F-runtime groups until another F_PSG_M block is
found.

Distribution/Combination by means of manual placing of F_PSG_M

If you add or delete one or a number of F_PSG_M blocks in your project, the order of your F
shutdown groups will change. If you make a change to the layout of your F-shutdown
groups, you must make sure that the F module drivers and all assigned F channel drivers
are integrated in the same F-shutdown group.

You can split one F shutdown group into two F shutdown groups.

To do this, in the CFC editor's runtime editor, place the F_PSG_M block in the last F-runtime
group which is to be assigned to the first F-shutdown group. All subsequent F-runtime
groups will then be assigned to the second F-shutdown group.

The number of F-shutdown groups is limited to 110 in all cyclic interrupt OBs. The system
restricts the number of F-runtime groups in an F-shutdown group.

You have the option of combining two F-shutdown groups. To do this, in the runtime editor of
the CFC editor, delete the F_PSG_M block between the F-shutdown groups. If you combine
a number of F-shutdown groups which exchange data via F communication blocks in a
single F-shutdown group, you will need to remove these F communications blocks and
replace them with direct interconnections.
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Programming data exchange between F-shutdown groups

If you wish to exchange data between two F-shutdown groups, you are not permitted to
interconnect the inputs and outputs directly. You need to use the following F-system blocks
for data exchange between F blocks in different F-shutdown groups:

F block

Description

F_S_RIF_R_R

Safe transfer of 5 data of the F_REAL type

F_S_BO/F_R_BO

Safe transfer of 5 data of the F_BOOL type

Procedure for data exchange

66

1.

type F block.

type F block.

In the F-shutdown group from which data is to be transferred, add an F_S_R or F_S_BO
In the F-shutdown group to which data is to be transferred, add an F_R_R or F_R_BO

Interconnect the SD_R_xx inputs of the F_S_R or the SD_BO_xx inputs of the F_S_BO

with the data to be transferred.

Interconnect the RD_R_xx outputs of the F_R_R or the RD_BO_xx outputs of the F_R_BO

with the inputs of the F block for further processing of the data received.

receive block.

Interconnect the S_DB output of the send block with the S_DB input of the associated

Parameterize the TIMEOUT inputs of the F_R_R and F_R_BO receive blocks with the F
monitoring time calculated.
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Extract from a chart for shutdown group 1 with send block:

F_DId
F_CH_DI
F_:- Fail
CHADDE FRZS_0OUT
1640 < CHADDE R gEAD
CH_IMF AETH |
1640 —{CH_INF_F i
YALUE ap |
B—=1h_I o _DATA
A—| SIf_0OK QUALITY
O— PR oy g Hop|
O— ACK_MEC ACK_REQ
O— ACK_REI
F_DIZ
F_CH_DI
F_:- Fail
CHADDE FRZS_0OUT
1640 < CHADDE R gEAD
CH_IMF AETH |
1640 —{CH_INF_F i
YALUE ap |
B—=1h_I o _DATA
A—| SIf_0OK QUALITY
O— PR oy g Hop|
O— ACK_MEC ACK_REQ
O— ACK_REI

F_s5_B0_4
F_s_EO
F_:-&Fand
=0 B0 05
o—sp_Eo0_@4
s0_E0_@z
O—sp B0 @5 |
o—s0_E0_m4
28— s0_E0_@5
O—sp B0 @6 |
o—sp_E0_@7
28— s0_E0_@5
O—zp E0 @3

__1———— F_Elockz(A,2)%F_E_E0O_1

=_DE COMMECTIOM FEOW F_Z_E0

The connection to shutdown group 2 is established by linking output S_DB of block
F_S_BO_1 in shutdown group 1 with input S_DB on block F_R_BO_1 in shutdown group 2.

Extract from a chart for shutdown group 2 with receive block:

F_Elocks(A,1)%F_%_E0_1
COMMECTION TO F_E_EO

5_DE

SIEEm £ —

See al
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F_E_BE0_4

F_E_EO AMD_4

F_:Eecei F_AmMD4¢

TIMEOUT UES Op f— F_zAMD 4

% _DE FED_E0_&m@ Ihd auT ——
SUEEQD_@@ ED_E0_m4 j Ih2 OUTH [—
SURED @ ED_EQ @2 1—Ips

SUEED_@2 FED_E0_035 1—IM4

SUEED_@3 ED_E0_[O4

|SUEED G4 || ED B0 05
SUBED_@5 ED_E0_O5

SUEED_DE ED_E0_0O7F

|SUEED OF || ED B0 _OF
SUBED_@F ED_E0_o3

SUEED_m3

Monitoring times and system response times (Page [110)
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4.2

4

Data exchange between the F user program and standard user program

The standard program and the F program use different data formats. Accordingly, special
conversion blocks have to be used for data exchange.

F-CPU

F-program ]

Conversion blocks |

v

Standard program

If you need the standard user program to process data from the F program further (for
monitoring on the PCS 7 OS, for example), a block for F_Fdatatype_data type data
conversion will have to be interconnected in the user program so that the F data types can
be converted into standard data types.

Converting F data types to standard data types

1640 —

200

68

.n—
.
.n—

-a—

-a—

The F blocks for converting F data types into standard data types (F_Fdatatype_datatype)
must be called in the standard user program (standard runtime group).

Extract from a process tag chart; converting the "QBAD" signal from F_BOOL to BOOL.:

o—

o—

o—

o—

o—

10—

TEMFP_123_IN LIN_im@
F_CH_AI F_LIM_HL

F_:Fail- F_:zLimit

CHADDE PASZ_0OUT [— 1] aH

CHADDE _E QEAD im0 .@—y H) aHM —

YALUE QsIM[— 5.@—HYs U_HL_0O

VHEANGE QsUEE [— O—{ZUES_IN HYs_0 TEMP_123

YLEAMGE y MERAS _han

CH_F_0OM y_DATA Meas.wal

CH_F _HL QUALITY CSF aH_RALH—
CH F LL Y mopi— 1] aL AL

1SIM_U ACK_EEQ|— ac_L aH_WEN [—
SIM_0M U_AH gL _WEN[—
UES W 1 5.0 fy wy

SUBS _0OM F_FEO_EQ -5.m |y WL

PASS _OM F_BoOL + -5.0 |u_AL

ACE MEC Ir H

ACK_REI

Standard and F blocks are in different runtime groups.

As shown here, some F blocks have outputs (depicted in gray), which can be directly
interconnected with standard PCS 7 blocks.

Standard PCS 7 blocks (e.g. MEAS_MON, DIG_MON, MESSAGE and their associated
faceplates and process symbols) are used to visualize fail-safe analog values and status
messages as well as system states and operating states.

If parameters cannot be directly further interconnected due to the safety data format, the
conversion blocks described above can be used.
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4.2 Creating the safety program

Converting standard data types into F data types

If data from the standard user program is to be processed further in the F program, it will
need to be converted.

The blocks for data conversion from standard data types to F data types
(F_datatype_Fdatatype) can only be used in the F program (F-runtime group).

Extract from an F chart, conversion from REAL to F_REAL.:

F_E_FE_4 F_MUL_FE_1
F_E_FE F_MUL_FE
F_:-EERAL F_:zMulti
F_Conwavyt(A,21%AI1 In auT Ih4 auT —
Y Process walus= T2
F_FE_FE_2
F_E_FE
F_:zEERAL
F_86—IN

4.2.8

How

Note

The conversion blocks only perform data conversion; in other words, you will need to
program additional measures in the F program for plausibility checking purposes (with
F_LIM_R, for example), in order to ensure that only non-hazardous values are possible.

F-blocks with floating-point operations respond to number range overflows

Within the context of analog value processing, number range overflows/underflows can
occur during arithmetic calculations (with division by 0, root from a negative number or
number range overflow).

With S7 F Systems Lib V1_3 and higher, the response is as follows in this case:

The results "Overflow (£ infinite)", "Denormalized floating-point number" or "Invalid floating-
point number (NaN)" are:

e Either output at the output and can be processed further by subsequent F blocks
e Or signaled to special outputs. A substitute value is output if necessary.

If the floating-point operation produces an invalid floating-point number (NaN) and no invalid
floating-point number (NaN) existed as an address prior to this, the following diagnostics
event will be entered in the F CPU's diagnostic buffer:

"Safety program: Invalid REAL number in DB" (event ID 16#75D9)

You can use this entry in the diagnostic buffer to identify the F block with the invalid floating-
point number (NaN).
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If you are not able to prevent these events from occurring in your safety program, you will
need to decide, on the basis of your application, whether you wish to respond to them in your
safety program.

RI4
F_CH_AI
F_:Fail-
WCHADDE ___f L EASS _QUIT=
1680— CHADDE k| QEAD— F.ADD_E4
|MALUE [ES T o F_ROD_E
©.0— YHEANGE | gzues - F.:Addit
0.0 YLERMGE Y= 3T aa e 1M T F.Bek 3G
S={CH_F_0OM W ORTA [~ S.0ee3B—{IN2
0.9—¢cH F HL QUALTTY
8. 8= EH F_LL o —
@.9—5IM_u -
m_ﬂ_._ __ACK _REQ)
8.8 SuBRs _y
@—|sues oN |
G—PAsS oM F_ADD_EZ
o={ACK_NEC F_ADD_F
B— REK_RED F_:hddit
S LEE FE RS 3. 0ee38
3.DasFE—
RIZ
F_CH_RI
Fo.:Fail-
CHADDE pazs_oiit -
A8~ CHADDE K | QBED T ——NINEEEIE— Iy
—|UALUE gSIM— - 180 . O—IMIN T4
.0~ YHEAMGE QASUBS 108 .o—{mAx BUTL =8
0.0 y| FAMGE Y} 3.939974 e.aEEms IH
G—{CH_F oM Y_DRTA—
e, 8= C¢H_F_HL QEELIT!"—
O.8—cH F_LL YHoD— F.ADD_F_INF F.LIM_F_INF
6. a=cIM 1 AcK_kEa = F_ADD_K F_LIM_F
S—15IM_ 0N F_:Addit F . i Asymmn
88— cupe EEE— Iy s+INF L pyp |~ 1866
o—{suBs oM [ 1h2 MIN ouTy =1
G—{PASS 0N 3“:: ouTL @
S—pcE MEC 5 IN
= RCE_REI
F_OLV_E_MAN
F_ADD_R4 F_DIV_R
F_ADD_E F_:Diwis
F_:Rddit THE={ 1041 it
-3, 0e+ 35— Iy ——— w-INF— Jp2 1 -408 .9
=3 DesdE— IM2 108 B— WA GUTL 4
2.8—suUBs _IN
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You can use the F_LIM_R F block to check the result of a floating-point operation for
overflow (% infinite) and invalid floating-point number (NaN).

e A limit violation is indicated by IN > MAX or "+ infinite". MAX is output at OUT. OUTU is
setto 1 and OUTL to O.

® A limit violation is indicated by IN < MIN or "- infinite". MIN is output at OUT. OUTU is set
to 0 and OUTL to 1.

e If IN is between MIN and MAX, the input IN is forwarded to the output OUT. OUTU and
OUTL are set to 0.

e [f IN is an invalid floating-point number (NaN), the substitute value SUBS_IN is output at
OUT. OUTU and OUTL are set to 1.

Note

You can find a detailed description of the F blocks in the help for the blocks, as well as in the
"S7 F/FH Systems Confiquring and Programming”Manual.
(http://support.automation.siemens.com/WW/view/en/2201072)
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4.3

72

Configuring fail-safe AS-AS communication

Like standard communication, safety-related communication between the safety programs of
F CPUs via S7 connections is implemented using connection tables in NetPro.

In S7 F/FH systems, safety-related communication via S7 connections is possible to and
from the following F CPUs:

e CPU 412-3H
e CPU 414-4H
e CPU 417-4H

In the case of F Systems V6.0 with S7 F Systems Lib V1_3 and higher, fail-safe
communication to S7 Distributed Safety is also supported with the following F CPUs:

e CPU 416F
e CPU 31xF

NOTICE

Safety-related AS-AS communication is not permitted via public networks.
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4.3 Configuring fail-safe AS-AS communication

4.3.1 Configuring S7 connections

Configure S7 connections for safety-related AS-AS communication in exactly the same way
as for standard communication (you might need also need to set up a fault-tolerant S7
connection).

Note

You can find instructions on how to do this in the "PCS 7 Compendium Part A - Configuration
Guidelines"

During communication between automation systems in various subprojects, please make
sure that the S7 subnet ID is the same in each of the respective projects. This ID is involved
in the calculation of the CRC sum at the send and receive blocks and must, therefore, be the
same in each case.

Propetties - Industrial Ethernet x|

General |

Harme: Flant bus

57 zubnet |D: nn4z - |EIEI1 a

Froject patt |01 _Plant_&\Plant bus [Part of: Plantbus_MP)

Starage location -

of the project: IDZ'\P[D|ED|£S"-.|:DI'I'||:I_M P07_Plant

Athor: I

Date created: 01/24/2007 03:45:33 PM

Lazt modified: OFA23/2008 04:43:06 Pk

Camment; ;I

Cancel | Help |

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02 73



Configuring the safety program
4.3 Configuring fail-safe AS-AS communication

4.3.2 Configuring F-communications blocks
F-CPU 1, e.g. CPU 417-4H e.g. F-CPU 2, e.g. CPU 417-4H e.g.
~ CP 443-1 ~ CP 443-1
Safety program Safety program
| F_SENDx/F_SDS_BO |\ >| F_RCVx/F_RDS_BO |
| F_RCVx/F_RDS_BO |<J | | F_SENDx / F_SDS_BO|

e.g. Industrial Ethernet

The following fail-safe blocks are available for communication between safety programs on
various CPUs:

Block Description

F_SENDBO/F_RCVBO Safe transmission of 20 F_BOOL data type parameters
F_SENDR/F_RCVR: Safe transmission of 20 F_REAL data type parameters

F_SDS_BO Fail-safe sending of 32 F_BOOL data type objects to another F CPU
(F Systems V6.0 and

higher)

F_RDS_BO Fail-safe reception of 32 F_BOOL data type objects from another F
(F Systems V6.0 and CPU

higher)

Requirements
The follow requirements must be fulfilled prior to configuration:
® The S7 connections between the F CPUs involved must be configured in NetPro.
e Both CPUs must be configured as F CPUs:
— The password for the F CPU must be entered.

— The "CPU contains safety program" option must be activated.
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4.3 Configuring fail-safe AS-AS communication

Procedure
Follow the steps outlined below:
1. Add the send block (F_SENDBO/F_SENDR) to the safety program from which data is to
be transmitted.
2. Add the receive block (F_RCVBO/F_RCVR) to the safety program to which data is to be
transmitted.
3. Assign the relevant IDs of the configured S7 connections to the "ID" inputs.
4. Parameterize the R_ID inputs. This defines the relationship between a send block and a
receive block:
The associated fail-safe blocks are assigned the same (freely selectable, uneven value
for R_ID. Please note that the R_ID+1 value is also assigned automatically.
Example: Local AS4 is sender, partner AS3 is recipient
Connection in NetPro AS4 Connection in NetPro AS3
Local T Partner T Partner [ Local 1D Partner [T Partner
&4 A3 ASE_F fCPU 417-4 H A3 A4 &%4_FH [ CPU 417-4 H
CFC Chart AS4 CFC Chart AS3
SEND_2_RE3 ECM_AS4
F_=EMDE 0ESE F_ECUE
F_:Eand 4.4 F_-Eecei
16#A+—{ID EERORE|— 16#A3 1D ACK_EEQ—
16#5—F ID UES O 16#5— g 1D EEEOE —
@.8—n F om S@@ms— TIMEQUT EUES_OW[—
00— 50 _FE_m@4 —  |ACK_EEI ED_F_@@—
@ a— T III.III—E EF @@ ED_E_@d[—
O @—E0_E_@35 0. @— SUEE_m4 ED_E_@2—
O O—=s0_E_@4 OO SUER_@2 ED_F_@3—
@ a— ac III.III—E EF_@3 ED_E_@4[—
B_@—E0_E_@& OO SUEE_m4 ED_E_@S —
O_@—=s0_E @7 OO SUER_@5 ED_F_@6—
@ a— a3 III.III—E EF_@E ED_E @7 [—
O_@—E0_E_@3 O_@— SUEE_I®7 ED_E_@& —
O_@—s0_E_d4m 0.0 SUER_I§ ED_F_@3—
@.B—zp 44 ©.0—zupk @3 || FD R 10—
O @—=E0_E_42 O_@— SUEE_4m ED_FE_11|—
O_0—=s0_E_43 OO SUER_44 ED_F_412—
B.0—zp E 14 00— zuRE_42 ED_E_ 43—
O_@—=E0_E_45 00— SUEE_43 ED_FE_14 —
O_@—=s0_E_4F OO SUER_44 ED_F_415[—
@.8—sp FE AT 08— ZUEE_45 ED_E 46—
O @—=E0_E_45 OO SUEE_4F ED_E_17—
O @—=s0_E_43 OO SUER_47 ED_F_41&[—
S@Ems—{ T THEQUT O.0—zuEE_45 ED_E_ 43—
O_@— SUEE_43 SEMDMODE —
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Note

If the R_ID is not an uneven number, the following error message will appear when the
CFC charts are compiled:

"Module/connection with address/R_ID 16#0002/16#00000004 is being used by more
than one block. [Assign a module/connection with this address/R_ID to no more than one
block and use only uneven R_IDs.]"

5. Interconnect the ACK_REQ outputs of the F_RCVBO, F_RCVR, or F_RDS_BO F blocks
to ascertain whether acknowledgment is required on reintegration following
communication error elimination.

6. Interconnect the relevant ACK_REI inputs of the F_RCVBO, F_RCVR, or F_RDS_BO F
blocks with the signal for reintegration.

Note

If the S7 connections between the automation systems have been changed, the safety
program will need to be recompiled.

User acknowledgment is always required for reintegration following PROFIsafe
communication errors (ACK_REQ output set).

The communication load can be reduced if communication blocks are not processed
unnecessarily in fast cyclic interrupt OBs.

For example, communication blocks could be processed in OB 37 (1 s) while faster F
program parts run in a faster OB 38 (300 ms). If the process permits it, the timeout time
should also be set as high as possible (e.g. 10 s).

If the maximum communication load of a system is, for example, 100 orders per second, this
would represent a total of 20 communication orders with 5 F_RECVX and 5 F_SENDX
blocks. If these are configured in OB 37 (1 s), this setting corresponds to a communication
load of 20% based on the above assumption of 100 orders per second. These blocks, which
are integrated into OB 38 (300 ms), correspond to a communication load of 66%.
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4.4 F-STOP

4.4 F-STOP

In the event of an F-STOP, either the entire F program (full shutdown) or just the F-shutdown
group in which the error occurred (partial shutdown) is shut down. All F-runtime groups in an
F-shutdown group are shut down at the same time. The F CPU's standard user program will

continue to run in the event of an F-STOP.

When F shutdown groups are shut down:

The outputs of the F signal modules controlled by the F-shutdown group are passivated.

With S7 F Systems Lib V1_3 and higher, the F channel drivers of the F-shutdown group
set the QBAD outputs to "1" and QUALITY to "0".

Safety-related communication between the F-shutdown group and other F CPUs is
interrupted.

Data exchange between the F shutdown group and other F shutdown groups is
interrupted.

Where data exchange between the safety program and the standard user program is
concerned, the standard user program is supplied with the last valid values.

Block F_SHUTDN generates messages which are displayed automatically on the
PCS 7 OS. In the case of S7 F Systems Lib V1_3, the messages contain the following
text:

— Safety program: Partial shutdown
— Safety program: Complete shutdown

The corresponding diagnostics events are written to the F CPU's diagnostics buffer.

441 Complete shutdown

All of the F-CPU's F-shutdown groups are shut down. Shutdown proceeds in the following
order:

First, the F-shutdown group in which the error was detected is shut down.

All other F-shutdown groups are then shut down within double the time period you set as
the F monitoring time for the slowest cyclic interrupt OB.

442 Partial shutdown

Only the F-shutdown group in which the error was detected is shut down.
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443 Parameter assignment for shutdown behavior

In the case of S7 F Systems V6.0 with S7 F Systems Lib V1_3, the shutdown behavior in the
event of an F-STOP is defined in the "Safety Program" dialog, using the "Shutdown
behavior" button.

Safety Program - 03_Plant_(

i+ Offline = Online Rack: 0 Slot: c
Current Compilatiors |02/17/200912:41:06  Collective signature: IEE::IHZI::E::

Reference: [0217/2009 124106 Collective signature: [85df0cEe

F-Shutdawn. . | I.-'i‘-.ccl:nrding ta the configuration of F_SHUTDM

S afety Program wiew:

F-Shutdown behavior EI

Block Select the behaviar af the safety program when an errar iz detected:

ﬁFE?: " Complete shutdown

EEE:' ¥ According to the configuration of F_SHUTDM

u7 o

"o ok, I Abbrechen Help |
"o

=R p— v

You can use the "Shutdown behavior" dialog to select how the safety program should
behave when an error is detected (in other words, in the event of an F-STOP):

e "Complete shutdown":

All F-shutdown groups associated with a safety program are shut down the first time an
error is detected in an F-shutdown group.

® "Acc. to parameter assignment at F_SHUTDN":

Block F_SHUTDN is located in the @F_ShutDn chart. At the SHUTDOWN input, you can
choose from:

"Partial":

The faulty F-shutdown group(s) is (are) shut down the first time an error is detected in
an F-shutdown group (partial shutdown).

or
- "Full":

All F shutdown groups associated with a safety program are shut down the first time
an error is detected in an F shutdown group.
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F_ZHUTDM
F_ZHUT DM

inserted

E, HE I
SHUT DLW 0 _TYPI—

= | EM _IMITI
&h SAFE HI:
F_SIG_ 0L
x
Block: F_SHUTDM
- I
10 SHUTDOWN - IN(EOOL) RT6LOSTEm
= L insert
g e Ful j ™| Ikwerted
] e — e troou see. s
[ inseark
Teut 1: IFuII [ wWatched
~  Comment: |SHUTDOWN MODE e
insart
Sl {@F _TestMode
E I - = ETGLOG
TChIvE: Mo archiving J rTaL09
If you change the shutdown behavior, you must recompile the F program. This applies even
if you have changed the shutdown behavior online in CFC.
444 Causes of errors

Errors that trigger an F-STOP
e Distortion of:
— Data
— Program sequence
— Code
e CPU error

Errors that always trigger an F-STOP with full shutdown

Irrespective of the parameter assignment for F-STOP, a full shutdown is always triggered in
the event of a cyclic interrupt OB request error (caused by a CPU/OB overload, for example).
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445 Execution of an F-STOP in S7 F/FH systems

F-STOP illustration

Error in RAM (Master)

Reaction
Error in RAM (Reserve)

Reaction
Error in RAM (F-STOP)

Reaction
/ Error
@ RUN (Master)
@ sToP

Standard program
F-Program

Error in master:

Before a safety program in a redundant F CPU goes into F-STOP, it completes the following
steps:

® The S7 F/FH system performs a master-to-standby switchover.

® The previous master goes into the configured operating state (default setting:
TROUBLESHOOTING).

If no errors are detected, the F CPU reconnects.

Note

You can find more information in the manual titled "Fau/t-folerant Systems S7-400H".
(http://support.automation.siemens.com/WW/view/en/1186523)
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If an error is detected, the previous master goes into FAULT mode (all LEDs on the affected
CPU flash).

On redundant F CPUs, errors on one communications partner will not stop program
execution.

Error in both F CPUs:
The safety program goes into F-STOP immediately.

446 Exiting an F-STOP

Run an F-startup as described in the following chapter.

4.5 F startup and (re)start protection

4.5.1 F-startup

S7 F Systems does not make a distinction between a CPU cold restart and a CPU warm
restart. The F_CHG_BO, F_CHG_R (part of the Safety Data Write function), and F_MOV_R
(S7 F Systems Lib V1_3 and higher) F blocks are exceptions to this rule.

Both a CPU cold restart and a CPU warm restart will generate an F startup. In the event of
an F startup the safety program starts up automatically with the initial values.

An F startup is performed:
e After a CPU STOP, if you perform an F CPU warm restart

e After an F-STOP, if the "F_SHUTDN" F block detects a positive edge on the RESTART
input.

Following a partial shutdown of the safety program, only the F-shutdown groups involved in
the F-STOP perform an F startup. F-shutdown groups with errors remain in F-STOP.
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452 (Re)start protection

If the process does not permit the safety program to start up automatically with the initial
values, you will need to program a response to F-startup.

The F_START F-block is used to signal an F-startup of the safety program with the initial
values. The COLDSTRT output parameter tells you that an F-startup has been triggered.

F-Ausgqdnae freigqeben nach F-Frogramm Anlauf T
Felaaza zafeky autputs aftar F-Praosgvam start F_CH_DO
F_: Fail
CHAODE FASS _OUT —
1640 —CHADDE_E aERD —
CH_IMF BaIn
& 1640 —CH_INF_E UALUE —
F_=THET o1 AUALITY
3 O—SIH_I ACK _EEQ—
F_EE_FF EOE me n—
F_:%E-F1 1@-13 O—EIh_0M
iy 7] PAEE_0R
E AN — 1—ACK_MEL
O—ACK_REI
F_AMLAUF _AUIT
F_AUITES
F_:zAckna
o |IM auT
[I—T

In this example, a flip-flop is set when the F program is started up, which passivates all the
output drivers. Once all the process conditions have been fulfilled, the operator can release
the F output signals by resetting the flip-flop using the F acknowledgment function
(F_QUITES block).

Note

For more options when programming (re)start protection, please refer to the "S7 F/FH
Systems Configuring and Programming"Manual.
(http://support.automation.siemens.com/WW/view/en/2201072)
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4.6 I/0 access via F driver blocks

In S7 F Systems, F signal modules are accessed via F driver blocks rather than the process
image. For this purpose, the following driver blocks are used in the program:

® [ channel driver (e.g. F_CH_xx) for access to the input/output channels of F signal
modules.

One F channel driver is required for every input or output channel used. Only one F
channel driver is required for redundant channels.

In your safety program, F channel drivers form the interface to a channel of an F signal
module and perform signal processing. F channel drivers vary depending on the F signal
modules. They are placed and interconnected in the safety program by the user.

F_IWSi4
F_CH_AI
F Analaoa
BF_t411(A,1)~FAIGx136it_d1 CHADDE PAZE_0OUT —
PDEI@Z ADDEE:S IMPUT PEOCESE DATA EBY 16#0—CHADDE _F AEAD
"F_IWSd4" IS4 UALUE ST~
F Analoa IM 5S4 10 . D—UHE AN GE HEUEE —
@.0—|ULEANGE W
O—CH_F_on U _DATAI—
m_oE—cH F_HL BUALITY I
©.O0—CH_F_LL M _HoD—
- -SMHatrvixsOatrix (A, 40504 [ZImd U ACE EEQ
SIM_I_R_41_2 J—M 0K CH_STHT
L hSMatrixsAMatrix(A, 41504 o sUEs U
SIM_0mMd_2 1—SUES _ak
Matrixhilatrix(Z,114%Fass0nd PASS 0Oh
auT  QUTPRUT O—ACK_MEC F_I&_4
ACK_REI ACK_EEI F_CH_DI
IM (ETRUCT) i F_: Fail
BF _(1)(A,5)~FDIS=MAMUE _CEE_4 CHAODE PASS _0OUT —
POEI@®  ADDEEE: IMWPUT PEOCEES DATAH BY 16#0— CHADDE _F AERD—
BF_t411C(A,51~FDIS=MANMUE _CEE_4 CH_IMF AEI—
POEI®A ADDEEX: IMWPUT PEOCEZS DATAH BY 16#0—CH IMF_E E—
"F_I&. 4" I&.4 VALUE B —
oo 1 g _DATAF
CohtMatrixtAiatrix(A 41804 |51t 0k OUALITY—
SIM_I_B_1_+4 PASS _0OM W _moni—
CohtMatrixtGMatrix(A, 414804 m—ACK_MEC ACK _EEAQ|—
SIM_0rd_4 ACK_REI CH_STAT—
F_a32_3
F_CH_DO
F_: Fail
BF _(1)0(A,6)~FDOdO=xD0C24Y _2A_4 CHADDE FAZS_0OUT |—
DODEO@E  ADDREES OUTPUT PROCES: DATA B 16#80— CHADDE _F JEAD —
BF _(1)(A,6)~FDOdO=xD0C24N _2A_4 GH_INF BEIN—
POEI@®  ADDEEE: IMWPUT PEOCEES DATAH BY 16#E0— CcH _IMF _F '.'FlLUE_
LohtMatrixsEMatrix(A,41%Ed I AUALITY —
Taal_4 | ST T HCk_EEQ
LohtMatrixsEMatrix(A,41%Ed 4 E— ZIM_HMoD CH_STAT
SIM_I4_%
CohtMatrixtAMatrix(A,414Ed 4 PAZS _0ON
SIM_0mMl_4 O—ACK _MEEC
ACK _EEI

® The CFC driver wizard creates and interconnects one F module driver per module for
PROFIsafe communication purposes.
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4.7 Passivation and reintegration of input/output modules

471 Passivation - general

Passivation means that in the event of an error, one or a number of channels on an F signal
module are switched to a safe state. In the event of a channel error (a faulty sensor, for
example), only the affected channel is passivated.

In the event of a module error (a communication error, for example), all channels on the fail-
safe I/O module are passivated.

If an F signal module detects an error, it switches the affected channel or all of its channels
to the safe state; in other words, the channels on this module are passivated. The fail-safe F
signal module sends a message to the F channel driver and the PCS 7 OS to indicate that it
has detected an error.

2
F_CH_RI
F_:zFail-
CHADDE EA oyt -1
16#0— GHADDE_FE AEAD1
WALUE AT
1@E . 80— UHEAMGE HEUES—
O B—ULEAMGE W o.@
O—CH_F _idk U _DATA—
O_@—EH_F_HL BUALITY|—16#45
O @—cH F LL W o
'I'-'I'—m U HCK_EEQf———
10—
O_B—sUES_N
F_AUITES 1—sUES _on
F_AUITEZS O—PAES_0ON
F_:HCKHD 1—F||:H MWEC
o (In ouTt ACK_EEI
u_

The PASS_ON input can also be used to activate and deactivate the passivation of a
channel in the safety program, e.g. by using a specific condition in the program sequence or
restart protection.

When output channels are passivated, the outputs are de-energized (set to a zero-current or
zero-voltage state). The F channel driver of a passivated digital output channel issues a
substitute value with the quality code (QUALITY) 16#48 and the QBAD output is set to 1.

When input channels are passivated, substitute values are forwarded to the safety program,
regardless of the actual process signal.

The F channel driver of a passivated digital input channel outputs substitute value 0 with
quality code (QUALITY) 16#48 and the QBAD output is set to 1. In accordance with the
parameter assignment at the SUBS_ON input, the F channel driver of an analog input
channel will output either a substitute value with quality code (QUALITY) 16#48 or the last
valid value with quality code (QUALITY) 16#44. The QBAD output is also set to 1 and, if a
substitute value is output, the QSUBS output is set to 1.

See also
F startup and (re)start protection (Page 81)
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4.7.2 Group passivation

If, during passivation of an F 1/O or a channel of an F 1/O, you wish to activate passivation of
other F 1/Os, you can use the PASS_OUT output/PASS_ON input to perform group
passivation of related F 1/Os.

Group passivation via PASS_OUT/PASS_ON can, for example, be used to force
simultaneous reintegration of all F I/Os after the F system has been started up.

To enable group passivation, you must link all PASS_OUT outputs of the F channel drivers
in this group with F_OR4 F blocks, and interconnect the OUT output result of F_OR4 with all
PASS_ON inputs of the F channel drivers in this group.

4.7.3 Reintegration following elimination of errors
Reintegration means:

e Valid process values start to be output again at the output channels of the fail-safe output
modules.

® The F-channel drivers associated with the fail-safe input modules resume the forwarding
of valid process values to the safety program.

® Once a channel error has been eliminated, a channel on a fail-safe module can be
reintegrated automatically or following user acknowledgment. You can use the ACK_NEC
input of an F-channel driver to specify whether or not user acknowledgment is required:

— Value 0: Automatic reintegration without user acknowledgment

— Value 1: Prompt for user acknowledgment for reintegration following error elimination

F_TASTE_AUIT
F_GH_DI
F_: Fail
16#0—CHADDE PASE _OUT —
16#0—CHADDE _E AEAD —
16#@—CH_INF asIm|—
16#0—CH IMF_E g
B—{UALUE aM —
O—=sTIM T d_DOATHI—
E—ETH _ak GUALITY |—
O—FPASE_0Ok A_monj—
A—ACK _HMEE ACK _EEQI—
O—ACK_REI

If passivation was triggered by setting PASS_ON = 1, user acknowledgment will not be
required for reintegration.

Note

The ACK_NEC input can only be set to 0 if the process permits automatic reintegration from
a safety-related point of view.
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4.7.4 Automatic reintegration on channel error

If the ACK_NEC input is not set, once the channel error has been eliminated (with the
exception of PROFIsafe communication errors and module errors) the affected channel will
be reintegrated (depassivated) automatically as follows:

e With input modules - immediately

e With output modules - within a matter of minutes (due to required test signal injections,
after 2 successful test cycles).

Note

User acknowledgment is always required for reintegration following module errors
(ACK_REQ output set), even if ACK_NEC has not been set. An interconnection of the
ACK_REI input with an automatically generated signal is not permitted.
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475 Programming reintegration following user acknowledgment

A value of 1 at the ACK_REQ output of the F channel driver indicates that the error has been
eliminated and user acknowledgment for reintegration is possible.

Setting the ACK_NEC input will delay reintegration of the input or output channel until after
user acknowledgment with a positive edge at the F channel driver's ACK_REI input.

Options for user acknowledgment
® Connection of an acknowledgment key to a fail-safe digital input module
e Manual input from an ES/OS station using the F_QUITES block

3
F_CH_DO
F_: Fail
CHADDFE PASS _0UT -
16#0— CHADDE_F gEAD [—
CH_IMF FER g
16#0—CH INF_E YALWE
F_DI_3
FCH DI o—1 QUALITY
F_: Fail gy L ACK REG—
» CHADDFE PFASS_0UT [~ g: zi: 'gr'f'ln
16#0— CHADDE _F gEAD— —
—& CH_IMF gsIml— 'i_ :gﬁ NEE
16#0— :H_IMF_F af—
AL |- ACE_EET
O— 5IM_I a_DATA|—
O— T 0kl QUALTTY—
O— PASE_OM 4 _hopf- ACK_0E
1—{ACK_MEC ACK_REQ OF
ACK_REI 2
F_CH_RI —
F_zFail- —
CHADDE FA oyt — 2
F_TASTE_@UIT A6#D— CHADDE _FE AEARD [—
F_CH_DI YALUE g1l
F_: Fail UHEAMGE QsUES [—
CHADDE PASS_OUT[— VLERAMGE [Tl o
16#0—CcHADDE R gEAD— CH_F_0OM U _DATA-
CH_IMF AsIMf— CH_F_HL QUALITYf— ACK_FER
16#0—CH_INF_FE [ CH F LL Y nopl— OF_D —
VALLE A — B ACKE_EEQl— Binary o 47-9
B—sIm_I g_DATA— T ol
O—sIm oo | GURLITH— 250 @—LInk_oM || aoF_ERE|
2—FASS_0ON a_moof— UE=_0p On— ETRACE
1—piK MEC ACE EEQ PASS_OM
B—ACK_REI ACK_MEC
ACK_REI
&
F_GUITES F_0FR+
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F_:Ackno THA4 ouT
T Ih 2 | auTh—
gl O— Iz
o—In4

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02 87



Configuring the safety program

4.7 Passivation and reintegration of input/output modules

If you use an acknowledgment key for user acknowledgment, in the event of a module error
on the F signal module group to which the acknowledgment button has been connected, you
will no longer be able to trigger acknowledgment to reintegrate this F signal module group.
This "block" can only be lifted by means of an F CPU STOP/RUN transition.

Therefore, in cases where you are setting up acknowledgment for reintegration of an F
signal module group to which an acknowledgment key is connected, we recommend
providing another means of acknowledgment via an OS.

NOTICE

Automatic user acknowledgment is not permitted.

How to program user acknowledgment via an OS

88

1. Add the F_QUITES F block to your safety program. You can access the acknowledgment
signal for evaluation for user acknowledgments at the output OUT of F_QUITES.

2. Interconnect the OUT output of F_QUITES with the ACK_REI input of the F channel
drivers.

3. On your OS, set up a button for writing the "Acknowledge value" "6"
(first acknowledgment step) and a second button for writing "Acknowledge value™" "9"
(second acknowledgment step). Connect the buttons to the IN input of F_QUITES.

4. Optional: On your OS, evaluate output Q of F_QUITES to show the time window within
which the second acknowledgment step must be completed (can be viewed by activating
the second button) or to show that the first acknowledgment step has already been
completed.

NOTICE

Automatic reintegration using F_QUITES:

The non-safety-related input IN of F_QUITES must not be interconnected with a signal or
described by a signal which generates the above condition (change from 6 to 9 within a
minute) automatically for a fail-safe acknowledgment.

Fail-safe acknowledgment must only be generated by means of a conscious manual entry
on the ES/OS (not automatically in the program).
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Example: Implementing F user acknowledgment in the OS

All "ACK_REQ" channel driver outputs are grouped by means of an OR in the standard user
program and made available to the OS via a DIG_MON block.

ACK_EER
DI G _WOK CB3E

ACK_0OFE Maonitar A7-2
OF @ .3 [SUPRETIME] a-
I

164 50—AC_T
2 E— O [MsE_CLAS
F_GH_AI n— El—ll: F
F_:Fail-
CHADDE EA autTi—
16#0— CHADDE_E AEAD—
MALUE AsIn—
O _@— UHEAWGE AEUEE—
O . EB—ULEAMNGE W —
O—CH_F_0On U_DATA—
O_@—CH_F_HL BUALITYi—
O.2—cH F LL Yonani—
E'-E'—ﬂ 1l ACK_REQ
n—
O B—sUEs_U
A—EUES 0O
B—FPASE_0OW
1— ACK _MEC
ACK_EEI
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If an acknowledgment prompt is pending (ACK_REQ=1) the acknowledge field (yellow) and

the "reset (6)" button will appear on the OS.

Il Object Properties

—WI?I?' IEuttu:-n

Froperties | Events |

IButtun1

- Filling Hak Key |
Picture Stakus

: — |
- laeometry Cperakor-Con Yes
- Colors Authorization <Mo acc | Bl el e Apply I
- Skyles Display ITag gl
- Fonk Toolkip Text : Cancel |
- Flashing Configured La ~ Expression/Formula
- Miscellanec |Adapt Border Mo I'F_Duit;"ﬂEK_HED.DD'

Picture Stakus
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|
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Displayw option Pickure ¢
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Procedure

4.7 Passivation and reinfegration of input/oufput modules

1. Press the first acknowledge button, "reset (6)", to write the value 6 to the "IN" input of the

F_QUITES block.

Il Object Properties ed 4
|
SHEE b = -
Froperties  Events |
=l- Buktton Execute in the case u:uFf | Ackion
i Mouse Maouse Action &
----- Kevboard f
~Focus Direct Connection
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-- Geormetry ¥ Constant IE i~ Current Window
- Colors " Property N ™ Object in Picture
[+ Styles ~ . -
: Ta i* Ta F_Quit/F_QUITES.IM
.. FDnt g I g I - -
- Flashing & Direct € [ndikect & Diect © |ndirect [ Operator [k
" g:?cellanenus [Hbject Prisgerty [0 Eject Froperty
+]- Filliry B
. Thiz object
Button2
b at_Demo_Sin ek at_
Rectangle
F_QUITES
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o (IN
D [
| | ] ]
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The second acknowledge button, "reset (9)", appears if the "Q" output of the F_QUITES
block has been set. This output remains set for 60 seconds.

........................... L} u L] e e e e e
SECSEEEE ST R E I | SEEECIEEI
........................... o = B
} : f
Il Object Properties 2=
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- Styles Display ITag igl
- Fant Tooltip Text - Cancel |
- Flashing Configured La German ~ Expression/Fomula Check |
- Miscellanec |adapt Border Mo I-F Quit/F QUITES.Q"
- Filling Hat ke U = =
Pickure Status
Picture Skatus — Result of the Exprezsion/Formula Data Type
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ISRy Optian Fictlire " alid range | Dlsplay| " tnalog
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300 ms
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B
1 Bemaove |
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4.7 Passivation and reinfegration of input/oufput modules

2. Press the second acknowledge button, "reset (9)", to write the value 9 to the "IN" input of
the F_QUITES block.

N : -
| e
........................... ] : [
Il Object Properties / ed |

|

-lelffl IButtu:un

Properties  Ewents |

IButtun2 j
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+- Fillir —
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9 | IN
D —

The "OUT" output of F_QUITES is set to 1 for one cycle and the F channel drivers are
reintegrated.

Compendium Part B - Process Safety
Operating Manual, 06/2009, ASE02122390-02 93



Configuring the safety program
4.7 Passivation and reintegration of input/output modules

Result

If the value 6 is written to the "IN" input of the F_QUITES block, followed by the value 9
within 60 seconds, the "OUT" output of F_QUITES will be set to 1 for one cycle. The F
channel drivers connected to this output (at the "ACK_REI" input) are reintegrated if they are
ready for acknowledgment (ACK_REQ = 1).
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If the acknowledgment prompt is no longer pending, the buttons on the OS are hidden again.

Compendium Part B - Process Safety
94 Operating Manual, 06/2009, A5E02122390-02



Configuring the safety program
4.8 Compiling the F-program

4.8 Compiling the F-program

If an S7 program contains charts with F blocks, these will be compiled when the CFC charts
are compiled. Measures for eliminating errors will also be expanded and additional safety-
relevant checks carried out.

4.8.1 Password protection for the safety program

A password protects the fail-safe program against unauthorized compilation. The password
for compiling the CFC charts is requested the first time the system carries out compilation.

If the password is entered, it remains valid for one hour. If you have finished your work, reset
the password's period of validity.

To do this, in the SIMATIC Manager select the CPU that contains the safety program and
use the "Options > Edit Safety Program" menu command to open the relevant dialog.

Here, you will find the "Password" button that opens the "Create Password for Safety
Program" window. You can use the "Cancel Access Rights" button to prevent unauthorized
compilation of the safety program.

You also have the option of changing the password.

Create Password for Safety Program x|

Qld Pazzword I Cancel Accessz Rights

Mew Pagzwaord ||

Enter Paszword Again I

] 4 | Cancel Help

If changes to the fail-safe program part are detected during compilation, you will need to
enter the password for the safety program.

If a standard user program and a fail-safe program are running in one CPU, changes to the
standard part can be compiled without the need to enter the F password.
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4.8.2 Parameterizing the maximum F cycle monitoring time

The F CPU runs F cycle time monitoring for every cyclic interrupt OB containing F-runtime
groups. The first time the F program is compiled, for each cyclic interrupt OB which contains
an F program you will be prompted to enter a value for the maximum cycle time (MAX_CYC)
that may elapse between two calls of this cyclic interrupt OB. MAX_CYC denotes the
maximum time that may elapse between two calls of this cyclic interrupt OB.

Compilation

[

Enter a Yalue

Ix

Enter a walue for Més_Cv'C [in mz] tor Tazk OB34

Current value: Omz

|m— Help | ITI

The default for the maximum F cycle time is 3,000 milliseconds.

Check whether this setting is suitable for your process. Change the default if necessary.

Note

You can change the default value at the MAX_CYC input of the F_CYC_CO block in chart
@F_CycCo-OB3x whenever you wish.

You will find information about setting the F monitoring time and reaction times in Section
Monitoring times and system response times (Page 110).
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48.3 Compiling the S7 program

During compilation, the S7 program is automatically expanded to include diagnostics drivers
(contained in the @ system charts) and F-specific parts.

F system blocks are stored in @F_xxxx charts.

_SIMATIE Manager - [Comp_MP {Component ¥iew) -- D4 Projects . Comp_MPComp_FMP]
File Edit Imsert PLC \View Options ‘Window Help

Dﬁ'|g?ﬁ|éﬁE|ﬁ|'§|%|gﬂi}'ﬁfﬁ|||<NOFilter> jvﬂ|%§@
El--@ Comp_MP Object name | “erzion | PH &zsighment | Type
-3 01_Plant_4 [ @) 0.1 CFC
i = 02 Plent & E @0 01 CFC
e Daran B @) 0.1 CFC
-l 453 F

: = 2 01 CFC

- [ CPU 417-4H %@[ ]
d _ @(3) 0.1 CFC

-7 57-Froghs3
@ Saurces [ @) 01 LFC
gl Blocks [ @is) 0.1 CFC
@m [ @iE) 0.1 CFC
- {e3] Matices | @) 01 CFC
- CP 4431 [ @(s) 0.1 CFC
8 CF 4435 Ext [ty 0.1 CEC
w-[i A54_FH b @CPU_RT 01 CFC
[l F_TYPICAL [Eh@F_[1) 0.1 CFC
..... K3 05(2) (Bl @F_CycCo0B38 0.1 CFC
-] Globale Deklarationer |[f2 (@F_Dblnit 01 CFC
- 2005 [ @F_Inin 0.1 CFC
Fl- §; 21_CL [Bh@F _RtaDiagl 01 CFC
= 23_E3 [ @F_ShutDn 0.1 CFC
HEd A1 Bl @F_TestMode 0.1 CFC
1] | o] |2
Press F1 to get Help. P internal [loca
| [ {local)

Note

Placements, interconnections, and parameter assignments for F-system blocks completed
automatically during the compilation process must not be changed.

You must not change or delete F blocks in the block container.

The CFC compiler also automatically places F system blocks needed for the operation of the
safety program in runtime groups. The names of these runtime groups begin with "@F_".
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&3, CFC - [Runtime editor — 03_Plant_C'AS3_F\CPU 417-4 H'...]

-E Chart Edit Inserk CPU Debug Miew Opkions Window Help

D& 2R E™CE & eieda N e X=X E

Eﬁ OB38 [Weckalarmd] (300 ms) ;I Contents of 'OB381SafekyMatrix384
-0 @F_ShutDn_38 (300 ms) t..
;D @F_ShutDn {300 ms) T reactorCiprocess_safety\yMat_Der
Em @F_CycCo-0B38 (300 ms) ﬁ' reactorC\process_safebytiMat_Der
: - ﬁ- @F_CycCo-OB38YF_CVC_C0-0B38 ﬁ' reactorCiprocess_safetyhiMat_Der

- Ji @F_CycCo-OB38VF_TEST
i @F_CycCo-0B38IF _TESTC
E,!ZE @F_TestMade {300 ms)
- @F_TestMode|F_TESTM
...... T @cru_rTi@cPU_RT
M- [ @F_IN_38_0 (300 ms)

ﬁ' reactorCiprocess_safetyliMat_Der
ﬁ' reactorClprocess_safekbyiiMat_Der
ﬁ' reactorCiprocess_safebyiMat_Der
ﬁ' reactorZiprocess_safebyliMat_Der
ﬁ' reactorCiprocess_safetbyiiMat_Der

;ﬁ b (300 ﬁ' reactorCiprocess_safebyliMat_Der
2] @Mat_Demo_Sin (300 ms) {6 reactorC\process_safety!\Mat_Der
;D m_SafetyMatrix3s (300 ms) T reactorCiprocess_safety\|Mat_Der
m @F_OUT_35_0 (300 ms) ﬁ' reactorCiprocess_safetyliMat_Der

;D @F_DbInitl (300 ms) ﬁ' reactorCiprocess_safebyiMat_Der

Note

The CFC charts and runtime groups with fail-safe blocks appear in yellow and are marked
"F" to distinguish them from standard charts.
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4.9 Safety mode and downloading the safety program

Safety mode of the safety program in the F-CPU can be temporarily deactivated and
reactivated. This enables you to make changes to the safety program in RUN mode.

4.9.1 Information on safety mode

An S7-400 F/FH system containing a fail-safe program automatically goes into safety mode
when it starts up. In safety mode, all functions present in the system for system error
detection and for the fail-safe user program are activated. In this state it is not possible to
modify the safety program in active operation (RUN).

In order to make online changes to fail-safe parameters from the CFC online, or to download
changes in the fail-safe program, part of the diagnostics functions must be switched off.

Safety mode must be deactivated for this purpose, before changes are made online or
downloaded.

Prior to deactivating safety mode, you must ensure that the process is in a non-critical state
and is being monitored by an operator during this time (monitored operation).

To download program changes in deactivated safety mode, the monitoring parts are
switched off, the software changes are detected, and an F-STOP is triggered. "Random
hardware faults" continue to be detected and the diagnostics for the modules remain active.
The safety program continues to be processed to ensure that a "Demand" from the field
leads to a safety shutdown.

Once the changes have been made, or at the end of the download process, safety mode
must be reactivated immediately.

The risk analysis may reveal details of other measures that are required.

4.9.2 Deactivating safety mode

Safety mode can be deactivated/activated if a relevant system prompt appears, or from the
SIMATIC Manager. To do this, select the CPU that contains the safety program and use the
"Options > Edit Safety Program" menu command to open the relevant window.

The field underneath the "Safety Mode..." button shows you whether safety mode is
"activated" or "deactivated". If the safety program does not match the safety program in the F
CPU or communication with the F CPU has failed, "unknown" will appear here.

If there is a connection between the engineering station and the CPU, the current status of
the safety program is displayed and can be changed using the "Safety Mode..." button. An
additional prompt appears before the status is changed.

The safety mode status is entered in the CPU diagnostic buffer and reported on the OS, and
can be checked in chart @F_Shutdn at the SAFE_M output of the F_SHUTDN block.

Preconditions for deactivating safety mode
® The CPU must be in the RUN state (mode switch in RUN or RUN-P).

e Safety mode must be activated.
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Procedure
1. Select the CPU or its S7 program in the SIMATIC Manager.

2. Select the menu command "Options > Edit Safety Program".
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ﬂFRRHR F FIE futa 1131 AaRAA LI E”—ntl

Cloge I Update | Help |

3. Click the "Safety mode" button and (if applicable) enter the password for the safety
program.

4. Confirm the deactivation of the safety mode.

Note

The F_SHUTDN block generates a message when safety mode is activated/deactivated.
The parameter for the message repetition time is assigned at the F_SHUTDN block in
chart @F_ShutDn.
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Please note the following when deactivating safety mode

493

Procedure

Manual intervention in the safety mode of fail-safe systems requires particular care and
attention.

® Any changes must be made in accordance with current change management guidelines.

® An influence analysis must be carried out on any changes to be made to the active
process.

® The changes must undergo a function test that complies with relevant standards (e.g. IEC
61511-1) before the program can be imported into the active plant.

As a general principle, the effect of changes on the system characteristics (program
runtime, etc.) must be analyzed. Following this, a final function test of all systems affected
by the changes (validation) must take place.

® The appropriate formal procedures for approval must be put in place before safety mode
can be deactivated.

Notification of the plant personnel in charge, deactivation of safety mode, change
downloading (delta downloading), and, finally, activation of safety mode must be
accompanied by the relevant documentation.

® This documentation will then include the results of the change comparison and its
analysis, the log of the relevant function test, and the updated hardware and software
documents, together with modified signatures.

While safety mode is deactivated, we highly recommend operating the plant with a high level
of supervision by the operating personnel. The measures required for this purpose are
derived from the influence analysis. This is urgently recommended due to the concluding
safety validation following a program change.

Safety mode should be reactivated as soon as the changes have been performed.

Activating safety mode

Following a download of changes, you will need to reactivate safety mode in order to ensure
secure execution of the the safety program.

Select the CPU or its S7 program in the SIMATIC Manager.
Select the menu command "Options > Edit Safety Program".
Click the "Safety mode" button.

Confirm activation of the safety mode.

N

Note

If, when safety mode is deactivated, the safety program detects a safety-related error, it will
disable the option to activate safety mode. A corresponding message will appear indicating
how you can rectify the problem.
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494 Downloading the safety program

After compilation, you can download the program. Depending on whether safety mode is
activated or deactivated, you can download the entire safety program or changes to it as

follows:
Download CPU in STOP CPU in RUN safety CPU in RUN safety
mode active mode not active
... The entire program Possible Not possible Not possible
... Changes in the Not possible Possible Possible
standard program
... Changes in the Not possible Not possible Possible
safety program

Requirements
® The station's hardware configuration data has been downloaded to the CPU.
® The user program has been compiled without errors.
® You have access rights to the CPU.

® There is an online connection between the CPU and your ES.

Rules for downloading

o Empty F-runtime groups may arise when deleting safety functions. To remove these with
PCS 7 V7.0, you need to delete them before compilation takes place. To do this, in the
CFC editor select "Edit > Delete Empty Runtime Groups".

With PCS 7 V6.1, you need to activate the "Delete Empty Runtime Groups" option when
carrying out compilation.

® You can only download the safety program from the CFC editor or the SIMATIC Manager
via the chart folder.

® Once you have downloaded an acceptance-tested safety program, you will need to check
the collective signature in the same way as during acceptance testing.
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Procedure

To download the safety program, select the menu command "CPU > Download > Entire
program" in the CFC editor. This will set the F CPU to STOP.

To download changes made to the safety program, select the menu command "CPU >
Download > Changes" in the CFC editor. Depending on the CFC editor version you are
working with, you may need to deactivate safety mode in the SIMATIC Manager before this
process takes place and reactivate it afterwards. Alternatively, a prompt may be issued in
CFC offering you the option of deactivating safety mode directly and reactivating it after
downloading has taken place.

Note

Before the safety program is downloaded you will be prompted to enter the CPU password if
changes are detected in the fail-safe part of the program.

Once you have downloaded the program to the CPU, you will need to compare this
program's collective signature with the collective signature in the acceptance-tested printout.
On S7 F/FH systems, you need to run this comparison for both CPUs.

See also
Tracking changes in the safety program (Page 144)
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4.10

4.101

Introduction

Working with safety-related parameters on a PCS 7 OS

Changes to fail-safe parameters on a PCS 7 OS can be made using the following options:
e Safety Data Write (SDW)

e Safety Matrix

® F_QUITES for fail-safe acknowledgment

Safety Data Write (SDW)

The "Safety Data Write" function enables safety-related changes to be made to F
parameters in the safety program of an F CPU via an OS.

A special safety protocol is used to make changes to F parameters in safety mode. This
meets Safety Integrity Level requirements up to SIL3 in accordance with IEC 61508.
Modified values of F parameters can also be retained following a restart (warm restart) of
F/FH systems.

The optional S7 F Systems software offers the following for SDW:

® Two F blocks, which you integrate into the CFC charts in your safety program
— F_CHG_R: SDW for F_REAL data type F parameters
— F_CHG_BO: SDW for F_BOOL data type F parameters

® Associated faceplates, which you integrate into your OS. Two identification values
(Safe_ID1 and Safe_ID2) are used to uniquely assign each faceplate to a block in an AS.

Transaction for SDW

You can use SDW to modify an F parameter in the safety program of an F CPU if you
execute a specific sequence of operations on the OS within a specific period of time. The
entire change operation is known as a "transaction".

Operator types for SDW

104

A transaction can only be performed by an individual operator who initiates, checks, and
confirms the change. However, one transaction can be performed by two operators. The first
operator initiates the change (initiator) and the second re-enters, checks, and confirms the
value (confirmer).

Operator authorizations and Safe_IDs are set in the faceplate properties. They are
overwritten with the default settings whenever the faceplates are updated, however. To
prevent this, enter the parameters in file @@PCS7Tyicals.CFG,

which you can find in the project path of the OS server project on the ES, under
wincproj\sOSname>\WScripts.

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02



Configuring the safety program
4. 10 Working with safety-related parameters on a PCS 7 OS

The names of these attributes and properties can be found in the configuration dialog of the
block icon, by selecting the block icon followed by "Configuration dialog..." in the context
menu.

Configuration Dialog Cuskto d |

Properties I Evants |

Object Type: ISafEt_'r' [rata 'white Language IEngliSh [Urited States) |
Selected Properties Objects Properties
=)- Geometry A |@F_|:H|3_Bm1 il |
- Mizzelaneous InitiateChanoel e
=l User Config
f-Bold Current Language: |Engish (United States]
- Font Size =
- Value Altribute Marme IInltlateEhangeLevel
" Irutistorutharization Imitiatorduthorization
-- Confirmerduthonization e & Piepeny I
- SAFE_ID
- SAFE_ID2 Edit the Selected Property

] I Cancel |

In file @@PCS7Tyicals.CFG, you will need to extend the [Columns] and [Column00]
sections. The name of the property is entered in [Columns] and the attribute in [Column00].
The sections should then appear as shown below (please note that they are case-sensitive).

Since the sections already contain entries for properties and attributes, you need to proceed
to the last line in each case. Start with the first unused number (in the example: last number
used = 10, first unused number = 11 = N), and increase the number for each entry.

[Columns]

...(existing entries)

ColumnN = SAFE_ID1

TypeN =3

ColumnN+1 = SAFE_ID2
TypeN+1=3

ColumnN+2 = InitiatorAuthorization
TypeN+2 =3

ColumnN+3 = ConfirmerAuthorization
TypeN+3 =3

[Column00Q]
...(existing entries)
[ColumnN]

Property0 = SAFE_ID1
[ColumnN+1]
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Property0 = SAFE_ID2
[ColumnN+2]

Property0 = InitiatorAuthorization
[ColumnN+3]

Property0 = ConfirmerAuthorization

Note

For more details of SDW, please refer to the "S7 F/FH Systems Configuring and
Programming"Manual. (http://support.automation.siemens.com/WW/view/en/2201072)

For more information on the structure of the @@PCS7Tyicals.CFG file, refer to the WinCC
Information System (Start > Simatic > WinCC > WinCC Information System in contents
under Options > Options for Process Control > Graphic Object Update Wizard > Structure of
the Configuration File).

4.10.2 F_QUITES

Using the "F_QUITES" F block, the OS can generate fail-safe pulses in the F program of the
automation system. You can find an application example for F QUITES in "Implementing F
user acknowledgment in the OS", in Section Programming reintegration following user
acknowledgment (Page 87).
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4.11 Creating F block types

S7 F Systems gives you the option of generating an F block type from the CFC chart of a
safety program. It is possible to reuse F block types in other safety programs.

4.11.1 Rules for F-block types

The basic procedure for creating a new F block type is the same as in the standard user
program. The same rules apply as for creating standard block types in CFC. Please also
note:

The new F block type can only contain F blocks from the F library, with the following
exceptions:

— F channel drivers for F signal modules

— F blocks for F communication

— F blocks F_CHG_BO, F_CHG_R, and F_MOV_R

— F-control blocks

— F-system blocks (of these, only the F_START block may be used)

The F blocks called in the new F block type, as well as all F blocks in the safety program
in which the F block type is being used, must come from the same library version. F
blocks from different versions of the F library are not permitted.

You are not permitted to connect one F block output to two chart 1/Os.

Within an F block type, the run sequence is not corrected automatically during
compilation. The sequence defined on creation is retained.

Note

If the run sequence differs from the data flow (due to feedback, for example), compilation
of the F block type will be aborted with an error. It is not possible for feedback to occur
within an F block type.

The chart 1/0s of the new F block type can have both F data types and standard data
types.

You are not permitted to use the names of F blocks in the F library for the names of F
block types.

We recommend assigning names for instances of F blocks called in a single F block type
as follows:

— Numbers only as per the CFC editor default or alphanumeric names (but these must
always start with "F_")

— Capital letters only
— No"_"atthe end
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Note
Outputs of F blocks always use the default initial values.

When creating F block types, you are not permitted to change initial values at outputs of F
blocks. Although CFC does allow this and displays the change that has been made,

S7 F Systems always uses the initial values explained in the description of the F blocks
under "Default".

4.11.2 Creating F block types using "Compile chart as F block type"

Procedure

1. Create the CFC chart in a separate S7 program assigned to an F CPU. The S7 program
can be located in the same project.

E% Comp_MP {Component view) -- D:\PCS7_Project',Comp_MP4Co

El--@ Comp_kP Object name I Syrnbalic I Cr... I
= 01_Flant_4, i3 System data -
) z_Plant_B &3 5FCE RD_SINFO  STL
= &3 FBSO1 F.TYP  SCL
" ’;‘SE;E_IE&L &3 FBI01 FAND4  STL
=@ cPus174H
-7 F_TYPICAL
{3 Charts
(B Sources
“igH Blocks

Note

As per the standard CFC procedure, when creating an F block type always use a
separate AS station containing only the safety program of the F block type.

If you are using a CFC version earlier than V6.1, do not compile these charts as a
program (menu command "Chart > Compile > Charts as Program"). Failure to do this can
render the new F block type defective, as it erroneously contains data from the project in
which it was created. This can cause errors in your safety program and even lead to an
F-STOP of the safety program.

2. Under "Object Properties > Protection" in the CPU, select the "CPU contains safety
program" function. The CPU (typical CPU) does not have to exist in the physical sense.

3. In this CPU, create a CFC chart and your function.
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4. Select the menu command "Chart > Compile > Chart as Block Type". A dialog for
entering the block properties appears.

Compile chart as block type il

Geteral | Attributes I

Project path: |DE_F'Iant_E"~F_TYF'IE.-‘-‘-.L'xEP‘LI 417-4 HVF_TYPICALNBlacks

— Propertiez of Block Type — Compile for CPU
FB number; |5|:|1 " 57 300
{+ 57 400
Swrnbolic: narme: IF_TYF'
Mame [header): IF_T‘T’F' — Optimize Code for
Earmily I " Local data requirements
{* Downloading changes in RUN
Authar: I
Wersion [header) |1-':' [ Enow-how protected

Cancel Help

5. Enter the properties of the new F block type. Make sure that the names under "Symbolic
name" and "Name (header)" are identical.

6. Select the "Compile for CPU - S7-400" and "Optimize Code for - Downloading changes in
RUN" options and confirm by clicking OK.

Know-how protected is always checked regardless of the setting of the option.
Result: A new F block type which you can use in a safety program is created.

7. Add the new F block type to a safety program, along with the F block it calls, and test it
there.

8. If function changes are required, change the block typical in the typical CPU and compile
it again. Copy the block in order to test it again in your CPU.

Note

Do not perform any tests in the typical CPU: This CPU must only be used to generate block
typicals from CFC charts. Do not perform compilation in the CFC editor.

Attributes whose names start with "F_" are managed by S7 F Systems.

You must assign different names to your own attributes to prevent deletion or overwriting
during compilation.
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Modifying F block types

See also

412

You must update modified F block types in the CFC editor in the same way as all other block
types. To do this, open the "Block Types" dialog with the menu command "Options > Block
Types" and click "New version".

Making changes to F block types which have already been used may mean that you will
need to subsequently compile and download the entire S7 program.

If you wish to use a new version of the F library, you must compile the F block types with this
new version of the F library.

http://support.automation.siemens.com/WW/view/en/2201072

Monitoring times and system response times

A fail-safe system must possess the ability to switch the process to a safe state within a
defined reaction time in the event of a system error (e.g. CPU failure, F signal module failure,
communications failure, program execution error).

To achieve this goal, a variety of monitoring times have been introduced to ensure that the
affected functions are brought to a safe state if this time is exceeded.

What is the purpose of monitoring times and system reaction times?

110

For the S7-400 F/FH, there are essentially two different types of monitoring/error response:

e [f the monitoring times of the fail-safe program are exceeded, the affected F program
switches off and the inputs/outputs of the F signal modules are passivated.

e [f the monitoring time for PROFIsafe communication between the F CPU and F signal
modules is exceeded, the inputs/outputs of the affected F signal modules are passivated
and the corresponding substitute values are forwarded to the CPU.

Both the availability and the safety of the F/FH system must be taken into account when
configuring monitoring times.

® Availability:
The monitoring times must be set sufficiently high to prevent time monitoring from being
triggered when no errors are present.

e Safety:
The monitoring times must be set sufficiently low to prevent the process safety time from
being exceeded.

The rule of thumb is that a non-redundant S7 F/FH system supports shorter monitoring times
and, therefore, shorter reaction times in the event of an error. For a redundant system,
longer monitoring times have to be configured to allow for switchover of the components
(PROFIBUS, interface modules) and the coupling/updating of the H-CPU.
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Calculation

4.12.1

4. 12 Monitoring times and system response times

The Excel file "s7ftimea.xIs" is used for the purpose of calculating the monitoring and
reaction times below. You can find this file on the Internet by pointing your browser to the
following link: (http://support.automation.siemens.com/WW/view/en/22557362)

The Excel file consists of the following sheets:
® max. runtime F-SG (Lib V1_3)

Here, you will find the runtimes of the F blocks from F library V1_3 in the various types of
CPU. You can use these to estimate the runtime of your F program during the
configuration stage of your project.

max. runtime F-SG (Lib V1_2)

Here, you will find the runtimes of the F blocks from F library V1_2 in the various types of
CPU. You can use these to estimate the runtime of your F program during the
configuration stage of your project.

min. F-specific monitoring times
This sheet contains formulae for calculating minimum values:

- MAX_CYC
Maximum time between 2 calls of the cyclic interrupt OB with F program

— PROFIsafe monitoring time
Maximum time between 2 frames from the master to the F 1/O.

— TIMEOUT between F-shutdown groups
Timeout value for fail-safe communication between F-shutdown groups in an F CPU

— TIMEOUT between F CPUs
Timeout value for fail-safe communication between two F CPUs

max. response times
You can use this to determine the maximum runtime of a signal from an input to an output
in the system, with various types of configuration taken into account.

Calculating the F-cycle monitoring time (for block F_CYC_CO)

The F CPU runs execution time monitoring for every cyclic interrupt OB (OB 30 - OB 38)
containing F-runtime groups.

F_CY¥C_CO-0BE35
F_C¥C_CO
inserted

Jz  |Max CYC FATLED
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Procedure

112

The first time the F program is compiled, you will be prompted to enter a value for the
maximum cycle time (MAX_CYC) which may elapse between two calls to this cyclic interrupt
OB. The default for the maximum F cycle time is 3,000 ms.

Should this default value not be suitable for your process, you can modify it directly at the
F_CYC_CO block (located in the automatically generated @F_CycCo-OB3x chart).

You will need the following parameters for an exact calculation of the scan cycle monitoring
time for a cyclic interrupt OB:

Tal Configured execution time of the cyclic interrupt OB in which the F_CYC_CO F function
block is called.
Te1s Configured "max. disabling time for priority classes > 15"
Only relevant for redundant systems. Enter a O if you are not using an FH system.
Special If the OB is entered as a cyclic interrupt OB with special handling, set "Yes" here.
handling
Terog Program runtime of the cyclic interrupt OB
Tcir CiR synchronization time
TciRmax Upper limit of the CiR synchronization time (default setting: 1 s)
TCimax Shortest possible time for scan cycle monitoring of the cyclic interrupt OB

Extract from the "s7ftimea.xIs" Excel file:

21 Configuring the monitoring time of the F-cycle time
|

22 [Ty 300 ms
23 [Tess N 200 ms
24 |Special handling y Yes
25 |Runtime ofthe program execution in the cyelic interrupt 0B 30 ms
26 (Tar N 0ms
27 [Tarma N 0ms

28 [Minimum value for MAX_CYC *Temar - 830ms

To prevent monitoring from being triggered when no errors are present, MAX_CYC must be
set to a value which is higher than the maximum cycle time Tcimax Of the corresponding cyclic
interrupt OB.

® For non-redundant S7 F/FH systems:

— The setting for Tcimax must be at least as high as the configured execution time (Tci) of
the cyclic interrupt OB.

® For redundant S7 F/FH systems:

— Inthe S7 FH-system, the maximum disabling time for priority classes > 15 (Tp15) must
also be taken into account in the context of updates.
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You can find the value for Tci in the "Execution" column of the relevant cyclic interrupt OB,
located on the "Cyclic Interrupts" tab in the CPU properties.

Properties - CPU 417-4 H - (RO;/53) 5[
General I Startup I CycleClock Mermary I Fetentive Memory I b ernom I Intermipts
Time-of-Day Intermupts Cyclic Intermupts | Diagrnoztice/Clock I Protection I H Parameters

Pricrity E wecution Phaze offzet it Process image partition

on [7 5000
oB3t [& 2000
opz [ 1000
o3z [0 500
oB3s [11 200
0B3s 12 100
oB3E [13
o3z [14
o3z [15 250

[ms =] PPt
[ms =] |PiP2
[ms =] |PiPz
[ms =] |PiP4
[ms =] |PIPS
[ms =] |PiPs
[ms =] |PiP7
[ms =] |PiPs
[ms =] |PiPg

ik

[
=

NNEE

Led L Led Led Led Led Led e Lo

Cancel Help
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Parameter Te1s is the same as the "Max. disabling time for priority classes > 15" parameter
from the H parameters of the CPU.

Properties - CPU 414-4 H - (RO/53) 5[

General Startup I Cycle/Clock Memony I Fetentive Memory I b ernony | Intermipts |
Time-of-Day Intermiptz I Cyclic Interupts I Diagnostice/Clock I Pratection H Farameters

— Parameters for Expanded CPU Test

1

30
| TROUBLESHOOTING v |

Test cocle time [min]:

Reaction to Bak /PG comparnizon emrar;

— Update the Rezernve
F awimnur pumbern af, attempts:
Cyclic interrupt OB with zpecial handling: 3z

Waiting time between byo attempts [=]; GO

1

b cnitoring times

2000

Max. zcan cocle time extenzion [mae]:

b ax. communication delay [mz); IEEDEI

b aw. dizabling tinme for priority clazzes > 15 [ms]; IEDD v Usge only
lculated

Min. 140 retention time [ms]: IED E:EE; i

— Redundant /0

Drata block no.:

Pazsivation behavior : IB_l,l channels j

k. | Cancel | Help

If the cyclic interrupt OB in which the F_CYC_CO block is called has been entered as a
"cyclic interrupt OB with special handling", set "Yes" for special handling in the Excel table.

7

and 2

You only have to enter parameters Tcir and Tcirmax if you are not using an H system and
have activated the CiR function. If you are not using CiR, enter 0 for both values.

Tcirmax is set to 1 s in the system, but can be changed by calling SFC 104.
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Parameter Tcir can be found in the singular system with the CiR function activated, in the
"Properties" dialog of the CiR object created.

CiR object properties x|

General Settings I

The additional number of the DP slaves is limited bo:
Guaranteed:
b airniirn: I 45
CiR Synchronization time I 240 m=
¥ Extra Settings
— 5Sum of addrezs ranges
Input bytes: I 1220
Output bytes: I 1220
— Bus parameters
Ttr: 141.2 me
Ttr typical; 3.2 mz
W ahchdoog: 228.0 mz

Cancel Help

Note

For more information on CiR, refer to the “Modlifving the System during Operation via CiR"
Manual. (http://support.automation.siemens.com/WW/view/en/14044916)
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4.12.2

116

Communication monitoring time for F CPU/F signal modules

Time monitoring of PROFIsafe communication is implemented in the F signal modules and in
the F CPU using F module drivers.

The value is entered while assigning parameters for the F signal modules in HW Config
("F_monitoring time" parameter) and applied automatically when the F module drivers are
generated.

Properties - FAIGH1 5Bit HART - (R-/S5) ﬂ

Generall Addresses  Parameters Identifi-:aticunl Hedundanc_l,ll

Parameters Walue -
(=5 Parameters
F-parameters
[£] F_source_address 1: CPU417-4H
[Z] F_dest_address 1021

[Z] DIP switch setting (9......00 111111101
[Z] F-monitoring time {ms) 2500 f——""] Tes10

= Maodule parameters

To prevent either monitoring in the F module driver or monitoring in the F signal module from
being triggered when no errors are present, the F monitoring time Testo must be set to a
sufficiently high value.

You can determine the shortest possible F monitoring time using S7ftimea.xls.
31 Configuring the PROFlsafe monitoring time

32 Variants 1 to 6: 2
48 |minimum PROFIsafe monitoring time Testo

Depending on the hardware configuration in question, S7ftimea.xlIs distinguishes between 6
different options:

® Variant 1:

Singular system with F signal modules in a PROFIBUS DP slave
e Variant 2:

Redundant system with F signal modules in a switched (ET 200M) PROFIBUS DP slave
® Variant 3:

Singular system with F-PA devices on a PROFIBUS DP/PA coupler
® Variant 4:

Singular system with F-PA devices on a PROFIBUS DP/PA link
e Variant 5:

Redundant system with F-PA devices on a switched PROFIBUS DP/PA link
® Variant 6:

Redundant system with F-DP devices on a switched PROFIBUS Y link
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The F monitoring time must be calculated for the relevant variant of each F signal module
type or device, and the values for the cyclic interrupt OBs must be calculated as well. To do
this, select the appropriate configuration variant and enter the parameters in the
corresponding line.

Yariant 2: CPU (FH-System) CcP PROFIBUS-DP M F LD
single-channel switched VO | 1., ~  Tepm  Trepos | Toroiv T Toave | Toar | F-WOwithinputs
and outputs?
ar J00 ms 830 ms 30 ms| Oms 18 ms 1mz 29ms R
redundant switched F-1i0 TFPROG s not taken into sceount Top g Mmoo
via PROFIBUS-DP 170 ms 140 ms 20 ms

You will need the following parameters for the calculation:

Tal Configured execution time of the cyclic interrupt OB in which the F module
driver is processed

Teroc Program runtime of the cyclic interrupt OB in which the F module driver is
processed

Tcimax Time set at the F_CYC_CO block for scan cycle monitoring of the cyclic
interrupt OB

Top_bLY Additional delay time due to external DP interface (via CP 443-5 Extended)

TTRTRY Maximum target rotation time for the DP master system

Ttr2 Maximum target rotation time for the subordinate DP master system on the
Y link, or maximum target rotation time for the subordinate PA master
system on the DP/PA coupler

ToppaA_L_DLY Delay time due to a DP/PA link

Ty L bLy Delay time due to a Y link

Tslave Maximum delay time due to IM 153-2 (typical value: 1 ms)

Toar Maximum acknowledgment time of the fail-safe I/O module in safety mode

(F signal module group data sheet)

With inputs and
outputs

If you are using F signal modules with inputs and outputs, set "Yes" here
(e.g. ET 200pro). If you are using an ET 200M, set "No".

Topr_FD

Maximum DP error detection time

Only relevant for redundant IM 153-2 (switched 1/O).
Enter O if you are not using a redundant IM.

Topr_so

Maximum DP switchover time

Only relevant for redundant IM 153-2 (switched 1/O).
Enter O if you are not using a redundant IM.

TsLAVE_so

Maximum DP switchover time

Only relevant for redundant IM 153-2 (switched 1/O).
Enter 0 if you are not using a redundant IM.

TF-SIGNAL MODULE, ACK

Maximum acknowledgment time of the fail-safe /0 module in safety mode
(F signal module group data sheet)

Top_bLy

Additional delay time due to external DP interface (via CP 443-5 Extended)
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You can find the Top_pLy parameter on the "Operating Mode" tab of the CP 443-5 ext
properties in HW Config.

[l Hw Config - [AS1_H (Configuration) -- 01_Plant_a]
Eﬂ] Station Edit  Insert PLC  Wiew Opbions ‘Window Help

J O =& &2~ Properties - CP 443-5 Ext - {R0/S6) -
Genereﬂl Addresses Elptinnsl Diagnostics B
0] URZALL
" NoDP
E
% [P master

| DP delay time [ms] |n.n

b azter has no zuitable master az parther

DF mode:; DR j

02

TETEST 1+ Hl T T TH T T T+

Cancel Help
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T trrtr1mR2/ ToP_Fo/ ToP_So parameter
You can find the parameters in the properties of the PROFIBUS DP or PA master system by
double-clicking the bus line. In HW Config, the following screens from which the relevant
values can be taken are shown:

T EEE— T TR bl
| P | g o | Lo f et | P ....|.|,...|
[T

¥ s sy

all

T e [ W o (L] LT ]
S = 1) T W [ETA—— T -
Iy PR L i ™
(™ = iaf o
fopm B Lhb e N
. T -
[ T T | Fe e LT
. i -
- | s
T
. -
L]
[ | ™ |
== =T

TsLave_so parameter
TsLave_so depends on the DP master system and the IM being used.

DP master system ET 200M with IM 153 Switchover time Configuration

TsLave_so -2AA02 70 ms Any configuration
-2AB01 30 ms Without F, FM, or HART modules
-2Bx00 30 ms Any configuration
-2Bxx1 30 ms Without F, FM, or HART modules

TDppA_L_DLY parameter
® Additional delay time due to a DP/PA coupler in a singular system

e Or additional delay time and switchover time due to a DP/PA link in the redundant system

Precondition Switchover time

Switchover time with unchanged PA configuration Typ.: 70 ms + number of PA field devices x 51 ms
Max.: 820 ms + number of PA field devices x 50 ms

Switchover time when configuration is changed during Typ.: 80 ms + number of PA field devices* x 67 ms

operation Max.: 800 ms + number of PA field devices* x 130 ms

* With unchanged PA field device addresses
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Ty L oLy parameter

e Additional delay time due to a Y link in the redundant system

Precondition

Switchover time

Delay time dueto a 'Y link

5ms

Toar parameter

You will find the maximum acknowledgment time of the F signal modules in the
corresponding data sheet for the I/O module concerned.

Module

Acknowledgment time in safety mode

SM326; DI x 24 DC 24V

With 1001 sensor evaluation: max. 29 ms

With 1002 sensor evaluation: max. 30 ms

SM326; DI 8 x NAMUR Max. 68 ms
SM326; DO 10 x DC 24V/2A Max. 20 ms
SM326; DO 8 x DC 24V/2A PM Max. 14 ms

SM336; Al 6 x 13Bit

Acknowledgment time = Maximum reaction time
= Maximum reaction time per channel x N + maximum basic reaction time
(N = Number of activated channels)

e Response time per activated channel:
— At 50 Hz: max. 50 ms
— At 60 Hz: max. 44 ms
e Basic response time:
— At 50 Hz: Max. 50 ms
— At 60 Hz: Max. 44 ms

SM336; F-Al 6 x 0/4 ... 20 mA HART

Acknowledgment time = Conversion cycle time
= (Basic reaction time + N x reaction time per channel pair) x filter
(N = Number of activated channel pairs)

¢ Reaction time per activated channel pair:
— At 50 Hz: Max. 30 ms
— At 60 Hz: Max. 27 ms

e Basic reaction time: 23 ms

e Filter for measured values (per channel):
— None: 1 x cycle time
— Weak: 4 x cycle time
— Medium: 16 x cycle time
— Strong: 64 x cycle time
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4123 Monitoring time for safety-related communication between F-CPUs

Introduction

Time monitoring of fail-safe communication between 2 F CPUs is implemented in the send
and receive blocks F_SENDR and F_RCVR or F_SENDBO and F_RCVBO with the same
TIMEOUT monitoring time, which needs to be configured on both the send and receive
blocks. The lowest value for the timeout time can be determined using S7ftimea.xls.

55 Configuration of the TIMEOUT input of the F_SENDBO/F_RCVEO, F_SENDR/F_RCVR, or F_SDS_BO/F_RDS_BO F-FBs |
107 minitnisim valie for TIMEOUT' | 3200ms

108|

109 b CPH CPU2

110 Comrmunication Ten Tiwiagn Tar Terrman | Tamman Taw: L Tee
111 wia 57 Interconnections 300 2000 0 0 0ms fms 2000 ms 300 ms

112

You will need the following parameters to calculate the "TIMEOUT" parameter:

Communication between F CPUs (TIMEOUT parameter)
CPU 1, sender

Ten Configured cycle time of the cyclic interrupt OB in which the send blocks
F_SENDBO or F_SENDR are called.
Tpelay1, F_SEND Maximum communication delay when updating the standby in the S7 FH system

with call of F_SENDBO or F_SENDR.
Only relevant for redundant S7 FH systems.
Enter a 0 if you are not using an S7 FH system.

Tcir1 CiR synchronization time

TciRmax Upper limit of the CiR synchronization time (default setting: 1 s)

CPU 2, recipient

TciRmax2 Maximum communication delay when updating the standby in the FH system with
call of F_RCVBO or F_RCVR.

Only relevant for redundant S7 FH systems.

Enter a 0 if you are not using an S7 FH system.

Tei Configured cycle time of the cyclic interrupt OB in which the receive blocks
F_RCVBO or F_RCVR are called.

With the exception of the Toelay1pelay2 Parameters, all the parameters are described in Section
Monitoring times and system response times (Page [110).
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Toelay1/Delay2 Parameters

122

Properties - CPU 417-4 H - (RO/53) 5[
General Startup I Cycle/Clock Memony I Fetentive Memory I b ernony | Intermipts |
Time-of-Day Intermiptz I Cyclic Interupts I Diagnostice/Clock I Pratection H Farameters

— Parameters for Expanded CPU Test

You can find these parameters in the H parameters within the CPU properties.

Test cucle time [min]:

R eaction to RAM /PO comparnizon eror;

=

| TROUBLESHOOTING * |

— Update the Rezernve

fl awimnun umber af, attempts:
Cyclic interrupt OB with zpecial handling:

Waiting time between bwo attempts [=];

tanitaring times

tax. zoan cocle time extenzion [me];

—

I? TD‘Elﬂ‘_f, F-SEND
[E0] Toewy, F-RCV

b ax. communication delay [mz);

bir. 140 retention time [ms]:

b aws. dizabling tinme for priorty clazzes = 159 [ms];

2000 Calculate ...
|SEDD
|E":":' ¥ Usze only

I?n[l— calculated
values

— Redundant 10

Drata block no.:

Pazzivation behawvior ;

I'I and 2

I By channels j

Cancel | Help

The value should be taken from the transmitting or receiving CPU.
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4124 Monitoring communication between F-shutdown groups

Time monitoring is implemented in the F_R_BO or F_R_R F FBs and configured at the
"TIMEOUT" input parameter of the receive block.

To prevent time monitoring from being triggered when no errors are present, the TIMEOUT
monitoring time must be set to a value which is at least equal to the higher of the two
maximum cyclic interrupt cycle times of F_S_R or F_S_BO and F_R_R or F_R_BO. The
lowest value for the timeout time can be determined using S7ftimea.xls.

Configuration of the TIMEOUT input of the F_R_BO and F_R_R F-FBs for data exchange between F-shutdown groups
- sooms

minirnum vale for TIMEOUT
1, F-shutdown gr 2, F-shutdown groups
TC e II.l!‘.'lll'!‘
300 ms S00 ms

You will need the following parameters to calculate the "TIMEOUT" parameter:

Tcimaxt Maximum cycle time of the cyclic interrupt OB in which the associated send block
F_S_BO or F_S_Ris called.

Tcimax2 Maximum cycle time of the cyclic interrupt OB in which the receive block F_R_BO
or F_R_Ris called.

The values for Tcimaxt/Tcimax2 can be found in chart @F_CycCo-OBxx, at input MAX_CYC of
the F_CYC_CO-OBxx F function block (xx = Number of the cyclic interrupt OB with the
send/receive block).

4125 Response times of safety functions

Definition of response time

The response time is the time between the detection of an input signal and the changing of a
linked output signal.

The actual response time is always between a minimum and a maximum response time.
When configuring your plant, you must always assume the maximum response time.

The maximum reaction time of a safety function must be shorter than the process safety
time.

Definition of process safety time

The process safety time is the time within which the process can be left to its own devices
without creating a dangerous situation.

Within the process safety time, the S7 F/FH system controlling the process is not under
control; in other words, it might malfunction or fail completely. The process safety time
depends on the type of process and must be specified individually.
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How to calculate the response time

In S7ftimea.xls, the route of a signal from the sensor to the actuator via the system can be
broken down into five possible sections:

1. Input:

Runtime from sensor to user program

2. Processing in the 1st F CPU:
Cycle time and runtime of F program

3. F CPU-to-F CPU communication:
Sends the signal to a second F CPU (optional)

4. Processing in the 2nd F CPU:
Cycle time and runtime of F program in the second F CPU (optional)

5. Output:

Runtime from user program to actuator

Different variants may be used in each section. To calculate the maximum reaction time,
select the relevant variant from the header line of each section and enter the corresponding

values in the variants.

Input/Output
Depending on the hardware configuration of the system, 4 variants are possible here. In
terms of the input and output, the variants are exactly the same, with the sole exception that
the blocks for the output are in the reverse sequence to those for the input.
You will need the following parameters for calculation:
Tsensor_bLY/T Actuator_DLY Delay time of sensor or actuator
Tois Maximum discrepancy time
Tweort Worst Case Delay Time
Maximum reaction time when no errors are present
Torpt One Fault Delay Time
Maximum reaction time when an error is present
Toar Maximum acknowledgment time of the fail-safe I/O module in safety
mode (F signal module group data sheet)
TpPsTO, configured Configured PROFIsafe monitoring time
Tslave Maximum delay time due to IM 153-2 (typical value: 1 ms)
TTRTR Maximum target rotation time for the DP master system
Trr2 Maximum target rotation time for the subordinate DP master system on
the Y link, or maximum target rotation time for the subordinate PA master
system on the DP/PA coupler
ToppPA_L_DLY Delay time due to a DP/PA link
Ty L by Delay time due to a Y link
Top_bLY Additional delay time due to external DP interface (via CP 443-5
Extended)
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Tsensor_DLY/ T Actuator_DLY Parameters

The delay times in the table are assumed to be 100 ms in each case; if necessary, the
values for these will need to be obtained from the device data sheets.

Tois parameter

You set the discrepancy time when 1002 (2v2) has been selected in the hardware
configuration of the F signal module.

Properties - FDIS®MAMUR [EEx ib] - {R-/54) 5[

Generall fddreszes  Parameters Hedundanc_l,ll

FParameters " alue -
(=145 Parameters
[Z] Operating mode Safety mode
F-parameters
—[Z] F_source_address 1: CPU417-4 H
—[Z] F_dest_address 1
—[&] DIP switch setting (9......0) 0000000001
L[Z] F-monitoring time {ms) 2500
Maodule parameters
—[Z] Diagnostic interrupt
—[Z] Ewaluation of the sensars looZ evaluation
—[Z] Behavior after channel faults Passivate the channel
=H=3] Channel O
|:|§] aroup diagnostics
] 10
) Channel 1
[Z] aroup diagnostics e
[Z] Discrepancy time (ms) 10
7] Channel 2
7] Channel 3
7] Channel 4 ﬂ

Cancel | Help |

Twept/Toror parameters

Note

Whether errors are present or not, the maximum reaction times depend on the type of
module, and can be obtained from the "Aufomation System S7-300 ET 200M Distributed I/O
Device Fail-safe Signal Modules”Manual:
(http://support.automation.siemens.com/WW/view/en/19026151)

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02 125


http://support.automation.siemens.com/WW/view/en/19026151�

Configuring the safety program

4. 12 Monitoring times and system response fimes

Enter O if:

® No 1002 (2v2) evaluation is performed on the module.

® The value 0 is immediately output in the event of a discrepancy.

F signal module

Tweot

TorpT

6ES7326-1BK01-0ABO DI 24 x DC 24 V

= Internal processing time + input

= 31 ms with 1001 evaluation

delay + short-circuit test time
=23ms+3ms+6ms=32ms

= 29 ms with 1002 evaluation

6ES7326-1RF00-0ABO DI 8 x NAMUR

= Internal processing time + input delay
=60ms +3 ms=63ms

6ES7326-2BF40-0AB0 DO 10 x DC
24V/2A

= Internal processing time + input delay
=24ms+0ms=24ms

6ES7326-2BF01-0AB0 DO 8 x DC
24V2A PM

= Internal processing time =10 ms

6ES7336-1HE00-0ABO Al 6 x 13Bit

= N x reaction time per activated channel + basic reaction time
o E.g.: N =6, interference frequency of 50 Hz

=6 x 50 ms + 50 ms = 350 ms

e E.g.: N =6, interference frequency of 60 Hz

=6 x 44 ms + 44 ms = 308 ms

6ES7336-4GE00-0ABO F-Al 6 x 0/4 ... 20
mA HART

With 1001 (1v1):
= 2 x conversion cycle time x filter .

o E.g.:interference frequency of 50
Hz,
filter = 1 conversion cycle, 3
active channel pairs
=2x%x(3x25ms+50ms) x 1
=250 ms

With 1002 (2v2):
= 2 x conversion cycle time x filter +
2 x conversion cycle time

o E.g.:interference frequency of 50
Hz,
filter = 1 conversion cycle,
3 active channel pairs
=2x(3x25ms+50ms)x1+
2 x (3 x 25 ms + 50 ms)
=500 ms

= 2 x conversion cycle time

E.g.: interference frequency of 50
Hz,

3 active channel pairs

=2 % (3x25ms + 50 ms)

=250 ms

The discrepancy time is not contained in Toror. It should always be entered at parameter

Tois.

Other parameters

The remaining parameters have been discussed in the preceding sections of this chapter.
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Processing in the 1st CPU/Processing in the 2nd CPU
Processing in the 2nd CPU is optional. It involves the same variants as in the 1st CPU.
There are 2 different variants:
® One F-shutdown group is present in the signal flow being examined.
o Two F-shutdown groups are present in the signal flow being examined.

You will need the following parameters for calculation:

TelTen/Ter Configured cycle time of the cyclic interrupt OB in which the F function
block has been installed in each case

Tcimax, proj./ Tcimax1, proj./Tci | Time set in chart @F_CycCo-OBxx, at input MAX_CYC of the

max2, proj. F_CYC_CO-OBxx F function block (xx = Number of corresponding cyclic
interrupt OB).

Trproc/TrPrOG1/ TFPROG2 Program runtime of the corresponding cyclic interrupt OB

TIMEOUT Time parameterized at the TIMEOUT input of the F_R_BO or F_R_R
block

CPU-to-CPU communication (optional)

If your signal is transferred from one CPU to another, select "Yes" in the header. For
calculation purposes, you require the time parameterized at the TIMEOUT input of the send
and receive blocks for communication.

If CPU-to-CPU communication is not taking place, leave the default setting ("No")
unchanged. The next section, "Processing in the 2nd CPU", will not be taken into account
during calculation in this case.

Result

As the result, S7ftimea.xls returns two groups with 3 times each.

F=liO (0 Utput]

max. response time from the input terminal  F=I/O (input) to the output terminal of th
if there are no faults/errors
if there is a fault ferror

for any run time of the standard or fault-tolerant system
max. response time from sensor to actuator

if there are no faults/errors
if there is a fault ferror

for amy run time of the standard or fault-tolerant system

The lower group takes into account the delay times of the sensor and actuator.

Check that the times calculated meet the requirements of your process.
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5.1

5.2

5.3

Creating and configuring a Safety Matrix

Note

You can find information on creating and configuring a Safety Matrix in the "/ndustria/
Software Safety Matrix' Manual.
(http://support.automation.siemens.com/WW/view/en/19056619)

A Safety Matrix is determined by its version number, file version, and signature. Each time
the matrix is saved, the file version changes along with (depending on the change made) the
minor version number and signature. Both values are downloaded to the AS. During online
access from the engineering tool or OS, the values are compared and a message is output if
any differences are detected. If a matrix with a modified version number and signature is
downloaded to the CPU, the OS server and single stations will need to be compiled and
downloaded as well.

Documenting a Safety Matrix

A Safety Matrix is documented via menu item "Options > Reports > Configuration Report".

This displays all of the configurations in the matrix in a text file; they can then be printed or
saved in this format. The same matrix can be reconfigured on the basis of this text file,

or a hard copy of it can be printed out via the menu item "File > Print...". In order to ensure
that as much information as possible is retained in this printout, activate all options on the
"General" tab prior to printing (accessible via "View > Adapt > Layout"); otherwise, fields that
are not visible will not be printed. Please note that this type of printout does not meet the
criteria of an acceptance document, as it lacks key information such as a signature and
cyclic interrupt OB.

Organizing matrices into different shutdown groups

The information below is intended to demonstrate how two matrices located in different
shutdown groups but the same OB are installed. This is carried out using
S7 F Systems Lib V1_3.
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Creating shutdown groups
The F module driver of an F signal module may only be assigned to one shutdown group.

Therefore, when creating shutdown groups you must make sure that all signals in an F
signal module are used in the same shutdown group. Only one module driver is generated
per F signal module, which, if signals in an F signal module are used in different shutdown
groups, can lead to compilation errors on account of invalid interconnections.

In the example below, the intention is to have two matrices be executed with a matrix cycle
time of 300 ms, but in separate shutdown groups.

The starting point is the existing program, including the first matrix to have been compiled.

- JH 0835 [Weckalarma] (300 ms)
J:j @F_shutDn_38 (300 ms)
Q @F_ShutDn (300 ms)
- [F @F_CycCo-0B38 (300 ms)
- [B @F _TestMode (300 ms)
1 @cPu_rTy@CPURT
ﬁ @F_IM_38_0 (300 ms)
SafebyMatrix3
@Matriz (300 ms)
standard (300 ms)
F_Blacks (300 ms)

,L“I
H-
(B8
m @F_OUT_38_0 (300 ms)
H-dl
-

(300 ms)

E’

@F_DbInitl {300 ms)
m_SafetyMatrix3d (300 ms)

ilHHHHHH

Inserting a new matrix in a new shutdown group.
To insert a new matrix and assign it to a new shutdown group, proceed as outlined below.
1. Create a new matrix and, in the Safety Matrix engineering tool, for the matrix cycle time

select a cyclic interrupt OB that is not in use and into which no matrices have yet been
inserted.

2. Create your safety function and transfer the matrix. In the cyclic interrupt OB, three
runtime groups will be created for this matrix.
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3. Move all three runtime groups to the destination cyclic interrupt OB (in this case, cyclic
interrupt OB 38), placing them at the starting point of the OB.

5. CFC - [Runtime editor -- 03_Plant_C\AS3_F\CPU 417-4 H',...]
-E Chart Edit Insert CPU Debug View Options Window Help

N & & B2 B =CE| &« | 6 sa| N 6 =) | X F

IEeee

...... 0B14 [Uhrzeitalarms] ﬂ Conkents of 'OB36)SafebyMatrix36) | Tvpe | Pos
...... OB15 [Uhrzeitalarms] t..

------ OB16 [Uhrzeitalarme] i reactorCiprocess_safety\iMatrid 1\ Matriz{ 1\Pa... F_OR4 1{1
------ CB17 [Uhrzeitalarm?] I reactorCiprocess_safetyiiMatrind LV@Matrix(1),... F_StatDB  1]2
------ 0BZ0 [Verzigerungsalarmi] T reactorCiprocess_safety\\Matrixf 1\@Matrix(1\E... F_StatDB 13

------ 0B21 [Werzdgerungsalarml]
------ 0B2Z2 [Werzdgerungsalarmz]
------ 0B23 [Werzdgerungsalarm3]
...... OB30 [weckalarm0] (5,0 s)
...... OB31 [Weckalarml] (2,0 5)
- ¥ o832 [Weckalarmz] (1,05)

ﬁ' reackorClprocess_safeby ) iMatrix( 1 Matriz(1NF_... F_CH DI 1[4
ﬁ' reackorCiprocess_safebyiMatrix( 1 M Matrix(1MF_... F_.CH DI 1[5
ﬁ' reactorCiprocess_safebyiMatriol 1@Matrix{1 "1 F_Cause 1)6
ﬁ' reackorCiprocess_safebyiMatrix( 1 @Makrix(1 NI, F_Inters 17
ﬁ' reackorCiprocess_safebyiMatbrix( 1 @Makrix(1E1  F_Effect 1[5
______ 0B33 [Weckalarm3] (500 ms) ﬁ' reactorCiprocess_safetbyli\Matril 1 Matrix{I10NF_... F_CH_ DO 1/9
______ B34 [Weckalarm4] (200 ms) ﬁ' reactorCiprocess_safebyiMatrix( U @Makrix(10,... F_Maktckl 1)1
______ OB3S [Weckalarms] {100 ms) ﬁ' reactorCiprocess_safeby\Matrix 1V@Matri{1ML... F_aMD4 11

ﬁ SafebyMatrix36 (50
-] @Matrix(1) (50 ms)
: - JT] m_SafetyMatrix36 (S0 ms)
W) =T 2= O R S

-3 OB38 [Weckalarma] (300 L) P —

...... ¥ 0B40 [Prozessalarm0]
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4. Place the F_PSG_M block in the matrix chart to create the required shutdown group.
Make sure to insert it at the end of the new matrix runtime group.

5. CFC - [Runtime editor - 03_Plant_C'\AS3_F\CPU 417-4 H\...]
'E Chart Edit Insert CPU Debug Wiew Options Window Help

D& 4 R B ™ECE &« e 8 o = | X|B

M z&ae

...... OB35 [Weckalarms] (100 ms) _a | | Conterts of '0B3E!SafetyMatrixge)’ | Type | Pos

...... OB36 [Weckalarme] (S0 ms) ..

""" CB37 [Weckalarm?] (1,05) ﬁ' reackorCiprocess_safety)iMatrix( 1 W Matri(1Pa... F_OR4 111
(=) 3 OB3& [Weckalarm@] (300 ms) T reactorC\process_safetyliMatrix D@Matrix(1)... F_StatDE 1/ 2

Eﬂ""ﬁ [
Eg....Q @Matrixf 1) (300 ms)
EEI---{__I m_SafekyMatrix36 (300 ms)
(-4 @F_shutDn_38 (300 ms)
;D @F_ShutDn (300 ms)
m @F_CycCo-CB38 (300 ms)
m @F_TestMode {300 ms)

ﬁ' reactorCiprocess_safety!\Matril 1@Matrix{1E,.. F_StatDE 1/ 3
ﬁ' reackorCiprocess_safety)iMatrix(1 MMatrix(1NF_... F_CH DI 1[4
ﬁ' reactorCiprocess_safetyl\Matril 1D Matrix{10F_... F_CH DI 1/5
ﬁ' reackorClprocess_safety)iMatrix( 1 N@Matrix( 11 F_Cause  1[6
ﬁ' reackorCiprocess_safety)iMatrix( 1 @Matrix(1NI... F_Inkers 17
ﬁ' reactorCiprocess_safetyl\Matril 1@Matrix{1\E1  F_Effect 1/3
- ﬂ' @CPL_RTI@CPU_RT ﬁ' reackorCiprocess_safety)iMatrix 1 MMatrix(1NF_... F_CH DO 1/9
m @F_IN_38_0 (300 ms) ﬁ' reackorCiprocess_safeby)iMatrix( 1 @Matrix(101,..  F_Makckl 1) 10
m SaFetyMatric3a (300 ms) ﬁ' reactorCiprocess_safeby\Matrix{ U0@Matrix{ 1L, F_anD4  1/11
;D @Matrix (300 ms) ﬂ' reactorCiprocess_safeky)iMatrix 101 FPaG_ M 1)1z

[/ standard (300 ms)

- F Blocks (300 ms)

m @F_OUT_38_0 (300 ms)
[+ /1 @F_DbInitl (300 ms)

- [Z0] m_SafetyMatrix38 (300 ms)

5. In order to transfer any changes that may be made in the Safety Matrix engineering tool
to the correct runtime/shutdown group as well, you will then need to set the matrix cycle
time to the current value, which in this case is 300 ms (OB 38).
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6. Transfer the matrix with the modified cyclic interrupt OB setting to the project. When

5.3 Organizing matrices into different shutdown groups

changes are transferred, the engineering tool will locate the runtime group that has been
created and moved, and transfer changes to it as well. The following information appears

briefly in the status bar of the Safety Matrix engineering tool:

|The Matrix Runtime Group has been renamed (SafekyMatrix3s) [This may be changed during transFerl

7. Compile the S7 program.

The compiler will create the newly generated shutdown group and the additional runtime

groups @F_IN_<OBNr>_xx and @F_OUT_<OBNr>_xx.
= J3 0B38 [Weckalarms] (300 ms)

Q @F_ShutDn_35 (300 ms)
-l @F_ShutDn (300 ms)

- [ @F_CycCo-0B35 (300 ms)
@F_TestMode (300 ms)

o

@F_IM_38_0_0 (300 ms)

- [Bf SafetyMatrix36 (300 ms)
il @F_OUT_38_0_0 (300 ms)
-] @Matric(1) {300 ms)
m_SafFekyMakrix36 (300 ms)

@CPU_RTY@CPU_RT

LB @F_IN_38_0 (300 ms)

- [Ef SafetyMatrix38 (300 ms)
-] @Matrix (300 ms)

;D standard {300 ms)

[l F_Blocks (300 ms)

- [Ell @F_0UT_38_0 (300 ms)

- 2] @F_DbInit1 (300 ms)

- J] m_SafetyMatrix38 (300 ms)

] HHHHHHHH

Note

Please note that if the matrix CFC shutdown groups are subsequently moved or the safety
program is subsequently divided into shutdown groups, the amount of additional effort may

be considerable in terms of the change configuration work involved. For this reason, you
must make sure that division into partial shutdown groups takes place at the start of
configuration and that the F signal modules are assigned to shutdown groups.
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5.4 Duplicating matrices

54 Duplicating matrices

In order to keep the same selected settings, such as SIF assignments (safety instrumented
function groups), in another matrix, it is possible to duplicate the matrix template. To do this,
proceed as follows:

1. In the matrix folder of the CPU, select the matrix you wish to use as a template and
export it as a source via the context menu.

£ Comp_MP {(Component view) -- D:WPCST_ProjectComp_MP%Comp_MP

3@ Comp_MP Object name I Symbalic name

258 01 _Plant_&,

.. &8 02 Plant_B be e Clet CtriHAl+0
=- -:;: _'ngt_FE Cuk k-
E‘.. X
: _ Copy Chel+C
=& cPU 4174 H Paste Chrly
E|-- S57-ProghSa
@ Sources Delete el
Blocks
% Charts Insert Mew Object r
b atrces PLC '
Eﬂ"i EE 31315 Eu Access Prakeckion r
5 Ex
EEl-- AS4 FH Export Source. ..
-] Globale Deklarationen

w3 20 0% SIMATIC Route Control L

H-g 21 _LL SIMATIC BATCH

- 25 ES

H-£Eh CAS 1 Renarme Fz

Eﬂ---@ Comp_Lib Object Properties. .. Alt+Return
Special Object Properties r

2. Select a destination folder and save the file here under a new name. Renaming the file is
important as, if you do not do this, your template file will be overwritten when you carry
out an import.

3. Toimport a template file of this kind, open the Object Properties of the matrix folder. You
can use the "Import CEM" button to add the saved matrix template to a matrix folder.

4. In the dialog shown below, enter a new name for the matrix; this must be different from
the one assigned to the template.
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5.5 User authorizations for the Safety Matrix Viewer

In the properties of the Safety Matrix block icon, you can set up a separate user
authorization for each action and assign it to selected users.

Here, it is also possible to enter the authorization level for the initiator and confirmer for each
OS operation. To split operator authorizations across two different users (i.e. for doubly-
assured authorization by two users), you can assign the initiator level to one user and the
confirmer level to the other,

meaning that each relevant matrix transaction must be initiated by the first user and
confirmed by the second.

The example configuration below involves a "user" who has process operator authorization
(authorization level 5) and therefore possesses both "initiator" (authorization level 100) and
"confirmer" (authorization level 101) rights at this level.

However, this "user" is only permitted to execute acknowledgments. In order to execute
"higher-level process operations" (authorization level 6) in the matrix, an "initiator"
(authorization level 100) and "confirmer" (authorization level 101) are required.

(@[2]22] [&F Maor2 [F_Matctii

Praperties | Everts |

[=]- @F_Matclj2 Abtribute | Skakic
Geomekry SafetyGrouphumber 0,000000e+000
Miscellansous | SafetyGroupDescript

General InitiatorLevel 100,000000
Styles ConfirmerLevel 101,000000
Links CausehckLevel S, 000000

MatrixData

CauseByplLevel 6, 000000
CauseTagSimLevel 6,000000

. CauseClrFOLevel  S,000000
User Initiator Confirmer |gfrectciraimievel  s,000000

No.|Function Authoriz| |Authoriz| | Authoriz EffectOvrlevel 6,000000
EffectResLevel 5,000000

EffectByplLevel 6,000000
EffectTagSimLevel  6,000000
EventsClearlevel  6,000000
DriversAckLevel 5,000000

User administration

Authorization for area

System change

Monitoring

Process controlling

Higher process controlling
7IReport system

100{Initiator

101[Confirmer

ClC e e )
0] ] )
Clelle e ] )

The values set in the matrix faceplate under MatrixData are overwritten with their default
settings when the faceplates are updated. To prevent this, adjust these settings in
@@SafetyMatrixTypicals.PDL within your project, or enter the parameters in file
@@PCST7Tyicals.CFG (which can be found in the OS server project path on the ES, under
wincproj\sOSname>\WScripts).
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The names of these attributes and properties can be found in the configuration dialog of the
block icon, by selecting the block icon followed by "Configuration dialog..." in the context
menu.

Configuration Dialog ﬂﬁl

Froperties | Events: |

CauzeT agSimLevel
CauzeChFOLevel
- EffectClrialmLevel

Edit the Selected Property

Dbject Type: I@F_Matclﬂ Language IEninsh [United States) |
Selected Properties Objects Properties
ey x|
=- S_afet_l,leupNumber
¢ e SafelyGroupMumber Value - -
- SafetyGroupDescription Current Language: IEnghsh (United States)
- InltlaForLevel Attribute Manme ISafetyGroupN urnber
B ConfirmerLevel
[+ CausstickLevel Mame of Froperty ISafet_l,JGroupNumber
[+ CauseByplevel
..
..

ak. I Cancel |

In file @@PCS7Tyicals.CFG, you will need to extend the [Columns] and [Column00]
sections. The name of the property is entered in [Columns] and the attribute in [Column00].
The sections should then appear as shown below (please note that they are case-sensitive).

Since the sections already contain entries for the properties and attributes, you must start
with the first unused number (in the example: last number used = 10, next unused number =
11 = N), and increase the number for each entry.

[Columns]
(existing entries)

ColumnN = SafetyGroupNumber

TypeN = 3

ColumnN+1 = SafetyGroupDescription
TypeN+1 =3

ColumnN+2 = InitiatorLevel
TypeN+2 =3

ColumnN+3 = ConfirmerLevel
TypeN+3 =3

ColumnN+4 = CauseAckLevel
TypeN+4 =3

ColumnN+5 = CauseBypLevel
TypeN+5 =3

ColumnN+6 = CauseTagSimLevel
TypeN+6 = 3

ColumnN+7 = CauseCIrFOLevel
TypeN+7 =3

ColumnN+8 = EffectCIrAlmLevel
TypeN+8 = 3

ColumnN+9 = EffectOvrLevel
TypeN+9 =3

ColumnN+10 = EffectResLevel
TypeN+10 =3

ColumnN+11 = EffectBypLevel
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TypeN+11 =3

ColumnN+12 = EffectTagSimLevel
TypeN+12 =3

ColumnN+13 = EffectClearLevel
TypeN+13 =3

ColumnN+14 = DriversAckLevel
TypeN+14 =3

[Column00Q]
(existing entries)

[ColumnN]

Property0 = SafetyGroupNumber
[ColumnN+1]

Property0 = SafetyGroupDescription
[ColumnN+2]

Property0 = InitiatorLevel
[ColumnN+3]

PropertyO = ConfirmerLevel
[ColumnN+4]

Property0 = CauseAckLevel
[ColumnN+5]

Property0 = CauseBypLevel
[ColumnN+6]

Property0 = CauseTagSimLevel
[ColumnN+7]

Property0 = CauseCIrFOLevel
[ColumnN+8]

PropertyO = EffectCIrAlmLevel
[ColumnN+9]

Property0 = EffectOvrLevel
[ColumnN+10]

Property0 = EffectResLevel
[ColumnN+11]

Property0 = EffectBypLevel
[ColumnN+12]

Property0 = EffectTagSimLevel
[ColumnN+13]

Property0 = EffectClearLevel
[ColumnN+14]

PropertyO = DriversAckLevel

5.5 User authorizations for the Safety Matrix Viewer

Note

For more information on the structure of the @@PCS7Tyicals.CFG file, refer to the WinCC
Information System (Start > Simatic > WinCC > WinCC Information System in contents
under Options > Options for Process Control > Graphic Object Update Wizard > Structure of

the Configuration File).
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5.6

5.7

138

Interconnections between the matrix and safety program

When establishing interconnections between the matrix and the remainder of the safety
program, you must ensure that the interconnected blocks are all in the same shutdown
group, or that the right communication blocks have been installed between the shutdown
groups.

Using imported F channel drivers in the matrix

If the fail-safe signals are also to be used at a different point in the program, e.g. for display
or interlocking purposes in the standard program, it is recommended that you create a
process tag (CFC) for the signal and activate the "Use imported channel drivers (IEA
support)" function in the matrix when transferring it to the project.

In the matrix, it is possible to use input signals that have already been used in the safety
program.

External F channel drivers are F channel drivers that have not been placed by the Safety
Matrix. To enable the Safety Matrix to interconnect external F channel drivers along with its
own channel drivers, you must activate the "Use imported channel drivers (IEA support)”
option when transferring the Safety Matrix to the project. This interconnects additional
signals between the channel driver and the Safety Matrix. These are inputs "SIM_IN",
"SIM_ON", and "SIM_V", which the matrix uses for the maintenance function, as well as
"ACK_REI" and "ACK_REQ", used to signal an acknowledgment request in the Safety Matrix
and perform acknowledgment from here.

To enable the Safety Matrix to integrate external F channel drivers into its full scope of
functions, the "SIM_IN", SIM_ON", "SIM_V", and "ACK_REI" I/Os may not be interconnected,
as the Safety Matrix does not change the existing logic and thus does not interconnect the
inputs.

Internal F channel drivers will be recreated whenever any changes affecting the "chart and
parameters" are made; as part of this, any interconnections established previously will be
lost. Do not configure any interconnections with F channel drivers in the driver chart of the
Safety Matrix.
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6.1 General information

Operational procedures

During maintenance work in or while making changes to a plant, the operational procedures
must be followed at all times.

Before changes can be made to safety-related parts of the plant or functions, a risk
assessment relating to the change itself and how it is to be made must be carried out,
particularly if it is to be made during operation. Only make changes if a risk assessment has
been carried out beforehand and ensure that change instructions resulting from this are
followed.

An S7-400 F/FH system being operated as a safety system is protected by at least two
passwords. Make sure you have the required access authorizations.

Note
You can find more information in Section Access protection (Page 13).

If changes are to be downloaded during operation, safety mode must be deactivated on the
AS and then reactivated once downloading is complete.

Note

You can find more information in Section Safety mode and downloading the safety program
(Page 99).
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6.2 Preparing for changes

Offline/Online comparison

Before each CFC change, make sure that the offline and online programs are identical.
® To do this, open a chart from the AS in the CFC editor and switch to online mode.

e |f there are differences between the offline and online versions, a message with an
additional system prompt will appear; otherwise, the system will switch to online mode
without prompting.

In the case of fail-safe functions in the AS, you must also check whether the signature from
the last compilation matches the online signature in the AS (see Section Tracking changes in
the safety program (Page 144)).

e |f the signatures are not identical, or a prompt indicating that there are differences
between the programs appears when you switch to online mode, you must determine
what has changed and whether the changes can be downloaded.

Version Cross Manager

CPU utilization

140

The "Version Cross Manager" can be used as a tool for comparing two project versions, as
well as the current project with a backed-up version of it (see Section Tracking changes in
the safety program (Page 144)).

® The comparison function in S7 F Systems can be used to list the differences in the safety
program. You can access this comparison function by clicking the "Compare..." button in
the "Edit Safety Program" window.

® The next window enables you to choose the versions to be compared.

Do not make any other changes if the offline and online versions are different and you do not
know what the differences are.

Before making any changes, check the CPU utilization with regard to memory and cycle
time. You can query how much memory has been allocated using the "Module Information..."
function in the CPU.

® To do this, open "Module Information..." in the CPU and check how much memory is
allocated at present on the "Memory" tab.

® To determine the cycle utilization, blocks TIME_BEG and TIME_ENG must be installed in
the OBs in use and interconnected with one another. In the relevant CFC, check the
runtimes of the OBs at output TM_DIFF_TI of the respective TIME_END block. Please
note that the runtimes of higher-priority OBs are also measured when this method of
measuring the runtimes of lower-priority OBs is used, and will need to be subtracted
accordingly.
With PCS 7 V7.0 SP1 and higher, and a S7-400H CPU with FW V4.5 and higher, the
gross and net runtimes of the cyclic interrupt OBs can also be read at block CPU_RT.

Note
You can find more information in Section Cyclic interrupts (Page 18).
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Checking the H parameters

In fault-tolerant systems, you must check the H parameters of the CPU.

To do this, open the Object Properties of the CPU and switch to the "H Parameters" tab.

If a "Cyclic interrupt OB with special handling" has been specified here, and the option
"Use only calculated values" has been activated, use the "Calculate..." button to open the
"Update Reserve: Calculation of Monitoring Times" window.

Here, check the values in the entry fields "Runtime of the watchdog interrupt concerned
[ms]" and "Work memory used for all data blocks in the user program [Kbyte]".

Compare the runtime entered in the "Runtime of the watchdog interrupt concerned [ms]"
field, for the cyclic interrupt OB with special handling, with the measured runtime
(TIME_BEG, TIME_END of OB) or the runtime read at the CPU_RT block. The value
entered should be approximately 10% greater than the measured one.

Compare the value for "Work memory used for all data blocks in the user program
[Kbyte]" with the object properties of the CPU block folder. On the "Blocks" tab there, you
will find the amount of memory (in bytes) occupied by data blocks under "Size in work
memory: Data". This value (expressed in Kbytes), plus some reserve, must be entered in
the "Work memory used for all data blocks in the user program [Kbyte]" field.

If the values in the entry fields do not match the actual values, you must enter the current
values and determine the H parameters using the "Calculate..." button.

Note
You can find more information in Section Calculating monitoring times (Page 30).

Checking the hardware before downloading

Before downloading the changes - and in particular, before downloading hardware
configuration changes with HCiR - make sure that no errors are present in the system.

The HCIR procedure involves stopping a CPU, performing the download, and then
restarting the CPU.

Immediately after the transition to RUN Redundant, the other CPU is stopped and
restarted, during which time it is updated to the current configuration.

If there is an error in a redundant component (e.g. the interface module of the ET 200M),
this can cause the connection to a PROFIBUS slave to fail and input/output modules to
be passivated.
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6.3 Changes in CFC

Changing the user program

Before you make changes to the standard or fail-safe program of an S7 F/FH systems, make
sure that you can also download and check these changes. Changes to the standard or fail-
safe program cannot be compiled or downloaded as part of a separate process. Therefore,
you must follow the sequence below in full to make changes:

® Change CFC

® Check

e Compile

e Download

e Offline/online comparison
® Test

e Document

To change or add a fail-safe function, open the relevant CFC or add a new one.

New runtime group

Function test
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When a new CFC is added, the system creates a new runtime group with the same name.
Check whether its insert position in the editor is the position you require.

Empty F-runtime groups may arise when deleting safety functions. To remove these with
PCS 7 V7.0, you need to delete them before compilation takes place. To do this, in the CFC
editor select "Edit > Delete Empty Runtime Groups".

With PCS 7 V6.1, you need to activate the "Delete Empty Runtime Groups" option when
carrying out compilation.

Before inserting blocks, establish the predecessor block. When inserting blocks, make sure
that the sequence of the blocks corresponds to the signal flow. If necessary, change the
block sequence in the runtime editor. Using the "Optimize Run Sequence" function for a fail-
safe runtime group is not permitted.

To test your functions, you can use S7-PLCSIM or - depending on your PCS 7 version - you
can download your program to a test AS. To perform testing with S7-PLCSIM, start S7-
PLCSIM and download HW Config and the CFC charts. Depending on the version of S7-
PLCSIM you are working with, you may need to enter either the password "plcsim" (up to
PLCSIM V5.3) or the configured CPU password (PLCSIM V5.4 and higher) in order to
download CFC charts. Testing with S7-PLCSIM is not a substitute for carrying out a function
test in the plant.
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6.4 Changes in HW Config

In HW Config, F signal modules may only be added or deleted. Changes to the configuration
of a fail-safe module lead to passivation of the module by the self-test after the hardware
configuration has been downloaded. If changes are required, check whether the signals are
necessary for the process that is currently running. Establish (within the context of a risk
assessment, if necessary) whether signal simulation is permissible.

Signature value of the signal module

Safety-related settings of the fail-safe signal modules are entered in the signature of the fail-
safe program. The signature value of a fail-safe signal module appears as an input
parameter on the F module driver.

To update this value, after safety-related parameters have been changed in the HW
configuration the changes need to be compiled using "Generate module drivers" and
downloaded in the CFC editor.

Safety information

In HW Config, you will receive a message when you make changes to safety-related
parameters. If you are unable to or do not wish to finalize the changes for the reason
specified above, you can cancel them here and close HW Config without saving.

6.5 Downloading changes/Complete downloading

Standard program

Safety program

In an S7-400 F/FH system with a safety and standard program, changes can be made in the
standard program in exactly the same way as with a standard system.

However, since the fail-safe program may also be affected by a program error in the
standard program (e.g. an infinite loop in a user block), changes in the standard program
should be treated in the same way as changes in the safety program.

The procedure for downloading changes/complete downloading of programs with F blocks is
identical to the one used for the standard program. Additionally, safety mode must be
deactivated before downloading changes and then reactivated once this is complete.

Note

You can find more information in Section Safety mode and downloading the safety program
(Page 99).

During a complete download, the CPU is stopped and must be restarted once the download
is complete. When the CPU starts up, it goes into safety mode.
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6.6 Tracking changes in the safety program

Backing up projects

In order to track changes, it is necessary to back up the project at regular intervals both
before and after changes are made. A plant-wide decision should be taken regarding where
project backups are to be stored and how the individual versions are to be named.

Program comparison

The "Version Cross Manager" can be used for the entire program as a tool for comparing
two program versions, as well as for comparing the current project with a backed-up version
of it.

Options for comparing the safety program can be accessed by clicking the "Compare..."
button in the "Edit Safety Program" dialog.

You can use this dialog to compare two safety programs and show and print the differences
between them.

Z safety Program - 01_Plant_A"\SIMATIC x|
& Difline ' Online Rack: 0 Slat: 3
Current Compilation: Iusﬂ B42007 11:24-29  Owerall Signature: IEbSESdba Log...
Fieference: IDS;"DSQDD? 01:3267  Owerall Signature: |c4fdb299 Compare... |
Compare Programs - 01_Plant_A%SIMATIC H-Station AS51CPU 417-4 H{D 5[
Safety P ewr & Blocks - o0 Stat___|
S TR R e Reference Compare with: |Reference j ml
Block. | Symbalic Mame  — View Options Print |
FC745 FC745 [ % Block View = Chart View |
fFcerr FoTEr
ﬁ- FC7a0 FC7aR0 — Comparizon of Overall Signatures: NOT IDEMTICAL
HFocrm FoTE I— :
Current Program  [202658d06a  01_Plant_a&%SIMATIC H-Station 45 1%CPU 417-4 HO1NS 7-Progasi
HFEIN F_ANDY
Frea2  FORd Reference |c4fdb299 01_Flant_A%SIMATIC H-Station ASTACPL 417-4 HIONS7-Praghs 1
fFreats  FUM_HL
fFe3??  F.CH.DI
fFe37s  F.CH.DO
ﬁ- FE379 F CH Al — Result of the Comparizon of the 5 afety Blocks
ﬁ' FB384 F_t_DIS Block I Symbaolic Mame I Current Program I Reference I :I
i reaes F_tW_DO10 = FC744 Communication 05f2 o
& roaer F_M_alG W FC745 Safetyb atrin 35 Gad2 Bea?
R F rvrorn = FL777 failsafe 393 Zebb
= FCYER FC78E aLalet | a3b4
Close | Upda | |= FE201 F_AND4 83h0
= FE315 F_LIM_LL affia ;I
Close | (Ejiix] | Help |

Using the "Compare with" drop-down list box, you can determine which programs you intend
to compare.

e |f you have activated the "Program" option button, you will be able to select one of the
following programs here:
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Reference Last reference saved for this program

Last compilation Last compilation of the program

Online Program in the state currently downloaded on the F CPU
Another project Any offline program, click ("Browse..." to select)

e |f you have activated the "Reference" option button, you will be presented with the
following selection options:

Current program Current offline program

Last compilation Last compilation of the program

Online Program in the state currently downloaded on the F CPU
Another project Any offline program, click ("Browse..." to select)

Signature of the safety program

The program signature is used to identify a safety program. It changes each time a change is
made to the safety program. As a result, comparing the signature values of two safety
programs provides an initial indication of what changes have been made in the safety
program.

The signature of the current safety program in an AS can be found in the "Edit Safety
Program" window. To do this, in the SIMATIC Manager select the CPU that contains the
safety program and use the "Options > Edit Safety Program" menu command to open the
relevant dialog. Here, you will see two signatures, each with a corresponding date:

® The most recent date on which the CFC charts with changes to the safety program were
compiled, and the signature formed during this

® The date on which a safety program was saved as a reference, and which signature the
reference program has

Save the program you have checked as a reference using the "Reference" button in the "Edit
Safety Program" window; enter the password if requested to do so and answer "Yes" to the
query that appears following this.

The signatures shown in the "Edit Safety Program" window do not need to match the
signature in the AS. It may, for example, be possible that the most recent changes were
compiled, but not downloaded and checked.

For this reason, you must also check the signature in the AS.
® To do this, go online in CFC and open the @F_Shtdn chart.

e While online, you can view the signature of the safety program in the AS at output
F_SIG_OUT of the F_SHUTDN block.

For change tracking purposes, it is worth manually documenting both the signature value of
the safety program and the name of the project backup in a log file.
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Printing program data

You can use the "Edit Safety Program" dialog box to view, compare, and document many of
the attributes of the safety program. It lists all the blocks that are contained in the safety
program. F-runtime groups and charts can also be displayed.

Here, you will also find options for documenting the current safety program:

Safety Program

Fleasze select the data to be printed:

[ Chart [both Standard and 5 afety]
¥ Satety Program: blocks list and signatures

¥ Print safety-related parameters
™| Safety Fragram: Funtime groups list and signatures
™| Satety Frogram: Shutdovn groups lish and signatures
™| Satety Fragram: charts lish and|signatures
v Hw Configuration

x|

Cancel |

Help |

If you want to print all the charts, activate the "Chart (standard and F chart)" option.
Individual charts or all F charts can be printed from the SIMATIC Manager.

Activate the options shown above to print the safety program and the hardware.
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Before the hardware is printed, another dialog appears:

print x|

— Prinker

Mame: IMichsoleffice Document Image Writer j Properties... |

Status: Feady

Type: Micrazoft Office Document Image Writer Driver
Location:  Microzoft Document Imaging ‘writer Port;
Comment: [ Prirt ta file

— Print Flange
& Al
v Module description
v
[~ Sync domain list
™ Selection

— Options
™ with parameter description
™ with asset ID

Character Set
’7 % Standard  Advanced

Cancel | Help |

Here, select the "All", "Module description", and "Address list" options.
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To print individual or multiple charts from the SIMATIC Manager, you must make the CFC
editor settings in the "Print" dialog. For this purpose, open a chart in CFC, go to the "Chart >
Print" menu, and then select the printout options shown below.

print x|

— Printer

Mame:  |HP 2000C

Statuz: Feady

j Properties |

£ Cument chart partition
i Al chart partitions

Type: HF 20000

Location:  LPTH:

Comment: [ Frint o file
— Print what

" Curent sheet % Chart with chart [/0=

¥ Ouwerview ¥ Sheets

Optians |
¥ |nclude nested charts [from SIMATIC Manager]

" Chart without chart | /0=
£~ Chart 1202 only

ok | o |

Cancel | Help |

In the chart directory of your AS, within the SIMATIC Manager you then have the option of
highlighting charts for printing purposes, and printing the selected charts using the "File >
Print > Object Content" menu command.

Plant acceptance

Note

You can find information on acceptance of a plant, changes, or F block types in the "S7 F/FH
Svstems Confiquring and Programming' Manual.
(http://support.automation.siemens.com/WW/view/en/2201072)

Two checklists are available for system documentation purposes:

® "Process Safety — Configuration" checklist
This list is used for documenting the system design and the software and hardware
settings of the automation system in use.

® "Process Safety — Verification/Testing"
This list enables you to document that the components in use have been tested against
their requirements and specifications, and that the relevant function tests have been

performed.

These lists are only templates and may be adapted to the requirements of your plant at any

time.

Compendium Part B - Process Safety
Operating Manual, 06/2009, A5E02122390-02
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