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Phishing Game



Rules
Participants: 2-3 players

Time: 30-45 minutes

Player Instructions:

In this game, there are 6 phishing emails. To win the game, you must identify all of the suspicious parts and explain 
why they are suspicious. You will get a point for each part you describe correctly.

1. Place your marker on the “Start” square. Make your game marker with a paper-ball, eraser or other small 
object.

2. Place the phishing cards Question-side up in the centre of the board. Answer-side has the fish image.

3. Take a phishing card from the centre of the board. *Do not turn the card over until you have finished answering 
the questions.

4. Read the phishing email.

5. Underline of highlight the suspicious parts.

6. Describe why it is suspicious in the spaces provided.

7. Turn over the card and read the answers.

8. For each correct answer, move your marker one spot forward. e.g. 4 correct answers, move forward 4 spaces.

9. When you are finished all phishing cards, report your score to the trainer.

If you identify any answers not provided on the answers card, your trainer will make the final decision on points.
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Briefly describe all suspicious parts of this email.

7 POINTS

From: 

Subject: 

Date: 

To: 

Salutation: 

Message: 

Attachment:

Turn over to 
read answers
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7 points
• From: Domain looks legitimate, but sender 

doesn’t have a full name
• Subject: Subject line is alarming
• Date: Timestamp shows email was send at an 

unusual hour outside of business hours
• To: -
• Salutation: Salutation is generic
• Message: (1) Message requires urgent action. 

(2) Contains spelling errors - “Plese” is 
misspelled

• Attachment: Unsolicited attachment unrelated 
to request to update login info

Return to 
board



Briefly describe all suspicious parts of this email.

4 POINTS

From: 

Subject: 

Date: 

To: 

Salutation: 

Message: 

Attachment:

Turn over to 
read answers
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4 points + 1 Bonus point
This phishing email is particularly clever. Most of 
the email looks legitimate. But there are a few 
signs.
• From: Sender’s email domain is 

@roktpowered.com, not hotels.com
• Subject: -
• Date: Date and time are normal
• To: -
• Salutation: Normal for an advertisement
• Message: You must click this email – the use of 

must is suspicious and requiring the link to 
access the coupon

• Attachment/link: Bonus Point: Hover over the 
link may reveal the url is not Hotels.comReturn to 

board



Briefly describe all suspicious parts of this email.

6 POINTS

From: 

Subject: 

Date: 

To: 

Salutation: 

Message: 

Attachment:

Turn over to 
read answers
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6 points
• From: (1) Sender’s email domain is 

@cbcbuilding.com, not Costco, (2) logo is 
incorrect 

• Subject: -
• Date: Sent outside of normal company hours
• To: -
• Salutation: no salutation
• Message: (1) Contains numerous grammatical 

errors / odd phrasing – e.g. you will be paid your 
money back lass 21%, (2) Contains punctuation 
errors – e.g. dont

• Attachment: -

Return to 
board



Briefly describe all suspicious parts of this email.

3 POINTS

From: 

Subject: 

Date: 

To: 

Salutation: 

Message: 

Attachment:

Turn over to 
read answers
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3 points
• From: Sender’s email domain is 

@fashionlab.com.au, not Best Buy
• Subject: -
• Date: -
• To: Generic salutation
• Salutation: -
• Message: Contains multiple grammatical errors
• Attachment: -

Return to 
board



Briefly describe all suspicious parts of this email.

4 POINTS

From: 

Subject: 

Date: 

To: 

Salutation: 

Message: 

Attachment:

Turn over to 
read answers
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4 points
• From: (1) Sender’s name includes numbers, (2) 

Sender’s email domain is
@gulfslipformpaving.com, not USPS

• Subject: Vague – this is because the entire email 
is a link. Clicking anywhere in the email would 
take you to the link

• Date: -
• To: -
• Salutation: -
• Message: Punctuation errors – e.g. couldnt, 
• Attachment/Link: Tries to force you to use link, 

no URL provided or alternate method of contact

Return to 
board



Briefly describe all suspicious parts of this email.

4 POINTS

From: 

Subject: 

Date: 

To: 

Salutation: 

Message: 

Attachment:

Turn over to 
read answers
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4 points
• From: Reply to address is an @gmail account
• Subject: Urgent / alarming
• Date: -
• To: -
• Salutation: 
• Message: Too brief, does not provide 

information, unprofessional
• Attachment: Zip file - Suspicious

Return to 
board


