DALEMC

Pivotal Cloud Foundry on VMware vSphere
using Dell EMC XC Series Hyper-Converged
Appliances Deployment Guide

Dell EMC Engineering
May 2017

A Dell EMC Deployment Guide



Revisions

Date Description

May 2017 Initial release

The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to the information in this
publication, and specifically disclaims implied warranties of merchantability or fitness for a particular purpose.

Use, copying, and distribution of any software described in this publication requires an applicable software license.

Copyright © 2017 Dell Inc. or its subsidiaries. All Rights Reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or its subsidiaries. Other
trademarks may be the property of their respective owners. Published in the USA. [5/5/2017]

Dell EMC believes the information in this document is accurate as of its publication date. The information is subject to change without notice.

2 Pivotal Cloud Foundry on VMware vSphere using Dell EMC XC Series Hyper-Converged Appliances Deployment Guide |
000024 | AOO
DEALEMC




Table of contents

(R EN ][0 OO T R PPRRTRR 2
EXECULIVE SUMIMIATY ... titiiiieei ittt e e e e e se sttt e e ee e e s e et e eeeaeeesastebeeeeaaeee s asteteeeeeaesesnsteeeeeeeaeeesanseeeeneeaeesasnneeeeeeeaeessannntennneeaens 4
R [ o1 (o To 0o 1T o OO P P PPRR TR 5
0 A N U To 1= o (ot PP PP 5
O [ 01 =TS {0 od (TP P PP P PP PR PPTRRIR 5
TG T o (= 1= o U £S3 (= U RERRR 5
O R YT {0 Yo 1o 1 RS SEERR 7
2 Deploying and configuring OPerationS MEBINAGET ...........eeiiiuiiee ittt ettt e et e et e e e st b e e e e sabb e e e e sabbeeeesabreeeesabreeeaaa 8
2.1 Deploying Operations Manager t0 VSPREIE .........uiiiiiiiiii ittt ettt sttt e e s snnreeas 8
2.2 Configuring Operations Manager DireCtor fOr VSPRNEIE ..........viiiiiiiiiiie et 14
3 Deploying and configuring Elastic RUNLIME fOr VSPRNEIE ........uuii i 27
3.1 Adding Elastic RUNtIME 10 OPS MANAGET .......eeiiiiiiieeiiiiee ettt ettt ettt ettt e et e e e st e e e e sabe e e e e anbeeeeenneee 27
3.1.1 Viewing all the VMs for Ops Manager Director or ElastiC RUNTIME ...........coociiiiiiiiiiiie e 45
4 Creating New 0rgs, SPACES, AN USET ACCOUNTS ........cieiiuieeeiiiiieearitete e e sttt e e e rbr e e e s abe e e e e asbe e e e e asbe e e e e aabeeeeaanbeeeeaanbeeeesannes 46
4.1 ODbtaining CredentialS ........ccco i 46
4.2  cf CLI for orgs, spaces, and USEI ACCOUNLS ..........ccciiiiiiiiiiiice ettt e e 47
S ® o = Ul a 1T To Jr= g To I o WIS 11 0o Jr= Vo] 0 LT (o TN = O e 51
LT A o [T [o YV o [ PP 52
B5.1.1 PUSHING HEHO WOKIA ...t 53
5.1.2 Confirm Hello WOrId IS WOIKING ...ttt a e e e e aaas 55
L T2 o] 11T U] TR 56
5.2.1 ASSEMDIE SPIHNG IMUSIC ... 57
5.2.2 Confirming SPring MUSIC IS WOTKING .....ueiiiiiiiiie ittt ettt e bt e et e e e st e e s anbneeeeaneee 60
LR T o] o 3 1Y =T g = To 1] OO PSP OO PEPPPR PP 61
A OPLONS FOr SEHNGS PrOXIES ... .veeeeiitieee e ittt ettt e et e e e bt e e e aa b et e e e ra b et e e e aabe e e e ek be e e e e anbb e e e e anbb e e e e anbbeeeeanbeeeesannee 63
Al Git FOr WINAOWS PrOXY lIST...cciieiiieiiiiiee ittt ettt et e e e st e e e st et e e e st be e e e e bbeeeesbbeeeeabaeeeeans 63
A2 Adding ProxXy to MANIFESLYIMI ...coiiiiiii et et e e e s bt e e e st bt e e e s bbe e e e abbeeeeabneeaeans 63
A.3  Adding proxy to gradle.properties filE .........oo i 64
B Technical SUPPOIT NGO FESOUICES ........oiiiiiiiiei ittt e et e et e e e sa bt e e s bt e e e e aabe e e e e aabb e e e e anbeeeeeabbeeeeabaeeeeabbeeeeans 65
REIALEA FESOUITES .......eeeeeiiteee ettt b e e o bt e o4kt ee 4kttt e 4k e et e e 4R e et a1k e et e s bb et e e s b e e e e e nnbne e e s nnnne e s 66
(D B T=T o] (0] 4 1T o] o g 1T o 4] PP TTPP ORI 67

Pivotal Cloud Foundry on VMware vSphere using Dell EMC XC Series Hyper-Converged Appliances Deployment Guide |
000024 | AOO DEALEMC



Executive summary

The Dell EMC™ XC Series Hyper-converged Infrastructure (HCI) appliance powered by Nutanix™ delivers a
highly resilient, converged compute and storage platform that brings benefits of scalable architecture to
business-critical enterprise applications.

The XC Series platform is hypervisor agnostic and software installs quickly for deployment of multiple
virtualized workloads. The XC Series Nutanix platform delivers storage through multiple protocols such as
NFS, SMB, and iSCSI.

Pivotal Cloud Foundry (PCF) is a Cloud Native Solution that supplies developers with a ready-to-use cloud
computing environment and application service, all hosted by virtualized servers on an on-premises private
infrastructure or public cloud. PCF delivers a turnkey experience for scaling and updating applications with no
downtime.

Combining Pivotal Cloud Foundry with Dell EMC XC Series Hyper-converged appliance with vSphere,
enterprises can create a full-featured, tightly integrated cloud platform based on open technologies.

This document provides the instructions for deploying PCF onto Dell EMC XC Series appliances in a VMware
vSphere environment.
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1.1

1.2

1.3

Introduction

This guide details the necessary steps to deploy and configure Pivotal Cloud Foundry (PCF) in a VMware
vSphere environment on a standard configuration using XC Series appliances. For more information, refer to
the latest Pivotal guide located at http://docs.pivotal.io/pivotalcf/.

Audience

This document is intended for decision makers, managers, architects, cloud administrators, developers, and
technical administrators of IT environments who want a solution guide that demonstrates how to deploy
Pivotal Cloud Foundry (PCF) on a Dell EMC XC Series cluster in a VMware vSphere environment. This guide
also goes into some details for creating orgs/spaces/users and pushing apps for multiple frameworks. You
must be familiar with Dell EMC XC Series, Pivotal technologies, VMware vSphere technologies, and have a
basic familiarity with storage, compute, and network technologies.

Business and end-user readers of this document must be familiar with general IT, cloud technologies, and
have an understanding of the relationship between their business, IT, and the application development
requirements that are part of multiple business units.

Infrastructure

The infrastructure for Pivotal Cloud Foundry (PCF) on VMware vSphere in a standard configuration using XC
Series appliances is defined in the Dell EMC XC Series Pivotal Cloud Foundry Reference Architecture
document. This guide assumes you have read that document prior to doing this deployment.

Prerequisites

There are several prerequisites that must be in place before starting the PCF install. Review the general
requirements for installing PCF on vSphere under vSphere Requirements. Below is additional information that
will be helpful. We have also included a deployment checklist for information you will need throughout this
deployment. Before you begin, fill out what you can of the Checklist at the end of document and complete the
following list of prerequisites.

Note: This deployment assumes you have read and understood the Dell EMC XC Series Pivotal Cloud
Foundry Reference Architecture document and that you have successfully deployed an XC Series cluster
with vSphere.

Table 1 Prerequisites for setting up PCF

Prerequisite Definition

Minimum of 36 IPs Because we are using DHCP, an exclusion range was
created for these IPs so that DHCP does not hand out
addresses in this range. Checklist item #1.

Load balancer considerations If you do not have a load balancer and will be using the
included HAProxy, pick one IP address in the reserved range
above. That IP will be for the HAProxy. Most of the rest of the
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Prerequisite

Definition

IPs are assigned automatically. Write this HAProxy/Load
Balancer IP in the Checklist item #7.

NTP

Necessary for timesync.

Create two (2) wildcard DNS entries

These should be in the format of:

*.apps. YourDomain. YourTopLevelDomain
*.system. YourDomain. YourTopLevelDomain

Both should point to your load balancer or the HAProxy IP.

Resolve ESXi port issues

If you have recently setup ESXi 6.0 U1, there are two bugs
that must be resolved before you can import the OpsManager
OVA. On Step 1 of Deploying an OVF template, we received
an error message that said The source OVF uses networks
but the destination host does not have any networks
configured. Follow the Resolution steps for both of the
following KBs, in this order, on your vCenter server. Then
restart your vCenter server.

o KB 2125229 — “You do not have permissions to view this
object or this object does not exist” in vSphere Web Client.
This happens when going to Administration in vSphere Web
Client.

e KB 2120255 — Unable to access new Administration and
Licensing features in vSphere Web Client 6.0.

Set up an SMTP server (recommended)

Use an SMTP server for notifications. Write in the Checklist
item #9.

Pivotal Network Account

Account to login and download products from Pivotal
Network. Checklist item #15. Use your corporate security
recommendations to manage your credentials.

In addition to being a common practice, Dell EMC recommends creating a VM for all of the tools required in
this environment. You must join this VM to the same domain and it is where you will do most of your
management of the XC cluster and Pivotal Cloud Foundry. We created a Windows VM with the apps below.
There may also be versions of these or similar apps for other platforms, such as Linux. Table 2 shows a list of
suggested apps to install and links to where you can download them.

Table 2 List of suggested apps to install

Tool

Definition

VMware vSphere WebClient

Web-based client that connects to vCenter to manage an
ESXi environment. Comes with VMware vCenter.

cf CLI Cloud Foundry command line interface.
Notepad++ Text editor that supports tabbed editing.

Git for Windows

Lightweight set of GIT tools for use inside Windows.
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Tool Definition

Putty Versatile tool for connecting to other machines or services.
WinSCP SFTP/FTP Windows Secure Copy tool.

1.4 Assumptions

e The reader has read and understood the Dell EMC XC Series Pivotal Cloud Foundry Reference
Architecture document. See Dell EMC Tech Center at
http://en.community.dell.com/techcenter/storage/w/wiki/11457.advanced-materials.

e The reader has working knowledge to deploy, manage, and update the Dell EMC XC Series cluster.
For additional documentation, see the Dell.com/XCseriesmanuals page.

e The Dell EMC XC Series cluster has been deployed and updated to the latest firmware and drivers.
For the latest drivers and firmware visit the Dell EMC XC Series product support page.
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2.1

Deploying and configuring Operations Manager

This section describes how to deploy and configure Operations Manager and Operations Manager Director.
Operations Manager for Pivotal Cloud Foundry (PCF) provides a graphical interface to manage the
deployment and upgrade of PCF components like Elastic Runtime, additional services and partner products.

Deploying Operations Manager to vSphere

For more information, go to the Pivotal page for Deploying Operations Manager to vSphere.

@ Secure | https://network.pivotal.io/proc

P Pivotal Network

0 Pivotal Cloud Foundry Operations Manager

B4 Get email updates

> PRODUCT OVERVIEW

Releases: 196 v

Release Download Files

Pivotal Cloud Foundry Ops Manager YAML for Azure - 1.9.6
366 Bytes 19.6

Pivotal Cloud Foundry Ops Manager YAML for GCP- 1.9.6
128 Bytes 196

Pivotal Cloud Foundry Ops Manager for Azure-1.9.6
415KB 196

Pivotal Cloud Foundry Ops Manager for GCP- 1.9.6
3.78KB 196

Pivotal Cloud Foundry Ops Manager for AWS - 1.9.6
33KB 196

Pivotal Cloud Foundry Ops Manager YAML for AWS-1.9.6
267 Bytes 196

Pivotal Cloud Foundry BOSH Assets - 1.9.6
229GB 196

Pivotal Cloud Foundry Ops Manager for OpenStack - 1.9.6
439GB 196

Pivotal Cloud Foundry Ops Manager for vSphere - 1.9.6
252GB 196

1. Navigate to the Pivotal Cloud Foundry Ops Manager for vSphere page to download the latest version
or use the drop-down list to select a previous version. You must have a Pivotal account and must log
in before you can download. Use your corporate security recommendations to manage your
credentials for checklist item #15 at the end of this document.
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2. Select the latest Ops Manager release. Version 1.9.6 was used for this guide.

vmware* vSphere Web Client

‘1 [55 vCenter Inventory Lists > |
I

J [} Hosts and Clusters >
II';@' W and Templates )I

‘ 3 Storage >
! €) Networking >
|

3. InvSphere Web Client, select VMs and Templates.
v (7110.10.97.10 U

[ = g XCPCF-DataCenter s

*‘ [)Discovered virtual machine

Actions - XC-PCF-DataCenter
% AddHost..
% New Cluster...

New Folder » {7 New Host and Cluster Folder...
Distributed Switch » | 1 New Network Folder...
New Virtual Machine » #) New Storage Folder...

?@] New vApp from Library... E New VM and Template Folder... I

4. Write down the name of your DataCenter in the Checklist, item #12. Then right click your datacenter,

and then select New Folder > New VM and Template Folder.

5. Name the folder pivotal_cf, and then press OK.
v [5110.10.97.10
» [JDiscovered virtual machine

» [pivotal_cf
1 [ Actions - pivotal_cf

New Virtual Machine »
New VApp »
3 New Folder...

I?’ Deploy OVF Template... |

6. Right-click the new pivotal cf folder and select Deploy OVF Template.
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Deploy OVF Template

Select source

1 Source
Select the source location

v 1a Selectsource

1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer, such

as alocal hard drive, a network share, or a CD/DVD drive.
2 Destination
(O URL

(o) Local file
i"érowse \ C:\Users\administrator Sl Downloads'\pcf-vs phere-1.9.6.ova

I Next I Cancel

7. Inthe Select source screen, browse to and select the Pivotal Cloud Foundry Ops Manager for
vSphere .ova file that you downloaded and click Next.
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8.

9.

Deploy OVF Template

(2) »

1 Source

'  1a Selectsource

oo vovowcemis
2 Destination

2a Selectname and folder

Review details
Verify the OVF template details

Product Ops Manager

Version 196.0

Vendor Pivotal

Publisher @ No certificate present

Download size  25GB

Unknown (thin provisioned)
160.0 GB (thick provisioned)

Size on disk

Description Ops Manager for Pivotal Cloud Foundry

installs and manages PCF producis and services

Back Cancel

In the Review details screen, review the details page and click Next.

Deploy OVF Template

 »

1 Source

' 1a Selectsource

L% 1b Review details

2 Destination

4 2a Selectname and folder

2b Selecta resource

Selectname and folder
Specify a name and location for the deployed template

Name: |Ops Manager

Select a folder or datacenter
(@ search
~ (10108710

vﬁXC-F‘CF—DaIaCEHIEr
» [ Discovered virtual machine

im pivotal_cf

The folder you select is where the entity will be located, and
will be used to apply permissions to it.

The name of the entity must be unique within each vCenter
Server VM folder.

Back Cancel

In the Select name and folder screen, name the VM and select the pivotal cf folder you created
earlier and then click Next.

11
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Deploy OVF Template

1 Source
v 1a Selectsource
+  1b Review details
2 Destination

v 2a Selectname and folder

2b Selecta resource

2c Select storage

Selecta resource

Selectwhere to run the deployed template

Q ¢

Select location to run the deployed template

v [Ig XC-PCF-DataCenter

> 7l XC-PCF-Cluster

Select a cluster, host, vApp, or resource pool in which to run

the deployed template

Back Cancel

10. Inthe Select aresource screen, select your XC cluster. Write down this cluster name in the
Checklist, item #11. Then click Next.

Deploy OVF Template 2 »
1 Source Select storage
Select location to store the files for the deployed template
v 1a Selectsource
+  1b Review defails Selectvirtual disk format: | Thick Provision Eager Zeroed v
Z2:Destinaion VM Storage Policy: Datastore Default ~1®
v 2= Salec aame A daldse The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
v  2b Selectaresource virtual machine configuration files and all of the virtual disks
B 2c Selectsiorage Name Capacity Provisioned Free Type Storage DRS
2d Setup networks E3 PCF-Container 39178 0.00B 39178 NFSv3
o B PCF-Container-1 34278 0.00B 34278 NFSv3
o< B NTNX-local-ds-JZLM082-A 52.00GB 467GB 47.33GB VMFS
Re
" B NTNX-local-ds-28K8CH2-A 52.00 GB 467 GB 47.33GB VMFS
B NTNX-local-ds-HWMMXG2-A | 52.00 GB 467GB 47.33GB VMFS
E NTNX-local-ds-29C9CH2-A 52.00 GB 467 GB 4733 GB VMFS
El v
Back Cancel

11. Inthe Select storage screen, select a virtual disk format, VM Storage Policy, and highlight the

datastore you want to use, which should have a minimum of 2 TB available. Write down the name of
this datastore in the Checklist, item #13.

12. Click Next.

Note: For more information about formats, go to Provisioning a Virtual Disk.
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13.

Deploy OVF Template o
1 Source Setup networks
Configure the networks the deployed template should use
v 1a Selectsource

<

L £ < X

1b Review details

2a Selectname and folder
2b Selecta resource

2c Selectstorage

2d Setup networks IP protocol: IPv4

2e Customize template

3 Readyto complete

Source Destination Configuration

IP allocation: ~ Static - Manual @

Source: Network 1 - Description

Logical network used by this appliance.

Destination: VM Network - Protocol setfings

No configuration needed for this network

oacx o

In the Setup networks screen, select a network. Write down the name of this network in the
checklist, item #14. Click Next.

Deploy OVF Template 2 »
1 Source Customize template
Customize the deployment properties of this software solution
+  1a Selectsource
v 1b Review details @ Al properties have valid values Shownext..  Collapse all..

v
v
v

ination
£ LaaB ~ Uncategorized

2a Selectname and folder IP Address

2b Selecta resource

2c Select storage
Netmask

¥4  2d Setup networks
B4 2e Customize template

v

Default Gateway

3 Readyto complete

DNS

NTP Servers

Admin Password

Custom Hostname

7 seftings
The IP address for the Ops Manager. Leave blank if DHCP is desired.
[10-10.97.50

The netmask for the Ops Manager's network. Leave blank if DHCP is desired.
1255.255.255.128

The default gateway address for the Ops Manager's network. Leave blank if DHCP is desired.
|10.10.97.126

The domain name servers for the Ops Manager (comma separated). Leave blank if DHCP is desired.
1101097 1,10.10.82.190,10.10.82.191

Comma-delimited list of NTP servers
’;10 10971

This password is used to SSH into the Ops Manager. The username is ‘ubuntu’

Erierpssswerd ]
contmpsssward. ]

This will be set as the hostname on the VM. Default: ‘pivotal-ops-manager’.
[Pivotal-OpsMgr

Back Finish Cancel

14. Inthe Customize Template screen, do the following:
Type your network information.

Create an admin password.

Set a hostname for this VM. This IP Address for Ops Manager should be one you pick in the

a.
b.
c.

reserved range.

i. Write the IP Address in the Checklist item #6.
ii. Netmask = Checklist item #3.
iii. Gateway = Checklist item #4.

13
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iv. DNS = Checklist item #5.

V. NTP = Checklist item #8.

vi. Admin password = Checklist #17.

vii. The SSH username is always Ubuntu and is entered for you on the Checklist item #17.
15. Click Next.

Deploy OVF Template 2) »

1 Source Readyto complete

Review your settings selections before finishing the wizard.
v 1a Selectsource

v 1b Review details OVF file CiUser phere-1.9.6.0va
[ 2 Destination ~~~ JECLTUTELEES 25GB
v 2a Selectname and folder Stee on disk 1600 GB
Name Ops Manager
v 2b Selecta resource Target XC-PCF-Cluster
v 2c Select storage Datastore PCF-Container
Vv 2d Setup networks Folder pivotal_cf
Disk storage Thick Provision Eager Zeroed
o AR Network mapping Network 1 to VM Network
v IP allocation Static - Manual, IPv4
Properties IP Address = 10.10.97.50

Netmask = 255.255.255.128

Default Gateway = 10.10.97.126

DNS =10.10.97.1,10.10.82.190,10.10.82.191
NTP Servers = 10.10.97.1

Custom Hostname = Pivotal-OpsMgr

[] Power on after deployment
Back Cancel

16. In the Ready to complete screen, review information. Select the Power on after deployment check
box.
17. Click Finish.

This deploys the Ops Manager VM to the pivotal cf folder you created under your cluster.

2.2 Configuring Operations Manager Director for vSphere

For more information, go to Configuring Operations Manager Director for vSphere. Any field with a red
asterisk (*) is mandatory. For more information about configuration options, see the online Pivotal
Documentation. The following steps cover the mandatory options and what Dell EMC set for a successful
deployment.
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ﬂ Ops Manager ®

& C | A Motsecure | bas//10.0

P PCF Ops Manager

Figure 1 In a browser, navigate to the domain name or IP of your new Ops manager.

1. In a browser, navigate to the fully qualified domain name or IP of your new Ops Manager. For the IP
address, see step 13 or 14 in the prior section, or Checklist item #6.

Pivotal

Welcome to Ops Manager

Select an Authentication System

Use an Identity Provider

Internal Authentication

Upgrading Ops Manager?

Import Existing Installation

A Waming: The internal security module

used by Ops Manager will remember the IP
or hostname of this visit and always
redirect to it. You should plan on

maintaining the current IP or hostname
after this initial setup in order to avoid
aut tion problems later on. We
recommend us FQDN for Ops
-

2. The first time you start Ops Manager, you must select one of the following. You can find more
information from the provided Pivotal links.
o Use an Identity Provider, such as an external server that maintains your user database.
e Internal Authentication, PCF maintains your user database. We use this option for this guide.
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Important: The internal security module used by Ops Manager remembers the IP or hostname of this visit
and always redirects to it. If you select this option, you must maintain this current IP or hostname to avoid
authentication issues in the future. An FQDN is recommended by Pivotal.

Pivotal

Internal Authentication

Setup Authentication

3. Inthe Internal Authentication dialog box, complete the following steps:

a. Enter a Username, Password, and Password Confirmation. Write this into the Checklist item
#18. Use your corporate security recommendations for handling credentials.

b. Enter a Decryption passphrase and the Decryption passphrase confirmation. Write this into the
Checklist item #21. Use your corporate security recommendations for handling credentials.

c. If you are using an Http or Https proxy, follow the PCF Director Proxy Settings instructions. We
left them blank.

d. Read the terms and conditions and select the select box to accept.

e. Click Setup Authentication.

Note: This passphrase encrypts the Ops Manager datastore and is not recoverable.
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Pivotal

Welcome!

4. Inthe Pivotal log in dialog box, log in to Ops Manager with the admin credentials you created in the
previous step (Checklist item #18). Use the same format you entered previously. It does not have to
be in email format.

P PCF Ops Manager

Installation Dashboard

Ops Manager Director for

vmware

vSphere*

5. Inthe Installation Dashboard screen, click the Ops Manager Director tile.
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6. On the Settings tab, in the left pane, click vCenter Config and configure the following:

a.
b.

vCenter Host: The hostname, or IP, of the vCenter that manages vSphere. Checklist item #10
vCenter Username: A vCenter username with create and delete privileges for virtual machines
(VMs) and folders. Checklist item #16.

vCenter Password: The password for the vCenter used, which was specified above. Checklist
item #16.

Datacenter Name: The name of the datacenter as it appears in vCenter. Checklist item #12.
Virtual Disk Type: The Virtual Disk Type to provision for all VMs. For guidance on the virtual disk
type to select, see Provisioning a Virtual Disk in vSphere.

Ephemeral Datastore Names (comma delimited): The names of the datastores that store
ephemeral VM disks deployed by Ops Manager. This was the same as the datastore we selected
during the install of Ops Manager. Checklist item #13.

Persistent Datastore Names (comma delimited): The names of the datastores that store
persistent VM disks deployed by Ops Manager. This was also the same as the datastore we
selected during the install of Ops Manager. Checklist item #13.

VM Folder: What you would like the vSphere datacenter folder to be named (default: pcf_vms).
This is where Ops Manager places VMs.

Template Folder: What you would like the vSphere datacenter folder to be named (default:
pcf_templates). This is where Ops Manager places VM Templates.

Disk path Folder: What you would like the vSphere datastore folder to be named (default:
pcf_disk). This is where Ops Manager creates attached disk images. You must not nest this
folder.

Click Save.
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© \Center Config

© (Create Availability Zones
© Create Networks
O Assign AZs and Networks.

© Ssecurity

@ Enable bosh depioy retries
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7. Click Director Config and do the following:
a. Inthe NTP Servers (comma delimited) field, type your NTP server addresses. We set up our
Domain Controller as an NTP server and typed that IP here. Checklist item #8.
b. Leave all other options cleared and set to defaults.
c. Click Save.
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@ successfully verified availability zone settings

NCBCF-Zonel

HC-PCF-Cluster

8. Inthe left pane, click Create Availability Zones.
a. Click Add.
9. Inthe Create Availability Zones form do the following:
a. Type a unique Name for the Availability Zone.
b. Type the name of your existing vCenter Cluster to use as an Availability Zone. Checklist item
#11.
c. Click Save.
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10. In the left pane, click Create Networks.
11. In the Create Networks form, do the following:
a. To enable ICMP on your networks, select Enable ICMP checks. Ops Manager uses ICMP
checks to confirm that components within your network are reachable.
b. Use the following steps to create one or more Ops Manager networks:
i. Click Add Network.
i. Type a unigue Name for the network.
c. To create one or more subnets for the network, click Add Subnet.
i. Type the full path and vSphere Network Name as it displays in vCenter. Checklist item #14.
ii. For CIDR, type the valid CIDR notation of this block of IPs in which to deploy VMs. For
example, 10.x.x.0/25. Checklist item #1.
iii. For Reserved IP Ranges, type any IP addresses from the CIDR that you want to blacklist
from the deployment. Ops Manager will not deploy VMs to any address in this range.
Checklist item #2.
iv. Type your DNS and Gateway IP addresses. Checklist items #4 & 5.
v. Select which Availability Zones to use with the network.
d. Click Save.
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@ successfully assignea Network and Avaitability Zone

<

12. On the left, click Assign AZs and Networks.
Use the drop-down menu to select a Singleton Availability Zone. The Ops Manager Director

a.

installs in this Availability Zone.
Use the drop-down menu to select a Network for your Ops Manager Director.
Click Save.

P PCF Ops Manager

<€ Installation Dashbo

Ops Manager Director

Assion AZs and Networks T BOSH
@ Ass et LIVELEYLIE A These certificates enable BOSH-deployed components to trust a custom root certificate.

13. In the left pane, click Security.

a.

Leave this at Default settings and click Save.
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P rcF ops Manager Opsigradmin «

<

14. In the left pane, click Resource Config.
a. Leave this at default settings and click Save.

P PCF Ops Manager

€ Installation Dashboard

Ops Manager Director

15. In the upper left area of the page, click Installation Dashboard to go back to the Dashboard.

24 Pivotal Cloud Foundry on VMware vSphere using Dell EMC XC Series Hyper-Converged Appliances Deployment Guide |

000024 | AOO
DEALEMC



P PCF Ops Manager OpsMgrAdmin

Import a Product Installation Dashboard Pending Changes DRevert

Ops Manager Director for

vmware

vSphere®

Apply changes

16. On the right side of the page, click Apply Changes. This applies the changes made and deploy Ops
Manager Director. When the deployment is complete, you should see the following screen telling you
that changes were applied.

17. Click Return to the Installation Dashboard.
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P PCF Ops Manager

Import a Product staliatior

Mana Di

vimware

Figure 2  Green bar displays across the bottom of Ops Manager Director.

On the Installation Dashboard you can see the green bar across the bottom of Ops Manager Director tile
indicating that it is fully deployed. If the deployment fails, you will continue to see the red bar across the
bottom of the tile and you would be taken to the Change Log. There you can click on the Logs link at the end
of the row for more information to begin troubleshooting. Troubleshooting it beyond the scope of this guide.

p PCF Ops Manager

Figure 3  Get the log file if you want more information to help with troubleshooting.
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3 Deploying and configuring Elastic Runtime for vSphere

This section covers importing, configuring, and deploying Elastic Runtime for vSphere. For more information,
go to the Pivotal page for Configuring Elastic Runtime for vSphere.

3.1 Adding Elastic Runtime to Ops Manager

Pivotal Cloud Foundry Elastic Runtime is a complete, scalable runtime environment, extensible to most
modern frameworks or languages running on Linux. Deployed applications enjoy built-in services and can
automatically bind to new data services through a service broker or to an existing user-provided service.

oducts/elastic-runtime#/releases

@ Secure | https://network.pivotal.io/pr

P Pivotal Network

Pivotal Cloud Foundry Elastic Runtime [EE

> PRODUCT OVERVIEW

Releases: 1.9.11 v

Release Download Files

PCF Cloudformation for AWS Setup
43.7KB 1.9.11-build.6

PCF Elastic Runtime
496GB 1.9.11-build.6

1. Navigate to the Pivotal Cloud Foundry Elastic Runtime download page. Download the latest version
or use the drop-down menu to download a previous release. Version 1.9.11-Build 6 was used for this
guide.

P PCF Ops Manager

Import a Product

2. In Ops Manager, click Import a Product and select the Elastic Runtime file you downloaded. This
may take a minute or two and then it should show up in the left column.
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P PCF Ops Manager

(V] Successfully added product

Installation Dashboard

» Elastic Runtime

1.9.11 build 6 Ops Manager Director for
vmware

vSphere*

3. Then click the green + to add the Elastic Runtime tile.

P PCF Ops Manager

Installation Dashboard

Ops Manager Director for

vmware

vSphere® Div

4. Click the Pivotal Elastic Runtime tile to open the configuration.
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@ Jobs were updated

Runtime

5. The first section should already be selected but if not, on the Settings tab, click Assign AZs and
networks.
a. The selections should already be set and you can click Save.

@ successfully updated settings

<

[

6. Click Domains.

a. The System Domain defines your target when you push apps to Elastic Runtime. Dell EMC and
Pivotal recommend the domain format: system. YourDomain. YourTopLevelDomain.
Replace the placeholders for your domain and top level domain.

b. The Apps Domain defines where Elastic Runtime should serve your apps. Dell EMC and Pivotal
recommend the domain format: apps . YourDomain. YourTopLevelDomain. Replace the
placeholders for your domain and top level domain.

29 Pivotal Cloud Foundry on VMware vSphere using Dell EMC XC Series Hyper-Converged Appliances Deployment Guide |
000024 | A0O DELLEMC



c. These are the domains you set a DNS wildcard entry for mentioned in the Prerequisites.
d. Click Save.
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7. Click Networking.

a. Since we are going to be using the included HAProxy, We added our preselected IP from the
reserved range into the HAProxy IPs field. Checklist item #7.

b. Since we are using HAProxy, under point-of-entry, we selected Forward SSL to HA Proxy.
i. Click Generate RSA Certificate.

c. Because we are not using SSL encryption, check Disable SSL certificate verification for this
environment. This is not recommended for production environments.

d. Leave the rest of the fields blank or set to defaults.

e. Click Save.

31 Pivotal Cloud Foundry on VMware vSphere using Dell EMC XC Series Hyper-Converged Appliances Deployment Guide |

000024 | AOO DELLEMC



32

8.
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© Successhully updated settings

Click Application Containers.
a. Leave the rest of the defaults set.
b. Click Save.

© Successhully updated sertings.

<o .
Pivotal Elastic R e

Click Application Developer Controls.

a. Leave the rest of the defaults set.
b. Click Save.
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< installation Dashboard
Pivotal Elastic Runtime

© Assign AZs and Networks

© Domains

© Networking

© Application Containers

© Application Developer Controls

Application Security Groups

© Authentication and Enterprise SSO

© Databases

O Internal MySQL

© File Storage

© system Logging

Setting appropriate Application Security Groups that ¢

Cloud Foundry documentation for more detail on com

Type X 10 acknowledge that you understand this message *

(—
=3

10. Click Application Security Groups.

a. Read and understand the message and then follow the directions at the prompt.

b. Click Save.

€ instatanon Dashbosid
Pivotal Elastic Runtime

- EEEE

© Assign AZs and Networks
© Domains

© Networking

© Application Containers

© Application Developer Controls
© Application Security Groups

© Authentication and Enterpise SSO
© Datavases

© internal MysQL

© Filestonge

© system Logaing

© Custom Branding

© ppsManager

© Emall Noufications.

© Restors CCOB Encryption Key

© Smoke Tests

© Advanced Festures

© Ermands

© FResource Config

© stemcell

Configure your user store access, which can be an intemal user store (managed by Cloud F¢

Configure your UAA user machanisms®

- by Elastic Runtime; configus

—

Minimum Uppercase Charocters Required for Passwora

1

Minimum Lowercase Characters Required for Passwora *

1

Minimum Numenical Digits Required for Passwora *

1

Minimum Special Characters Requirec for Password *

1

Numnber of Months Before Pazsword Expires ™

u

Maxmum Pesswora Erry Atiempes Alowed *

© SAMLigentiy Provider
© LDAP Server

Apps Manager Access Token Lifetime fin seconcs! *
1209600

Apps Manager Refresn Token Lifetime (1n seconds)

1209600
G Ll Access Token Lif
20
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1209600

7200

1209600

Emait

100\d{1,3].\0{2,3}\.1{1,3}|1292\.168!.\

11. Click Authentication and Enterprise SSO.
a. Setthe password policy to match your corporate password policy.
b. Leave the rest of the defaults set.

12.
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c. Click Save.

© Successtully updated settings

Click Databases.

\d{1,3}

a. We selected Internal Databases — MySQL (preferred for complete high-availability).

b. Click Save.
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© Ssuccesstully updated settings

13. Click Internal MySQL.
a. Add an email address to which alerts can be sent.
b. Select Disabled automated backups of MySQL, because this guide is based on a proof of
concept install, so we are not doing backups.
c. Leave all other defaults.
d. Click Save.
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@ successfully updated settings

Runtime

14. Click File Storage.
a. Select Internal WebDAV.
b. Click Save.

© Successtully updated settings.

<

15. Click System Logging.
a. This section is optional. Dell EMC recommends leaving defaults.
b. Click Save.
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16. Click Custom Branding (Optional).
a.
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© Sccentity wbsad seciop

b.
c.
d

Add a Company Name.

Set an Accent Color.

Leave everything else empty.
Click Save.

£500000
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17. Click Apps Manager.
a. Leave all the defaults.

18. Click Email Notifications.

< installation Dashboard

Pivotal Elastic Runtime
Sertings

© Assign AZs and Networks

© Domains

© Networking

© Application Containers

© Application Developer Controls
© Application Security Groups

© Authentication and Enterprise SSO
© Databases

© Internal MySQL

© File Storage

© System Logging

© Custom Branding

© Email Notifications

b. Click Save.

m

Configure Apps Manager

(@ Display Markazpiaca Service Slan Prices
Supported currencies as json *
| uae st e e
Product Name
Marketplace Name

Customize Sidebar Links

You may configure up to 10 links in the Apps Manager sidebar

» Marketplace
» Docs

» Tools

[ Tusd™ "8 e

€ Imstalation Dashboard
Pivotal Elastic Runtime

=

© Assign AZs and Networks

© Domains.

© Networking

© Application Containers

© Application Developer Controls.
© Application Security Groups

© Authentication and Enterprise SSO
© Databases

© Internal MySQL

© FileStorage

© System Logging

© Custom Branding

© Apps Manager

© Restore CCDB Encryption Key

Configure Simple Mail Transfer Protocol for the Notifications application to ser
not need this service, leave this section blank and disable the Notifications an¢

From Email

—

Address of SMTP Server
Portof SMTP Server

SMTP Server Credenuals

{E) SMTP Enabie Automanic STARTTLS

SMTP Authentication Mechanism®

R

SMTP CRAMMDS secret

|
=3
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a. Leave all of these blank or defaults. Leaving this section empty requires an Admin user to create
all users accounts. Having an SMTP server available and completing this section facilitates user
self-registration. SMTP server is Checklist item #9 if you have one.

b. Click Save.

@ Successfully updated settings

19. Click Restore CCDB Encryption Key.
a. Leave this blank. This is only necessary on subsequent deployments.
b. Click Save.
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20.

< Installation Dashboard
Pivotal Elastic Runtime

SR

© Assign AZs and Networks Specify a Cloud Foundry organization and space where smoke tests can ru
deployment domains.

© Domains
© Networkin,
e Choose whether 1o create a new org and space on demand for smoke tests*
@ Temporary org and space (This org and space are deleted after smoke tests finish.)

© Application Containers
@ Specified org and space (The org and space must have a domain available for routing)

@ Application Developer Controls

@ Application Security Groups

© Authentication and Enterprise S50
© Databases

© Internal MySQL

© File Storage

© System Logging

© Custom Branding

© AppsManager

© Email Notifications

© Restore CCDB Encryption Key

Click Smoke Tests.
a. Select Temporary org and space.
b. Click Save.
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© Successfully updated settings

<

. [ =]
o

o

o

o

o

e

21. Click Advanced Features.

a. Leave all defaults.

b. Click Save.
o post-aepl Runtime
°
: Ex
o=

22. Click Errands.
Clear the Push Notifications and Push Notifications Ul check boxes since we did not configure

a.

an SMTP server. If you configured an SMTP server, you can leave these checked.
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b. Leave all other Errands selected.
c. Click Save.

© succeshty savearare e

Pivotal Elastic R

© ¢ 0 0 © 0 0o o 0 o o o

o o o o o

23. Click Resource Config.
a. Leave all defaults.
b. Click Save.

42 Pivotal Cloud Foundry on VMware vSphere using Dell EMC XC Series Hyper-Converged Appliances Deployment Guide |

000024 | A0O
DALEMC



p PCF Ops Manager

24. Click Stemcell.
a. Leave this page alone since it was already showing the latest stemcell version that came with
Ops Manager.
b. Inthe upper left area of the page, click Installation Dashboard.

P PCF Ops Manager OpsMgradmin v

Import a Product Installation Dashboard Pending Changes O Reve

» UPDATE

Ops Manager Director for
: s @ Apply changes
vmware

vSphere P

25. On the right side of the page, click Apply Changes. This applies the changes and deploys Elastic
Runtime.
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@ Changes Applied

ges were successfully applied

at you export a backup of this installation from the actions menu.
Retumn to Installation Dashboard ]

26. When the deployment completes, you should see the following screen showing that changes have
been applied. Click Return to the Installation Dashboard.

P PCF Ops Manager

SHtEna eibaRE

vmware @

On the Installation Dashboard, you can now see the green bar across both the Ops Manager Director tile and
Elastic Runtime tile indicating that they are both deployed correctly. If the deployment fails, you will continue
to see the red bar across the bottom of the tile and you would be taken to the Change Log. There you can
click on the Logs link at the end of the row for more information to begin troubleshooting. Troubleshooting it
beyond the scope of this guide.

P PCF Ops Manager

Figure 4  Check the log file if you need to troubleshoot Ops Manager Director.
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3.1.1 Viewing all the VMs for Ops Manager Director or Elastic Runtime

P PCF Ops Manager OpsMgrAdmin

< installation Dashboard
Ops Manager Director

1. From the Installation Dashboard, click either Ops Manager Director tile or Pivotal Elastic
Runtime tile. Then click on the Status tab. This displays all of the VMs for Ops Manager Director or
Elastic Runtime, depending on which tile you selected.

PP  PcFOps Manager OpshgrAdmin v

Figure 5  Page that displays when you select Pivotal Elastic Runtime Status.
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4 Creating new orgs, spaces, and user accounts

Next, we create new Orgs, Spaces, user accounts, and associate them together before you can push apps.
Do this using your management VM. In addition, you can use the Apps Manager Ul to create Orgs and
Spaces, but not to create user accounts in Elastic Runtime v1.9.11. You can use the cf CLI to do both and we

illustrate those steps in the following sections.

4.1 Obtaining credentials

Before you can log in to the cf CLI, credentials are required. Many of the possibly needed sets of credentials
are kept in Pivotal and are obtained from the Credentials tab in Ops Manager for each product.

Pivotal

Welcomel

SIGN IN

1. Log into Ops Manager with the credentials you created and used earlier in Section 2.2, Step 3
(Checklist item #18).

P PCF Ops Manager

i ‘ ‘l ‘

vmware @

2. Click on the Elastic Runtime tile.
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P PCF Ops Manager

€ Installation Da
Pivotal Elastic Runtime

3. Click the Credentials tab.

UAA VM Credentials

Admin Credentials

4. On the Credentials tab, find UAA in the left column and Admin Credentials in the right column. Click
Link to Credential. This takes you to a page showing you the generated username and password.
Write these credentials in the Checklist item #19.

Note: This page will not update if you log in to that user profile and change the password.

5. Use those credentials to log in to the cf CLI in the next section.

4.2 cf CLI for orgs, spaces, and user accounts

This is where we will create a new Org and a Space within that Org, a user account, and associate them
together.

1. Open an elevated command prompt on your tools machine where you have the cf CLI installed.
2. At the command prompt, type:

cf login -a api.system.YourDomain.YourToplevelDomain --skip-ssl-validation

EX Administrator: Command Prompt - cf login -a api.system.fl.|ocal --skip-ssl-validation

Email> admin
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3. You are prompted for email and password. These are the credentials you obtained above in section
4.1 and do not need to be in email format. Checklist item #19.

(or press enter to skip):

endpoint: : 5 m.SER.local (API version: 2.65.0)
User: admin
No org or space targeted, use 'cf target -o ORG -s SPACE’

4. Next, you are asked for an Org. Because we want to create a new Org, press Enter to skip. This
takes you back to a command prompt but you are now logged into the API system.

C:\>cf create-org OrgTest
Creating org OrgTest as admin...

signing role OrgManager to user admin in org OrgTest

TIP: Use 'cf target -o OrgTest’' to target new org

5. To create a new Org, at the command prompt type the following and then press Enter:

cf create-org NewOrgName

iIC:\>cf create-space SpaceTest -o OrgTest
Creating space SpaceTest in org OrgTest as admin...

ssigning role RoleSpaceManager to user admin in org OrgTest / space SpaceTest as admin...

=]

ssigning role RoleSpaceDeveloper to user admin in org Orgl / space SpaceT

TIP: Use 'cf target -o "OrgTest" -s "SpaceTest"' to target new space
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6. To create a new Space inside that Org, at the command prompt type the following and press Enter:

cf create-space NewSpaceName -o NewOrgName

C:\>cf target -o OrgTest -s SpaceTest
https://api.system.SR. local
2.65.0

admin
OrgTest
SpaceTest

7. You must target that Org and Space to work inside of it. At the command prompt, type the following
and press Enter:

cf target - NewOrgName -s NewSpaceName

C:\>cf create-user TestUser Password!
Creating user TestUs

roles with 'cf set-org-role’' and

8. Time to create a new user in that Org and Space. Add these new credentials to the Checklist item
#20. At the command prompt type the following and then press Enter:

cf create-user UserName Password

Note: Password must adhere to the password policy configured during Elastic Runtime configuration.

:\>cf set-space-role --help

et-space-role - Assign a space role to a user

cf set-space-role USERNAME ORG SPACE ROLE

ROLES:
'SpaceManager® - Invite and manage users, and enable features for a given space
‘SpaceDeveloper® - Create and manage apps and services, and see logs and reports
‘SpaceAuditor’® - View logs, reports, and settings on this space

SEE ALSO:
space-users
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9. After a user is created, that user must be given a role in this Org and Space. At the command prompt
type the following and press Enter:

cf set-space-role --help” to see the available roles.

For more information, go to Orgs, Spaces, Roles, and Permissions.

t-space-role TestUser OrgTest SpaceTest SpaceDeveloper
rol

/5

tUs
e RoleSpaceDeveloper to user TestUser in org OrgTest

10. At the command prompt, type the following and press Enter:

cf set-space-role UserName OrgName SpaceName RoleName

Now, you have a new Org, Space, and User account created. That user only has access to that Org and
Space. Next, we can push an app to this Space as this User.
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5 Obtaining and pushing apps to PCF

In our example app deployments, we used the Dotnet Core Hello World app and the Spring Music app from
the Cloud Foundry samples at Github and then pushing them to our Pivotal Cloud Foundry deployment. We
will verify they work by visiting the created webpages from another machine. Because we are using a private
network behind a company proxy, there were a couple of additional configurations to get these to work. You
may or may not need these same additional configurations.

e We are not able to publish public DNS records. This means that to check that our app is published
and working, we have to use another machine in our environment that can resolve the web addresses
created when the apps are pushed.

e Since we are behind a corporate proxy, there are some changes we have to make so that our
management machine can access the internet and our intranet at the same time in the various tools.
- Git for Windows uses its own proxy list instead of Internet Options proxies or environment

variables. We had to set proxies directly in the Git for Windows tool.

- While pushing an app, PCF will try to reach out to the internet to make sure it has the correct
dependencies for that app. In our specific situation, this required us to set proxies in the
manifest.yml file for each app we tried to push.

- The Spring Music app has to be assembled first. This operation connects to the internet to
download dependencies and assembles the app using the Gradlew command. We had to set our
proxies in the gradle.properties file.

- There are other possible ways to get around these, but this was a quick solution for this proof of
concept.

Note: See Appendix for more information on these additional configurations.

i | [+ = | Local Disk (C3)
Home Share Wiew

“~ = =« 4 g » ThisPC » Local Disk(C) »

MName Date modified Type
7 Quick access

PerfLogs File folder
3 This pC Program Files File folder
b Network Program Files (x86) 3/23/2017 2:34 PM File folder
ProgramData 3/21/2017 3:30 PM File folder
TestApps 3/28/2017 .11 PM File folder
Users 3/15/2017 5:59 PM File folder
Windows 2/27/2017 1245 PM File folder

Figure 8  Create a folder where you can put your apps.

1. First, use your favorite File Explorer and create a new folder where you can put your apps from the
web. We created a folder called TestApps.

2. Cloud Foundry samples at Github is where you will find several example applications. There are
many more up level from that page as well.
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5.1

Hello World
Let's use Git for Windows to obtain the Hello World app.

1. Hereis the direct link to the dotnet-core-hello-world app that we will be using
- o X

) GitHub - cloudfoundry-: X
(3 C | @ GitHub, Inc. [US s://github.com
O Features Business Explore Pricing Sign in or Sign up
sudfoun AN dotnet-core-hello-world © Watch | 1 *star 0 | YFork
<> Code 1
D4 b2 0 8?2 BY
master v Find file Clone or download ~
ﬂwsnmmw mmitted with dgodd L Clone with HTTPS @

Download ZIP

On this page, click the green Clone or download button and then click on the Copy to Clipboard

2.
icon at the end of the address.
Administrator: Git CMD
3. Open an elevated Git for Windows CMD. Change directory to the folder you created in step 1.

Select Administrator: Git CMD

| TestApps
F amples/dotnet-core-hello-world.git
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4. Atthe command prompt, type git clone andthen CTRL + V to paste the URL that you copied to
the clipboard. The result will be:

git clone https://github.com/cloudfoundry-samples/dotnet-core-hello-

world.git
vl = | dotnet-core-hello-world
“ Home Share View
“— v » ThisPC » Local Disk (C:) » TestApps » dotnet-core-hello-world »
Name Date modified Type Size
7 Quick access
.git 3/28/2017 1:49 PM File folder
£ This PC | dotnet-core-hello-world.csproj 3 171:49 PM  CSPROJ File 1 KB
= Network B LICENSE 3/ 17 1:49 PM File 12 KB
manifest.yml 3 017 1:49 PM YML File 1 KB
| Program.cs 3/28/2017 1:49 PM C5 File 1 KB
| Startup.cs 3/28/2017 1:49 PM C5 File 1 KB

5. Press Enter. The Hello World app will be unpacked into its own folder inside your TestApps folder.

After the app is unpacked, you can make any changes to the manifest.yml file as needed such as how we
had to add our proxies. That is discussed in more detail in the Appendix.

5.1.1  Pushing Hello World

Administrator: Command Prompt

:\>cf login -a api.system.flllB.local --skip-ssl-validation
API int: api. ystem. .local
API endpoint: a system ca
T

Email> TestUser

Password>
Authenticating...

Targeted org OrgTest

version:
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1. Go back to the elevated CMD where we were typing cf commands if it is still open and you are still
logged into the api.system.YourDomain.YourTopLevelDomain. If it is not still open, you must open a
new elevated CMD and login with the following command again, using the new user we created. Use
credentials in Checklist item #20.

cf login —-a api.system.YourDomain.YourToplevelDomain --skip-ssl-validation

\»cd TestAppsidotnet-core-hello-world

C:\TestApps\dotnet-core-hello-world:>g

2. Since this user only has access to this Org and Space, that is what is targeted. Change to the
directory where your app has been unpacked.

3. Buildpacks are updated frequently. At the command prompt, type cf buildpacks and press Enter
to see the buildpacks currently installed and their versions.

4. The app we are going to push is a dotnet app and we can see that the version we have installed is an
older version than what is currently available. Whether your deployment is with a newer version of
Elastic Runtime, and you get newer buildpacks, this is a good exercise so that you get the latest
buildpack. We want to reach out to Github and use the latest dotnet buildpack when we push this
app. To do this, at the command prompt, type the following and press Enter:

cf push -b https://github.com/cloudfoundry/dotnet-core-buildpack.git
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\dotnet-core-hello-world

5. You should see the app begin deployment.

howing health and status for app dotnet_core_hello _world in org OrgTest / space SpaceTest as TestUser...

started

1G x 1 instances
dotnet-core-hello-world-gaunt-schav.apps. Sllll. local
uploe Tue Mar 28 20:55:14 UTC 2017
cflinuxfs2
https://github.com/cloudfoundry/dotnet-core-buildpack.git

#0 running 2017-03-28 03:58:29 PM 0.0% 912K of 1G 2.3M of 1.5G

6. After the app is pushed and started, you will see an OK for health and get a URL to access it. This will
be the URL you use to access your newly published app. Write this URL in the Checklist item #22.

5.1.2  Confirm Hello World is working
Pivotal Cloud Foundry is installed and the first app has been pushed. Now to confirm that it is working, we will
browse to the Hello World URL (Checklist item #22) given in the output of the cf push function. Do this from
any other machine in the same environment. We have to use a machine that can resolve the URL.

[ dotnet-core-hello-worlc X
& C | O http://dotnet-core-hello-world-gaunt-schav.apps {lllld ocal

Hello World!

Figure 7 Browsing to the Hello World URL.
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5.2 Spring Music

Let's use Git for Windows to obtain the Spring Music app.

1. Here is the direct link to the Spring Music app that we will be using.

- U
o GitHub - cloudfoundry-= X
& C | & GitHub, Inc. [US] https://github.com/cloudfoundry-samples/spring-music pxd
O Features Business Explore Pricing This repository Sign in or Sign up
¥ cloudfound les / spring-music OwWatch 24 Hstar 98 YFork | 353
forked from sco 1-music
<> Code Issues 1 Pull requests 0 Projects 0 Pulse Graphs
A sample application for using database services on Cloud Foundry with Spring Framework.
D 84 commits I# 2 branches © 0 releases 22 7 contributors gfs Apache-2.0
_——————————————————————— iassas———\ ——o
Branch: master v Find file Clone or download ~ ]

This branch is 4 commits ahead, 1 commit behind scottfrederick:master. Clone with HTTPS @
p. v % Use Git or checkout with SVN using the web URL.
i scottfrederick committed on GitHub Suggest cleaning before building in README build instructions.

https://github.com/cloudfoundry-samples/sp

i gradle/wrapper Convert to Spring Boot
il src/main Add support for SQLServer. Open in Desktop Download ZIP
E) .gitignore ngular-js, bootstrap, and jquery. Removed angular-js, boots

[E) LICENSE Added LICENSE file.

2. On this page, click the green Clone or download button and then click the Copy to Clipboard icon
at the end of the address.

Administrator: Git CMD

3. Open an elevated Git for Windows CMD. Change directory to the folder you created in Section 5, step
1.
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'spring-music.git

i ed 1042
iving ob done.
ving de

4. Atthe command prompt, type git clone and then ctrl+v to paste the URL that you copied to the
clipboard. The result displays here:

git clone https://github.com/cloudfoundry-samples/spring-music.git

| = | spring-music
Home Share View

&« v 4 » ThisPC » Local Disk (C:) » TestApps » spring-music »
Mame - Date modified Type Size
3 Quick access
Jgit 4/5/2017 53:15 PM File folder
& This PC gradle File folder
& Network i sre File folder
=| .gitignore Text Document 1 KB
| build.gradle GRADLE File KB
_| gradle.properties PROPERTIES File 0 KB
| gradlew File 6 KB
= gradlew.bat Windows Batch File KB
| LICENSE File 12 KB
| manifestyml YML File 1 KB
_| README.md MD File TKB

5. Press Enter. The Spring Music app will be unpacked into its own folder inside your TestApps folder.

After the app is unpacked, you can make any changes to the manifest.yml file as needed such as how we
had to add our proxies. That is discussed in more detail in the Appendix.

5.2.1 Assemble Spring Music
Spring Music is a little different from Hello World in that it has to be assembled before it can be pushed. As
mentioned above, this is where we had to set our proxies in the gradlew.properties file. More
information about that can be found in the Appendix.
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BN Administrator: Command Prompt

t Windows [Version 18.6.1
ration. All r

C:\TestAppsispring-music>»

To assemble Spring Music, go back to the elevated CMD where we were typing cf commands if it is
still open and you are still logged into the api.system.YourDomain.YourTopLevelDomain. If it is not
still open, you must open a new elevated CMD. Change directory to your Spring Music folder.

At the command prompt, type the following command and press Enter. This starts assembling the
app and you will see it downloading and unzipping packages.

Gradlew clean assemble

BUILD SUCCESSFUL

time: 1 mins 1.4

At the end of the assembly you will see BUILD SUCESSFUL.
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Administrator: Command Prompt

:\>cf login -a api.system.§B.1local --skip-ssl-validation
API endpoint: api en.SER. local

Targeted org OrgTest

Targeted space Space

tem.SEER. local (API version: 2.65.8)

4. Now, we need to make sure we are logged in with the cf CLI tools again using the new user we
created. Use credentials in Checklist item #20 again. At the command prompt, type the following
command and then press Enter.

cf login —-a api.system.YourDomain.YourToplevelDomain --skip-ssl-validation

tAppsispr

5. Since this user only has access to this Org and Space, that is what is targeted. Change to the
directory where your app has been unpacked.

C:\TestApps\spring-music>cf push
Using manifest file C:\TestApps\spring-music\manifest.yml
Creating app spring-music in org OrgT

Creating route spring-music-nontraveling-collins.

Binding spring-music-nontraveling-collins.apps.§llllB.1local to spring-music...

g spring-music...
g app files from: C:\Users\ADMINI~1.SEB\AppData\lLocal\Temp\2\unzipped-app@36859187
38.3M, 233 files
Done uploading
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Since this app was assembled already, we should only have to push it. At the command prompt, type
the following command: cf push and press Enter to see the deployment begin.

Showing health and status for app

1/1
1G x 1 instances
spring-music-nontraveling-collins.apps.SllR. local
Wed Apr 5 23:04:32 UTC 2017
cflinuxfs2
java-buildp

1ildpa 3.10-offline-
ke-jre=1.8.6_111 open-j i

ke-memory-calculator=2.0.2_RELEASE spring-auto-reconfigu

166.5M of 1G

431.8M of 1G

#0 2017-84-05 ©6:85:11 PM

o s o
running

After the app is pushed and started, you will see an OK for health and get a URL to access it. This will
be the URL you use to access your newly published app. Write this URL in the Checklist item #23.

5.2.2  Confirming Spring Music is working
Pivotal Cloud Foundry is installed and the second app has been pushed. Now to confirm that it is working, we
will browse to the Spring Music URL (Checklist item #23) given in the output of the cf push function. Do this
from any other machine in the same environment. We have to use a machine that can resolve the URL.
@ Spring Music x B - :
&« c|n spring-music-nontraveling-collins.apps SR local :
Albums
[ view as: 11 1% | sort by PNE
v Nevermind What's Going On Are You Experienced?
Led Zeppelin Nirvana Marvin Gaye Jimi Hendrix Experience
1971 1991 1971 1967
Rock Rock Rock Rock
o o o &
The Joshua Tree Abbey Road Rumours Sun Sessions
U2 The Beatles Fleetwood Mac Elvis Presley
:m> :;;'— K D;~x ;:.'w ;\
o o o o
Thriller Exile on Main Street Born to Run London Calling
Michael Jackson The Rolling Stones Bruce Springsteen The Clash
o o o o
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5.3 Apps Manager

The last thing we can do is take a look in Apps Manager to see our running apps in their Org and Space.

C | A Notsecure | b#rE//login.system P local 1r:~g;m| x ¢
Pivotal
Welcome!

1. Open a webpage on your tools VM and browse to the following URL. On this page, you will log in with
the credentials that you created in Section 4.2, Step 8 (Checklist item #20) and then click Sign In.

https://login.system. YourDomain.YourTopLevelDomain/login

< b#7%://apps.system gl local/organizatio

P Apps Manager TestUser ~

I=———]
2GB/10GB 20%

OrgTest OrgTest

Space (1) Domain (1) Members (2)

SpaceTest

SERVICES

2 5 |©

2. After you are logged in, you see your new Org and the smaller box is your Space. Click on your
Space where it shows two Apps.
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€ 5 C A Notse L% apps.system SR ocal

P Apps Manager TestUser ~

E

@ 2Running
OrgTest S d
Igles SpaceTest @ 0Stopped
® 0Crashed
SpaceTest Apps (2) Services Security Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE

dotnet_core_hello_world

e 1 1024MB 1days ago https://dotnet-core-hello-world-g... >

spring-music
e = 1 1024MB 18 hoursa... https://spring-music-pinnatisect- >
R

3. On the Space page, we can see both of our apps (Hello World and Spring Music), that they are both
running, and some additional information about them. You can click on one of them to drill down
further.

This concludes our deployment of Pivotal Cloud Foundry on a Dell XC cluster including pushing two apps to
confirm our deployment is working.
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Options for settings proxies

Git for Windows proxy list

If you use a proxy to access the Internet, Git for Windows uses its own list. It does not use the list under LAN
Settings on the Connections tab in Internet Options. In addition, it does not use Windows environment
variables. Proxies must be set in the Git for Windows CMD tool. Here are the commands and what they do.

Used to remove any previously set proxies:
e git config --global --unset http.proxy
e git config --global --unset https.proxy

Used to set your http and https proxies. Replace FQDN:port with the address and port of your proxies:
e git config --global http.proxy FQODN:port

e git config --global https.proxy FQDN:port

e Example: git config --global http.proxy http://proxy.company.com:80

e Example: git config --global https.proxy http://proxy.company.com: 80

Used to verify the proxies are set. This should output the address and port you set above.
e git config --global get http.proxy
e git config --global get https.proxy

Adding proxy to manifest.yml

If you use a proxy to access the internet, you may need to add your proxy to the environment (env) section in
the Manifest.yml file in each app before pushing the app. If the env section is not there, add it. In this
example, the env section was already there and had the CACHE_NUGET_PACKAGE line. We added the
http_proxy and https_proxy lines. Format should be similar to this.

=] manifest yml E3

applications:
- name: dotnet core hello world
disk gmota: 1536M
random-ronte: true
env:
CACHE NUGET PACKAGES: false
http proxy: http://proxv.company.com: 80
9 https proxy: http://proxy.company.com: 80

1 n N s Db RS

Figure 8  Adding the http_proxy.
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A.3 Adding proxy to gradle.properties file

If you use a proxy to access the internet, and you have to assemble an app using the gradlew command,
you may have to add your proxies to the gradle.properties file. This file should be located in the root of
your app where the gradlew command is. Format should be similar to the following and you can remove any
of these lines that you do not need. This shows both http and https settings for the proxy, port, and credentials
if necessary. Notepad++ is used in the example to edit the gradle.properties file.

L‘jf’ *ChTestAppsispring-musichgradle.properties - Motepad++ [Administrator]

File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Windc
cEHHB 2 G&| Delwg|lax|BRER| =1/ EE

[=] gradle properties E3 l

aystemProp.http.proxyvHost=proxy.comnpany . com
systemProp.http.proxyPort=38080
systemProp.http.proxylUser=userid
systemProp.http.proxyPassword=password
systemProp.https.proxyHost=proxy.company . com
systemProp.https.proxyPort=80
gystemProp.https.proxylUser=u=serid
systemProp.httpﬁ.ponyPasswnrd=password

[ WL % R P

o LN b
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B Technical support and resources

e Dell.com/support is focused on meeting customer needs with proven services and support.

e Dell TechCenter is an online technical community where IT professionals have access to numerous
resources for Dell EMC software, hardware and services.

e Advanced Materials is the latest technical content and best practices for the Dell EMC XC Series
appliances.
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Related resources

See the following referenced or recommended resources related to this document:

NOTE: The links below are open to customers although some may require registration for access.
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Join Pivotal Network

Pivotal Documents

Pivotal Network

vSphere Requirements

KB 2125229

KB 2120255

cf CLI

Notepad++

Putty

WinSCP

Deploying Operations Manager to vSphere
Pivotal Cloud Foundry Ops Manager for vSphere
Provisioning a Virtual Disk

Configuring Operations Manager Director for vSphere

Use an ldentity Provider

Internal Authentication

PCF Director Proxy Settings
Provisioning a Virtual Disk in vSphere
Configuring Elastic Runtime for vSphere
Pivotal Cloud Foundry Elastic Runtime
Orgs, Spaces, Roles, and Permissions
Cloud Foundry samples at Github
dotnet-core-hello-world

Spring Music
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https://network.pivotal.io/registrations/new
http://docs.pivotal.io/pivotalcf/
https://network.pivotal.io/
http://docs.pivotal.io/pivotalcf/1-9/customizing/vsphere.html
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2125229
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2120255
https://cli.run.pivotal.io/stable?release=windows64&source=github
https://notepad-plus-plus.org/
http://www.putty.org/
https://winscp.net/eng/download.php
http://docs.pivotal.io/pivotalcf/1-9/customizing/deploying-vm.html
https://network.pivotal.io/products/ops-manager
http://docs.pivotal.io/pivotalcf/1-9/customizing/disk-format.html
http://docs.pivotal.io/pivotalcf/1-9/customizing/vsphere-config.html
http://docs.pivotal.io/pivotalcf/1-9/customizing/vsphere-config.html#idp
http://docs.pivotal.io/pivotalcf/1-9/customizing/vsphere-config.html#internal
http://docs.pivotal.io/pivotalcf/1-9/customizing/pcf-director-proxy-settings.html
http://docs.pivotal.io/pivotalcf/1-9/customizing/disk-format.html
http://docs.pivotal.io/pivotalcf/1-9/customizing/config-er-vmware.html
https://network.pivotal.io/products/elastic-runtime
http://docs.pivotal.io/pivotalcf/1-9/concepts/roles.html
https://github.com/cloudfoundry-samples
https://github.com/cloudfoundry-samples/dotnet-core-hello-world
https://github.com/cloudfoundry-samples/spring-music
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Deployment checklist

Here is a checklist of information that you might want to keep handy before, during, and after your

deployment. Fill out this checklist prior to starting the deployment process.

Table 3 Deployment checklist
;I;em Description Enter your info here
1 Minimum range of 36 IPs. If using DHCP, make
an exclusion in your scope. Also write the CIDR
format of this range. Example might be 10.x.x.x-
10.x.x.y, and CIDR 10.x.x.0/25.
2 List of any IPs in the above range that should
not be used by PCF.
3 Subnet Mask for above range.
4 Gateway IP
5 DNS server IPs
6 IP, in above range, that you want to use for Ops
Manager.
7 IP, in above range, for the included HAProxy or
your own load balancer IP, if you have one.
8 NTP Server IP
9 SMTP server IP, if you have one.
10 vCenter host server IP
11 Cluster name as it appears in vCenter.
12 Datacenter name as it appears in vCenter.
13 Datastore/Container name as it appears in
vCenter.
14 vSphere Network Name
Username Password
15 Pivotal Network credentials*
16 vCenter credentials*
17 SSH for Ops Manager credentials* Ubuntu
18 Pivotal Ops Manager credentials*
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;I;em Description Enter your info here
19 UAA Admin credentials*

20 New Org & Space credentials*

21 Pivotal Ops Manager Decryption Passphrase*.

22 Hello World URL

23 Spring Music URL

*Use your corporate security practices to manage your credentials.
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