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NSM ObjectivesNSM Objectives

ll Provide a flexible and evolving Security ManagementProvide a flexible and evolving Security Management
Infrastructure (SMI) solution for the MultilevelInfrastructure (SMI) solution for the Multilevel
Information System Security Initiative (MISSI).Information System Security Initiative (MISSI).

nn CMI, Audit, Archive, Key ManagementCMI, Audit, Archive, Key Management

ll Provide Security enablement of User ApplicationsProvide Security enablement of User Applications
nn “Messaging” Applications“Messaging” Applications

–– Email, File Transfer, Remote Login, WWW Access, etc.Email, File Transfer, Remote Login, WWW Access, etc.

nn Data Storage ApplicationsData Storage Applications

ll Meet DMS 2.0 SMI requirementsMeet DMS 2.0 SMI requirements

ll Provide interoperable security solutions for DoD,Provide interoperable security solutions for DoD,
Allies, Civil Government, Trading Partners and PublicAllies, Civil Government, Trading Partners and Public
DomainDomain
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High Level Components of SMIHigh Level Components of SMI

 Components Elements

Certificate Management Technology

Audit Management Doctrine

Archive Management Policies

Privilege/Access Management Procedures

Key Management

??
??
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l  Incremental system architecture
n Serves immediate needs and grows to meet future requirements

l  Robust system architecture
n Open and responds rapidly to change

l  Compatible with other security solutions and applications
n Interoperable, graded security, value

l  Meet Defense Information Infrastructure (DII) needs
n Low to high

ChallengesChallenges
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NSM Growth and EvolutionNSM Growth and Evolution

Application
DMS
1.0

DMS 2.0 &
DII

Human/Machine Interface

Complex GUI/
Mail

Simple GUI/
Web

Tokens
Hardware
Fortezza

Commercial
Hardware/Software
Tokens/Certificates

Standards
DoD

NATO
X.400/MSP
X.500/DAP
ACP-xxx

Internet Stds
Browsers/HTTP

S/MIME/SSL/IPSec
TOG, ANSI

Today 1998

Cost
High Medium/

Low

Trusted Software
Development Methodology

T2
Selected

T3
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NSM Release FeaturesNSM Release Features

Rel. 3.0 - Rel. 3.1

Rel. 4.1 - Rel. 4.2

Rel. 5.X Option

MISSI V1 Certs
MISSI V1 CRL/CKL
MISSI VI PRBAC
MSP 3.0
Fortezza
Med. Assurance

Additional Capabilities:
V3 Certs
V2 CRL//ICRL
MISSI V3 PRBAC
MSP 4.0
Commercial Tokens
Med. High Assurance
Audit Manager
Audit Agents

Additional Capabilities:
FLEX V3 Certs
Flex V2 CRL
Type 1 Token
High Assurance
Auto Intrusion Detect
LRBAC

DMS 1.0            DMS 2.0/DII                DII
       Increasing Functionality

                    Increasing Assurance
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Overview of Program PlanOverview of Program Plan
Major Planned MilestonesMajor Planned Milestones

3.1 Release Operationally
Supportable

4.1 Release Interim/Fieldable

4.2 Release Fieldable

1st
Qtr

2nd
Qtr

3rd
Qtr

4th
Qtr

1st
Qtr

2nd
Qtr

3rd
Qtr

4th
Qtr

CY
97

CY
98

Event

CY
96

4th
Qtr
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ll Turnkey SystemsTurnkey Systems
nn COTS Platforms with NSM application SoftwareCOTS Platforms with NSM application Software

–– SCO CMW+, HP CMW, Trusted Solaris, Win NTSCO CMW+, HP CMW, Trusted Solaris, Win NT

ll DocumentationDocumentation
nn NSM SpecificationsNSM Specifications

nn Engineering StudiesEngineering Studies

nn Design DocumentsDesign Documents

nn Training DocumentsTraining Documents

nn Operations DocumentsOperations Documents

Contract DeliverablesContract Deliverables
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Security Management Infrastructure (SMI)Security Management Infrastructure (SMI)
System EnvironmentSystem Environment

NSM Functional Overview
Functional Hardware Diagram
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Certificate Management Infrastructure (CMI)Certificate Management Infrastructure (CMI)
System ContextSystem Context

WS

DS

Firewall/
Guard

MLA
AMI

Future
Applications Archives

CMI

Certificate
Authorities
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Certificate Management FunctionsCertificate Management Functions

l User Registration

l Public/Private Key Generation

l Certificate Creation & Validation

l Certificate Issuance, Delivery, and Token
Management

l Directory Interface

l Certificate Revocation & Key Compromise
Recovery Services

l Support to Audit, Archiving, and Data Recovery
Processes



Information Security DivisionInformation Security Division

13/10/9713/10/97 1212

Certificate Management InfrastructureCertificate Management Infrastructure

ll Enables real-time and store-and-forward security applications using public keyEnables real-time and store-and-forward security applications using public key
cryptographycryptography

ll Binds subject’s public key and privileges to their identity via certificatesBinds subject’s public key and privileges to their identity via certificates
nn X.509 Signature CertificatesX.509 Signature Certificates

nn X.509 Key Management CertificatesX.509 Key Management Certificates

nn Attribute CertificatesAttribute Certificates

ll Enables application security services includingEnables application security services including
nn Source Authentication: verification of identity  Source Authentication: verification of identity  [signature][signature]

nn Data Integrity: verification of no unauthorized modification   Data Integrity: verification of no unauthorized modification   [signature or encryption][signature or encryption]
nn Non-Repudiation: undeniable proof of participation (sender  and receiver can be verifiedNon-Repudiation: undeniable proof of participation (sender  and receiver can be verified

by a third party)    by a third party)    [signature][signature]

nn Confidentiality: data privacyConfidentiality: data privacy   [encryption]   [encryption]
nn Access Control: authorization of users to access dataAccess Control: authorization of users to access data

nn Audit: individual accountability for actionsAudit: individual accountability for actions
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CMICMI System Environment System Environment

Department 
Security 
Coordinators

Department Security 
Coordinators

Department 
Security 
Coordinators

Department 
Security 
Coordinators

Client w/
security

Central 
Certificate
Server/CAW

Client w/
security

Audit
Manager

Organizational
Registrar/ORA

Central
Directory

  Secured
Information

Archive
Manager
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The CMI Data FlowThe CMI Data Flow

Certificate Authority (CA)

Registration
Request

User
PIN

Registration
Request

User

Certs,
Tokens

Organizational Registration Authority (ORA)

Archive
Function

Audit
Function

Directory

Key/Data
Recovery

User
Certificates,

CRLs

Registration
Response
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Certificate-BasedCertificate-Based
Access Control AlternativesAccess Control Alternatives

ll Identity Based Access Control (IBAC)Identity Based Access Control (IBAC)
nn Access based on user identityAccess based on user identity

nn Subject Name in certificate can be used for IBACSubject Name in certificate can be used for IBAC

ll Rule Based Access Control (RBAC)Rule Based Access Control (RBAC)
nn Based on a set of user authorizations, object sensitivities, and rules as to which user authorizationsBased on a set of user authorizations, object sensitivities, and rules as to which user authorizations

grant access to which object sensitivities (Authority in certificate, Rules in informatin file, Access ingrant access to which object sensitivities (Authority in certificate, Rules in informatin file, Access in
application)application)

nn Partition Rule Based Access Control (PRBAC)Partition Rule Based Access Control (PRBAC)
–– Widely understood conceptWidely understood concept

–– Classification level (U, C, S, TS)Classification level (U, C, S, TS)

nn Local Rule Based Access Control (LRBAC)Local Rule Based Access Control (LRBAC)
–– Limited to smaller enclave, in Attribute CertificateLimited to smaller enclave, in Attribute Certificate

–– Security categories (compartments) within an organization such as NSA or CIASecurity categories (compartments) within an organization such as NSA or CIA

–– Existence of security category or possession of security category authorization may be classifiedExistence of security category or possession of security category authorization may be classified
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X.509 CertificatesX.509 Certificates

ll X.509 certificates may contain public signature keys or public key managementX.509 certificates may contain public signature keys or public key management
(KM) keys(KM) keys

ll Also provide privileges for Partition Rule Based Access Control (PRBAC)Also provide privileges for Partition Rule Based Access Control (PRBAC)

X.509 Certificate
version

serial number
signature algorithm ID

issuer name
validity period
subject name

subject public key info.
issuer unique ID
subject unique ID

extensions
signature

Extensions
authority key identifier
subject key identifier

key usage
private key usage period

certificate policies
policy mappings

subject alternative name
issuer alternative name

subject directory attributes
basic constraints
name constraints
policy constraints

CRL Distribution Points

Sub. Dir. Attributes
prbacInfo

prbacCAConstraints
sigOrKMPrivileges

commPrivileges
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X.509 Key Management CertificatesX.509 Key Management Certificates

Certificates Provide Privileges for Partitioned Rule Based Access ControlCertificates Provide Privileges for Partitioned Rule Based Access Control

Originator’s
PRBAC

Privileges

Access Control
Decision Function

Recipient’s X.509
KM Certificate

Originator’s X.509
KM Certificate

Security Label

Recipient’s
PRBAC

Privileges

Originator’s
PRBAC

Privileges

Access Control
Decision Function

Recipient’s X.509
KM Certificate

Originator’s X.509
KM Certificate

Recipient’s
PRBAC

Privileges

Message

Originator Recipient
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Attribute CertificatesAttribute Certificates

Attribute Certificates Provide Privileges for Local Rule Based Access ControlAttribute Certificates Provide Privileges for Local Rule Based Access Control

Attribute Certificate
version

subject name
issuer name

signature algorithm ID
serial number
validity period

attributes
issuer unique ID

extensions
signature
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Attribute CertificatesAttribute Certificates

Provide Privileges for Local Rule Based Access ControlProvide Privileges for Local Rule Based Access Control

Originator’s
LRBAC

Privileges

Access Control
Decision Function

Recipient’s
Attribute Certificate

Originator’s
Attribute Certificate

Security Label

Recipient’s
LRBAC

Privileges

Originator’s
LRBAC

Privileges

Access Control
Decision Function

Recipient’s
Attribute Certificate

Originator’s
Attribute Certificate

Recipient’s
LRBAC

Privileges

Message
Originator Recipient
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Certification HierarchyCertification Hierarchy

NSM Provides Hierarchical & Flat Certificate ManagementNSM Provides Hierarchical & Flat Certificate Management

Policy Approving
Authority (PAA)

Policy Creation
Authority (PCA)

Certification
Authority (CA)

X.509 Certificate Management

Root Certification
Authority (RCA)

Certification
Authority (CA)

Commercial Certificate Management

Attribute
Authority (AtA)

Sub-Attribute
Authority (SAA)

Attribute Certificate Management

RA and/or Subscriber
Subscriber

Certificate
Authority A

Subscriber

Cross Certification

Certificate
Authority B

Subscriber

Registration 
Authority (RA)
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Certificate Renewal/Rekey/UpdateCertificate Renewal/Rekey/Update

CMI provides Certificate Maintenance FunctionsCMI provides Certificate Maintenance Functions

Renew

UpdateRekey

X.509 Certificate
version

serial number
signature algorithm ID

issuer name
validity period
subject name

subject public key info.
issuer unique ID
subject unique ID

extensions
signature

Extensions
authority key identifier
subject key identifier

key usage
private key usage period

certificate policies
policy mappings

subject alternative name
issuer alternative name

subject directory attributes
basic constraints
name constraints
policy constraints

CRL Distribution Points

Sub. Dir. Attributes
prbacInfo

prbacCAConstraints
sigOrKMPrivileges

commPrivileges
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Certificate RevocationCertificate Revocation

ll Certificates may need to be revoked due to an individual leaving anCertificates may need to be revoked due to an individual leaving an
organization or a change in an individual’s privilegesorganization or a change in an individual’s privileges

ll Certificates are revoked via Certificate Revocation Lists (CRLs), which areCertificates are revoked via Certificate Revocation Lists (CRLs), which are
posted to the Directoryposted to the Directory

X.509 Certificate
version

serial number
signature algorithm ID

issuer name
validity period
subject name

subject public key info.
issuer unique ID
subject unique ID

extensions
signature

Certificate Revocation List
version

signature algorithm ID
issuer name
this update
next update

revoked certificates
CRL extensions

signature

Revoked Certificate
serial number
revocation date
entry extensions
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Compromise RecoveryCompromise Recovery

Indirect Certificate Revocation Lists (ICRLs) provide recovery in theIndirect Certificate Revocation Lists (ICRLs) provide recovery in the
event of the compromise of an individual’s private keyevent of the compromise of an individual’s private key

X.509 Certificate
version

serial number
signature algorithm ID

issuer name
validity period
subject name

subject public key info.
issuer unique ID
subject unique ID

extensions
signature

Certificate Revocation List
version

signature algorithm ID
issuer name
this update
next update

revoked certificates
CRL extensions

signature

Revoked Certificate
serial number
revocation date
entry extensions

Entry Extensions
reason code

Hold Instruction Code
Invalidity Date

certificate issuer

CRL Distribution Points
distribution point

reasons
CRL issuer
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Archive ManagementArchive Management

ll Stores, manages, and preserves electronic records forStores, manages, and preserves electronic records for
historical referencehistorical reference

nn Maintains integrity and authenticity of archived recordsMaintains integrity and authenticity of archived records

nn Maintains the means of authenticationMaintains the means of authentication

nn Consolidates CMI archivesConsolidates CMI archives

ll Enables historical non-repudiationEnables historical non-repudiation
nn Maintain continuity of non-repudiation servicesMaintain continuity of non-repudiation services

ll Provides means to validate signatures using a public keyProvides means to validate signatures using a public key
contained in an expired certificatecontained in an expired certificate

nn Provides defense against claims of false certifications and falseProvides defense against claims of false certifications and false
revocationsrevocations
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Audit Management Infrastructure (AMI)Audit Management Infrastructure (AMI)
System ContextSystem Context

AMI*

CMAW

DS

Firewall

End-user

Network
Auditor

ISSO

Alarm
System

Network
Element Archives

*Primarily Integration
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Audit Management InfrastructureAudit Management Infrastructure

ll  Provides monitoring to aid in the detection of incorrect Provides monitoring to aid in the detection of incorrect
behavior of the system due to design errors, system failures,behavior of the system due to design errors, system failures,
human errors, and malicious actionshuman errors, and malicious actions

nn  Aids in detection of unauthorized use of the system and aids in assessment of Aids in detection of unauthorized use of the system and aids in assessment of
damage when unauthorized use has occurred.damage when unauthorized use has occurred.

ll  Also aids in monitoring of system performance and Also aids in monitoring of system performance and
preservation of system availabilitypreservation of system availability

ll  Provides real time alerts to prompt immediate reaction upon Provides real time alerts to prompt immediate reaction upon
detection of anomalies in system behaviordetection of anomalies in system behavior

ll  Provides long term record of system activities for later Provides long term record of system activities for later
analysisanalysis
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Manual Anomaly AnalysisManual Anomaly Analysis

CMAWHacker

Malicious CMA

misuses

attacks AA sends audits

Audit
Manager
analyzes

real-time
alert

Network
Auditor

after-the-fact
analysis

assess
damage

Network
Auditor

notifies

investigate
CMA

Probe
hacker

shutdown
CMAW

AA

manually

1

1

2 3

4

4

1-attack, 2-generate/collect, 3-store/analyze, 4-prompt reactionSteps:
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Automated Anomaly ReactionAutomated Anomaly Reaction

CMAW

Hacker

Malicious CMA

misuses

attacks

AA sends audits

Audit
Manager
analyzes

AA

Reactor

Investigatorprobes

escalate auditing
escalation
detection
rules

trigger probing

shutdown appl
or platform

probes
Investigator

Independent
Investigator1-attack, 2-generate/collect, 3-store/analyze, 4-prompt reactionSteps:

1

2
3

4

4
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Alert Escalation

Network Auditor [NA]

ISSO

Peer
ISSO

Command

unacknowledged
alerts

alerts affecting
peer enclaves

repeated
alerts

Data Sharing

Enclave 1 Enclave 2

incident
audits

Domain

Oversight

NA NA

ISSO

AMI Hierarchies and PeersAMI Hierarchies and Peers
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AMI Hierarchies and Peers (continued)AMI Hierarchies and Peers (continued)

Audit Policies AMI self-auditing

Audited
by peer

Audited by
superior

NA NA

ISSO

APCA

APAA

ISSO

NA

CMAW/DS/...

signed
policies

proposed
policies

augmented
policies

tuned augmented
policies
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Audit Management InfrastructureAudit Management Infrastructure
ElementsElements

ll Audit Detectors - in the application, OS, or AMI to detect an auditable situationAudit Detectors - in the application, OS, or AMI to detect an auditable situation
and generate an audit (either by writing to a file, via the OS’s native auditingand generate an audit (either by writing to a file, via the OS’s native auditing
subsystem API, or via the MISSI Audit API).subsystem API, or via the MISSI Audit API).

ll MISSI Audit API - accepts audits directly from an application or OS, and sendsMISSI Audit API - accepts audits directly from an application or OS, and sends
them to an Audit Agent, Collection Sserver, or Manager.them to an Audit Agent, Collection Sserver, or Manager.

ll Audit Agent [AA] - a local audit collector [from files and applications], temporaryAudit Agent [AA] - a local audit collector [from files and applications], temporary
buffer, and rule-based intrusion/misuse detector.  Internally uses the samebuffer, and rule-based intrusion/misuse detector.  Internally uses the same
subroutines as the MISSI Audit API.  Has NO user interface.subroutines as the MISSI Audit API.  Has NO user interface.

ll Audit Collection Server [ACS] - an AA that can also collect audits from remoteAudit Collection Server [ACS] - an AA that can also collect audits from remote
platforms.  The audits can be stored in remote files, or sent via the network from anplatforms.  The audits can be stored in remote files, or sent via the network from an
AA or MISSI Audit API.  Has NO user interface.AA or MISSI Audit API.  Has NO user interface.

ll Audit Manager [AM] - centrally stores audit events received, performs analysis onAudit Manager [AM] - centrally stores audit events received, performs analysis on
those audits, provides results of the analysis to the Network Auditor, alertsthose audits, provides results of the analysis to the Network Auditor, alerts
Network Auditor to problems, and remotely controls the configuration of the AAsNetwork Auditor to problems, and remotely controls the configuration of the AAs
and the ACSs it receives audits from.and the ACSs it receives audits from.
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Audit Event Network Data FlowAudit Event Network Data Flow
PossibilitiesPossibilities

MISSI
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Application
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d
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Crypto Token auditing

ApplicationApplicationApplicationApplication

Application
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SummarySummary

ll NSM provides the Security Management Infrastructure (SMI)NSM provides the Security Management Infrastructure (SMI)
to enable and monitor network security applicationsto enable and monitor network security applications

ll The Certificate Management Infrastructure (CMI) providesThe Certificate Management Infrastructure (CMI) provides
certificates which enable public key based network securitycertificates which enable public key based network security
applications to provide source authentication, integrity, non-applications to provide source authentication, integrity, non-
repudiation, confidentiality, and access control securityrepudiation, confidentiality, and access control security
servicesservices

ll The Audit Management Infrastructure provides networkThe Audit Management Infrastructure provides network
security monitoring to aid in the detection of anomalies insecurity monitoring to aid in the detection of anomalies in
system behavior and provide a record of system activitiessystem behavior and provide a record of system activities


