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N The role of corporate counsel

 Advisor, translator, simplifier, liaison
* Legal is part of a larger team

* What is corporate counsel’s unique value?
* An inside view of the business
» Acloser understanding of operations and strategy
» Focused, tailored and nimble legal and risk advice
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N Privacy and cybersecurity

* Privacy:
« Whatdo | need to know?

» Cybersecurity:
« What if things go wrong?
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V1 Privacy

* If your business collects, uses, stores and/or
transmits personal information of individual
clients, customers, employees or others

» A solid grasp of privacy law fundamentals is
essential
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N Privacy and cybersecurity

 Privacy and cybersecurity go hand-in-hand

» Critical dependence on information technology systems to run our
businesses

* IMHO:

» Being conversant with privacy law and IT contracting (including data
security requirements) should be in nearly every corporate counsel’s
legal toolkit
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V' Privacy: What else do | need to know?

* Privacy laws are evolving
» Consumer awareness of privacy rights is increasing

» The need for consent; reasonable expectations for limits on
use of personal information

- Data analytics - everybody is doing it

* What are the privacy implications for business?
* What is coming down the privacy track?

» Will things get easier for business? Or harder?
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N What if things go wrong?

A privacy/cybersecurity breach
e If or when?

* Think about and plan well before it happens

* Develop a plan, rehearse the plan, refine the plan, rehearse
the plan
* Rinse and repeat

* Simulation exercises
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¥ When things go wrong

* Who do you engage internally?

* Do you have written policies and plans to respond
to major incidents?

* Business continuity
» Cybersecurity breaches

FASKEN  /AXCC i,

ccccccc

N When things go wrong

 Who does what?

* Do you have a team specifically designated to be pulled
together and respond to these types of situations?
* A“command centre”

» Are roles clearly defined?
» First responders, management, executive team, board of directors
¢ Who are the decision-makers?
* Do you have a documented “chain of command”?
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N Legal is part of a larger team

Internal counsel
External counsel
Impacted business/operational departments

Information technology/services departments
* |T infrastructure

» Data and information security department

» External service providers
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N Legal is part of a larger team

Compliance department

Enterprise risk management department
» Business continuity plan and processes
* Major incident response policy and plan

Communications, media and public relations
* What do you communicate, when and to whom?

Your privacy/cyber-breach liability insurer/broker
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Y When things go wrong: Legal privilege

* What is legal privilege?
* How do we maintain it?
* What do non-lawyers need to know?

* When to engage legal counsel?
* Internal? External?
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Y When things go wrong: Legal privilege

* Is there a magic bullet or shield?

« Should we:
* Cc lawyers on all emails?
» Mark everything “legally privileged”?
* Include lawyers in all meetings?
« That would be nice, but it's more nuanced than that

» Privilege protects documents and records created for the
purposes of seeking and obtaining legal advice
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Cybersecurity and

privacy legal update
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N Overview

* Current risk trends
» Lessons from the courts
* Regulatory developments
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Current risk trends

Emotet launches major new
spam campaign

Alerts and Advsories

Advisory: Trickbot banking

oin
i P | 11557UMMngoj1pMVKpHIcRANXj6LrLN
trojan
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Under the Radar -
The Future of Undetected Malware 3
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Current risk trends

Why Multifactor Authentication Is
Now a Hacker Target

D hitp://shaasssi mom/mod ie)

SIM swaps, insecure web design, phishing, and channel-jacking are four
ways s are cir ing MFA according to the FBI.

v nRconm

Attackers are exploiting
IMAP to bypass MFA on
Office 365, G Suite accounts

Microsoft Office 365 Attacks Circumvent

Multi-Factor Authentication, Lead to Account
Compromise and Wire Fraud
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Current risk trends

ANU data breach: How hackers got inside Australia's top
university

Compromised
Credential Theft Infrastructure Targets Data Theft

intvsetruciure veod
for spearphishing +

{inroughout campaign
excopt 0th Nov 2018)
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Current risk trends

Cyber-attack on Hydro ol

Cyber attack on Hydro Magnor IADEQ o

14390 views - Apr2,2019

Hydro became victim of an extensive cyber-attack in the carly hours of

Tuesday, March 19, 2019, impacting operations in several of the D, Mo
Compan_\r"s business areas. Meel our heroes: Hydro became viotim of an extensive cyber-attack in the early hours of Tuesday,

March 19 2019, impacting aperations in several of the company's business areas.

The magnor extrusion plant in Norway was one of the 160 Hydro siles hit by the cyber atiack. Meet
the heroes who stepped up when it mattered the most.

bo R e 4
@ Thousands of people
around the world of Hydro are
currently working day and night
Infected P n Toubuse France y s ’ { E to get back up and running
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Lessons from the courts

FASKEN
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Breaches and Privacy Torts in

TS E AL Whois liable when a Court and through Arbitration
Faulted for Data Breach data breach occurs?

et S < i1, 201 DIV ) Sccurity Firm Sued for Failing to Deteet Malware That Caused a

2009 Breach

Banks Find Success Suing Over Data Breaches
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Lessons from the courts

» Class action certification/authorization refused:
e Broutzas v Rouge Valley, 2018 ONSC 6315
e Kaplan v Casino Rama, 2019 ONSC 2025
e Bourbonniére c. Yahoo! Inc., 2019 QCCS 2624
e Lic. Equifax inc., 2019 QCCS 4340

* But see...
e Tocco v Bell Mobility Inc, 2019 ONSC 2916
e Haikola v The Personal Insurance Company et al., 2019 ONSC 5982
» ArivICBC, 2019 BCCA 183
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Lessons from the courts

Protecting Privilege Before and After a Cyber

Breach
Preserving the Privilege During

ENSURING PRIVILEGE OF A PRE-BREACH
CYBERSECURITY ASSESSMENT Breach Response

The Risk in Your (Unprivileged) Risk Assessment

An Ounce of Data Breach Prevention...Address Cyber Breach Disclosure Now
Attorney-Client Privilege in Your Breach Planning Comes With Limited Privilege Waiver

_ R
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Lessons from the courts

« Kaplan v. Casino Rama, 2018 ONSC 3545

» Proposed class action relating to data breach

 Plaintiffs seek court order for production of:
« all Mandiant reports and supporting documentation
» all Casino Rama documents provided to Mandiant
 all report(s) of security audits at Casino Rama in 2016-2017
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Lessons from the courts

« Kaplan v. Casino Rama, 2018 ONSC 3545

R 2 R e
JESCHDUION Of oervices

Mandiant will provide incident response services as set forth herein. The objective of this professional services
engagement is to assis

security incident. The ¢ this is the Cross-Examination of RYDER GILLILAND, on his
e affidavit sworn the 6th of December, 2017, taken at the
¢ |Investigativesl offices of Network Reporting & Mediation, One First Canadian
information Place, 100 King Street West, Suite 3600, Toronto,
April 24, 2018.

Ontario, on
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Lessons from the courts

« Kaplan v. Casino Rama - result:
* Whether the reports are privileged is not decided
» Court finds implied waiver of Mandiant opinion

» Court orders production of “parts of the Mandiant Reports that
relate to the size and scope of the Class”
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Regulatory developments

* PIPEDA developments:

Only four findings issued in 2019
Mandatory breach notification and guidance
Guidance on receiving a breach notification
Consultation on transborder data flows
Online privacy policy guidance tips
Cannabis transactions guidance

Meaningful consent guideline

Political parties guidance

Digital Charter
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Regulatory developments

* BC - PrivacyRight! tools

Alberta

Phishing advisory
Email management guidance and tips

* Quebec

Updated surveillance guidance
Loss or theft of personal information guidance

OSFI cybersecurity guidance
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Regulatory developments

» Ontario IPC Report PR16-40 (2019)
» October 14:

» 11 employees received targeted phishing email from “manager”
» some deleted email, others opened attachment

e attachment installed malware on workstations

* manager reported issue to IT and others

* no investigation was commenced
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Regulatory developments

» Ontario IPC Report PR16-40 (2019)
» October 19

» employee reported to IT inability to log in
e |T finds suspicious remote log in by “IT staff”
* |T commences investigation of workstation and logs

» |IT blocks dropbox for all, disables remote desktop, and later begins changing
administrative and related passwords
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Regulatory developments

» Ontario IPC Report PR16-40 (2019)
» October 27

e port scan finds Russian IP attempting to connect to workstation
* |IP address is blocked

e |P address is same as in phishing email

» 39 systems had already been compromised
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Regulatory developments

» Ontario IPC Report PR16-40 (2019)

* November 4
e attacker claimed to have 154 GB of data and provides samples
e attacker demands ransom to be paid
» notification made to police and others and later to IPC and public
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Regulatory developments

» Ontario IPC Report PR16-40 (2019)

 Failure to implement adequate safeguards:
» Local administrative privileges questioned
e Gap in phishing training noted
» Lack of proper response to obvious case of spear phishing
» Inadequate response to the remote connection issue
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N What we covered

* Current risk trends
» Lessons from the courts
* Regulatory developments
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Data Protection Reform is
coming down the tracks

N The global influence of the General
Data Protection Regulation (GDPR)

* Throne Speech Dec 2019

* “To ensure fairness for all in the new digital
space, the government will review the rules
currently in place.”
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N General trends

* New rights: data portability, delinkage,
enhanced consent, local remedies, opting-out of
data sharing

* New obligations: data impact assessments,
privacy by design, transparency
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N Principles of Canada’s Digital Charter,
May 2019

1. Universal Access 6. AlLevel Playing Field

2. Safety and Security 7. Data and Digital for Good

3. Control and Consent 8. Strong Democracy

4. Transparency, Portability 9. Free from Hate and Violent
and Interoperability Extremism

5. Open and Modern Digital 10. Strong Enforcement and Real
Government Accountability
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N The United States

« California Consumer Privacy Act — Jan 2020

* Referendum for additional measures :Fall 2020
elections

* Nevada, Arizona
* Washington, New York
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A copy of the GDPR in Canada?

* Obvious Canadian insufficiencies

» onward transfer of personal information
» treatment sensitive data

» Data Protection Impact Assessments

* A=B, B=C, C#A in adequacy standards

* Issues for business
» role of the Data Protection Officer vs Chief Privacy Officer
* documentation burden
* Right To Be Forgotten
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Big Data Use

« Competition, data protection and human rights
implications

« OECD develops Principles for Al use

 Ethical data impact assessments
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A PossibleTime Line for Reform

* May 25 2020 Adequacy grace period expires
* Spring 2020 Federal and Quebec legislation introduced
« 2020-2022 Discussions with EU and possible commitments to future

reform
« 2022 Probable implementation dates federally and provincially
« 2022 Discuss possible changes to Alberta and B.C. legislation
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Alex Cameron Wayne Schatz Jennifer Stoddart

« Partner | Co-Leader, Privacy & « Vice President and General « Strategic Advisor, Fasken
Cybersecurity, Fasken Cpur]seI.(Operations.& e +1 514 397 4367
« +1 416 865 4505 Distribution) and Assistant « jstoddart@fasken.com
« acameron@fasken.com Secretary, The Co-operators
’ Group Ltd.

* Wayne_Schatz@cooperators.ca
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