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Abstract  

Phishing is an online identity theft that makes use of social engineering and technical subterfuge. 

Using these techniques attackers can gain individuals’ confidential data in order to illegally access 

their bank accounts. The number of victims of phishing attacks increases dramatically in the last 

decade. This is because attackers continue developing new phishing techniques and the majority of 

Internet users do not follow security advice. The role of this project is to provide a solution 

(SpoofGuard++) to the phishing problem. The proposed solution tries to counter new sophisticated 

phishing techniques, such as Cross Site Scripting and Tabnabbing, as well as simple techniques. In 

this project, a literature review of the related works is conducted with a critical analysis on different 

proposed solutions. In addition, an investigation of new sophisticated phishing techniques is also 

conducted. These activities lead to gather system requirements of the proposed solution. The 

majority of the proposed solutions try to combat simple phishing techniques or to address HTML4 

vulnerabilities and some of these solutions suffer from bypass techniques. However, the 

investigation suggests that additional work should be done to mitigate the risks of new phishing 

threats: HTML5, Cross Site Scripting, URL shortening, HTML attachment and Tabnabbing threats.   
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Chapter 1.    Introduction 

Phishing, a term coined in 1996, is online identity theft that makes use of social engineering and 

technical subterfuge. Attackers use these techniques to steal users’ confidential data, for example, 

bank account ID and password, and then consequently cause harm to Internet users by transferring 

money from their accounts to the attacker’s accounts. The first use of this type of online attacks was 

on AOL accounts [2].  

1.1. Project context 

In order to better understand the phishing problem, a reader may need to know about phishing 

attacks, the consequences of such attacks, and how to counter these attacks.  

1.1.1. Phishing attacks 

As Huang et al. [1] describe in their paper, a typical phishing attack involves five steps (Figure 1) which 

can be described as follows:  

1- A fraudulent website is developed by an attacker. 

2- The attacker sends fake emails to a large number of users. These emails include a link to the 

attacker’s website. 

3- A number of unsuspecting users will be lured to visit the attacker’s website. On this website the 

confidential data of these users are exposed to be compromised. 

4- The attacker can gain users’ confidential data from his fraudulent website. 

5- The attacker impersonates the users on the target website using their confidential data. Then the 

attacker can access the victims’ financial accounts.      

 

 

   

 

 

 

 

 

 

 

 

1.1.2. The consequences of phishing attacks 

Phishing attacks mainly affect individuals. These affects are financially related and legally related [35]. 

The financial impact of phishing on individuals is the most important issue. Typically, the main target 

of phishers is gaining access to the individuals’ bank accounts. If their attacks are successful, the 

individuals are likely to lose money from their bank accounts. In addition, an individual may face real 

legal issues because of phishing. Phishing attacks focus on gathering individual confidential data, 

Figure 1: Typical phishing attack steps 
[1]
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such as name and social security number. If these data are used to break the law, the individual will 

not be able to deny this and hence may face formal penalties.              

1.1.3. How to counter these attacks 

In order to reduce the risk of phishing attacks, a variety of techniques have been proposed. Some of 

these techniques are designed to work at server side (server website), while other techniques are 

developed to work at client site (the browser client). In addition, educating users may contribute in 

mitigating phishing risks and can be served as a compliment solution to both server and client side 

techniques. A complete dissection of these techniques can be found in Chapter 2 (literature review).   

 

1.2.    Research motivations and challenges  

The motivations and challenges of this project are:  

1- There are shortcomings in the current anti-phishing techniques and solutions which allow some 

sophisticated attackers to achieve their targets, for example, blacklist-based solutions are not 

effective if these lists are not updated [36]. 

2- The number of victims, whether organisations or individuals, has increased over the last ten years. 

For instance, in 2008, more than 5 million US Internet users lost major amounts of their money [37]. 

3- Phishing attackers mainly try to gather users’ confidential data [38]. 

4- Most of Internet users do not follow security advice due to extra effort that security requires [41]. 

1.3.    Aim and objectives 

The aim of this project is to provide the anti-phishing industry with a solution that can detect more 
sophisticated phishing attacks as well as detecting simple phishing attacks. To achieve this project 
aim, there are some detailed objectives and tasks that are required to be performed:  
1- To survey and examine the current techniques and solutions of anti-phishing and gain further 
knowledge through the understanding of these techniques. 
2- To conduct an investigation of new phishing attacks and potential threats. 
3- To collect the proposed system requirements. 
4- To design the proposed system’s architecture. 
5- To implement the designed architecture into a working programme. 
6- To evaluate the resulting system. 

1.4.    Project scope 

In order to achieve the project’ objectives this project’s scope should be specified:  

1- The development of an Internet Explorer (version 9) plug-in (SpoofGuard++). 

2- The Microsoft .NET framework will be used to implement SpoofGuard++ using C# programming 

language. 

3- SpoofGuard++ is an enhanced version of the origin SpoofGuard [3]. 

4- SpoofGuard++ is intended to mitigate risks of new and sophisticated phishing techniques. 

1.5.    Report structure  

The following sections of this report are organised as following: 

Chapter 2- Literature review: Previous works in anti-phishing domain are demonstrated in this 

chapter and are examined to express their advantages and limitations. 

Chapter 3- The proposed solution design:  The design, implementation and evaluation phases are 

expressed in details in this chapter.  

Appendix A: A Project Gantt chart used for planning.  
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Chapter 2.   Literature review 

To mitigate the phishing problem, a number of solutions have been proposed in literature and in 

industry. These solutions can be grouped into two main categories: server-side and client-side 

solutions. 

2.1.   Type 1: Server-side solutions 
Server-side solutions are server-based applications that attempt to mitigate the phishing problem. 

The idea behind server-side anti-phishing solutions is to protect a user from being a victim of a 

phishing attack by filtering incoming emails, taking action against fraudulent websites, or applying 

authentication protocols at the recipient’s mail server. These solutions make use of email-content 

analysis, notice-and-take-down, or protocol-based authentication methods.  

2.1.1. Email-content analysis method 
The email-content analysis method focuses on examining incoming emails to find specific features of 

fake emails to prevent such emails from reaching the user’s inbox. To determine these features, a 

number of known fake emails are analyzed. These features can be grouped into seven categories: 

structural, link, element, spam filter-based, style markers-based, structural attributes-based and 

word-based features. There are a number of techniques which are associated with this method. For 

example, there is model-based machine learning [14] and property-structure based techniques [18].     

Bergholz et al. (2008) [14] propose a model-based machine learning technique. In this technique a 
new email’s features are compared to features of known phishing emails. Then a judgment on the 
new email is made as to whether this email is fake or normal. This technique uses 27 basic features 
and different advanced features. The basic features can be grouped into five categories: structural, 
link, element, spam filter-based and word-based. The structural features are: the total number of 
body parts, the number of discrete and composite body parts, and the number of alternative body 
parts. The link features are: the total number of links, the number of internal and external links, the 
number of links with IP-numbers, the number of deceptive links, the number of links behind an 
image, the maximum number of dots in a link, and a Boolean, indicating whether there is a link 
whose text contains one of the following words: click, here, login, update. The element features are 
four Boolean features with regard to whether or not HTML, scripting, JavaScript, and forms are used. 
The spam filter-based features are: the filter test score and a Boolean of whether or not an email is 
considered to be spam. The word-based features are Boolean features of whether or not the words 
“account, update, confirm, verify, secur, notif, log, click and inconvenien” occur in the email. The 
advanced features are proposed by the authors. They adaptively trained Dynamic Markov Chains 
and novel latent Class-Topic Models to generate these features. To compare the new email’s 
features to the proposed features, the technique uses a classifier. Typically, this classifier has two 
inputs: the values of the phishing emails’ features (the training set of the classifier), and the values 
of the new emails’ features (the test set of the classifier). Figure 2.1 gives a general view of the 
proposed technique.  
 
 
 

 

 

 



Project Background Report                Mohammed Baihan  2011           

 

9  

 

 

 

 

 

 

   

 

 
This technique has one advantage and two limitations: 
 
Advantage  

1- The classifier used in the proposed technique can minimize the amount of normal emails 
that may be classified as phishing emails. The authors [14] claim that the classifier reduces this 
amount by two thirds in comparison with the work of Cormack et al. [15].    

Limitations 
1- This technique provides less accurate results in comparison with previous solutions – that of 

Fette et al. [16] for example. This is because this technique does not use extrinsic-based 
features such as the age of linked-to domains [14].  

2- Since the proposed solution is a statistically-based technique, attackers may bypass it, for 
example by using HTML layout tricks [17][18].  

 
Another technique is proposed by Chandrasekaran et al. (2006) [18]. This technique makes use of the 
structural properties of phishing emails to distinguish between legitimate and fake emails. To 
achieve their target the authors have identified 25 features. These features can be grouped into two 
categories: style markers-based and structural attributes-based features. The complete list of the 
features is provided in Table 2.1. The authors used 100 phishing and 100 legitimate emails as input 
to the simulated annealing algorithm, to identify the useful features. From the relevance between 
such features, information gain (IG) has been used to rank these features. Based on the candidate 
features, the authors used the Support Vector Machine (SVM) classifier to classify phishing emails.  

 
Table 2.1: the features used in this technique 

Feature category Feature 

style markers-based 

Total number of characters 

Total number of unique words 

Word count 

Total number of function words 

Function word frequency distribution:  

Account 

Log 

Access 

Bank 

Credit 

Click 

Identity 

Inconvenience 

Figure 2.1: The machine learning approach 
[14]

 



Project Background Report                Mohammed Baihan  2011           

 

10  

 

Information 

Limited 

Minutes 

Password 

Recently 

Risk 

Social 

Security 

Service 

Suspended 

Total number of words 

structural attributes-based 
Structure of email subject line 

Structure of the greeting provided in the email body 

 
 
This technique has one advantage and two limitations. 
 
Advantage  

1- The selection of function words features increases the accuracy of this technique as the 
authors have proved in their experiment [18].  

Limitations  
1- This technique may not identify some browser vulnerabilities-based attacks [18], such as 

International Domain Name (IDN) spoofing and pop-up hijacking attacks. This is because the 
proposed technique focuses only on email-based attacks.   

2- This limited number of emails involved in the experiment is not large enough to draw a 
broader conclusion [18].  

 

2.1.2. Notice-and-take-down method  
Another method to combat phishers is to attack their websites before they can start harming any 

individuals. This can be done by finding these websites’ URLs from reported phishing emails, for 

example, then try to remove these websites from the Internet. Typically, specialist companies play 

this role as a service to financial organizations. There are a few techniques that follow this method, 

two of which will be discussed here. 

Shah et al. (2009) [19] proposed a technique called Pshark. Essentially, through four stages, Pshark 

waits for any suspicious emails and, upon detecting a phish website, starts to remove such a 

website. In the first stage, the system identifies the suspicious email which is currently judged 

manually. In the second stage, the URL of a phish page will be extracted and a WHOIS query is used 

to find the host server’s IP address and location, and the Server Administrator’s details. In the last 

stage, Pshark sends a message to the host Server Administrator to notify him/her that a phishing 

website is being hosted on its server. Then the Server Administrator should remove the phishing 

pages. After that, Phshark periodically checks whether or not the phishing pages have been 

removed. If such a page still exists, Pshark will act aggressively in one of two ways. Firstly, it will 

inform the legal authorities that the Server Administrator is responsible for this attack. Secondly, 

Pshark will apply attacks against the phishing page, for example by flooding the phishing page using 

false data to reduce the probability of determining correct and false data.  
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Another notice-and-take-down technique is provided by BrandProtect International Company [20]. It 

tries indirectly to remove phishing pages upon the receipt of an abuse notification from victims. 

Using the suspected website’s URL, the website is checked and considered as to whether or not it is 

active, if it still exists, or if it is never-active. If the site is active, the Incident Response Analyst 

collects information about the ISP and the domain owner and afterwards ensures that the phishing 

site is removed. In addition, the URLs of such fraudulent websites will be sent to Microsoft, Google 

and Firefox asking them to add these URLs to their blacklist.   

These two techniques have one advantage and three limitations as follows: 

Advantage  
1- These solutions involve proactive rather than reactive actions, and therefore protect more 

innocent users from phishing attacks. 
Limitations  

1- Both of the proposed methods require Server Administrator interaction to remove phishing 
pages. This dependence on an external body may affect the performance of the solution [19].   

2- As these solutions act upon receiving user messages, confidential information of some 
victims may already have been compromised [21].    

3- The Pshark design still lacks an effective email filtering technique [19].    
      

2.1.3. Authentication protocol method 
This method tries to solve the phishing problem by adopting authentication schemas. These schemas 

can be applied on the email protocol (STMP), which is designed without security requirements [6]. 

Using this method, sender’s identity can be examined. This can mitigate phishing risks. A number of 

techniques, that adopt this method, have been proposed such as senderID [4] and DomainKeys 

Identified Mail (DKIM) [5].     

Microsoft proposes an email authentication technique called SenderID which provides sender 

authentication based on its path. Typically, before sending an email, a sender can publish a DNS text 

record which contains allowed IP addresses that can be associated with the sender’s domain. Then, 

before the sender’s email reaches its destination, the recipient’s mail server can intercept this email 

and extract the sender’s IP Address and the sender’s domain by finding the address in the “From:” 

header. Then, it queries the sender’s DNS to retrieve the associated IP address. After that, the 

recipient’s mail server can check the real sender’s IP against the associated IP addresses. The email is 

authentic if it passes this check or is considered to be deceptive otherwise. Figure 2.2 summarizes 

the senderID technique process. 

  

 

 

 

 

 Figure 2.2: senderID technique processes 
[4]

 



Project Background Report                Mohammed Baihan  2011          

 

12  

 

This technique has one advantage and one limitation. 
 
Advantage  

1- SenderID is easy to implement since it performs a simple IP address check. 
Limitation 

1- In a normal email, the “From:” header indicates the sender’s domain, and the IP address that 

appears in the email is the sender’s IP. However, if the email is redirected using mail 

forwarding services or mailing lists, the “From:” header still indicates the original sender’s 

domain, but the IP in that email will be the service provider’s IP. Thus, the sender needs to 

publish all mail forwarding services and mailing list IP addresses that it may use. Obviously 

this task is not easy [6].  

Yahoo also proposes another email authentication technique called DKIM. It is a cryptographic-

based protocol which is used to authenticate the sender’s (server) domain. To do this, a sender can 

digitally sign an email for authentication purposes. Typically, the sender produces a hash value of 

each message and encrypts the hash value using the sender’s private key. The corresponding public 

key is published in a DNS text record. When the recipient’s mail server receives the email, it extracts 

the sender’s domain that can be found in the “From:” header. Then, it finds the sender’s public key 

from the DNS text record, and finally checks the signature against the email context. If the signature 

is valid, the sender is then authenticated. Figure 2.3 summarizes the DKIM protocol processes. 

 

 

 

 

 

This technique has two advantages and one limitation. 
 
Advantages  

1- DKIM is a solution for mail forwarding problems. Because this protocol does not check the IP 
address in an email, this may confuse the senderID protocol. However, instead of an IP 
address, it verifies a digital signature, which does not change in the case of mail forwarding 
[6] 

2- Before the email reaches its destination, the email contents can be modified. However, 
using DKIM protocol, the recipient can verify the original message content. First, the original 
message’s hash value can be produced by decrypting the digital signature using the sender’s 
public key. Then, using the identical hash algorithm on the current message, the recipient 
can get the current message’s hash value. Finally, if it is not identical to the original 
message’s hash value, the authentication will fail [6].     

Limitation 
1- Sometimes the forwarding services need to modify a message’s content. However, as shown 

above, this modification will result in authentication fail [6].  

 
 

Figure 2.3: DKIM technique processes 
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2.2.   Type 2: Client-side solutions 

While the previous category of solutions can be applied on the server side, client-based solutions are 
designed to work on the Internet users’ machines. That is, using plug-ins or browser helper objects 
(BHOs) which a user can install to monitor visited web pages, and to warn the users if they have 
entered a fraudulent page. These solutions are different in terms of how to determine if a visited 
page is fraudulent or not. They can be classified into four groups: blacklist-based or white-list-based, 
visual-clue-based, webpage-feature-based and information-flow-based solutions.   

 

2.2.1. Blacklist-based method  

The majority of anti-phishing methods rely on a blacklist, a list of known phishing domains [1]. This 
method combats the phishing attempts by preventing user from accessing web pages that appear in 
the blacklist. To build this list, the method requires retrieving recent uniform resource locators 
(URLs) of phishing pages from specialist websites such as Anti-phishing Working Group (APWG) or 
PhishTank, or alternatively may receive these URLs from the users directly. The techniques of 
Microsoft SmartScreen Filter [22] and NetCraft Toolbar [23] make use of blacklists method. 

Microsoft SmartScreen Filter is integrated with the recent Internet Explorer, IE9. This tool uses two 

methods to determine the nature of a page: blacklist checking and heuristics analyses. Basically, 

when a user visits a site using IE9, the SmartScreen Filter will compare a page’s contents against 

heuristics characteristics, which are updated periodically using machine learning techniques 

developed by Microsoft. If suspicious properties are found, the tool will warn the user to avoid 

providing any confidential data by causing a yellow shield to appear. However, if the page passes the 

heuristics test, the tool will check its URL against a frequently updated online blacklist. If the URL is 

found in the blacklist, the page’s contents will be blocked, and a red shield will appear in the address 

bar. The user then has the choice whether to proceed or to close the page. The tool also checks 

downloaded files against the same blacklist, and the later processes will be applied. 

SmartScreen Filter provides its user with a reporting feature to notify Microsoft about new 

fraudulent URLs. In addition, to decrease the false positive detection rate, this tool depends only on 

verified unsafe URLs provided by reviewers at Microsoft or by employees from third parties. In a 

network environment, the domain administrator can use a Group Policy feature to prevent users 

from overriding the SmartScreen Filter. This means that users in this network cannot bypass the 

warning if it appears, because the option of ignoring such a warning is disabled, thus the users are 

more secure [24].     

This technique has two advantages and one limitation. 
Advantages  

1- Unlike blacklist-based tools, SmartScreen Filter can protect users from downloadable 
malicious files that may be used by phishers to collect users’ confidential data, for example 
keyloggers.      

2- By preventing users from overriding SmartScreen Filter, an organization network 
administrator may decrease the possibility for users becoming phishing victims, and hence 
may protect the organization’s confidentiality.    

Limitation 
1- As with any blacklist-based solution, users are still exposed to new phishing attacks [1]. That 

is, the URLs of newly established phishing sites may not yet be included in the blacklist. 
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NetCraft Toolbar is another blacklist-based technique provided to Mozilla Firefox and Internet 
Explorer users by NetCraft. This tool warns the users through five labels: “since”, “rank”, “country”, 
“host name” and “risk rating” (see Figure 2.4). Each time a user enters a website, the tool will query 
the NetCraft Web Server Survey using the website’s URL to retrieve critical information about such a 
website. The tool then shows the website’s foundation date in the “since” label or prompts “new 
site” if this website is not found in the Web Server Survey. New sites are given a high risk rating as 
most phishing sites have this property. The “rank” label indicates how many times a website has 
been visite0d, and most visited web pages are considered safe by the method. The “country” label 
displays the place of a website’s host server. For example, if a user enters a barclays.co.uk site, and 
the country label value is “China”, then the user can identify this site as being fraudulent. In the 
“host name” label, the website hosting company can be displayed. If the hosting company has a 
history of hosting phishing sites, the NetCraft Toolbar will increase the risk rating. The “risk rating” 
label gives an indication of the danger the users face. The tool calculates the rating based on several 
factors including:  

1- The age of the website domain, which NetCraft’s designers consider as the most important 
factor. 

2- Known phishing sites hosted in the same domain as the current website. 
3- The appearance of the legal website’s hostname, an IP address or a port number in the 

current website’s URL. 
4- The history of the current website’s hosting company regarding hosting any phishing pages. 
5- The history of the current website’s hosting country with respect to phishing websites. 
6- The top level domain’s history, for example .biz, regarding hosting any phishing pages in the 

past. 
7- The current site’s rank score. 

 
In addition, NetCraft Toolbar enforces the browser to show its address bar in every window to 
combat some of the advances in terms of phishing attacks, in which the address bar is disabled in 
order to deceive the user. This technique has one advantage and one limitation. 
Advantage  

1- NetCraft Toolbar copes with DNS poisoning. That is if the local DNS have been altered.  For 
example, if www.facebook.com, which is supposed to be hosted in the USA, is assigned to an 
IP address from Turkey, the NetCraft Toolbar will display Turkey in the “country” label and 
the user can identify the problem.         

Limitation 
1- Some phishing sites are hosted on compromised servers in which the domain names of such 

servers have a clean history in NetCraft Web Server Survey regarding phishing sites and 
these domain names have been registered on the Internet since 2001, for example. As 
NetCraft depends heavily on the age property of websites’ domain names, the tool will 
consider these fraudulent sites as trusted sites.    

Figure 2.4: NetCraft Toolbar 
[23]

 

http://www.facebook.com/
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2.2.2. Visual-clue-based method 

Visual-clue-based method applies the idea of using images as a base for the solution to combating 

phishing attacks. This method relies on the fact that phishing attackers try to lure users by imitating 

visual features of target websites. This method tends to use images as authentication evidences that 

the server should present. Dynamic security skin [25] and Visible Watermarking [26] are two visual-

clue-based techniques.   

Dhamija and Tygar propose a technique called dynamic security skin [25]. In their design, a user needs 

to remember only one simple password throughout the whole session, and performs two image 

matches in order to authenticate a remote server. Basically, for the first time, the user selects one 

image from a list as a background to the login window. The authors call this the trust password 

window. This image proves to the user that the window knows the shared secret. The authors 

adopted the Secure Remote Password protocol (SRP) to achieve a mutual authentication between 

the user and the remote server, in which the two parties do not have to share a secret password. To 

do this, the user first chooses a password, a random salt and performs a one-way function to 

generate the verifier. This verifier and the salt should be sent to the server, which will store this 

information and consider the verifier as the user’s password. To access the server, the user provides 

his or her username, and the server finds the corresponding verifier and salt. Then the user’s 

browser and the server separately generate two random values and exchange them. Then, using the 

random values and the verifier, each party separately computes an identical session key and 

generates a hash value of this session key. After that, each party sends each other the hash value of 

this session key and the random values exchanged earlier. At this stage every party has proved to 

the other party that it knows the shared secret. However, the user needs to identify an 

authenticated web page. The authors propose the idea of automated custom security indicators in 

which random generated images are used. In the last stage of the authentication, the server 

generates the hash value of the session key. The server can use a visual hash algorithm, Random Art, 

which takes this hash value and generates a random mathematical formula that determines a color 

value for every pixel in an abstract image. Using the same hash value, the user’s browser can 

generate the same abstract image. Then, the browser presents this image, for example as a 

window’s border, on the trusted password window. Similarly, the server presents the same image on 

its webpage. The user then compares the two images on the trusted password window and the 

server’s webpage. If there is a match, then he can trust the server’s webpage. This technique has 

one advantage and two limitations.         

Advantage  
1- The proposed technique provides the server with a way to prove its identity which is easy for 

a user to recognize, as he or she only needs to perform two image matches, and it is hard for 
an attacker to spoof since the attacker has neither the verifier nor the random values [1].   

Limitations 
1- This technique requires the user to have some knowledge of phishing attacks and how to 

identify spoofed pages in order to distinguish between an authentic and a spoof webpage. 
As a result of the leak knowledge, more than 20% of users ignore webpage’s visual clues and 
even professional users may be victims of visual-based attacks [27]. 

2- This solution is vulnerable to the visual man-in-the-middle-attack [25]. That is, an attacker 
may be able to create a pop up fraudulent window on the front of an authenticated window 
and the trust password window. 
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Topkara et al. propose another technique called visible watermarking (ViWiD) [26]. It is an integrity 

check technique in which the user needs to verify a watermark within the company webpage’s logo 

to authenticate this webpage. This watermark consists of two parts: a shared secret, which the user 

selects at the registration stage in a secure manner, between the user and the company’s sever, and 

the current date and time of the user’s time zone determined by the IP address of the user’s 

machine.  This watermark is designed to be unique for every user in order to combat a “one size fits 

all” attack. The company’s logo can appear to the user in two ways: after the user login into his or 

her account, or by using a cookie. The last choice is preferred since the user need not to enter his or 

her confidential data on the login webpage to avoid revealing this data on a forged webpage. The 

user can trust the server’s webpage since its logo includes the shared secret. The process of adding 

the watermark to the company’s logo is done on the company web server, and the user need not 

install any tool or store any data on his or her local machine. This technique has two advantages and 

two limitations. 

Advantages  
1- If the user prefers to use cookies to access sensitive web pages through ViWiD, the chance of 

attackers stealing his or her confidential data is significantly reduced.      
2- Since the watermark is different for each user at a specific time, and includes a shared secret 

between the user and the company, it is hard to design a fraudulent webpage that displays 
the correct watermark for each user. 

Limitations 
1- This technique requires the user to be involved in the verification process.  
2- The users have to be trained to expect what information should appear in the company’s 

logo in order to distinguish between real and fake webpages. 

 

2.2.3. Webpage-feature-based method 

Another method depends on analyzing the webpage’s contents to find fraud symptoms, and then 
warning the user of a potential phishing attack. A number of techniques adopt this method have 
been proposed, for example SpoofGuard [6] and a framework for the detection and measurement of 
phishing attacks [8]. 
 
Chou et al. proposed and implemented a technique called SpoofGuard [6] to mitigating simple 

phishing attacks. Typically, when a user visits a webpage, several evaluations on this webpage and a 

check on outgoing post data will be applied to compute a webpage’s spoof index or a total spoof 

score (TSS). If this spoof index is greater than a threshold which has previously been specified by the 

user, it indicates that such a webpage is a spoof and the user will be warned. Some of these 

evaluations are done after downloading the webpage: URL, link, image and domain checks. In 

addition, some evaluations are conducted when the user interacts with such a page: password, 

outgoing password, referring page, outgoing post data checks. Table 2.2 summarizes these 

evaluation functions. 

Table 2.2: A summary of SpoofGuard’s evaluations functions 

Check type Function 

URL If a webpage’s URL includes “@” or an IP address, then 
increase the spoof index 

Link If 25% of a webpage’s links fail an URL check then increase the 
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spoof index 

Image If an image on a webpage is in imageDataBase, then check if 
the two images are associated with different domains, then 
increase the spoof index 

Domain If a webpage’s host domain is similar to a host domain in the 
history file or in commonly spoofed sites file, then increase the 
spoof index 

Password If a function of a webpage requests the user’s password and 
this webpage does not use HTTPS, then increase the spoof 
index 

Outgoing password When the user enters a password on a webpage, a hash value 
of this password and the webpage’s host domain will be 
compared against a database. This includes hash values of 
previous entered passwords and their corresponding 
webpage’s host domain. If there is a password match with a 
different host domain, then increase the spoof index and warn 
the user   

Referring page If the user is redirected to a webpage, then check if the 
referring page is an email provider, then increase the spoof 
index  

Post data If a webpage’s function requests any data, then a hash value of 
the data and the webpage’s host domain will be compared 
against a database.  This includes hash values of previous 
entered passwords and their corresponding webpage’s host 
domain. If there is a password match with a different host 
domain, then run password check 

 
This technique has three advantages and two limitations. 
 
Advantages  

1- If this method is adopted by the majority of Internet users, the phishing attackers will need 
to develop more sophisticated attacks [25].  

2- Such a method presents high accuracy rates (90%) when it comes to identifying phishing 
pages [9].  

3- This method provides a user with a monitoring system without requiring user involvement.  
Limitations 

1- As this method is developed to address simple phishing attacks, it can be fooled using 
sophisticated phishing attacks such as Cross-Site Scripting (XSS) [10]. That is, using a script 
code, an attacker can construct input forms in order to gain user confidential data.  

2- SpoofGuard has a relatively high false alarm rate [9][11]. That is, identifying a number of 
genuine websites as fraudulent.     

 
Garera et al. propose a technique for the detection and measurement of phishing attacks [8] which 
depends heavily on analyzing URLs to distinguish between benign and phishing web pages. In this 
solution, a logistic regression filter takes a URL as its input, and applies 18 URL feature tests to 
determine the webpage’s nature, - whether it is benign or phishing. The authors collected most of 
these features from some Google infrastructures such as the White Domain Table and Google’s 
index infrastructure. The URL feature tests can be classified into four types: page-based features, 
domain-based features, type-based features and word-based features. Then, they use the Weka 
data mining library to analyze 2,508 URLs (1,245 phishing and 1,263 non-phishing) using the logistic 
regression algorithm. From this experiment they obtained the coefficients of the 18 URL features 
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(see Table 2.3). From these results, the authors found that “host obfuscated with IP” and “White 
Domain Table are the most useful features to identify phishing ULRs. The authors claim that their 
method has an accuracy rate of 97.31% with a true positive rate of 95.8% and false positive rate of 
1.2%. 
 

Table 2.3: The 18 URL features and their coefficients 

Feature 
Logistic 
coefficient 

Odd Ratio 

ecoefficient 

Is URL in White Domain Table? -3.82 0.0219 

Quality Score II -1.9543 0.1417 

PageRank of Host -1.8812 0.1524 

PageRank of URL -1.2606 0.2835 

PageRank in Crawl Database -0.536 0.5851 

Quality Score I 0.0443 1.0453 

Number of characters after organization in host 0.2306 1.2594 

Word secure presence 0.3328 1.3949 

Word account presence 0.8589 2.3605 

Is Page in Index? 0.8738 2.3961 

Word webscr presence 0.9969 2.7099 

Word login presence 1.8587 6.4155 

Word ebayisapi presence 2.1659 8.7221 

Word signin presence 2.5404 12.685 

Word banking presence 2.6361 13.9593 

Word confirm presence 2.7586 15.777 

Is target organization in path but not in host? 2.9464 19.0378 

Is host obfuscated with IP? 6.3933 597.8151 

Constant -0.5881  

   
This technique has one advantage and two limitations. 
 
Advantage  

1- Like SpoofGaurd, this method provides a user with a phishing detection solution without 
requiring user involvement. 

Limitations 
1- As this method tries to identify phishing pages based on heuristics texts, it could not 

stop Man in the Middle Attacks [12]. For example, an attacker may use a Man-in-the-
Middle Phishing Kit to serve as a proxy between the user and the provider site [13].   

2- For sophisticated attackers it is easy to bypass this detection method [11].     
 

2.2.4. Information-flow-based method 

Information-flow-based method tries to protect users from being victims of phish attacks by tracking 

their sensitive information to make sure that they provide this information on trusted websites. A 

user will be warned, if she is about giving away her confidential data on fake websites. One 

technique that follows this method is AntiPhish [42]. This technique detects phishing by examining the 

current webpage’s domain when a user starts to enter sensitive data.   

The AntiPhish technique’s main purpose is to protect users’ confidential data. This can be done by 

monitoring where the users’ confidential data is been entered and informing the user in the case of 
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a phishing attack. Typically, when a user enters confidential data in a web page’s form for the first 

time, she may ask AntiPhish to capture this data and stores it in an encrypted form. AntiPhish uses 

the DES encryption algorithm to encrypt users’ confidential data by a master password. AntiPhish 

also stores a web page’s domain to be mapped with the user data. AntiPhish uses a domain rather 

than a web page’ address because some websites are hosted in more than one server. However, if 

AntiPhish uses the address, false attack detection may be triggered. The user needs to provide the 

master password the next time in order to automatically fill in the previous web page’s form. To 

monitor the users’ confidential data, AntiPhish examines text field elements of any form in a web 

page and interrupts any user event. If the user interacts with a text element, AntiPhish will compare 

the element value against a list of previous stored user’s confidential data. If it finds a match, 

domains comparison will started. If there is no match, AntiPhish will consider the current webpage 

as phishing. AntiPhish runs same test if the user generates evens on test elements: press a key, load 

new page, click or focus. JavaScript gives an attacker the ability of accessing form’s text elements 

before a user submits inputs. To combat this problem, AntiPhish deactivates JavaScript if the focus is 

on a text element and reactivates it when the focus is lost. AntiPhish has two advantages and two 

limitations.         

Advantages  
1- AntiPhish may reduce the false positive rate by using the web page’s domain rather than 

the address in mapping user’s confidential data. 
2- AntiPhish provides an effective method to combat event-based JavaScript attacks and 

permits legitimate event-based JavaScript functions in the same time. 
Limitations 

1- The user needs to inform AntiPhish to capture her confidential data. 
2- Key-press JavaScript functions are not allowed by AntiPhish, since it prevents such 

functions.   
 

2.3.     The best way forward 

In order to mitigating the identity theft problem in the future it is important to address new security 

threats. These threats may result from vulnerabilities in new development technologies, for example 

HTML5 and URL shortening, or from new phishing techniques. These techniques are: Cross Site 

Scripting or (XSS), HTML attachment, Tabnabbing. HTML5 technology provides web developers with 

advanced web application features. However, these HTML5’s new features allow the attackers to 

exploit new security threats [28]. Unfortunately, there is no solution have been proposed in literature 

or industry to address these threats. For this reason, the focus of this work will be on these security 

threats and on proposing a framework to mitigate the expected resulting problems.        

2.4.     Summary  

In this chapter a verity of proposed anti-phishing solutions both in literature and in industry have 

been discussed and critically analyzed in order to show their advantages and limitations. Most of 

these solutions are leading in the anti-phishing field. From the discussion, it was clear that all of 

these solutions can stop some phishing attacks but not all attacks. In addition, attackers have 

developed new phishing techniques, for example Tabnabbing. This project tries to address some of 

these techniques’ threats.    
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Chapter  3.    The proposed solution design 

3.1.   Solution methodology overview 

SpoofGuard is a well-known solution in the literature. This solution proves its ability to combat 

simple phishing attacks [9]. Due to this reason, the functions of SpoofGuard will be adopted in the 

proposed solution. Some of these functions will be modified to provide better resistance against 

simple phishing attacks. In addition to these functions, a variety of proposed functions will be added 

to address the concern of sophisticated and new phishing attacks.  A combination of these functions 

will be used to form the proposed solution, SpoofGuard++. 

To achieve this solution three main phases are involved: designing the proposed system, 

implementing this design and evaluating the resulting system. These three phases will be performed 

in a sequential manner. That is design then implementation and finally evaluation. 

Phase 1: In order to obtain good design system requirements a collection step is needed. These 

requirements can be collected by performing two activities: previous work analysis and new phishing 

threats investigation. The previous work analysis, or literature review activity, is important to gain 

thorough understanding of the phishing problem. An investigation into the activity of new phishing 

threats is needed to obtain a good knowledge of the recent phishing attacks that need to be 

addressed. After obtaining the system requirements, the design phase can commence. The main 

purpose of the design phase is to convert the system requirements into a conceptual form. This 

conceptual form can be implemented in a programming language. 

Phase 2: Upon finishing the previous phase, the implementation phase can be started. Essentially, 

the architecture diagrams of the initial design will be converted into a working programme. 

Phase 3: After implementing the system design successfully, evaluation activities can be performed. 

These activities are needed to ensure that the resulting system achieves the system requirements 

and works in the desired way. In addition, if any problems appear in this phase, the design and 

implementation phases will be repeated after addressing such problems.          

3.2.   Requirment specifications  

In light of the literature review and new phishing threats investigation activities, the main 

requirements of the proposed system are: functionality, performance and reducing false detection 

rate requirements. 

Functionality requirements: The proposed system should be able to detect simple and sophisticated 

phishing attacks through its functions. These functions should include:  

1- Enhanced functions of SpoofGuard: Some of SpoofGuard’s functions can be fooled by the 

attackers [6]. These functions are: URL, image and link checks. 

2- HTML5 threats detection functions: Some of HTML5’s new features allow the attackers to exploit 

new security threats [28]. These threats are: cross-document messaging, local storage, attribute 

abuse, inline multimedia and SVG and input validation. The proposed solution should provide 

effective detection functions to address these threats.  

3- Cross Site Scripting or (XSS) detection function: XSS attacks occur when a user supplies malicious 

inputs to a web application [29]. Typically attackers inject JavaScript into bad programmed web 

applications using these inputs in order to disclose users’ confidential data. The proposed solution 

should provide an effective detection function to address this threat.    

4- URL shortening threat detection function: URL shortening service is developed to avoid using long 

URLs. This service enables users to use services, such as Tiwter and Identi.ca, in which the usage of 

http://en.wikipedia.org/wiki/Identi.ca
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URLs is limited to 140 characters per message. However, this service provides attackers and 

spammers with an ability to bypass protection techniques, such as URLs check [30]. The attackers are 

then able to redirect unsuspecting users to malicious sites in order to gain users’ confidential data. 

The proposed solution should provide an effective detection function to address this threat.     

5- HTML attachment attack detection function: Attackers have found a new way to bypass blacklist-

based anti-phishing tools in modern browsers. This is by using HTML attachments rather than URLs 

in their fake emails [31]. The proposed solution should provide an effective detection function to 

address this threat.    

6- Tabnabbing attack detection function: Tabnabbing is a new phishing attack in which the contents 

of a webpage can be changed after the user has left it open for a while [32]. This action can be 

performed using a simple JavaScript code. The proposed solution should provide an effective 

detection function to address this threat. 

Performance requirement: The proposed solution, SpoofGuard++, is an Internet Explorer 9 

extension. The functionalities of SpoofGuard++ should not, however, degrade the performance of 

Internet Explorer 9.    

Reduce false detection rate requirement: In order to provide Internet users with a useful phishing 

monitoring system, Spoofguard++ should produce false attack detection as little as possible.  

3.3 System architecture design 

SpoofGuard++ is an Internet Explorer 9 extension or a Browser Helper Object that uses the same 

memory of the explorer. It can access the explorer’s events and data in order to detect any malicious 

activity or content in a visited web page. To give a general idea about how SpoofGuard++ works, an 

overview if its architecture and architecture’s components are discussed below. 

3.3.1 Architecture overview 

SpoofGuard++ consists of two main components: DOM Tree Extractor and Phishing Assessment 

Manager. When the explorer finishes loading a web page, the DOM Tree Extractor can be used to 

get the DOM Tree of this page. The outputs of the DOM Tree Extractor are used as inputs of the 

Phishing Assessment Manager. This component examines the web page’s tags and data to find any 

phishing attack’s feature and gives an indication about this page whether it is a phish or a normal 

page. Figure 3.1 shows the architecture of SpoofGuard++.   

 

Figure 3.1: SpoofGuard++ architecture 

3.3.2 Architecture’s components 

The DOM Tree Extractor and Phishing Assessment Manager components involved a number of 
internal functions. 
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DOM Tree Extractor: Internet Explorer 9 represents web pages as DOM Trees. These trees’ contents 

are filtered to organize these threes’ data. DOM Tree Extractor involves images, links, scripts, styles 

and filters and advertisements remover. The filters’ functionalities are proposed by E. Kaasinen, et al 

[39] and advertisements remover function is proposed by S. Gupta et al. [40]. The advertisements 

remover function is used to reduce the processing time in order to get better performance. The 

results of these functions serve as parameters of Phishing Assessment Manager’ functions. 

Phishing Assessment Manager: This component involves domains, password, outgoing password, 

referring page and outgoing post data check functions, which are adopted from the work of N.Chou 

et al. [3]. In addition, this component involves the proposed functions: URLs, links, images, HTML5 

threats, XSS, URL shortening, Tabnabbing attack checks. 

3.4.    Implementation methodologies  

In order to translate the system design into a working system, implementation platform and 

programming language selection steps are needed.  

3.4.1. Implementation platform 

As the majority of users surf the Internet using Microsoft Internet Explorer [33], it is worth producing 

an anti-phishing tool that will work on this platform. The latest version of Internet Explorer, IE9, is 

the selected platform for this project. To integrate the proposed solution into IE9, the development 

of a Browser Help Object (BHO) in needed. BHO has two advantages: its flexibility and continuity [33]. 

Native Windows codes can be involved within a BHO, since a BHO is an independent Windows 

thread. Thus, it provides developers with direct ways to create process, files, and network 

connections, in addition to the ability to invoke an existing code. BHO also benefits from Internet 

Explorer support. That is, a BHO can work perfectly on the current Internet Explorer version and also 

the later versions.        

3.4.2. Programming language  

Microsoft has proposed the .NET framework in which any high level code (for example C#, VB.NET, 

C++) is compiled into a Common Intermediate Language (CIL) [33]. The resulting code is called a 

managed code. This code is executed inside a sandbox component. This component prevents the 

code inside it from calling any code outside the .NET framework. This technology provides a safe 

implementing environment. For this reason the .NET framework and C# programming language have 

been selected to implement SpoofGuard++.  

3.5.    Evaluation methodologies 

After implementing SpoofGuard++, it is necessary to evaluate it against the system’s requirements. 

Three main evaluation criteria can be used to test SpoofGuard++: detect phishing attacks, reduce 

false detection rate and determine the impact on Internet Explorer 9.      

3.5.1 Detect phishing attacks 

As the main aim of SpoofGuard++ solution is to identify and detect phishing attack attempts, this 

solution should be tested against real and new phishing attacks. The number of correct detections 

should then be calculated.  
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3.5.1.1 Test it against phishing attacks 

Fresh and real phishing emails and websites are needed to test SpoofGuard++. Anti-Phishing-

working-Group (APWG) and PhishTank provide phishing feeds containing recent phishing emails and 

websites. These emails and websites can be used for testing purposes.  

3.5.1.2 Count how many attacks the tool successfully detected 

The effectiveness of SpoofGuard++ can be initially determined by counting the number of correct 

detections. During the process of testing SpoofGuard++, the calculating processes can be performed 

manually.    

3.5.2 Evaluate false positive rate 

Any anti-phishing solutions may lose the users’ trust when the solution identifies a large number of 

normal sites as phishing sites. For this reason, it is important to count the number of false detections 

identified by SpoofGuard++ during the test.  

3.5.2.1 Count tool's false detections 

During the process of testing SpoofGuard++, the calculating processes can be performed manually.    

3.5.3 Impacts on Internet Explorer 

One important factor that can make an anti-phishing plug-in useless is overhead on Internet 

Explorer. Therefore, SpoofGuard++ performance should be monitored and reported. This can be 

done by surfing certain websites with and without SpoofGuard++ and measure the execution time in 

both cases. A number of most visited web pages, provided by NetCraft [34], can be used in this 

experiment. 

3.5.3.1 Open specific sites on the explorer without the tool 

Without a SpoofGuard++, three time records should be observed for each webpage: the time before 

surfing the webpage, the time after downloading the webpage and the duration between these two 

times. 

3.5.3.2 Open the same sites on the explorer with the tool 

Now with a SpoofGuard++, three time records should be observed for each webpage: the time 

before surfing the webpage, the time after downloading the webpage and the duration between 

these two times. 

3.5.3.3 Measure the excution time in both cases 

After conducting the previous experiments, the performance of SpoofGuard++ can be determined. 

To perform this, for each webpage a comparison between surfing time with and without 

SpoofGuard++ is conducted.   

3.6. Work organization 

The project organization step is an important factor in producing a solid project. Specifying project 

deliverables and project plan are needed in order to organise the project.  
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3.6.1. Project deliverables and outcomes 

The expected outcomes of this project are:  

1- A full implementation of an Anti-Spoofing tool (SpoofGuard++). 

2- An evaluation of the effectiveness of SpoofGuard++ against its requirements.  

3- A recommendation list of future work.  

4- A documentation of all works of developing the proposed solution. 

3.6.2. Project plan 

Planning of this project is needed in order to achieving better outcomes for this project with respect 

to the limited time. To gain a thorough understanding of the problem and the previous work in the 

anti-phishing domain, an intensive reading of literature is needed. This required about 35 days. After 

that 4 days are allocated to conduct an investigation on new and sophisticated phishing techniques. 

This activity and the literature reading activity lead to gathering the proposed system requirements. 

More 5 days are dedicated for designing the proposed solution’s architecture and main functions. 

The previous activities are needed to achieve the first phase of the project components as describe 

in section 3.1 solution methodology overview.  

After successfully fishing the first phase, the proposed solution is ready to be implemented. In this 

phase the initial architecture and components of SpoofGuard++ will be traslated into a working 

program as stated in both section 3.3.1 architecture overview nad 3.3.2 architecture components. 

The time allocated for these activities is about 30 days. Upon implementing SpoofGuard++, 

evaluation activities are conducted to test its functionality. The expected time to perform the 

evaluation activities is about 6 days. For more details about evaluation methodology, the reader is 

advised to read section 3.5 evaluation methodologies. 

3.7. Summary  

SpoofGuard++ solution development should be processed through three main phases: designing the 

proposed system, implementing this design and evaluating the resulting system. The design phase 

involves the collection of the system requirements and system architecture design. In the 

implementing phase, the initial architecture design is converted into a working program. Finally, the 

evaluation phase involves activities that test the resulting system against its requirements.   
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Appendix A : The Project Gantt chart 

 

 


