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Proposing a Cloud Computing Capability Maturity Model 

Abstract 
 

This research presents a Cloud Computing Capability Maturity Model (CC-CMM) broadly based 

upon the COBIT 5 (ISACA 2013, 2014) framework and previous well-established capability 

maturity models (Curtis et al. 1995, 2009; Goldenson and Gibson 2003; Herbsleb et al. 1997; 

Bate et al. 1995).  This CC-CMM is proposed in response to the challenges encountered when 

applying current IT governance models in the cloud computing environment. 

In enterprises with less mature IT governance and risk management, migration of critical 

applications into the cloud may occur without the executive oversight and without adequate 

consideration of control and assurance issues.  In cloud computing, there is a distributed, arm’s-

length relationship between the cloud provider and acquiring organization, resulting in the 

possible migration of IT decision rights to outside the firm. Cloud computing presents a new 

challenge to IT governance that of shared governance where some IT management and control 

responsibilities are delegated to the cloud service provider.  

 

We utilize the same maturity level processes (initial, repeatable, defined, managed and 

optimizing) that are common in the Capability Maturity Model (CMM) literature (Curtis et al. 

1995, 2009; Goldenson and Gibson 2003; Herbsleb et al. 1997; Bate et al. 1995).  The CC-CMM 

focuses on issues of risk management in the early stages of considering and selection of cloud 

services.  CC-CMM differs from the CMMI for Services (CMMI Product Team, 2010) which 

addresses the provision of services rather than the acquisition of services.  The CC-CMM 

focuses on the concerns unique to the cloud computing environment, in particular those relating 

to governance and security. A defining aspect of the CC-CMM is the reference to COBIT 5 

control and assurance recommendations and the inclusion of shared governance for the cloud 

environments employed by an organization



Proposing a Cloud Computing Capability Maturity Model 
 

1.0 Introduction 
This research is motivated by the call for increased involvement in holistic risk management by 

corporate boards of directors and executive management (Beasley et al. 2009). These demands 

originate from many fronts including the AICPA, who proposed holistic enterprise risk 

management (ERM) (COSO 2004, Monda and Giorgino 2013) as the guiding force and initial 

stage of corporate control and assurance activities; and ISACA, whose update to COBIT 5 

increases emphasis on executive leadership and focusing on risks of cloud computing (ISACA 

2013, 2014). 

 

In the press, repeated news reports highlight the growing vulnerability of cloud computing. A 

recent survey of 613 IT and IT security practitioners (Poneman Institute 2014) reports that 66 

percent of respondents believe that their organization's use of cloud resources reduces their 

ability to protect confidential or sensitive information. Further, 63 percent of the respondents 

believe there is a lack of vigilance in auditing or assessing cloud computing services and 64 

percent believe cloud service providers are not fully compliant with privacy and data security 

regulations. In another survey, 573 business unit executives report that 20 percent of respondents 

purchased cloud services without the knowledge of the IT department, while 60 percent of the 

companies had established corporate policies to prohibit this type of purchase (Avanade 2011). 

 

These surveys reveal that, along with a growing trend towards cloud computing, there is a 

growing trend in abdication of corporate oversight and a reduced ability for the enterprise to 

have any effective control or assurance related to cloud computing. The last survey’s findings 

imply not only a lack of monitoring by the cloud client but that possibly the ability to monitor the 

cloud provider activities may actually be blocked or prohibited by the nature of the cloud 

contract or cloud provider’s infrastructure.  All these findings reveal serious concerns over IT 

governance and show a reduction in the enterprise’s ability to provide control and assurance as 

required by their legal and fiduciary duties.  

 

As the practice of cloud computing outsourcing rapidly expands, existing forms and structures of 

enterprise risk management are challenged in new ways. Cloud computing presents a new 

challenge in that the organization acquiring cloud services has limited control, lacks direct 

visibility and has restricted access to the very IT services which they rely upon.  If this extreme 

form of IT outsourcing is not thoroughly vetted at both governance and IT management levels, 

then the issues of governance, risk management and plans for monitoring and control of cloud 

computing may be compromised. If managers do not effectively pre-plan for these new risks 

before contracting with a cloud provider, then it is unlikely that the organization will be able to 

modify the terms at a later date, nor will the organization likely be able to implement monitoring 

and control mechanisms after the fact. 

 

The objective of this paper is to develop a Cloud Computing Capability Maturity Model (CC-

CMM) to aid organizations in their understanding of risk management as they consider using 

cloud services. The CC-CMM proposed in this study is based on the risk management capability 

maturity model (CMM) (Yeo and Ren 2009). Selecting a risk management approach as the 
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CMM is consistent with recommended approaches (Beasley, Branson and Hancock 2009) 

including AICPA’s Enterprise Risk Management (ERM) (COSO 2004), and ISACA’s COBIT 5 

(ISACA 2013, 2014). The CC-CMM is proposed in response to the challenges encountered when 

applying current IT governance models in the cloud computing environment, as those 

governance models do not directly address the extent of shared governance that exists within the 

cloud computing environment. This paper assumes the SaaS1 form of cloud computing in all 

following discussions. This is done to more fully investigate and specify the need for a CC-

CMM to address highest risk instances of cloud computing. 

 

In the remainder of the paper we first provide an overview of the cloud computing environment 

and issues faced by organizations. We next review some of the capability maturity models and 

identify the limitations of these models for the cloud computing environment. This is followed 

by a discussion of IT governance and IT risks within the cloud computing environment.  We then 

present the cloud risk framework. We then use the risk framework and prior capability maturity 

models to inform the cloud computing capability maturity model that we then present. A design 

science approach is taken to define the proposed CC-CMM. As part of the CC-CMM, a 

responsibility assignment matrix is adapted from the Project Management Institute (PMI) and 

proposed to clarify the roles of partners in shared IT governance. The paper ends with a 

discussion of future research needs and how the CC-CMM can be used in future research.  

 

2.0 Cloud Computing Environment 
The National Institute of Standards and Technology recommends that an organization consider 

how cloud computing should be deployed, the services provided (obtained), the economic 

opportunities and risks, the technical considerations, the service level agreements and security of 

the cloud service (Badger et al. 2012). All deployment models (i.e., software as a service (SaaS), 

infrastructure as a service (IaaS) and platform as a service (PaaS) result in similar (but unique) 

concerns.  Rahimli’s (2013) findings that cost effectiveness, organizational need, cloud service 

reliability, and cloud security effectiveness were all significantly and positively related to the 

cloud adoption decision is consistent with these NIST recommendations. 

 

The utilization of cloud computing services represents a major reduction in the level of visibility 

and control over the IT computing services for many firms, however, this technology promises 

increased agility and reduced costs (Golden 2010, Takabi et al. 2010). Cloud computing is 

different than traditional outsourcing of IT and existing approaches to outsourcing and risk 

assessment must be expanded to address the inherent risks of cloud computing. A major gap in 

the current decision making around cloud computing is the overlooking of exposure to increased 

risks. Cloud outages may be rare, such as the Amazon Web Services failures due to electrical 

storms or networking events (Clayburn 2012; Miller 2011) or Salesforce.com’s storage issue 

(Kanaracus 2012) and data security and privacy breaches may be less frequent than those 

reported by non-cloud organization (Balding 2011, Schwartz 2011), but they do occur. Recent 

privacy cloud issues have been reported related to alleged Twitter (Clearcenter 2014) and iCloud 

                                                        
1 1 We focus on SaaS as an exemplar in this research as it is likely the most complex cloud-sourcing environment. 

That is, an organization contracts with a SaaS provider who subsequently may contract with PaaS and IaaS 

providers as a means of providing the infrastructure needed for the contracted software services. 
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service hacks (BBC 2014, HuffingtonPost 2014). As of 2011, 51 per cent of companies reported 

security concerns as a concern and the primary reason for not adopting cloud computing 

(Avanade 2011), and almost 25 percent of the surveyed companies had a security breach with a 

cloud service (Avanade 2011).   

 

In a recent KPMG study (Brown and Fersht 2014), IT managers were asked about their concerns 

in moving to the cloud. Eighty per cent (of the 740 respondents) were either somewhat or very 

concerned about data portability if their organization moved to the cloud.  Over 70% were 

concerned about cloud security, and also where the data in the cloud actually would reside.  

 

A growing area of cloud computing is in providing financial, HR/payroll and ERP service 

offerings (see, for example, SAP, Workday, and NetSuite (Williams 2010)). Cloud services that 

provide financial information services require compliance with control, audit and assurance 

regulations. The Sarbanes-Oxley Act requires the CEO and CFO of publically traded firms to 

attest to the veracity of the financial statements, and 90% of firms required other direct reports, 

including the CIO, to sign roll-up documents (Bernard 2005).  For post-SOX executives to 

blindly delegate IT governance responsibility outside the firm to a cloud provider exposes the 

executive and the firm to greater risk than if the IT services were performed in-house. This is a 

risk that executives appear to have not yet fully realized or addressed as related to cloud 

computing services.  

3.0 Background on Maturity Models 
Used as a reference base for CC-CMM, the Software Engineering Capability Maturity Model 

(CMM2) is a well-established process improvement model (Paulk et al. 1993, SEI 2002, 2003).  

Since Software Engineering Institute’s (SEI) introduction of the CMM for software in 1993, it 

has provided a foundation for development of a number of capability models. Various CMM 

models have been developed and enable organizations to evaluate their maturity in a variety of 

areas including software development (Herbsleb et al. 1997; Dorfman and Thayer 1997), 

software acquisition (Ferguson 2002), systems engineering (Bate et al. 1995), integration (SEI 

2002), people (Curtis et al. 1995, 2009), supply chain (Lockamy and McCormack 2004; Reyes 

and Giachetti 2010), project management (Ibbs and Kwack 2000; Crawford 2007), business 

process (DeBruin and Rosemann 2005), knowledge-based decision making (Kaner and Karni 

2004), risk management for complex product systems (Yeo and Ren 2009), and information 

technology service (Niessink et al. 2002).  

 

A cross-disciplinary comparison of Capability Maturity Models is presented in Table 1 to 

illustrate both the similarities and differences as the CMM structure has been adapted to various 

contexts.  The table contains brief descriptions of prior CMMs for reference. These established 

CMM’s have been previously developed to address the needs of diverse disciplines, highlighting 

what differentiates each. The general CMM approach is to define a series of increasing capability 

levels by which to assess an organizations processes, job assignments, organization structures, 

measures and innovativeness. Additionally, different CMM’s also identify attributes of needed 

                                                        
2 The SEI Capability Maturity Model (Paulk et al. 1993, 2002) and its successor versions including SEI CMM-
Integration (SEI 2002) are collectively referred to by the summary term SEI CMM in this document. 
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practices, abilities, processes and other factors that support advancement into a higher level of 

capability maturity. 

 

Empirical research supports the value of achieving higher levels of CMM. In the original area of 

software engineering CMM, achieving the top maturity of level 5 is found to reduce the variation 

among software development projects. Organizations at CMM level 5 have software 

development process under control to the extent that software size (measured by lines of source 

code) remains the single influential factor in determining software development outcomes of 

effort, cycle time and quality (Agarwal and Chari 2007). In the supply chain area, research shows 

that several metrics gathered by higher maturity level firms are significant predictors of 

performance outcomes (Lockamy and McCormack 2004). Reyes and Giachetti (2010) began 

validating their supply chain CMM by assessing SCM process maturity level in organizations, 

and proposing improvements that proved satisfactory to SCM management. Further empirical 

validation of other CMM’s is still needed. 

 

A design science approach (Hevner et al. 2004) has been applied in the development of the 

various capability frameworks (Becker, et al. 2009). The IT-Capability Model Framework (IT-

CMF) provides an archetype of the maturity level of an organization as it implements, improves 

and controls IT capabilities to support organizational value creation (Curley et al. 2012).  The IT-

CMF provides organizations an approach to evaluate and manage the IT environment for 

business value based upon four capabilities: managing IT like a business; managing the IT 

budget; managing the IT capability; and managing IT for business value (Curley et al. 2012).  

Across these four areas, organizations evaluate their maturity in 35 critical areas. The IT-CMF is 

a framework, and as such, must be applicable at a high-level across the organization. However, 

as the IT-CMF is designed as a high-level framework that is applicable across the organization, it 

might not fully capture nuanced differences that result from changes in technology, business 

processes, and governance.  

 

Consequently, we present a Cloud Computing-Capability Maturity Model that is based upon the 

IT-CMF. The proposed CC-CMM is a “focused area maturity model” (c.f. van Steenbergen, Bos, 

Brinkkemper, van de Weerd, and Bekkers 2010; Van Steenbergen, van den Berg, and 

Brinkkemper 2007) that allows for the development and representation of the interdependencies 

among the processes unique to cloud computing.  As a focused area model, the CC-CMM allows 

for the flexibility and variation needed when dealing with the emerging cloud computing issues 

and environment which would not be present in a static framework. Mature, fixed level maturity 

models are more common in well-developed areas including systems engineering (Bate et. al 

1995; Dorfman 1997), project management (Ibbs and Kwak, 2000), human resources (people) 

management (Curtis et al. 1995, 2009 and supply chain (Lockamy and McCormack 2004; Reyes 

and Giachetti 2010). Over time, as the governance and management of cloud computing matures, 

it is possible that a more highly structured or “fixed level” maturity model may evolve. In cloud 

computing’s current emergent stage, a flexible focal area maturity model is more applicable. 

 

While cloud computing resources can be acquired by departmental or unit managers in an 

organization through the use of procurement cards without any significant oversight (Avanade 

2011), this type of approach to the acquisition of cloud computing resources may be both risky 

and contrary to an organization’s policies.  The use of cloud file services may result in an 
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organization’s violation of governmental export regulations (as the data might be stored on 

servers in a restricted country). These same services might not have the level of security attached 

to the provided services that the organization deems necessary. This type of activity within the 

organization would be indicative of a low level of IT maturity (it could be either slow provision 

of needed corporate resources or lack of understanding of IT controls or lack of understanding of 

corporate governance or some other issue).  Consequently, organizations need an approach that 

will allow them to evaluate their relative cloud computing maturity and provide them with a 

listing of factors to consider.  Therefore, the primary objective of this research is to 

conceptualize and propose a Cloud Computing Capability Maturity Model (CC-CMM). In the 

development of this model we focus on both the unique aspects of cloud computing and the 

inherent risks of cloud computing. Similar to Becker et al. (2009), this study takes a design 

science approach and attempt to develop an innovative problem-solving artifact that will 

contribute to research.  Established risk frameworks and other pronouncements (e.g., COBIT, 

NIST) are referenced to provide guidance in addition to considering the social aspects of risk 

management.  

4.0 IT Governance  
Engaging in cloud computing requires expanding IT governance as well as making fundamental 

changes to IT risk assessment, controls and auditing. IT governance is defined as “specifying the 

decision rights and accountability to encourage desirable behavior in the use of IT” (Weill and 

Ross, 2004, p. 8). Wilkin and Chenhall (2010) state that IT governance also needs to focus on the 

strategic alignment, risk management, resource management, value delivery and performance 

measurement of the IT resources. IT governance includes establishing processes and clearly 

assigning authorities for providing input on IT and making IT decisions. The strategic corporate 

governance decisions have direct impact on the need for the appropriate strategic alignment of 

the use of cloud computing resources. Similarly, the risk associated with the use of cloud 

computing resources that are not under the direct control of the organization must be identified 

and evaluated.  Finally, any outsourced arrangement must include service level agreements and 

the relevant monitoring arrangements. Clearly, outsourcing IT has implications and, in the case 

of outsourcing whole IT operations through cloud computing, these implications can be hidden, 

risky and have broad impacts. 

 

Prior research does not consider new forms of governance which rely heavily on external IT 

sources to the point of wholly outsourcing IT software, hardware and infrastructure as in SaaS 

Cloud Computing and which results in delegation of technology design and management 

decisions to a cloud computing provider. Bardhan et al. (2010) do not consider corporate and IT 

governance from this perspective.  There is no mention of controls or auditing of outsourced 

cloud services, or of the requirements for the service provider to meet compliance requirements. 

Akermann et al. (ECIS 2011) present a taxonomy covering technological risk items related to IT 

security and the quality of service and claim to establish a direct link between technological risks 

with operational IT security and quality of service aspects. Unfortunately, the business risks 

associated with cloud computing are not specifically addressed.  

 

Given the fundamental shift in the nature and implementation of IT due to cloud computing, 

there needs to be an expansion in the understanding of how to handle IT governance in such a 

setting. Use of cloud computing calls for expanding the basic IT decision archetypes (Weill and 
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Ross 2004). It is critical to both acknowledge the growth of ‘shared IT governance models’ and 

to deliberately design archetype(s) that clarify rights and responsibilities. Lest anyone doubt that 

cloud computing represents a major shift in IT governance, of the six IT governance decision 

archetypes identified by Weill and Ross (2004), none delegate any IT governance decisions to 

entities outside of the firm. The current IT governance model is clearly challenged in handling 

cloud computing due to the distributed, arm’s-length nature of the cloud provider relationship, in 

which it is possible for IT decision rights to migrate outside the firm.  

 

Organizations rely on IT for critical or strategic applications, and they have a need for a strong 

IT governance model. Since the cloud computing is relatively new, there is the risk of lax IT 

oversight, controls and auditing of cloud operations. Consequently, A CC-CMM is vital such that 

risk and assurance issues be addressed up front. Of particular concern is that audit and assurance 

may become afterthoughts in the race to implement cost cutting, outsourced relationships.  

Oftentimes, the final decision as the whether cloud computing resources (SaaS in particular), 

should be acquired is often driven by economic pressures and operational benefits; governance 

risks are generally inadequately addressed.  Consistent with Wilkin and Chenhall (2010) cloud 

governance risks should be evaluated based upon strategic alignment with corporate objectives, 

risk exposures created by the use of cloud services, the management of all corporate IT (and 

other) assets including data, the value derived from the use of the cloud service provider, and 

finally, the manner in which the cloud service provider performance will be evaluate (and the 

associated service level agreements).  Specific factors that should be considered include the level 

of management control and audit visibility into cloud, the service provider’s internal controls, 

and the independent audit of the service provider (such as SSAE 16 (Statements on Standards for 

Attestation Engagements) and ISAE 3402 (International Standards for Assurance Engagements). 

Since strategic or critical applications may be placed in the cloud, risk assessments, controls and 

assurance, and operational service level agreements and plans for external auditing need to be an 

integral part of the initial cloud computing planning and contracting process.  

 

5.0 IT Risks and Cloud Computing 
When using cloud computing services, it is important to understand the layers of services and the 

service providers employed. SaaS providers often use the services of an IaaS and 

telecommunications services. This further obscures observability while distributing 

responsibilities among even more organizations. Who is responsible for ensuring sufficient 

network capacity, diverse routing and alternatives in case of disaster? In multisourcing 

arrangements, Bapna et al. (2010) points out that observability and verifiability of outputs has a 

direct bearing on exposure to risks and the appropriate choice of performance measures. Further, 

integrated service level agreements (SLA’s) which include joint assessments (by client and 

provider) should lead to better outcomes as agents can observe each other’s outputs (Che and 

Yoo 2001, Ma  1988, Marx and Squintani 2002 as related in Bapna et al. 2010). This approach to 

proactively managing cloud computing is for the contracting organizations to expand risk 

assessment, management control and auditing programs and to have an active, up-front role in all 

cloud decisions and contract negotiations.   

 

Internal control is central to IT governance. Risk assessment and risk containment are central to 

the control process. Risk assessments identify the likelihood of a threat, the positive and negative 
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impacts, and possible effects on the organization. Inherent risk is defined as the initial risk of the 

situation before any steps are taken to control either the likelihood or impact of the risk. Residual 

risk is the threat remaining after management has put controls in place or taken other action to 

address the risk. Corporate governance operates in a cycle that a) assesses the initial, inherent 

risk of a decision or situation, b) establishes controls and takes other actions to reduce risk to a 

residual level, c) determines if the residual risk is tolerable and d) if not tolerable, then iterates on 

the process until risk levels are deemed acceptable. CC-CMM reflects the combination of current 

joint capabilities of corporate governance and IT governance, the organizations risk appetite and 

its willingness to absorb risk.  This involves, having in place the abilities and processes to 

mitigate identified risks. 

6.0 The Cloud Computing Capability Maturity Model 
The proposed CC-CMM (Figure 1) is grounded in the CMM literature. The model contains three 

dimensions (similar to Reyes and Giachette 2010). These are the CMM levels, the cloud 

computing capability areas, and the cloud computing types. The maturity levels are consistent 

with Yeo and Ren’s (2009) development of a Risk Management Capability Maturity Model for 

Complex Product Systems, as integrating cloud computing with on premises computing is a 

complex task. The cloud computing capability areas are broadly based on COBIT®5 (ISACA 

2013, 2014) and Badger et al. (2012). Finally, we apply the maturity levels and competencies 

across the basic cloud computing types (SaaS, PaaS and IaaS). This paper mainly discusses the 

SaaS public cloud as the more complex and fully out-sourced form of cloud computing. It is 

possible for a SaaS public cloud provider to further outsource to a PaaS or IaaS cloud provider, 

adding nested layers to shared IT governance. Figure 1 is further meant to capture the key 

dimensions of the CC-CMM, namely the X axis reflects the type of cloud computing (SaaS, 

PaaS or IaaS); the Y axis represents levels of maturity lifecycle, and the Z axis decomposes the 

six critical factors based on COBIT 5. 

 

 

- - Insert Figure 1 CC-CMM Here - - 

 

6.1 Maturity Levels 

The CC-CMM proposes five maturity levels (shown in Figure 1 and detailed in Table 2), 

building upon Yeo and Ren (2009) who based their maturity levels on the ubiquitous software 

engineering capability maturity model (Paulk et al. 1993).  Organizations rated at the two lowest 

levels (ad hoc and initial) either have not addressed the risks associated with cloud computing or 

do so only in a rudimentary fashion. There is no overall governance process applied on a 

consistent manner across the organization.  As in other CMMs, level 3 is the “demarcation 

level.”  It is at this level that the organization has formalized the assessment of cloud computing 

risk management, and that the processes are understood throughout the organization.  The 

remaining higher levels (managed and optimizing) result in the organization including and 

acknowledging key external stakeholders (i.e., both direct and indirect cloud providers – such as 

the provider of a SaaS and also the IaaS provider used by the SaaS), and also developing 

continuous process improvements.    
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6.2 Cloud Computing Capability Areas 

There are six cloud computing capability areas (Table 3) based upon COBIT 5 (ISACA 2014) 

and Badger et al. (2012).   These areas include: IT Governance, Management, Data Governance, 

Security and Reliability, Software and Applications, and Technical.  These represent the areas 

that organizations which acquire cloud services (whether they be for infrastructure, platform or 

software) need to address potential risks and resources needed. We included the requirement to 

examine the needed resources, as the lack of resources would expose the organization to 

unnecessary risks. 

 

6.2.1 IT Governance 
IT governance includes both an organization’s internal IT governance policies and procedures 

(COSO 2004, Weill and Ross 2004, Wilkin and Chenhall 2010), and increasingly must also 

address delegated or shared governance responsibilities with outside entities such as a cloud 

service provider (ISACA 2011, 2014). This shared governance is needed because it is possible 

and even likely that IT decision rights migrate outside of the organization to the cloud service 

provider. For example, the cloud provider determines the hardware and software used and when 

it will be updated. In SaaS, due to multi-tenancy, multiple organizations are using the same 

application at the same time. Also, the organization must obtain from the cloud provider any 

needed assertions regarding the availability, controls and auditability of the system when this is 

required for governmental reports.  

 

The organization must also determine its risk appetite and overall enterprise risk management 

(ERM) approach (Rittenberg and Martens 2012). ERM looks at risk from an overall 

organizational perspective and attempts to align daily operations with the strategic objectives set 

by the Board of Directors rather than have the organization manage all risks independently from 

one another (or managed as the risks are identified) (Monda and Giorgino 2013).  An 

organization’s optimal level of risk should maximize shareholder value while satisfying the 

constraints of other stakeholders, e.g., regulatory agencies, customers (Segal 2006).  This is then 

translated by the Board of Directors into the organization’s risk appetite, which is a function of 

the risk exposure and how the organization can respond to risks, whether to mitigate them or to 

exploit them (Segal 2006).  The organization, based upon its risk appetite, manages risk exposure 

through both strategic (e.g., product mix) and tactical (e.g., computing environment) activities.  

Risk mitigation occurs when an organization determines how to best offset risk exposures. For 

example, the loss of product and productivity due to storm or fire damage is often mitigated 

through the acquisition of insurance.  

 

6.2.2 Management  
The management capabilities are based upon the general recommendations for cloud computing 

(Badger et al. 2012). These include the specification of how data will be both migrated to (and 

when necessary) from the cloud.  The organization must understand what is needed to place the 

data into the cloud, especially if it is going to be used with a new cloud software as a service 

rather than a historic on-premises service. Additionally, plans must exist for the retrieval of the 

data (if a new service would be used or the provider goes out of business).  Similarly, the cloud 

provider’s plans for continuity of operations and redundancy plans need to be reviewed. Service 
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level agreements (SLAs) that specify remediation in case of some type of failure need to be 

developed as an aspect of continuity of operations, as well as data backup and recovery. 

 

Another capability that must be addressed is the service provider’s compliance with controls 

(e.g., SOX).  This may occur through third party audits or may need to be ascertained through 

some other means.  Related to this is the need to gain assurance that the cloud service provider 

has the appropriate internal controls over their administrative staff to prevent any type of security 

lapse/breach.  These internal controls and need for third party audits (and/or certifications) also 

exist for the cloud provider’s operating policies. The cloud service provider must also possess 

the capability to provide any needed data based upon ad hoc and formal legal requests, such as 

discovery proceedings, and must also be able to “freeze” the data (and meta data).  Finally, the 

acceptable use policies must be reviewed and vetted, along with the inclusion of any needed 

modifications.   

 

6.2.3 Data Governance 
The data governance capabilities focus on the security, integrity and access to data placed in the 

cloud. Regulatory issues and government contracts may restrict movement and storage of 

regulated forms of data as some data are regulated, cannot leave a particular state/country or 

cannot be managed by non-nationals where an organization is domiciled. The nature of cloud 

computing may obscure cloud client’s control and monitoring of the handling and storage of 

critical data. Therefore, the CC-CMM should address the added risk of cloud outsourcing and 

promote implementation of controls to avoid inadvertent failure to comply with applicable 

restrictions. These data issues should be considered a priori to contracting, as this issue will 

rightfully eliminate some cloud providers from being able to offer services to firms with 

regulatory restrictions. Other issues may also relate to how and where data in the cloud are 

stored. Organizations must also ascertain that when data it deleted in the cloud, it really is 

deleted, and that the provider can provide evidence that this has occurred.  Organizations must 

determine who is responsible for backing up (and restoring) the data. Data archiving must also be 

addressed in great detail to walk the line between data protection and the ability to fully manage 

data owned by the client firm.  

 

6.2.4 Security and Reliability 
The focus of this capability is to ensure that only the organization’s specified users can access 

the data and that the cloud service provider is able to provide the agreed upon services based 

upon the originally specified performance parameters.  Factors related to security include 

encryption, physical security, authentication, and identity and access management techniques.  

Performance capabilities include the specification of performance benchmarks (or other key 

performance indicators) and gaining visibility into the cloud provider’s operations as it relates to 

the organization’s data. 

 

6.2.5 Software and Applications 
The software and applications capabilities address the differences between the application types 

that an organization might place into the cloud, and the required performance levels and required 

support.  Time-critical software (e.g., production systems that require precise timing) might not 
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be appropriate due to the latency associated with cloud applications, whereas these might be 

appropriate in some private cloud settings.  Similarly, safety critical software applications are not 

recommended for the cloud as organizations cannot validate the entire application provided by a 

cloud vendor and due to the network variability (Badger et al. 2012).  

 

The cloud service provider needs to assure that all runtime application have been tested and 

validated. If an organization is using a platform as a service, the code routines called need to 

perform as intended, and the organization acquiring this service should verify that this works as 

intended.  Finally, cloud service applications should be configurable to run in a secure fashion 

and they should be able to be integrated with other on-premise (or cloud) services. 

 

6.2.6 Technical 
The technical capabilities focus on the use of virtual machines (VMs). An organization must 

ensure that the cloud service provider can both protect against and detect attacks from other VMs 

or from wherever the attack occurs. Organizations should also be able to move from one set of 

VMs with one cloud provider to another (or back on-premises).  

 

6.3 Cloud Computing Types 

This research focuses on the three basic cloud computing types: Software as a Service (SaaS), 

Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) (NIST 2011). SaaS is the 

provisioning of software applications on demand, such as e-mail, file storage, financial and 

customer/supplier relationship applications.  PaaS is used for the development of new software 

applications without the need to acquire and install the hardware and operating system. IaaS is 

used by organizations to obtain hardware resources that are needed without the need to actually 

purchase those resources, and with the benefit of cancelling the use of those resources when they 

are no longer needed, that is IaaS provides the elasticity for needed resources. An additional 

factor is the choice of public, hybrid or private models of cloud computing. While the proposed 

maturity model relates to all there types, it is perhaps most valuable in public and hybrid models 

where there are concerns related to multi-tenancy. 

 

6.4 Responsibility Matrix for Cloud Computing Services 

Given the shared governance inherent in using SaaS Cloud Computing, it is essential to establish 

a comprehensive, up-front assignment of all parties’ responsibilities.  In order to use the CC-

CMM, it is necessary to have a clear understanding of which party is being assessed on each 

factor in the CC-CMM.  The responsibility matrix is the basis for the government, management 

and monitoring of risks.  The responsibility matrix is also required to acknowledge and arrange 

for the shared nature of internal controls, in order to ensure that the needed audit/assurance will 

be present when ‘doing business in the cloud,’ and which party will be responsible for providing 

that assurance.  

 

Contracts need to specify responsibility and rights for IT controls and auditing the out-sourced 

cloud activities. This is especially vital when strategic, mission critical or financial business 

activities are considered for being made cloud-based. In such considerations, internal controls 
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and auditing functions should be part of the upfront cloud computing decision-making and 

contract negotiations, with project management centrally engaged in decisions of this nature. 

 

Project management is naturally a focal point of any out-sourcing activity, delegated the role of 

ensuring the integrity and effectiveness of the outsourced service activity. Therefore, the CC-

CMM proposes including a responsibility assignment matrix as adapted from leading project 

management practices. More specifically, the leading project management professional 

certification organization, the Project Management Institute (PMI, 2001, www.pmi.org), 

recommends use of a Responsibility Matrix based on the standard Project Management RACI 

approach per PMI’s Book of Knowledge (PMI-BOK). A responsibility assignment matrix such 

as a CC-adapted RACI matrix will more clearly identify specify responsibilities as part of the 

cloud computing relationship to be outlined in the cloud computing services contract and SLA. 

 

There are many reasons why a responsibility assignment matrix is a critical part of the CC-

CMM.  Shared governance distributes responsibilities unlike traditional in-sourced IT 

governance where risks are more identifiable, directly observed and internal controls are in 

control of a single entity.  Traditional responsibilities within a single firm are straight forward 

because the firm’s governance group:  

1. Have a clear understanding and direct visibility into the practices, controls and assurances 

within the company. 

2. Employee stakeholders directly benefit from the health of the company’s operations (vs. 

out-sourcing companies which do not want to risk a contract’s income). 

3. A common internal management hierarchical structure exists. 

4. The existing risk assessment, management controls, and audit structure are all within the 

company 

5. The company can quickly resolve roles and responsibilities as new issues arise based on 

existing management responsibilities. 

 

In contrast to a single firm governance environment, there are many significant changes that 

occur within a shared governance cloud environment. When embarking on an outsourced cloud 

computing-based (SaaS) environment, there are many reasons to fully specify all the 

responsibilities and roles of both parties (cloud client and cloud provider) including: 

1. Less visibility into the practices, controls and assurances of cloud provider. 

2. Cloud provider derives benefits by maintaining contract income even though the service 

may not be optimal in addressing and protecting all aspects of the client/consumer firm 

operations. 

3. Contract and SLAs govern much of responsibilities and major work tasks in an 

outsourcing arrangement; therefore need to ‘fully’ identify responsibilities, activities and 

effectiveness criteria early during negotiation of the business relationship.  

4. Cloud provider has existing set of processes, services and staffing roles assigned which 

support many customers, therefore they are not as adaptable to individual customer needs 

or on-going motivation/renegotiation of responsibilities. Utilizing cloud services result in 

the following: 

a. ‘Software version update’ decisions are done by the cloud provider with little (no) 

control/discretion left to cloud consumers. 

http://www.pmi.org/
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b. Heightens criticality of up-front decisions and contractual requirements including 

internal controls, monitoring, reporting and auditing. Such requirements should be 

based on a full and well-informed risk assessment of the new cloud-based outsourced 

relationship.  

c. Places auditable financial information and IT systems outside the scope of the normal 

external auditor focus on audited company’s internal operations. 

 

Within a SaaS environment, the cloud provider of the software will often use other cloud 

services, such as IaaS to provide the hardware platform upon which the SaaS resides.  This 

results in a multisourcing arrangement.  In multisourcing arrangements, Bapna et al. (2010) 

points out that observability and verifiability of outputs has a direct bearing on exposure to risks 

and the appropriate choice of performance measures. Further, integrated SLA’s which include 

joint assessments (by client and provider) should lead to better outcomes as agents can observe 

each other’s outputs (Che and Yoo 2001, Ma  1988, and Marx and Squintani 2002 as related in 

Bapna et al. 2010.) Bapna’s Observablity-Verifiablity Matrix (Bapna et al. 2010, p. 792, Figure 

3) is useful in determining an appropriate level of shared governance in a cloud computing 

outsourcing arrangement.  

 

Verifiable output can be objectively measured regarding its availability and performance 

response time.  Verifiability is an important condition with respect to performance measurements 

in SLA’s. The observability of outputs in aggregate (totals only) versus observability of 

individual outputs relates to the contracting organization’s ability to independently recreate and 

fully monitor the processing activities of the (cloud) provider. Based on risk levels deemed 

acceptable to the client firm, the responsibility matrix can be used to determine the various role 

responsibilities to ensure adequate levels of governance and management are needed to provide 

adequate assurance to client firm.  

 

In cases with only partially verifiable outputs and /or only totally aggregated output 

observability, then client governance oversight must be increased – whether by adjustments in 

cloud provider’s processes or by additional governance design by client or jointly. Increasing 

available options for governance of the cloud provider will likely require additional efforts from 

both partner’s – a need which requires negotiation with the provider who may be reticent to 

change existing processes already in use with other cloud clients. 

7.0 Conclusions 
We have presented a proposed cloud computing capability maturity model that is grounded in 

both the capability maturity model literature and also COBIT 5. A significant contribution of this 

model is the acknowledgement of a shared governance model that needs to be used in cloud 

computing environments. As organizations place data into the cloud, they lose physical control 

over that data and must rely on the cloud provider to properly care for that data. In cloud 

computing, there is an arm’s-length relationship between the cloud provider and organization 

using that cloud service, resulting in the possible migration of IT decision rights to outside the 

organization.  This results in the need for a shared governance process of how that data will be 

maintained, processed and protected.  Cloud computing presents a new challenge to IT 

governance that of shared governance where some IT management and control responsibilities 

are delegated to the cloud service provider.  
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We utilized the same maturity level processes (initial, repeatable, defined, managed and 

optimizing) that are common in the Capability Maturity Model literature.  Our CC-CMM 

focused on issues of risk management in the early stages of considering whether and when cloud 

computing should be used, and also in the selection of cloud services.  CC-CMM differs from the 

CMMI for Services which addresses the provision of services rather than the acquisition of 

services.   

 

The CC-CMM focuses on the concerns unique to the cloud computing environment, in particular 

those relating to governance and security. A defining aspect of the CC-CMM is the reference to 

COBIT 5 control and assurance recommendations and the inclusion of shared governance for the 

cloud environments employed by an organization. Future research is needed to empirically 

validate and extend this model, and to also enhance the responsibility matrix for cloud 

computing.  

 

  



 

 

Table 1 

Cross-Disciplinary Comparisons of Capability Maturity Models 

 
Maturity 

Model Level 

Definitions 

Key defining  

Characteristics 

Level 5 Level 4 Level 3 Level 2 Level 1 

SCI’s Software 

Engineering 

CMM  

(Herbsleb et al. 

CACM 1997) 

 

Initial maturity 

model, provides 

foundation for 

derivative maturity 

models. 

Optimizing: 

Continuous process 

improvement is 

facilitated by 

quantitative 

feedback from the 

process and from 

piloting innovative 

ideas and 

technologies. 

Managed:  

measures of 

software process 

and product 

quality, processes 

and products are 

quantitatively 

understood and 

controlled 

Defined: 

Software processes 

for management & 

engineering are 

documented, 

standardized & 

integrated. Projects 

use approved, 

standard processes. 

Repeatable: 

Basic project 

management 

processes setup,  

track cost, 

schedule & 

functionality. 

Process discipline 

can repeat earlier 

success on similar 

applications. 

Initial: 

Software process is 

as hoc, sometimes 

chaotic. Few 

processes are 

defined, success 

from individual 

effort and heroics 

Project 

Management 

Process 

Maturity PMPM 

(Kwak and Ibbs 

2002) 

Applies original 

CMM to project 

management 

processes 

Continuous 

Learning: 
innovative Ideas to 

improve PM 

Processes and 

Practices 

Managed at 

Corp. Level:  
Planning and 

controlling 

multiple projects 

in a professional 

manner  

Managed at 

Project Level:  
Systematic and 

structured project 

planning and control 

for individual 

project 

Planned:  

individual project 

planning 

Ad Hoc:  

understand and 

establish basic PM 

principles 

IT Service 

Capability 

Maturity Model 

(Niessink, Clerc  

and  van Vliet 

2002) 

Based on original 

CMM, applied to 

IT service, but lax 

at lower levels. 

Emphasis on 

quantitative 

measures and their 

use for process 

control  

Optimizing:  

Continuous process 

improvement is 

enabled by 

quantitative 

feedback from the 

processes and from 

piloting innovative 

ideas and 

technologies. 

Managed: 

Measurements of 

IT service 

delivery process 

& quality are 

collected. Both 

service processes 

& delivered 

services are 

quantitatively 

understood and 

controlled. 

Defined: 

IT service processes 

are documented, 

standardized, and 

integrated into 

standard service 

processes. Services 

use approved, 

tailored versions of 

standard processes. 

Repeatable: 

Basic service 

management 

processes are 

established. The 

necessary 

discipline is in 

place to repeat 

earlier successes 

on similar 

services with 

similar service 

levels 

Initial: 

The IT service 

delivery process is 

ad hoc, & may be 

chaotic. Few 

processes are 

defined, and 

success depends on 

individual effort 

and heroics. 
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Supply Chain 

Process 

Maturity Model 

(SCPMM)  

(Lockamy and 

McCormack 

2004) 

Applies and 

extends original 

CMM beyond the 

enterprise, 

including external 

partners in 

collaborative joint 

processes. Implies 

CMM value begins 

at level 3. 

Extended: 

Competition based 

on multi-firm 

networks. 

Collaboration 

between legal 

entities is routine. 

Trust and mutual 

dependency, 

Horizontal, 

customer focused 

Integrated: 

Cooperation at the 

process level. Org 

structures and 

jobs are process 

oriented. Process 

measures deeply 

embedded. 

Advanced process 

management 

practices. 

Linked: 

“Breakthrough 

level” Managers 

strategically deploy 

process 

management. Broad 

process jobs & 

structures exist 

outside functions. 

Cooperating vendors 

& customers, 

measurement. 

Defined: 

Basic processes 

are defined and 

documented, 

changes go 

through formal 

procedure. Jobs 

and org. structures 

include a process 

aspect but 

basically 

traditional. 

Functional area 

reps meet to 

coordinate. 

Ad Hoc: 

Process are 

unstructured, ill-

defined, & without 

measures. Jobs and 

org. structures 

based on traditional 

functions, not 

horizontal 

processes. Heroics 

and workarounds 

achieve results. 

 

Business 

Process 

Management 

maturity model 

(DeBruin and 

Rosemann 

2005) 

Retained CMM 

levels, focus on 

factors & to 

explicate more 

detailed level 

definitions. 

Optimizing 

(Leader) 

Managed 

(Performer) 

Defined (Achiever) Repeatable 

(Improver) 

Initial (Learner) 

Risk 

Management 

Capability 

Maturity (RM-

CMM) for 

CoPS (Complex 

Product 

Systems)  (Yeo 

and Ren 2009) 

Applies CMM to 

risk management 

for complex 

products, thus 

extending CMM to 

top management 

by applying a 

CMM to 

governance at 

executive & board 

level. Implies 

CMM value begins 

at level 3. 

Optimizing: 

Continuous process 

improvement to 

improve RM 

performance is the 

norm. Partnerships 

with external 

stakeholders and 

government 

agencies are in 

place. Business 

risks are 

considered 

seriously in 

decision making. 

Managed:  

Corporation has a 

"Risk-awareness 

mindset". 

Measureable risk 

management 

process goals. 

Quantitative 

measures of risk 

impact and 

severity. Extended 

activities to 

stakeholders and 

suppliers, 

contractors, etc. 

Uses institutional 

arrangements. 

Defined: 

Demarcation Level: 

Formal Risk 

Management system 

within business 

processes, benefits 

understood 

executives. Measure 

risk probability, 

impact & severity. 

Risk owners are 

identified and 

project managers 

handle most known 

or predictable risks. 

Repeatable: 

Only basic risk 

management 

activities 

performed as part 

of Project 

Management. 

Only rudimentary 

project risk 

management 

systems in place. 

No organization-

wide Risk 

Management 

Initial: 

Unaware of need 

for risk 

management, no 

structured approach 

to risk. Reactive 

and mechanical 

mindset without 

future planning 
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Supply Chain 

Management 

maturity model 

(Reyes and 

Giahetti 2010) 

 

Extends CMM to 

suppliers & 

customers. Focus: 

measures & 

collaborative 

processes. 

Higher 

expectations for 

levels 2 & 3. 

Leading: 

Enterprise has 

established 

procedures to 

collaborate with 

suppliers and 

customers. Does 

measure practices, 

obtains feedback to 

continually 

improve 

Collaborative: 

Enterprise has 

established 

procedures to 

collaborate with 

suppliers and 

customers 

 

Manageable: 

Enterprise has 

established 

procedures that they 

measure and 

manage to 

measurements. 

Integrates & 

coordinates internal 

processes & systems  

Defined: 

Enterprise has 

defined the 

process and 

procedures. But 

competency areas 

are isolated and 

there is little 

formal efforts to 

integrate the many 

processes 

Undefined: 

Enterprise has no 

documentation or 

standardization.  

Processes are ad 

hoc, dependent on 

the person doing 

the activity, and 

reactive to the 

environment 



 

Table 2 

Cloud Computing – Capability Management Maturity Levels3 

 

 

 

Level 1: Ad Hoc  Organization is unaware of the need to manage cloud 

computing risk. Issues are addressed in an ad hoc fashion as 

they arise.  No governance processes exist. 

 

Level 2: Initial Some risk management processes exist with respect to cloud 

computing.  The organization is aware of potential benefits of 

cloud-computing risk management but does not have the ability 

to implement them. 

 

Level 3: Defined The organization has a formal governance process to address 

cloud computing risks and this is implemented across the 

organization.  A training program has been implemented across 

the organization to ensure managers and others have the 

appropriate knowledge with respect to cloud computing risks 

and how these should be addressed. 

 

Level 4: Managed Measureable process goals related to cloud computing and the 

associated risk management are defined. The processes include 

the identification, assessment and response to the incurred or 

potential risks. Risk mitigation processes and strategies are 

identified.  

 

Level 5: Optimizing A comprehensive cloud computing risk management plan with 

associated measures exists. Continuous process improvement 

to achieve higher levels of performance exist.  

 

 

 

 

 

 

 

 

 

 

 

                                                        
3 Based upon Yeo and Ren (2009) 
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Table 3 

CC-CMM Capability Areas4 

 
1. IT Governance 

a. Board of Directors IT governance 

b. Executive (Internal) IT governance 

c. Shared (Delegated) IT governance 

d. Alignment with risk appetite 

e. Capabilities for risk mitigation 

 

2. Management 

a. Data migration (to and from) 

b. Continuity of operations 

c. Compliance with controls (e.g., SOX) 

d. Administrative staff 

e. Legal 

f. Operating policies 

g. Acceptable use policies 

 

3. Data Governance  

a. Data access 

b. Data separation 

c. Data integrity 

d. Data disposition 

e. Data regulations 

f. Data recovery 

 

4. Security and Reliability 

a. Encryption 

b. Physical security (on-premises and at cloud provider) 

c. Identity and access management 

d. Authentication 

e. Performance requirements 

f. Visibility 

 

5. Software and Applications 

a. Time-critical software 

b. Safety-critical software 

c. Application runtime support 

d. Application configuration 

 

6. Technical 

a. VM vulnerabilities 

b. VM migration 

 

  

                                                        
4 Based, in part, upon ISACA’s Controls and Assurance in the Cloud: Using COBIT 5 (2014) and 
Badger et al. (2012) 
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Figure 1 

Cloud Computing – Capability Maturity Model Structure 
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