STATE OF CALIFORNIA

REGISTRATION NUMBER

STANDARD AGREEMENT PURCHASING AUTHORITY NUMBER AGREEMENT NUMBER
STD. 213 (REVISED 07/13) DMV-2740 1C19-051
1. This Agreement is entered into between the State Agency and the Contractor named
below

STATE AGENCY'S NAME
DEPARTMENT OF MOTOR VEHICLES

CONTRACTOR’S NAME
ENTISYS SOLUTIONS INC.

2. The term of April 7, 2020 or upon Department of Motor Vehicles approval, whichever is later,
this through one (1) year.

Agreement is:
3. The maximum

. $ 500,000.00 (Five Hundred Thousand Dollars and 00/100 cents)
amount of this

4. The parties agree to comply with the terms and conditions of the following attachments which are by this

reference made a part of the Agreement:

Exhibit A, Statement of Work 14 pages
Exhibit B, Deliverable Expectation Document (DED) 1 page
Exhibit C, Deliverable Acceptance Document (DAD) 1 page
Exhibit D, Personnel Change Order 1 page
Exhibit E, Confidentiality Statements 3 pages
Exhibit F, Cost Data Sheet 1 page
Exhibit G, DMV Annual Information Security and Computer Use Statement 2 pages

Exhibit H*, General Provisions — Information Technology DGS PD-4011T (dated 9/5/14)
https://www.dgs.ca.gov/-/media/Divisions/PD/PTCS/OPPL/Model-Language/Non-
T/CSPD4011T14 O‘)OS.D_df2|0=em&hosh=96éB46] B3B4FCO1026262D7842A0AER78B70ECES

Items shown with an Asterisk (*), are hereby incorporated by reference and made part of this
agreement as if attached hereto.

IN WITNESS WHEREOQF, this Agreement has been executed by the parties hereto.

Statewide Technology
Procurement Division
Use Only

CONTRACTOR

CONTRACTOR'S NAME (if other than an individual, state whether a corporation, partnership, etc.)

Entysis Solutions Inc.

BY (Authorized Signature) DATE SIGNE
e e i /’657 zazd/}/\—r&/ 63

PRINTED NAME AND TITLE OF PERSON SIGNING
RoV AL HRMmILTINV | ciso/svr

ADDRESS
2500 Venture Oaks Way, Suite 100, Sacramento, CA 95833

STATE OF CALIFORNIA

AGENCY NA
Department of N)pic}r]\!eyﬁi}lﬁes

MRS, 7 3 U7 i 1 o

PRINTED NA ETITLE OF PERSON SIGNING L EE
Debbie Casey, Chief, Business Mantigement Branch

ADDRESS

2415 1s' Avenue, Sacramento, CA 95818 D:E;?mm
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STATEMENT OF WORK

A. BACKGROUND

Information Systems Security Branch (ISSB] is currently experiencing o severe
shortage of qualified information security staff due to vacancies, retirements and
separations. Additionally the recent events related to the COVIL19 pandemic has
significantly increased the required workload of the DMV's information security
services,

B. CONTRACT DESCRIPTION AND SCOPE

The purpose of this contract is for the Contractor to provide professional services in
Informaftion Security and Risk Management. The Contractor will assist the DMV in the
areqs of Information Security such as Risk Management, Privacy, Information Security
Integration, and Information Security Compliance. This work will include, but is not
limited to: '

« Participating in information security discussions with DMV staff,
*  Advising DMV staff on information security standards and besi-practices,
* Supporting and advising DMV staff on compliance tasks, and

* Drafting policies and procedures fo support DMY in the area of information
security.

The Contractor shall be directly responsible for ensuring the accuracy, timeliness,
and completeness of ail approved tasks and deliverables.

C. CONTRACT TERM

The term of this contract is twelve (12) months, The contract value shall not exceed
$500,000.

D. STAFF QUALIFICATIONS
1. STAFF MANDATORY QUALIFICATIONS

Each of the Contractor's staff must meet the following skills and experience:

a. Must possess and have maintained a Certified Information Systems Security
Professional (CiSSP} ceriification for five (5] years. Certification must remain
valid for the duration of this contract.

b. Minimum of five (5) years of experience working on any of the following:

1. National Insiliute of Standards and Techneology (NIST) and Federal
Information Processing Standards (FIPS)

2, Cudlifornia State Administrative Manual (SAM) and California Statewide
Information Management Manual (SIMM) :
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c. Minimum of five (5) years of experience developing and executing
Information Security Risk Management processes in accordance with NIST
SP800-30 and SP800-37 guidelines.

d. Minimum of five (5} years of experience working on any of the following:
1. Payment Card Industry Data Security Standards (PCI DSS)
Internal Revenue Service Publication 1075

State or local Government financial data protection

B 0N

International Organization for Standardization/International
Electrotechnical Commission 27000 series {ISO/IEC 27000 serigs)

e. Minimum of three (3) years of information security and/or information systems
auditing experience working with state or local government,

STAFF DESIRABLE QUALIFICATIONS

The Contfractor may choose whether to meet the following Desirable
Qualification: '

a. Demonstrated experience with State of California Office of information
Security direction on Information Security program standards and policy
templates.

E. CONTRACTOR'S RESPONSIBILITIES

1.

The Contractor shall assume responsikility for completion of work identified in
Exhibit A, Statement of Work.

The Contractor's staff listed in this coniract must have Ielgcﬂ authority to work in
the United States during the term of the entire confract,

Each Confractor’s staff listed in this confract must undergo and clear a
background check prior to that individual commencing any work under this
contract. The background check must be processed by an authorized
Department of Justice Live scan site. Failure of the proposed staff o pass the
background check will ban that individual from commencing any work under
this contract and the Confractor must propose a replacement staff person.

The Contractor shall prepare all deliverables, where applicable, in accordance
with the State’s, and DMV’s, applicabie business and information technology
documentation standards and requirements, including format and content.

If requested, the Contractor will attend project meetings and periodic briefings
for DMV's management as indicated by the DMV Contract Manager (refer to
Section F.5 for identification of DMV Contract Manager).
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If the Contractor staff are determined to ke part of the conflict of interest
program, then the staff listed in this contract shall agree to comply with
Government Code 87302 and the Fair Political Practices Commission rules,
including completing the Statement of Economic Interests, Form 700, The
Contractoer shall not permit its staff to work on this contract unless the staff is in
compliance with Government Code 87302 and the Fair Political Practices
Commission rules (htte://www . fopc.ca.gov/the-law/fppc-
regulations/regulations-index.html).

If the Contractor staff are determined to be part of the conflict of interest
program, then staff listed in this contract shall comply with the Conflict of Interest
Program. Arficle 12 ([commencing with section 11144) of Chapter 1 of Part 1 of
Division 3 of Title 2 of the Governmerit Code, requires that all staff in designated
conflict of interest positions attend ethics orientation training within six months of
becoming a filer, and at least once during every consecutive period of two
calendar years commencing on the first odd-numbered year thereafter. The
purpose of the orientation is to familiarize the staff with California's ethics policies
in order to help avoid conflict of interest situations. No compensation for
completion of the ethics training or related expenses will be provided.

The Contractor's staff (and any replacement staff) listed in this contract shall:

d. Complete the Department of Motor Vehicles online Security Awareness
Program.

b. Provide a sighed hardcopy of Exhibit G, Department of Motor Vehicles
Annual Information Security Policy and Computer Use Statement DMV
Acceptable Use Statement, DMV 350,

c. Provide a signed hardcopy of Exhibit E, Confidentiality Statement prior to
commencement of work on this contract.

d. Complete the Department of Motor Vehicles Telework/Remote Access
Security Standard Training (when applicable). '

The Contractoer Official responsible for overseeing completion of services,
approval of Deliverable Expectation Documents (DED), Deliverable Acceptance
Documents (DAD), approval of PCOs, and to whom all communications relative
to those services be addressed Is; ‘

Name:

Telephone Number:
Emcil Address:

. The Contracter will not begin werk on a deliverable until the DMV [DMV [T

Acguisitions Manager and DMV Contract Manager) and the Contractor Cfficial
have approved a DED.


http://www.fppc.ca.gov/the-law/fppc

1.
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It is DMV policy that user authentication and access authorization decisions will
be performed within a security layer that is separate from the application
business logic. Before application business logic is initiated, the security layer will
verify the user's authorization to perform the requested process. For any
proposed applications that will be used by DMV employees or Government and -
Industry Partner employees, the Contractor must integrate the web-based
application with the Secure Access Infrastructure (SAl} (ISAM and ISIM)
deployment, including security header contents and proposed access groups or
the non-web based application will utilize Microsoft Active Directory (AD) or
some other repository that utilizes Lightweight Directory Access Protocol (LDAP).

. The Contractor's staff shall provide, with each deliverable, detailed Nefwork

and/or System Architecture Diagrams for any network/system created or altered.

. All tasks associated with this agreement must be performed at the DMV's

Headquarters Campus (2415 First Ave, Sacramento, CA). Contractor staff listed
in this contract shall perform their duties on the premises of the DMV, during
DMV's regular workdays and normal work hours, except as specifically agreed to
otherwise in writing by the DMV Contract Manager. There will be no increase in
hourly rates for extended hours or days.

The Contractor shall maintain general liability with limits of not less than
$1,000,000 per occurrence for bodily injury and property damage liability
combined. The policy shall include coverage for liabilities arising out of premises,
operations, independent Contractors, products, completed operations, personal
and advertising injury, and liability assumed under an insured Contract. This
insurance shall apply separately to each insured against whom a claim is made
or suit is brought subject to the Contractor’s limit of liability, The policy must
include the State of California, its officars, agents, employees and servants as an
additional insured, but only insofar as the operations under the Contract are
cohcerned.

The Contractor shall maintain insurance certificate(s) evidencing required
insurance coverage dcceptable to the State, inciuding endorsements showing
the State as an “additional insured.” Any reguired endorsements requested by
the State must be separately provided; merely referring to such coverage on the
certificates(s) is insufficient for this purpose. When performing work on State
owned or controlled property, Confractor shall provide a waiver of subrogation
in favor of the State for its workers' compensation policy.

. The Contractor shall maintain statutory workers' compensation and employer's

liability coverage with employer's liability limits of not less than $1,000,000 for all its
employees who will be engaged in the performance of this Contract, including
special coverage extensions where applicakle.
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F. DMV'S RESPONSIBILITIES

1. Provide access fo business and fechnical documentation as necessary for the
contractor to complete the tasks identified under this contract.

2. Provide access to the DMV staff, management, offices and operation arecs as
required to complete the tasks defined under this contract,

Provide contractor staff with normal office working facilities and eguipment.
If needed, invite the contractor to appropriate project meetings.

5. The DMV Contract Managetr responsibie for overseeing the Contractor’s
performance, the Contractor's completion of requested services, approval of
the DEDs, DADs, approval of the PCOs, and approval of invoices are:

Name:

Email Address:

6. The DMV Contract Administrator identified below is the department’s point of
contact responsibie for coordinating all communication and documentation
(including DEDs, deliverables, and DADs) between the Controctor and the DMV
Confract Manager and to whom all communications relative 1o those services
be addressed. The DMV Contract Administrator is also responsible for forwarding
approved invoice(s), the related DAD(s), deliverable(s), status reports, and
timesheets to the information Technology {IT) Acquisitions Unit for auditing
pUrposes. -

Name:

Teiephone Number:

G. CONTRACTOR TASKS

The following fable identifies Contfractor tasks that may be initiated by the DMV. As
specific tasks and deliverables are idenfified, DMV and the Contractor will execute
a DED in accordance with the process described in Section H of this SOW.
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Task 1: Information Security Risk Management

a. Conduct current state NIST SP800-30 based information se&:urify risk
assessments on the following:

o Virtual Field Office infrastructure and operations
o DMV information security program
o DMV cyber defense posiure

b. Assist the DMV Chief Information Security Officer [CISO) in standardizing risk
management processes and procedures.

c. Develop a standardized method to track, prioritize and represent DMV
information security risks to stakeholders and senior executive
management.

Taisk 2. Information Security Project / Initiative Consulting

a. Provide guidance on security control implementation and compliance to
high pricrity DMV technology initiatives such as the DMV Virtual Field Office,
modernization efforts and technology refresh/upgrades.

b. Identify information security risks and escalate issues to the DMV CISO for
further action.

c. Provide recommendations on risk mitigation and compliance improvement |
as directed by the DMV CISO.

| Task 3: Information Security Policy and Standards Development

a. Assist DMV Information Security Office staff in developing new information
security polices based on the State of California Office of Information
Security templates.

b. Develop information security standards required to meet policy and NIST
guidelines .

C. Ensure all SAM, SIMM and NIST control requirements are properly mapped
to policies and standards.

d. Create o standardized poiicy governance framework and review process
to meet State and NIST requirements.

Task 4: Knowledge Transfer

a. Conduct knowledge sharing/mentoring sessions, including documentation.
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H. DELIVERABLE EXPECTATION DOCUMENT

The DED process is as follows:

1.

All work performed under this contract shalt be initiated using Exhibit B,
Deliverable Expectation Document (DED).

The DED establishes that the DMV and the Contractor have a common
understanding of the scope, schadule, format, content (depth and breadth),
estimated hours per task by staff member, cost, and acceptance criteria of work
products required prior to the Contractor beginning work. The DMV and
Contractor will define and develop acceptance criteria, including specific,
measurable success factors, 1o be set forth in the DED. The DED details
Conftractor services reguired to meet project objectives,

The Contractor will not begin work on a task until the DMV and the Contractor
have approved the DED,

Once the DED has been reviewed and accepted, both the Coniractor and the
DMV wiill sign it. This will constitute acceptance of the DED. The originally
approved DED will be retained by the DMV with copies sent to the Contractor.

All DEDs must be in writing and approved (signed) by the Contractor Contract
Official, DMV Contract Manager, and DMV IT Acguisitions Manager prior to the

. Confractor beginning the work specified within the DED.

The start of work will occur upon the Start Date of the DED or upon approval by
the DMV IT Acquisitions Manager, whichever occurs later,

It'is undersicod and agreed by both parties that ail of the terms and conditions

~of this contract shall remain in force with the inclusion of any such approved

DED.

The DMV has the right to require the Contractor to stop or suspend work on any -
previously approved DED.

The DMV will pay based on the houtly rate in accordance with Exhibit F, Cost
Data Sheet, but no more than the “Maximum Cost of Deliverable” shown on the
DMV approved DED.

.If, in the performance of the work, the Contractor determines that the work

approved through the DED cannot be accompiished within the estimated hours,
the Contractor willimmediately notify the DMV Contract Manager in writing of
the Contractor's estimate of the additional hours necessary to complete the
work in full. Upon receipt of such notification, the DMV may:

d. Alter the scope of the DED, in order to define tasks that can be
accomplished within the remaining estimated hours, via an approved
amendment to the DED; cr.

b. Terminate the DED.
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11. The following is a list of required information for the DED. This list is not ali-inclusive

therefore, any additional information deemed relevant to the work identified in
the DED should be included. Each DED shall include the following:

a. A work description which shall include the purpose, objective, or goals to
be undertaken by the Contractor;

b. An identification of tasks and any associated work products (deliverable)
to be completed by the Contractor;

c. Acceptance critetia for the work to be performed/deliverobles;
. The name or identification of the Contractor staff to be assigned:;

e. The Contractor's estimated hours required to accomplish the purpose,
objective or goals;,

f. The Contractor's biling rates per hour which shall be in gccordance with
the rates identified in Exhibit F, Cost Data Sheet: and

g. The Confracior's total cost for the DED.

o

DELIVERABLE ACCEPTANCE OR REJECTION

All work shall be submitted to the DMV Contract Manager for review and approval
or rejection with the following process:

1.

The Contractor will submit each deliverable with the level of detail and quality
consistent with the DED approved by the DMV,

A signed Exhibif C, Deliverable Acceptance Document ([DAD) is required from
the DMV Contract Manager before processing an inveice for payment, The DAD
must accompany any invoice submitted by the Contractor, Should deficiencies -
be identified in a deliverable, the DMV and the Contractor will meet to
determine what work products are acceptabie and the strategy and level of
effort for correction of any deficiencies, The DMY may issue a DAD for a portion
of the Deliverable. The DMV and the Contractor will document the strategy and
level of effort for the Contractor's correction of deficiencies through an
amended DED.

All Deliverables shali be provided in a format compdatible with the DMV Project
Office standard applications {currently, Microsoft Office 2014). In all cases, the
Contractor must verify application compatibility with the DMV Contract
Manager prior to creation or delivery of any elecfronic documentation. Any
deviations from these standards must be approved by the DMV Information
Systems Division (ISD} and Information Security Office (ISO).

Hardcopy deliverakies must be on standard paper as appropriate, Electronic
versions must lbe stored in a DMV designated central repository and shall remain:
the sole property of the DMV,
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Payment for tasks performed under this contract shall be by deliverabie. It shall
be the DMV's scle determination ds to whether o deliverable has been
successfully completed and is acceptable to the DMYV.

J. PAYMENT TERMS AND INVOICING REQUIREMENTS

1.

The Contractor may submit an inveoice to the DMV but payment will not be
issued until the DMV Contract Manager and Confractor Official hove approved
the DAD as stipulated in this contract,

Invoices submitted must reference The DAD number and the IT Acquisitions
Contract Number TC19-051.,

The State shall pay the Contractor for each completed deliverable and in ho
event shall the State pay more for a deliverable than the agreed maximum cost
for the deliverable gs provided in the DAD.

The DMV shall not be obligated to pay on an invoice until the status reports and
fime sheets required herein are received by the DMV Contract Manager and
DMV Contract Administrator. The department may dispute an invoice which
does not comply with these requirements, including requirements for invoices,
timesheets and status reports, and a dispute notice given on that basis shall
satisfy the requirements of the California Prompt Payment Act.

In the event a deliverable is not completed prior to the contract expiration or
termination date, the DMV may pay for partial work completed in accordance
with the terms referenced in State's General Provisions - Information Technology
(DGSPD 40117).

Project costs related to items such as travel, per diem and travel time to the
desighated base of operation for the engagement are costs to be included
within the contractor rates. DMV shall not pay for such costs as a separate item.

Accounts Payable will pay only those invoices approved by the DMV Contract
Manager and verified by the IT Acquisitions Unit,

Invoices must be submi’r‘red-’ro:

Department of Motor Vehicles
P.O. Box 932382

Sacramento, CA 94232-3820
Attn: Accounts Payable M/S E-109

K. REPORTING REQUIREMENTS

1.

The Contractor must prepare a weekly written status report to the DMV's
Contract Manager and DMV Contract Administrator with the current status and
future activities., This reponL shall include, but not be limited to, the following
information:
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a. Asummary of the work completed during the reporting period, including
the identity of the person doing the work and the task or deiiverable to
which the work is attributable;

o. Asummary of the work planned for the next reporting period including the
Idenfity of the person doing the work and the task or deliverable to which
the work is attributabie;

c. The status of the over-all project, including all phases and tasks, and any
problem(s) encountered and solution{s) implemented or proposed.

d. A list and description of issues encountered during the reporting period.

2. The Confractor staff shall provide, on a weekly basis, defailed timesheets
identifying the number of labor hours expended by each Contractor staff on
rasks authorized under the terms of this contract. The completion and submission
of staff timesheets for any given DAD are not considered deliverables under this
contract,

3. The Contractor shall submit each timesheet in an electronic format, The
electronic format version may be submitted to DMV as an e-mail attachment
addressed to the DMV Contract Manager and DMV Contract Administrator.

4. The DMV will not be cbligated to pay for any services provided during a period
for which the Confractor has not provided weekly status reports and time sheets.

5. Time sheets and status reports must be submitted with the invoices.

PROBLEM OR ISSUE ESCALATION

The parties acknowledge and agree that certain fechnical and project-related
problems or issues may arise, and that such matters shall be brought o the DMV's or
Contractor's attention from the moment a service problem is discovered to
resolution. Problems or issues shall alse be reported in status reports. However, there
may be instances where the severity of the problem or issue justifies escalated
reporting. To this extent, the DMV or the Centractor will notify the appropriate party
as follows:

1. 1st Level of Escalation:

a. Problem orissue (deviation) is identified by the DMV or the Contractor as
follows:

1. Project outpui, samples, or deliverables are not consistent with the
requested status or quality, or

2. Exceeded deadlines, or ‘
3. Services by DMV or Contractor are not efficient or were not implemented,
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b. Action(s):

1. On-site meeting at DMV headquarters in Sacramento, CA with Contractor
and DMV Conrtract Manager about the deviation and approach for
resolution. '

c. Conseguence(s):

1. Define necessary actions for deviation froubleshooting, resolution and
completion time.

2, Monitoring of status reports concefning deviation.
If actions are processed and successful at 1st Level of Escalation, no further process

shall follow. If actions are deemed not successful by the DMV or the Confractor,
proceed to 2nd level of escalation.

2. 2nd Level of Escalgtion:
a. Problem orissue (deviation) is identified by the DMV or the Contractor as
follows: ‘
1. Declaration by DMV or Contractor that 1st Level of Escalation was not
effective.
b. Action(s):
1. Meeling with Confractor's Senior Management and DMV Coniract
Manager akout the deviation and approach for resolution.
c. Conseguence(s):

1. Define necessary actions for deviation troubleshooting, resclution and
completfion fime.

2. Monitoring of status reports concerning deviation.

If actions are processed and successful at 2nd Level of Escalation, no further process
shall follow. If not successful, proceed to 3rd Level of Escalation,

3. 3rd Level of Escalation:

a. Problem orissue (deviation) is identified by the DMV or the Corﬁroc’rbr as
follows:

1. Declarations by the DMV or the Contractor that 2nd Level of Escalation
was not effective.
b. Action(s):
1. Meeting with the Contractor Executive(s} who helds the cuthority to bind
the contract and DMV Executive(s) about the deviation and approach
for resolution. DMV Executive(s| will include the following: Project

Director, Enterprise Applications Branch Chief, Chief Information Officer,
Information Systems Division Deputy Director, or Director,

2. If necessary, place project “On Hold", in accordance with the State's
Generai Provisions — Information Technology, for “Stop Work”.



CA Department of Motor Vehicles
and Entisys Solutions Inc.
Contract #TC19-051

Exhibit A, Page 12 of 14

c. Consequencels):

1. Analysis by the Contractor or DMV for immedicate resolution, subject to
DMV or Contractor approval,

2. If a deviation is in result of the Contractor's performance, the Contractor
shall submit an action plan documenting results of the 3rd Level Escaiation
meeting for DMV approval.

If actions are processed and successfui at 3rd Level of Escalation, no further process
shall follow. If hot successful, and the deviation is in result of the Contractor's
performance, the DMV will issue a Cure Notice, in accordance with Section 18,
Cure Notices, of.this contract.

M. CURE NOTICES

DMV will issue o cure notice 1o inform the Contractor in the event the Contractor
fails to meet a contract requirement or performance. The cure nofice specifies fen
(10) days for the Contractor to remedy the condition. If the condition is not
corrected within this period, the cure notice states that the Contractor may face the
termination of its contract for default. Cure notices may be triggered by the any of
the following conditions, or other conditions that arise in performance of the
contract:

The Contractor continues to miss agreed-upon deadlines;

Quantifiable evidence is lacking to show that work is being accomplished;
Quallity of deliverables does not meet DMV's standards;

The Contractor is non-responsive to DMV requests; or

The Contractor does not replace ifs Staff in a timely manner.,

e e

N. STAFF ADDITION OR REPLACEMENT

1. The Confractor will act as the prime contracter under this contract. In addition
to identifying all classifications and staff proposed to work under this contract,
the Contractor must also identify their sub-contractor affiliation as applicable.

2. The DMV reserves the right o require the Contractor to provide additional staff
based on the hourly rates provided in Exhibit F, Cost Data Sheet with experience
that meet or exceeds the Staff Mandatory Qualifications in this SOW, Upon
request of the DMV, the Confractor will submit the resumel(s) for the additional
staff with experience that meets or exceeds the Staff Mandatory Qualification for
the requested role. Before services can be rendered, each additional
Contractor staff added to this contract will require approval by DMV in
accordance with the PCO process described in paragraph 7 below. An
amendment to the contract is not required for adding Contractor staff to this
contract,
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3. The DMV reserves the right to require the Contractor to provide replacement
staff {during the contract and optional years) based on the hourly rates provided
in Exhibit F, Cost Data Sheet with experience that meet or exceed the Stoff
Mandatory Qualifications of the staff being replaced. Upon regquest of the DMV,
the Confractor will submit the resumels) for the replacement staff with

- experience that meets or exceeds the Staff Mandatory Quaiification for the
requested role. Before services can be rendered, each replacement Contractor
staff added to this contract will require approval by DMV in accordance with the
PCO process describbed in paragraph 7 tcelow. An amendment to the contract is
not required for Contractor staff replacements.

4. The Contractor must notify the DMV's Contract Manager at least five {5) business
days pricr to any Contractor staff being replaced or removed by the Contractor
under the terms of this contract and their sub-contractor affiliation as applicable.
The Centracter will submit with its notification to the DMV, the resumel(s) for the
replacement staff with experience that meets or exceeds the qualification of the
staff being replaced. Before services can be rendered each Contractor staff
replacement will require approval by DMV in cccordance with the PCC process
described in paragraph 7 below. An amendment to the contract is not required
for Contractor staff changes.

5. The DMV reserves the right, in its sole discretion, to disapprove the continuing
assignment of Contractor staff provided to the DMV under this confract. If the
DMV exercises this right, the Contractor must terminate the staff from the
contract within three (3} business days of notice by the DMV. The Confractor
must then provide qudlified replacement staff, submitting to the DMV thelr
resume(s) that demonstrate experience that meets or exceeds the qualifications
of the staff being replaced. The Contractor must provide the replacement staff
within five (5) business days of the DMV's notice exercising its rights under this
paragraph, Before services can be rendered, each Contractor staff
replacement will require approval by DMV in accordance with the PCO process
described in paragraph 7 below. An amendment to the contract is not required
for staff changes.

6. The DMV Contract Manager will review the resumes and approve or reject the
additionai or replacement staff. In the event such additional or repiacement
staff is disapproved by the DMV Contract Manager, the Contractor shall
continue to submit resumes untit the DMV Contract Manager approves such
additional or replacement staff. A failure to provide suitable replacement staff,
as determined sclely by the DMV, shall constitute a breach of this agreement
and shall entitle the DMV, at its sole election, to pursue all of its available legal
remedies,
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7. Upon approval of the additional or replacement staff's resume by the DMV

Contract Manager, a PCO must be inttiated as follows:

a. Confracter staff changes must be initiated by the Contractor via Exhibit D,
Personnel Change Order.

b. Each PCO must include the additional or replacement staff's resume that
has been accepted by the DMV Contract Manager.

c. The additional or replacement staff will not begin work on a contract
deliverable until the Contractor Official, DMV Contract Manager, DMV T

Acaquisitions Analyst, and DMV [T Acquisitions Manager have approved
the PCO. :

8. The PCO must be initiated when confracter staff leave the contract (removal of

staff) or are added to the contract (addition or replacement of staff].

9. Replacement of the DMV Contract Manager, DMV Contract Administrator, or

Coniractor Official may be completed through the PCO process described
above, An amendment to the contract is not required for replacement of the
DMV Contract Manager, DMY Contract Administrator, or Contractor Official.

10, All additional or replacement staff must undergo and pass the Department of

Justice background check pricr 1o that individual commencing any work under
this contract (See Section E, #3 of this SOW).

O. AMENDMENTS

1.

Should, during the course of the resulfing contract, it become necessary to
modify the terms of the Statement of Work (Exhibit A}, those moedifications shall
be made by mutual agreement by the contracting parties through a written
amendment to the contract. A contract amendment shall not be effective
unless in writing and until fully executed by both parties. No oral understanding
or agreement not incorporated through the proper contractual process shall be
binding on either the Contractor or the DMV, All amendments will follow the
rules and regulations set forth by the State Contracting Manual Volume 3.

Contractor resources will not be expended, af a cost tc the DMV, in excess of
the authorized contfract cost without written authorization from the DMV, in the
form of a written contract amendment. Additionally, a contract amendment is
required in the event that additional work is required that both partfies agree was
unanticipated, is neceassary to successfully complete the project, and is within
the project scope. All contract amendments will be processed utilizing the
guidelines of the current rules from the Siate Contracting Manual Volume 3 and
a contfractor cannct begin work until they have received a fully executed copy
of the written amendment from the DMV Information Technology Acquisitions
Unit. Any amendment to a contract that increases the dollar amount of the
contract, and/or adds additional tasks, and/or fime not in the scope of the
contract, will be required to follow the Non-Competitive Bid (NCB) process as
described in the State Confracting Manual - Volume 3.
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DELIVERABLE EXPECTATION DOCUMENT {DED)
CONTRACTOR NAME:

DMY CONTRACT NUMBER: DED NUMBER:

DELIVERABLE TITLE:
DELIVERABLE START DATE: DELIVERABLE END DATE:

Deliverable start date is the date above or date signed by the IT Acquisitions Manager,
whichever occurs later,

LIST THE CONTRACTOR STAFF/ICLASSIFICATION/HOURS/RATE ASSIGNED TO DELIVERABLE:

Name Classification Est. Hours | Contract Rate

MAXIMUM COST OF DELIVERABLE $

The state will pay the agreed hourly rate, times the number of hours used (per the timesheets), but
not more than the agreed maximum cost shown on the DED.

Tasks and Deliverables described below are in accordance with Contract Number TC19-051, Exhibit A,
Section G, Task #___.

DESCRIPTION OF TASKS:

DESCRIPTION OF DELIVERABLE:

This DED has been reviewed and agreed upon and all work associated with this DED will be performed in
accordance with the DED and the provisions of Contract Number TC19-051.

AUTHORIZED AND APPROVED:

CONTRACTOR OFFICIAL DMY CONTRACT MANAGER
PRINT NAME, SIGN, AND DATE PRINT NAME, SIGN, AND DATE

DMV IT ACQUISITIONS MANAGER
PRINT NAME, SIGN, AND DATE
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DELIVERABLE ACCEPTANCE DOCUMENT (DAD)

CONTRACTCR NAME:

DMY CONTRACT NUMBER: DAD NUMBER:

DELIVERABLE TiTLE:

DELIVERABLE COMPLETION DATE:

TOTAL COST OF APPROVED DELIVERABLE: $

DELIVERABLE DESCRIPTION:

DMV'S ACCEPTANCE OR REJECTION:

AUTHORIZED AND APPROVED:

CONTRACTOR OFFICIAL DMV CONTRACT MANAGER
PRINT NAME, SIGN AND DATE PRINT NAME, SIGN AND DATE

Note: The Confractor may submit an invoice to the DMV but payment will not be issued
until the DMV Contract Manager and Controctor Official have approved the DAD as
sfipulated in this confract (See Exhibit A, Section J, Payment Terms and Invoicing
Reguirements).
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Personnel Change Order

CHANGE ORDER NO.__

Contfractor Name= . Contract Number =

Start Date = or upon approval by the DMV IT Acquisitions Manager,
whichever occurs {ater "

Description of Change:

New Staff {including phone number and emdail address):

SOW Staff Role: Hourly Rate:

Resume Attached: Yes[ ]
No of Pages:

Reason for Change:

Approvdgil:

Changes identiified above are in accordance with the terms and condition of the contract.

By signing below, the Contractor Official has confirmed that the proposed staff meets the contract staff
classification requirements and any requirements listed in the $Statement of Work {Exhibit A), The DMV
Confract Manager's signature below indicates thaf he/she has confirmed that the proposed staff meets
the requirements listed In the Statement of Work (Exhiblt A).

Coenfractor Official {Frint Name & Sign)/Date DMY Confract Monager (Print Name & Sign)/Date

By signing below, the DMV IT Acquisitions Manager & DMV IT Acquisitions Analyst have confirmed that the
proposed staff meets the contract staff classification requirements.

DMV IT Acauisitions Manager/Date DMV IT Acquisitions Analyst/Date

Note: The DMV Contract Manager will submit Personnel Change Order form(s) to the IT Acquisitions
Analyst to obtain DMV IT Acquisitions Manager approval.
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CONFIDENTIALITY STATEMENTS

Confidentiglity Statement for Vendor

As an authorized representative or corporate officer of the company named below, |
have the authority to bind the company contractually, and | agree thai all persons
emploved by this company will adhere to the following policy:

All information belonging to the Californic Depariment of Motor Vehicles [DMV) is
considered sensitive and confidential and cannot be disclosed to any person cr entity
that is not directly approved to participate in the work required to execute this
Agreement.

| certify that | will keep all project information including (but not limited to} information
concerning the planning, processes, development or procedures of the project, and il
communication with DMV or its aoffiliates related to any procurement process,
confidential and secure. | will not copy, give or otherwise disclose such information to
any other person unlass DMV has on file o Confidentiality Statement signed by the other
person(s), and the disclosure is authorized and necessary for the project. | understand
that the information to be kept confidential includes, but s not limited to, specifications,
administrative requirements, terms and conditions, concepts and discussions, as well s
written and electronic materials, | further understand that if | leave this project before it
ends, | must still keep all project information confidential, | agree to follow any
instructions provided by the project relating to the confidentiality of project information.

| fully understand that any unauthorized disclosure | make may be basis for civil and/or
criminal penatties. | agree to advise the DMV Contract Manager immediately in the
event of an unauthorized disclosure, inappropriate access, misuse, theft or loss of data.

| warrant that if my company is awarded the Confract, it will not enter info any
agreements or discussions with a third party concerning such materials prior to receiving
written confirmation from the DMV that such third party has an agreement with the
DMV similar in hature 1o this one,

All materials provided for this Project, except where explicitly stated will be promptly
returned or destroved, as instructed by an authorized DMV representative, If the
materials are destroyed and not returned, a letter attesting to thelr complete
destruction, which documents the desfruction procedures, must be sent to the DMV
Confract Manager before payment can be made for services rendered. In addition, all
copies or derivations, including any working or archival backups of the information, will
be physically and/or electronically destroyed within five (5} calendar days iImmediately
following either the end of the Confract period or the final payment, as determined oy
the DMV.




CA Department of Motor Vehicles
and Entisys Solutions Inc.
Cantract #TC19-051

Exhibit E, Page 2 of 3

CONFIDENTIALITY STATEMENTS (continued)

All staff assigned to this project shail be provided a Confidentiality Statement and will
be expected to sigh and return it to the DMV's Contract Manager before beginning
work on this project.
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CONFIDENTIALITY STATEMENTS (continued)

Confidentiality Statement for Staff

As an authorized representative of the company named below, | agree to adhere to
the foliowing policy:

All information belonging fo the Cdlifornia Department of Motor Vehicles (DMV) is
considered sensitive and confidential and cannot be disclosed to any person or enfity
that is not directly approved to participate in the work required for this contract.

I certify that | will keep all project information including (but not limited to} information
~ concerning the planning, processes, development or procedures of the project, and alll
communication with DMV or its affiliates, confidential and secure. | will not copy, give or
otherwise disclose such information fo any other person unless DMV has on file a
Confidentiality Statement signed by the other person(s), and the disclosure is authorized
and necessary for the project. | understand that the information to be kept confidentiol
includes, but is not limited fo, specifications, administrative requirements, terms ond
conditions, concepts and discussions, as well as written and electronic materials. |
further understand that if | leave this project before it ends, | must still keep all project

information confidential. | agree to follow any instructions provided by the project

relating to the confidentiality of project infermation.

| fully understand that any unauthorized disclosure | make may be basis for civil and/or
criminal pendalties. | agree to advise the DMV Contract Manager immediately in the
event of an unauthorized disclosure, inapproprigte access, misuse, theft or loss of data.

All materials provided for this Project, except where explicitly stated will be promptly
refurned or destroyed, as instructed by an authorized DMV representative, If the
materials are desfroyed and not returned, o letter attesting to their complete
destruction, which documents the destruction procedures, must be sent to the DMV
Contract Manager before payment can be made for services rendered. In addition, all
copies or derivations, including any working or archival backups of the information, will
be physically and/or electronically destroyed within five (5) calendar days immediately
following either the end of the Contract period or the final payment, as determined by
the DMV,
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COST DATA SHEET

Table 1 identifies the staff name and rates that will be used in this contract. There will
be no increase in contract hourly rates for extended hours or days. Project costs
related to items such as travel, per diem and trave! time to the designated base of
cperation for the engagement are costs to be included within the Contractor rates.
DMV shall not pay for such costs as a separate item,

1. n/a $175.00 1920 $336,000.

2. I n/a $185.00 800 $148,000,

*If subcontractor personnel are proposed, indicate company name.

NOTE: CONTRACTORS ACTING AS FISCAL AGENTS ARE PROHIBITED.
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DEPARTMENT OF MOTOR VEHICLES ANNUAL
INFORMATION SECURITY AND COMPUTER USE STATEMENT

NOETETH,

A P Eanic Agensy
ACCERTABLE USE STATEMENT

The Deparbment of Sotor Vehicles {08V Infremation Sesunily Awareness Progrem requires al) indivicuals who aocess

kW it Yo mign this staberment lrefore beginning work and anneally thereafsr,

Falurefo comply with infomnstion sevurity and plvaey policies, slandands, and precives con iave finandial, orimingg, smdios

employment sansequences for the gemeral pubiio, e D, asd far you personsiy. Al infornslion must be reated canefully

irshuding tnfornaation:

+ O paper, wifhin the DMWY netwod, or ctiver (rfommation fesets (e.g., worstation, sereer, lepiop, copler, smakphone,
tablel, 1BTH drive, sofware)

+  Desgribing how systems operste or are protesied, end

= Llsgsified a5 confidentisl, sensiive, personst, or proprisiary

To rngingzin the confidentality, integrity, and aveilsbifity of DUY's Information Asssls and protect confidenisl, sensifive,

persona], or propretzny fommetion from unal.rﬂrmmd use, sosens, release, wewing by others, change, lnes, or deletiam,

bl ey with the Following:

Fowmitl onty pecess DAY Information desets wsing my essigned Userl) and pessword and kel reasonsbie safeguands fo
prabect iy password, For example, | will mod wiite down my pesswond or shane it with others.
2 1 will mot beare: me unfoched wadistation uneatended beyond & reasomeble fime or dstance.
2 Pwill sean Pes slored on amy semovable media for virusesper o wsing on e BEAY notwark,
4. 1wl not inkentivnetly send confidential, sensiive, personad, or proprietary DS infomastion or files so-thet | e e
access the information or files remebehyor offsie,
5 | 'will not deliberately mterfere with smedher user's nelwork aoness.
B el mod intenfonaly cause ar inberruplion or dendsl of service, ar irledere with nernal software funclicns.
F. lwnederstend that the State way swonitor 83 intormation Assets and retrisve any Dformation coptsied in the neteodk, the
workstalion §use, nfumsfior: shored lncally on the hard drive, oo remosable media or other porieble devices. iz ensure
it the weork of the TR iz conducted im an appraved snd sffigient manmer,
B jupderstandg st | have no ressomable expectation of privacy whes using Dby nformation Sssets.
G 1wl Folioe the T = Remcie Acorss Standards and the Calfornia Technoigy fgenny Telewok and Remoles Soness
. Securty Stendard for rerote connection, securty eining, and wse of Dusloch Web dagess,
0. bumdersiand thal personad compuling edgeperent weed forwark purposes may e sulzjet o the possibity of subpoena.

1% Tundeestand that i the Depariment deems. it nesessany, o kmobe wips ey beiniBated Bt rsy wipe my persons)
rnbile device of sif diate.

12 1 wilk bdain welibon spprovel hefiors conmecting & non-Stebe devics {persona] or sonfract staf laphnp, for exmmple) bo the
DI ek,

T IF authorized elewaled socess ights, §will atiend annuel fraining and mpuailrfy sy slavaled seeess rishis i ensure oply
five sppropriats access is assigned o me based ooy duiies.

. l Wil vm!y ﬁmw O, ﬁmdiﬁ:w shove DN sutharized software, asdio {soumd, rmivsic} or video flies.
2 {ugree fo wee DRV information Assets.anly for the Stale of Calfomis's business purpases. This includes state bustness
with the federsl governmentd and any oy, coonty, or-other pebBoagency,
L | will mot make nopies of DM informeation: for pereonal bse nor remnove materizls o Eﬂwmmem trarm any SREY premises
withoed apgiraal.
4. Sy privete ar persanal use of DA Informalion Asests will fe incidertsl and mirima) coneistant with Gossmment Code
Bectior 8344,
&

BTGl (R A AT BB a0t CREER, TARKIDA A it
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DEPARTMENT OF MOTOR VEHICLES ANNUAL
INFORMATION SECURITY AND COMPUTER USE STATEMENT, continued

1. T viifl take meascnabla precaulions to protect & confidental, sensifive, or personal BMY information {e.q. credit card
mswbay, woniah seciadby nambar, pariiculedy foss verified by e Sooial Seaurdy Adminisiration}and f porshle devices,
For esnmphe, use 5 privecy Soeeen or secene in & ocked oalinet.

2 Dwill take necessary precautions to prolset all DKW proprstsry oo, séich includes detsils on DBSY Riosaation
syshems. DWW proprictary infoswation ledes, bul is rot Smited B, soures’eompuier code, Syskem disgrams, sener
rimes, logins snd pesswords, system configurations, and ol wther system doruementalions).

A 1 will oldain writhen approval before fmnsporting or storing eonfideniil, semsitive, peesomal, o propnietary information in
& ualiole, private storage, or piher off-site Iocation. For emmple, altveneys and investipators may have wiither: approvat
as park of thelr duty stalement or office procedures o fale doclments b @ Wearing,

4 bwill only discioes DIMW infurmalion, however sommuniosted or trensferned, to indidduads smiidzed to laaduly recesb
it throiugh appropriste-gowemmant sislules and deparmental polisies and procedures, For exsmpis, using s srni
or suthorized emcrypbed medis,

1. | will iwrediaiely noiify mansgement of any sctust or stempled senurity vielations 1 mey oheorve suol 83 ncividual
misuse, corputer Viruses, unauthorized atiempls o gain sooess to 2 DY buitding, & systern or data, ar afher incidents,
e deserfoed iy puliicaion DN 148, informystion Beouriy bwidemiReporiing,

2 T will only creste, resd, updete, or delete DR information for purposes mecessary o perform miy authorsed fob
funstans,

A |l omly gy, shange, or defete Se Bes, dovments, o sofiwere of anokher individest Yo perform my auborized job
furpediong,

41 will somply with Software License: Agreements. | will ned iBegefly use or copy softwane thal is owned or licensed by
T,

§ 1 will onemply with al! appitcable patent, redemmedh, copyright, and oiferlaws,

4. Lhnless it is relsted to o Depardment investigation or siniler authornzed acior, | will mot intentiomaty send, reashes, o
‘stone imbermeibor Bat is in delalion of depatmental poliey. For example, iviaremation that is dizerimdeedony, hevassing,
derogatory, defamatnry, threslerdng, or chaoans,

T 1wl mok after, dissibe, or clherpize intentionelly bypass the virus proteciion sofamre, pa;hnlhlrsl processes, of olwer
ey cantrols insieiled on or used by my DUV informafionSsset.

8. 1 will not inlentionslly deskroy or dspese of any DRV information unless by authorize
govemmen siniubes mmd DHIW policy.

B will shove sy eerent Bles, data, and emall messages oty for the duration of their iendsd business purpose In
soeandarms witf TRV polioy and prosedures unless §am nolified of a different reiention perled, ________

T Tursdershamd i is my responsibifity to eontaot my supendsor for sdditional informuaticn and spplicabiity of these prodsions
o vy joibs Functioms,

T8 | undersiand thet this stabemsnt shell not afast the attormep-ofent pavilege exdsting under appdicsbia iaw.

92, | understand that fafure fo comrphy wilh any or all of these policies andior provisions may reswt In Joss or BmBstion of
aovess bo DMV Infomiatior Assets, dissipinary-notion, including disrrisssl, as well a3 oivil or criminal penslties.

1% | schnerededge that | bave read, erderstamd, amed receied & copy of s stabement,

X | [~

Errveihochs snd in soocmdainos with

A B (RN TERRR T AR
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