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The Scenario : Labrats

. *
= Pharmaceutical Research Conglomerate Conglomerate
run by Rats and Cats two or more corporations engaged in
] ) entirely different businesses that fall
= Using Corporate Devices under one corporate group
— Windows, MAC, iPADs o
_ Wikipedia definition
= Embracing BYOD
= Heavy use of Consultants
= Key Requirements :
— Security
— Easy to Use

— IPv6 W
Cisco (f'l/f:/
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The Scenarlo Labrats .
Network Design and VerS|ons Used

Windows '7

Windows 8 ) Resources:

(active- Web Server
MAQ O X - standby) File Server

IPv4 ASA9.1(4) Citrix Xenapp
] 4

" Internet \1 A
- =¥l e - IPvIPVEST R AR
o /'-I . Intranet o
e T \V\\W/ r 4
CoPve ] =
Internet Mldeye
=
Actlve Directory
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‘Choosin g Cl e nt'IéS'-_S | SSL VP |\| O r Anyconnect’? o |

Clientless SSL VPN AnyConnect

i Web Browser to access Just like in the Office
End User Experience some applications
Network ACL:
Access Control Granular at URL level IP and TCP/UDP port l

*
Installation of client SW No, uses browser. Yes, Thick Client
New versions of _
applications...

* Features may depend on OS, browser, Java, Active-X, endpoint security settings.

Cisco (f'l/&/
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Clientless'SSL VPN : Key Takeaways =~

= |t is not completely Clientless
= [t is not easier to implement than AnyConnect
= User experience will be different from “in-the-office”

= Clientless SSL VPN still has a role to play for remote access
= With ASA 5500 we can combine Clientless with AnyConnect!

= Key Objective of this breakout:
— What we can do with Clientless SSL VPN
— Limitations
— How we configure it
— Helping to choose wisely: When to use clientless

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Important Web Protoco s and I\/Iechanlsms £

= HTML

— Hypertext Markup Language : Defines the
structure of web page

= CSS

— Cascading Style Sheets : Defines the look and
feel of web page

= JavaScript
— Script run inside the browser

= Java Applets

— Java code compiled to independent machine
language downloaded to client

— Runs inside Java Sandbox
= ActiveX
= Flash

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved.

Javascript is NOT the

same as Javal/Java
Applets

Cisco Public
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SecureSocketsLayer(SSL) OVerweW B

= A “Secure Protocol” developed by Netscape for secure e-commerce.

= SSL2.0 released in 1994, but had flaws and was replaced by SSL 3.0.
Transport Layer Security (TLS) was published after that and continued to
evolve.

= Creates a tunnel between web browser and
web server
Authenticated and encrypted (RC4, 3DES, DES, AES)

= https://
Usually over port :TCP/443 000 s v senice

= C' B https://ssl-lab.cisco.com/

Refer to RFC 2246, for TLS 1.0
Refer to RFC 4346, 2006 for TLS 1.1
Refer to RFC 5246, 2008 for TLS 1.2

Cisco (M’/
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The TLS "Han'dshak'l_e' .
ﬁ Client I

Client Version, ClientNonce ServerHello,
SessionID, Ciphersuites ServerCertChain,

ServerHelloDone
Server Version, ServerNonce
Selected Ciphersuite, CertificateChain

(Option: CertRequest)

ClientkeyExchange,

ChangeCipherSpec,
ClientFinished

Encrypted pre_master_secret
PRF computation

Application Data

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

ChangeCipherSpec,

ServerFinished

PRF computation

Application Data
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'SSL Fund am'en‘tal’sg;:' ASAServerCertm cate
= ASA certificate should be trusted by clients
— Public (well-known) Certificate Authority (e.g. Verisign, Thawte)

= FQDN in Subject Name : roddy.labrats.se

p,
7
{
-
y

f
\

\

~
\

\

\\
QLo

Internet %—-I— g Intranet )?

Cisco (f'l/f;/
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Clientl esé | SS L Fu nd 'am;e,ntal s IPv4 and I_ Pv6 i

= ASA can proxy between IPv4 or IPv6
— management/control servers (CA, AD, RADIUS) IPv4 only

. web
= - IPv4 @ =
@ Internet ( ‘
U wege - IPvIPVG QRS
S=Fm Intranet o
R LHELE N
N
oLz --
E 3 Internet >
!\«\\_Wﬁ/ CA, AD, RADIUS
Cisco(('l/f:/
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HTTPS Proxy to HTTP(S), CIFS and FTP
= ASA proxies HTTPS to HTTP(S), CIFS or FTP
= ASA publishes bookmarks (collection of links to click) to access service

€« C' | @ https://roddy.labrats.se/+CSCO+00756767633A2F2F6E61767A6E7966++ 77 @ =
2

Welcome to the Cats Website

http://catserver.labrats.se

Mousetraps - ProjectX
Research: Fish evasive techniques in Aquarium | . ( 4 /
ciscollVZ,

Claws Sharpening

BRKSECT-2697 O Z01Z Tisco anajor s ammartes. All rights reserved. Cisco Public 15




HTTP(S) Proxy and Content Transformation Engine

= ASA Content Transformation Engine Rewrites HTML, Javascript, Flash, CSS...
= Required, since internal names and IP addresses are not visible on the outside

Original HTML on Server

<a href3'http://catserver.labrats.se/mousetraps.htmlf>Mousetraps - ProjectX</A>

<a href3'fish.ntml'PResearch: Fish evasive techniques in Aquarium</a>

https://roddy.labrats.se http://catserver.labrats.se

)

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved.
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HTTP(S) Proxy and Content Transformation Engine

= ASA Content Transformation Engine Rewrites HTML, Javascript, Flash, SVG, CSS...
= Required, since internal names and IP addresses are not visible on outside

Modified HTML Rendered to Client

<a href="https://roddy.labrats.se/+CSCO+0E..6++/mousetraps.html" ¥Mousetraps - ProjectX</a>

<a href="-CSCO-3h--fish.ntml" pResearch: Fish evasive techniques in Aquarium</a>

https://roddy.labrats.se http://catserver.labrats.se
0 , =

Cisco ((Vf;/
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How to ,Cbnfi gure Cl |entIeSSSSLVPN :

= Command Line Interface PR

File View Tools Wizards Window Help ype topi

— Not really feasible : a lot of configuration in | flbsemiUem o Gun O 0l 2
XML files
; :, ‘
b -- Dynamic Access Polidies Name Type Tunneling Protocol

= ASDM
Easiest Option, used in this breakout T || [r—— T—

Proxies

{8 Java Code Signer

= Cisco Security Manager =t |

For configuring many ASAs %
but does not support 100% of features % o
Ej;[rewa\\
gggemute.aﬁssuw
@@E-W-S\DEVPN

ﬁl; Device Management

Manage VPN group policies. A VPN group is a collection of user-orient=d authorization attribute value pairs that may be stored internz
RADIUS/LDAP server. The group policy information is referenced by VPN connection profiles and user accounts.

Clientless SSL VPN Access

‘onnection Profiles To enforce authorization attributes from an LDAP server you must use an LDAP attrbute map.

ortal
DI Access 4 Add +| (& Edit | [if Delete

Find: © @ I matchcase

Cisco ((Vf;/
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i 0

We could use the leardbut Man 6r Mouse?

£ Cisco ASDM 7.1 for ASA - 182.168.110.1

File Wizards | Window Help
) Home Startup Wizard... Back () Forward | 2 Help |
VPN Wizards » | Site-to-site VPN Wizard...

E High Awvailability and Scalability Wizard... AnyConnect VPN Wizard...
S
_g Unified Communication Wizard... | Clientless SRl VPN Wizard...
i -
o Packet Capture Wizard... Psec (IKEVlﬁemote Access VPN Wizard...
E| TS T3 ENS 0 ROV T 2rs DT oSt

Step-by-Step Wizard that
Certificate Management The ASDM Assistant provides simple "How Do 1™ steps for configuring Clientless S5L VPM Ag CO nfi g u reS C | i e n 'tI eSS S S L

Language Localization Important Concepts

- i

E’?— IE)T:EIPBSIanGng Following are some important concepts for setting up a connection. V P N
Erver

= DNS 1. User and connection profile

[, Advanced

Asz in accessing any secure web site, remote users must first login into the corporate portal p8
need to specify the name of a connection profile in the login page. This connection profile spedifies how the security appliance authe

‘You configure user account database in AAALocal Users.
‘You configure connection profile in Connection Profiles.

2. Portal resource

Remote users access corporate networks, applications and other information by dicking on links shown in the portal web pages. Sud
resources.

‘fou configure portal resources in Portal,

3. Access policy

Access polides control how remote users can access corporate networks, An access policy indudes the following:

@ Session control - how long a session can remain idle before itis dosed.
ﬁ Device Setup @ Resource control - specifies which portal resources can be accessed.
= @ Endpoint security - determines the conditions that remote PCs must satisfy to connect, for example, requiring up-to-date

gﬂ Firewall ‘fou configure session control and resource control policies in Dynamic Access Policies or Group Paolicies.
‘You configure endpoint security polides in Secure Desktop Manager,

(3] Remote Access Ve Cisco ((Vf;/

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 21




Co uration > Device Ma ement > DNS = DNS Client

= ASA needs to resolve DNS
— It is a Proxy!

= (not configured by Wizard)

Specify how to resolve DNS requests,

DMNS Setup

f* Configure one DMNS server groug © Configure

DNS server IP
2001:470:dfed:41:: 10
v4 or v6

Frimary DMS Server:

Secondary Servers:

Defauit Domain

DMS Lookup
To configure DNS, enable DS lookup on at least one interface.

Interface DNS Enabled

Enable DNS !
Cisco((l/&
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ASA nesiis scerificalc.

= Certificate should be trusted
by clients to avoid warnings
and errors

= Import cert + keys in
PKCS#12

or

= Create CSR (Certificate
Signing Request), then
installed signed cert from CA

BRKSEC-2697

Co uration > Device Management > Certificate Management > Identity Certificates

Add Identity Certificate

Trustpeoint Mame: |.-'-\SDM_TrustF‘Dint1

" Import the identity certificate from a file (PKCS512 format with Certificate(s) +Private Key):

[

Decryption Passphrase: |

File to Import From: |

* Add a new identity certificate:

Key Pair: |<Defau|t-RSA-KE\,r> ﬂ

Show... |

New...

Certificate Subject DM; |CN=rDI:II:I3-' Select...

| Generate self-signed certificate

-

Advanced...

Add Certificate |

Cancel Help

: i

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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‘Enable ,C'I;'i'en tless SS L VP N on Inter fc"iCéili o

Configuration > Remote Access VPN > Clientless 551 VPN Access = Connection Profiles

Interface | Allow Access

rl

outside

Allow Clientless SSL

| i Device Certificate ...

on interface (T} Specify Device Certficate
Access lists from group policy and user policy always apply to the traffic.

Login Page Setting
[~ Allow user to select connection profile on the login page. & l—l
OK

""" T Device certificate is a digital certificate that identifies this ASA to the dients.,

[~ Allow user to enter internal password on the login page.

Specify Certificate

x|
Manage ...

[ Shutdown portal login page.

comection Profes | Connection Profiles
Connection profile (tunnel group) spedfies hg
- Specifies how to authenticate (and more)

~ Group Policy

- authorization

MName | Enabled | Aliases | Authentication Method

Group Policy

DefaultRAGroup [ AAA{LOCAL)
DefaultWEBVPMGroup

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved.

DAtGrpPolicy

Cisco Public

Cisco {f'l/f;/

24



‘Group Pollcy

= The Group Policy deflnes Authorlzatlon what the cllent can do when and how
— Bookmark List, Allowing URL Entry, Timeouts, Look-and-feel etc.

= DfltGrpPolicy defines default Policy, that can be overridden by more specific

Po

licy

Group Policy

I} Configuration > Remote Access VPN > Clientless S5L VPN Access > Group Policies

[EJ Edit Internal Group Policy: DfltGrpPolicy

Session Settings

BRKSEC-2697

File Server Brawsing:

© 2014 Cisco and/or its affiliates. All rights reserved.

Hidden Share Access:

{» Enable {  Disable

{~ Enable {« Disable

E----General Bookmark List: LabratsCommon j Manage
Iél--MDrE Options URL Entry: (* Enable (" Disable

¢ Customization

:--Login Setting File Access Control

~Single Signan File Server Entry: (+ Enable (" Disable

+-NDI Access

Cisco Public

Cisco (f'l/f;/

25



Bookmark Llst
List of URLs to publlsh to the end user

Bookmark List

[} Edit Bookmark List

Bookmark List Mame: LabratsCommaon

Bookmark Title URL Add
Labrats Company Web http:/fanimals
Labrats Fileshare cifs: ffanimals/Shared
Labrats FTF server fip:/fanimals

Delete
Move Down

Find:l— l:::' '::-:' [~ Match Case

QK Cancel Help

BRKSEC-2697

© 2014 Cisco and/or its affiliates. All rights reserved.

[ SSLVPM Service

« C' | & http=y

User Experience

SSLVPHN Service

:y [t =]

| Web Bookmarks
f@l Labrats Company Web

__1\1 Home -

?j Web Applications =

| File Bookmarks

m Labrats Fileshare
=& | Browse Networks = e
L _./ Labrats FTP server

Cisco ((Vf:/
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. ‘Web _ACL"QS

= URL based ACL

= Can be assigned per Group Policy (...or DAP, covered later)
= Limits user to certain path on specific servers

Edit Internal Group Policy: cats

EI--More Options
E—----Cusbomization
E—----Login Setting
E—----Single Signon
E—----'u'DI Access

i--Session Settings

Mame: |cats

Banner: [¥] Inherit

More Options

Web ACL:

“ Group Policy

- cats

Tunneling Protocols:

Inherit
[ Inherit

Clientless 551 VPN SSL WPM Client IPsec IKEv1

catsACL

L] ACL Manager

% Add - [F Edit [ Delete | + & | &

IPsec IKEw2

-

ry
~

LZTPIPsec

WebACL permitting http://webserver.labrats.se/cats/*

BRKSEC-2697

Mo Address
= catsacCL

Service

© 2014 Cisco and/or its affiliates. All rights reserved.

URLs

http:/fwebserver.labrats.sefcats/*

Cisco Public
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Authentication and Authorization-by RADIUS

= User can be authenticated and authorized by RADIUS.
= RADIUS attribute IETF 25 (Class) is used to assign the group policy.

4 . . AAA Server Group
Connection Profile RADIUS

SMS =

=

Default ‘G Bl > _
Group rOLII:? : 0 ICy Group PO“Cy
Policy aw Cats
Cisco (f Vf:/
BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Authentication by RADIUS Authorization by LDAP
= User authenticated by RADIUS (typically strong authentication, OTP)

= Username used for LDAP lookup
= LDAP attributes are mapped to a Group Policy

AAA Server Group

- RADIUS
Connection Profile = =
"SMS" -% i

AAA Server Group

Default : - :
Group Group POIICy GI‘OUp PO“Cy

Policy sl Cats

Cisco {f'l/f;/
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‘Connection ;' Pr ofi e ';defi nesh ow to A u t'.h‘.e',nti C_'ate*; L |

@ Edit AnyConnect Connecticn Profile: SM5-0OTP

Connection

BRKSEC-2697

Mame:

Aliases:

Authentication

Method: i@ AAA [T Certificate  (7) Both

AAA Server Group:

[] Use LOCAL if Server Group fails
Client Address Assignment
DHCP Servers:

@ Mone () DHCP Link () DHCP Subnet
Client Address Poals: pool4-Default

Client IPv& Address Pools; |poolé-Default

Default Group Policy

DitGrpPolic

Group Palicy:

© 2014 Cisco and/or its affiliates. All rights reserved.

Profile

Alias : Shown as drop-
down selection to user

AAA, Cert or Both?
AAA server group

AAA Server Group

RADIUS

= &

Group-Policy used
unless overwritten by
~Authorization Server




-

Connection

‘Connection Pr ofi e '}defi nesh ow to A utho rize  Profie

= Possible to define different AAA server group for authorization (if not specified,
the same group is used for authentication and authorization).

% Edit AnyConnect Connection Profile: SM35-OTP

AAA server group

~Basic Authorization Server Group 1 JIS{]o R{o] @ANU|1glo]gV4=11[e]g)
=-Advanced Server Group:J| AD_SamAccount -

--General

;—----Client Addressing || Users must exist in the authorization dat~’

..Authentication AAA Server Group

-Secondary Authenticat] [Interface-specific Authorization Server Groups ADSatmeEaU LR )

- Accounfing s Add| @ dit| ] Delete A\ A\

\ J

Cisco (f'l/f;/
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él---.ﬂ.u;luanced

+-General
~Client Addressing

-Authentication
‘Secondary Authentication

. Authorization

-Accounting

BRKSEC-2697

[7] Enable the display of Radius Reject4Message on the login screen when authentication is rejected
[7] Enable the display of Securld messages on the login screen

Connection Aliases

This 55L VPN access method will present a list of aliases configured for all connection profiles. You must enable the Login Page Setting in the main panel to
complete the configuration.

dp Add| [& Deletz| (The table is indine editable.) &

Enabled

Alias for drop-down at
login page

Group URLs
This 55L VPM access method will automatically select the connection profile, without the need for user selection.

dp Add | [& Deletz| (The table is indine editable.) &

URL to land on this

connection profile

I Do not run Cisco Secure Desktop (CSD) on dient machine when using group URLs defined above to access the ASA. (If a dient connects using a

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

r
connection alias, this setting is ignored.) C- /
isco (( Ve,
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‘User Selectlon of Connectlon Proflle (2)

Configuration > Remote Access VPN > Network (Client) Access > Amlgon nect Connection Pmrﬁles

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment requires end-u:
(IKEw2) tunnel as well as 551 tunnel with Datagram Transpart Layer Security (DTLS) tunneling options.,

Wocess Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table belowé

551 access must be enabled if vou allow AnyConnect dient to be launched from a browser (Web Launch) .

S5L Access IPsec (IKEvZ) Access
Interface - -
Allow Access Enable DTLS Allow Access Enable Client Services [ Device Certificate ... ]
outside [ i
oMz |:| |:| [ Port Settings ... ]
Enable inbound VPN sessions to bypass interface access lists. Group policy and £ TEEF‘E-* I" —
Login Page Setting
Please enter your username and password.
Allow user to select connection profile, identified by its alias, on the login page.
D D | ” GROUP: SM3-0TP - o
rop-Down list allows USERNAME: [itchy] | ™
user to select login PASSWORD: [esesseses |
method (Connection Profile) Login -
Cisco (( 74
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AAA Server Group AAA Server Group
RADIUS

= Using the same authentication protocol and characteristics

Configuration > Remote Access VPN = AAA[Local Users = AAA Server Groups O

AAA Server Groups

Server Group Protocol Accounting Mode  Reactivation Mode — Dead Time ile Add

different Groups if
different characteristics

Find: (Z) () [T Match Case

servers in the Selected Group

terface mmpw OCVeral Servers in

a Group for
rathert.labrats.se _
ratatouille.labrats. se redu ndancy Bk C'SCO (("/6/
1 ’

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 36




RADIUS Server Definition

[y Edit AAA Server —

Server Group: SMS

Interface Mame: Anfrastructure; w

Server Mame or IP Address: | mideye.labrats,se

Timeout: 10 | seconds

RADIUS Parameters Double check port
Server Authentication Port numbers on RADIUS
Server Accounting Port: 1646 . Se rver
Retry Interval: 10 seconds -

Server Secret Key: Shared Secret must
| match with RADIUS

ACL Metmask Convert: Standard -
' ' server

Common Password:

Microsoft CHAPv2 Capable:

5DI Messages

4

Message Table

oK ][ Cancel H Help

Cisco (f'l/f;/
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~ LDAP Server Definition (Active Directory)

[£y Edit AAA Server

Server Group:

Interface Mame:

AD_SamAccount

Infrastructure;

Server Mame or IP Address: ratbert.labrats.se

Timeout: 10 | seconds

LDAF Parameters for authentication/authorization
LDAP over SSL S

Domain is labrats.se

Attribute for user lookup

Map LDAP attributes to ASA
attributes (to be covered)

BRKSEC-2697

© 2014 Cisco and/or its affiliates. All rights reserved.

server Port: 636

Server Type: -Miansnft

Base DN dc=labrats,dc=se

SCope: Alllevels beneath the Base DN

Maming Attribute(s):  |sAMAccountMame

Login DM; roddy @labrats.se

Login Password: T IITIIIL]

LDAP Attribute Map: ADmemberQf -

Cisco Public

ASA Credentials

Cisco (f'l/f;/
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A Good LDAP Browser |s Useful

To learn LDAP structure and for troubleshootlng http //www softerra com.

sss CN=Scratchy Cat,CN Users, DC=labrats, DC==s
I — .

Fle Edit View Tools Help

& - A Oy G- % - EE[E] N2
£F  LiF (objectClass=*) .
|_1 CN=Enterprise Read-only Domain =

D CM=FederatedEmail 4c1f4dib-817 =l memberQf CM=ITsupport, CM=Users DC=labrats, DC=xe
_1 CN=Group Policy Creator Qwners [=] memberOf CM=Cats, CN=Users, DC=labrats,DC=se

7 CM=Guest =l mobile
] CN=lichy Rat [ modifyTi memberOf
1 CN=krbtgt E=lname CN=ITsupport,CN=Users,DC=labrats,DC=se
g CN=ProjectX DEJ'ECEETt CN=Cats,CN=Users,DC=labrats,DC=se [
CM=Project¥ oojecti.la
21 CN=ProjectZ [=] objectClass perscn
7] CN=RAS and IAS Servers [= objectClass organizationalPerson
79 CN=Rats [=] objectClass user
: = | | [2] objectGUID D1 32 9C 81 EA 62 65 4F B6 BS AC 6B 52 F2 90 11
| CM=Read-only Domain Controller: ! ]
27 CN=scep [=] objectSid BA 61
=3 CN=Schema Admins primar}rﬁmup sAMAccountName=scratchy
pwdlastSet
-3 CN=5cratchy Cat i —

=l cAMAccountMame  scratchy
BRKSEC-2697 — TE—— ) Cisco Public

Cisco ((Vf:/
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-Usmg Actlve Dlrectory membeer”

= A user in Active Directory can be a member of many groups
— But can only belong one Group Policy in ASA

= A group may be a member of another group in AD

— ASA will not do recursive lookup

Mammals

Cats Properties |

. Generall Members  Member Of | tanaged B_I,II

tember of;

M arme &ctive Directory Domain Services Folder

labratz. ze/llzers

FRemote control

i Scratchy Cat Properties

Digkin |
Remote Desktop Services Profile I Perzonal YWirtual Desktop I COM+
General I Addresz I Account | Profile | Telephnnesl Organization  Member OF

Ervvironment I Seszions I

Member of:

Active Directory Domain Services Folder

labrats. ze/ll zers

Dramain sers labrats. ze/lzers

IT zupport

labratz. ze/Uszers

Cisco {('Vf:{
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Mapplng “memberOf” to Group Pollcy

= Map “memberOf’ to ASA Group PollcyW|th an LDAP attrlbute map
= Beware: First match will apply (many memberOf  one Group Policy)
= Beware: No support for lookup of nested groups (“group in group”)

= DAP (covered later) allows for more flexibility in handling "many memberOf"

-
[y Edit LDAP Attribute Map W

Mame: ADmemberOfBYOD

| Mapping of Attribute Name | Mapping of Attribute Value |

LDAP
map

LDAP Attribute Mame - Mapping of LDAP Attribute Value to Cisco Attribute Value

memberdf CM=Rats,CM=U=sers,DC =labrats, DC=se=RatsBYOD
CM=Cats,CM=Users,DC =labrats, DC=se=Cat=BYOD

CN=Rats,CN=Users,DC=labrats,DC=se : RatsBYOD
CN=Cats,CN=Users,DC=labrats,DC=se : CatsBYOD

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Troubleshooting AAA server -
= Test that AAA server works

Servers in the Selected Group

Server Mame or IP Address Interface Timeout
Infrastructure
ratatouille.labrats.se Infrastructure 10

| Add |

[ Edit |

@ Test AAA Server - ratbert.labrats.se

password,

Host:

(@ Authorization

=

Find: Username:
—=

LDAP Attribu

Fassword:

To test the following AAA server, enter a username and

AAL Server Group: AD_SamAccount (LDAF)

ratbert. labrats.se

() Authentication

scratchy

K, l ’ Cancel

@ [ Delete ]

viowve Up

Maowe Down

BRKSEC-2697

© 2014 Cisco and/or its affiliates. All rights reserved.
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Troubleshooting AAA
= Checking that the right Group Policy has been assigned

Monitoring == VPN > VPN Statistics > Sessions

Type Active Cumulative Peak Concurrent
AnyConnect Client 43
SSL/TLS/OTLS 43
Filter By: :AnyCunnE::t Client - :Username
Username Group Policy Assigned IP Address Protocol Login Time Bytes Tx
Connection Profile Public IP Address Encryption Duration Bytes Rx

10.99,110.1, 2001:470:d. |AnyConnect-Parent 55L-Tunnel OTLS-. {10:07:03 UTC Sun.. /11092
192,168, 254.4 AnyConnect-Parent: (Lnone S5L-Tu..|0h:09m:03s 35030

Cisco (f'l/f:/
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‘Smart Tunnel .

= Downloads a Java (or Active-X) component that relays/tunnels application over
https session

= Works for Windows and MAC (x86 and 64 bit)
= Works for TCP based applications (example : Remote Desktop)
= Does not require administrative privileges on client

labrats %

\‘I‘ )
N

X
~

— P VU

o Cisco (f'l/f;/
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Configuring Smart Tun nels - |

Configuration > Remote Access VPN > Clientless 551 VPN Access = Portal > Smart Tunnels O

For Smart Tunnel Application List, Auto Sign-on Server List, and Metworks, you can enforce them to group palicy or user policy by dicking on the Assign button
above the respective table.

Method to Log Off Smart Tunnel Session =
{* Logoff the smart-tunnel when its parent process, such as a browser, terminates
{* Click on smart-tunnel logoff icon in the system fray

Smart Tunnel Application List #

Group Policies User Paolices
Assigned to

List Mame Application ID Process Mame Q5 Hash

Process

Name Group Policy

Cisco ((Vf;/
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Plugins Deliver the Application from ASA

= Plugins are java apps downloaded from ASA to end system
— Remote Desktop, VNC, SSH/Telnet, TN3270....

= Downloaded Application tunneled over SSL connection to server
= Windows and MAC OS

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Download pluglns from CCO
. the most dlfflcult step.... Where do I find them’?

Download Soﬁware & Download Cart (0 items) [+] Feedback  Help

Downloads Home > Products > Security > Firewalls > Adaptive Security Appliances (ASA) > Cisco ASA 5500-X Series Next-Generation Firewalls >
Cisco ASA 5520 Adaptive Security Appliance > Remote Access Plugins for Adaptive Security Appliance (ASA)-1.1.1

Cisco ASA 5520 Adaptive Security Appliance

%) Release 1.1.1 =4
Expand All | Collapse Al
File Information Release Date Size
v All Releases
vl S5H client plugin for ASA. 18-5EP-2013 0.36 MB | Download |
m ssh-plugin. 130918 jar —_—
1.0.0 | Add to cart |
| Publish |
Terminal Service client plugin for ASA. 30-0CT-2012 0.66 MB | Download |
rdp_08.11.2012. jar —_
| Add to cart |
| Publish |
S5H client plugin for ASA. 30-0CT-2012 0.36 MB | Download |
ssh-plugin. 120811 jar _—
| Add to cart |

| pubish | Cisco ((Vf:/
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Uploading Plugins

Configuration > Remote Access VPN = Clientless 551 VPN Access > Portal > Client-Server Plug-in

Import plug-ins to the security appliance. A browser plug-in is a separate proaram that a Web browser invokes to perform a dedicated function, such as
connecting a dient to a server within the browser window.

s Import | [ Delete
Client-Server Plug-ins Hash Date
rdp VRifY44c8WEWSIcMPwIziDEZabQ = Tue, 11 Sep 2012 23:27: 14 GMT
ash, telnet p4/Z13GgH0GEWIfy25x 1 +417w =
WIC

Wed, 18 Sep 2013 17:09:28 GMT
Tue, 18 Oct 2011 18:11:43 GMT

x|

1560YFbMysosSSEHNeKnmS60 FEQ =
[Ej Import Client-Server Plug-in

Plug-in Name (Protocol): |[=] -

Select a file

(¢ Local computer

Path: | Browse Local Files... |

(" Flash file system

Path: |

{” Remote server

Path |1"t|:| J |
Import Mow | Cancel Help

1 /
Cisco (( %4
BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved.
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~ Con figuri n g URLSf or |:>|u gins. - .

Edit Bookmark

Bookmark Title: |RDF‘ plugin to Ratbert

URL: |r|:||:| | :f] |rat|:nert.Iahrats.sef?cscn_ss::u= 1&domain=labrats.se

URL Single Sign On Domain
rdp://ratbert.labrats.se csco_sso=1 domain=labrats.se

Cisco (f'l/f;/
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The Ja\/a’.Pr;o'bIe'm“;_'

= Plugins and Smarttunnels require

Java... _ _ Exploits no more! Firefox 26 blocks all Java
= Java Runtime Environment needs to  plugins by default
be enabled on the client Click-to-run activated even for latest version
— Not installed by default OS installation By Neil McAllister, 10th December 2013 | ¥ Follow 475 followers
[ | J ava h as a reC e n t h i S t O ry Of 37 Disaster recovery protection level self-assessment
ser | ous secur | ty | ssues The lllatestt) rilsaze of:he Firefox web browser, \.n".BI"SmII"I 26, nc_yw blocks Java sof_mrare
) . RELATED :):na websites by default unless the user specifically authorizes the Java plugin to
= Many Enterprises disable Java STORIES |
. m The change has been a long time coming. The Mozilla Foundation had originally
[ ] App I e , M OZ | | Ia etC . h ave aISO vanishing hotel planned to make click-to-run the default for all versions of the Java plugin beginning
. laptop WAS with Firefox 24, but decided to delay the change after dismayed users raised a stink.
disabled Java
= No guarantee that Java will work  RaluseW/AMATETCETe 1S (ST Moo M| VA 0k BCTA A K041 (=)

on unmanaged remote clients fox_26_blocks_java/

Cisco (f'l/f:/
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Tomor r,o\)v S_farts "H':,eiire" HTM L5and Web;So C-ketS, - |

= Widely supported in different OS and Browsers
= Full-duplex and asynchronous communication between client and server
= |deal for very dynamic user interface experience, like games and VDI

GET /path

i

Cisco (f'l/f;/
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Tomor r,o\)v S_farts "H':,eiire" HTM L5and Web;So C-ketS, " |

= Widely supported in different OS and Browsers
= Full-duplex and asynchronous communication between client and server
= |deal for very dynamic user interface experience, like games and VDI

GET /path
Upgrade:websocket

Cisco ((Vf:/
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Tomorrow Starts Here : HTML5 and WebSockets -
= Widely supported in different OS and Browsers

= Full-duplex and asynchronous communication between client and server
= |deal for very dynamic user interface experience, like games and VDI

Websocket

i

Cisco ((Vf:/
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' ‘ASA Su ppo”forWebSockets

= ASA works as a proxy for websockets

= Need Websocket Server on inside

= No changes to CLI or ASDM

= WebSocket Server communicates with end application = ®e&=R!IZ0OM u

= No change in ASA configuration ZVNC
— Configured as normal http(s) bookmark

WebSocket
Server

Application

Cisco ((Vf:/
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= Citrix provides application and desktop virtualization with XenApp and XenDesktop

= Both use the ICA protocol that transfers keyboard/mouse events and screen
update between a client receiver and the XenApp/XenDesktop servers

= Many possible ways to integrate Cisco Remote Access with ASA and Citrix

— Cisco AnyConnect tunneling Citrix receiver to the Citrix Servers
— Cisco ASA as a proxy between Citrix mobile receivers and XenApp/XenDesktop

Cisco (M’/
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= This feature provides secure remote access for Citrix Receiver applications
running on mobile devices to XenApp and XenDesktop

= ASA acts as proxy for ICA protocol

= Supported Mobile Devices
— iPad — Citrix Receiver version 4.x or later

— iIPhone/iTouch — Citrix Receiver version 4.x or later
— Android 2.x/3.x/4.0/4.1— Citrix Receiver version 2.x or later

Citrix
. Xenapp
Citrix
XenDesktop

Cisco (('Vf;/
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Citrix Mobile Receiver — Implementation Details

Fixed in
u 9.14

One XenApp or XenDesktop server at a time

Requires XML service on XenApp and XenDesktop servers

Requires trusted identity certificate for ASA

No support for
Client Certificates, Smart Cards, Double Authentication, Internal passwords

Cisco ((Vf;/
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Citix Mobile Receiver < ASA S i

Edit Internal Group Policy: DflitGrpPolicy

General Specify VDI (Virtual Desktop Infrastructure) brokers.
Portal
¥ Maore Options =
Add |
Customization IM |E
- . Caruar - P LAR Mamain

Login Setting 800 Add VDI Server '
Single Signon
VDI Access

X ) Server (Host Mame or IP Address): | 10.1.1.66
Session Settings

Port Number (Optional):

Active Directory Domain Name: duslab

[ ] Use 55L Connection

Login Credential

Username: CSCO_WEBWPN_USERNAME 3
L Password CSCO_WEBVPN_PASSWORD 3
|  Help | | Cancel | [ OK J

Cisco ((Vf;/
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Citrix Receiver Client Configuration

Citrix Receiver

User adds an account

Add Account

i}

Cisco (f'l/f;/
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Citrix Receiver Client Configuration: ASA FQDN

FQDN of ASA

Cisco (('Vf;/
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Citrix Receiver Client Configuration (3) E

escription  SEVT - ASA Terminates Citrix Receiver

Choose Access Gateway

Web Interface

XenApp Services

Choose Standard Edition

ssssssss

Enter Username

Domain

Cisco (M’/
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Connecting to ASAWIthCltrlx Mobil e"-R'_é_cei‘v I8 o

sername:

..... Enter Password

Cisco (f'l/f;/
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very day experience

iPad & 2:33 PM

Citrix Receiver

Select your Desktop

Cisco (('Vf-:/
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Every day experience (XenDesktop)
B ST

Welcome to your Citrix XenDesktop

Mozilla
Firefox

:.[ Getting Sta

! Connect to
% Remote De:
C

Sticky Notef

P
% Snipping T:

| <) \Welcome to the virtual workstyle

./ Paint X High Definition
g Your desktop, apps and documents at your fingertips Riazing Speedand stnning
<& XPS Viewer Sa 0 your virt e freedom to do whateve henever graphics over any network,

Any Device

Access is easy from any PC,
Mac, smartphone or tablet.
The choice is yours

including Wi-Fi or 3G

$‘ Windows F

(% Magnifier

>

All Program

Cisco {f'l/f;/
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Single-Sign On to 'I':n"telrvdal Appllc ati ons o

= Auto Sign-On
— Leverages Username/Password entered by user to authenticate against ASA

= Kerberos Constrained Delegation
— Leverages Kerberos but only works for Kerberized Applications
— Also works if no static password given (e.g. client certificates, RSA OTP)

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Auto Sign-On: Known Protocols

= Many applications, including Microsoft IS, Microsoft Remote Desktop, can
leverage protocol (HTTP, RDP, SSH) built-in authentication methods:

Windows Security @

Enter your credentials

| Authentication Required | These credentials will be used to connect to ratbert.labrats.se.
Enter username and password for

http: //ratbert.labrats.se

User Name: | scratchy

Password sssnssaas

| Cancel | | 0K |

Remote Desktop Logon

Web Server configured for
aUthentlcatlon. SendS HTTP [7] Remember my credentials

401 Unauthorized back to
client initiating login

Cisco ((Vf:/
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Configuring Auto Sig nOn for Known Protoco s°

Edit Internal Group Policy: DfitGrpPolicy

For http:// and cifs:// specify

Ié!--Mpre Options
-~ Customization
-Login Setting

'I.-'DI Arccess
L.Session Settings

Edit Bookmark

Bookmark Title: |RDP plugin to Raﬁ:ertl

URL: :rdp

BRKSEC-2697

the network/prefix and
authentication type in Group

Single Signon Server: [— MNone —

Auto Signon Servers POIle
% add & Edit| [[] Delete
IF Address Mask Prefix Length URI Authentication Type
255 255.255.0 I basic, ntim, and fip

2001:470:dfed: 41::

For plugins, append parameter

csco_sso=1 to URL
(for windows domain also add domain)

- | iff rathert.labrats. se ffcsco_sso=18&domain=labrats.ze

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

basic, ntm, and ftp

Cisco (f'l/f:/
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Auto Sign-On : HTML Form Based Authentication

= Many custom Web Applications use
their own HTML authentication forms to
authenticate user.

<form>
First name: <input type="text" name="uname"><br>

Last name: <input type="password" name="passwd">
</form>

= ASA must know (or be configured with)
the names of the input fields

= ASA has templates for common
applications

= ASA can discover input fields for other
applications

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved.

Microsoft

Outlook Web App

Security { show explanation )
(s) This is a public or shared computer
() This is a private computer

Use the light version of Outlook Web App

User name:

Password:

Cisco (M’/
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‘Configuring Auto S ign Oon: Form basedAuth entic ation -

-

Edit Bookmark List [==]

Bookmark List Name: LabratsCommon

Bookmark Tite URL

Select Bookmark Type @

Select an option to use for bookmark creation:

= LRL with GET or POST method

This is the traditional bookmark using the GET method, or the POST method with parameters. .
Predefined Templates for

i@ Predefined application templates (Microsoft OWA, SharePaint, Citrix XenApp/XenDesktop, Lotus Domina) Microsoft OWA’ Sharepoint’

This option simplifies bookmark creation with users selecting a predefined ASDM template that contains the pre-filled necessary values C|tr|x Xe nAp p/Xen Des ktop
for certain well-defined applications like Microsoft OWA 2010 and Citrix XenApp. . !
Lotus Domino

() HTML form auto-submit

This option lets you create bookmark for any complex auto sign-on application. It will reguire two steps:

p:;isjgl:isﬂ;re, bookmark with some basic initial data and without the post parameters. Save and assign the bookmark to use in a group AutO Smelt uses Capture
2- Edit the bookmark in ASDM again. Use the capture function to capture the S5L VPN parameters and edit them in the bookmark. funCtion tO “Iea I’n" the input

fields

oK H Cancel ][ Help

Cisco (f'l/f;/

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



Configuring Auto Sign-On: Form based Authentication

Application Parameters o
Configure auto sign-on parameters for Microsoft Outlook Web Access 2010
Protocol: :htu:us -
Host Mame: owa.labrats.se
Port Mumber: 443
URL Path Appendix: |fowa
User Name: CSCO_WEBWVPM_USERMAME [ Select Variable l

Password: CSCO_WEBVPMN_PASSWORD Select Variable

Change for
CSCO_WEBVPN_INTERNAL_PASSWORD

If necessary

Cisco (f'l/f;/
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Kerberos Constrained Delegation - KCD

= Allows for SSO when ASA has no access to the user’'s AD password
— Client certificates
— OTP systems that does not prompt for AD password

= Require support by application (i.e Microsoft 1I1S)

ASA gets Kerberos

Session Ticket on Application must
n behalf of user — Il support Kerberos

ASAis member of

Domain with
permissions for

KCD Cisco ((Vf:/

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 77
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‘Posture : Do th ‘e'.._'C'I "i,e'n'tsl;;Meé'tf‘ Requi r"erh_'e,nts?, -

= Possible to check that client meets Posture Requirements : OS, Anti-Virus,
Personal Firewall, Registry Keys, Open Ports etc

= Used in combination with Dynamic Access Policies (DAP) to grant access to
clients depending on their posture status

= Depends on working Java on the Client ®

Microsoft Firewall ON,
but No Antivirus...

Cisco (f'l/f;/
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0 'Dynamlc.Access PO|ICIeS (DAP) Granular Access

‘Control

= DAP allows granular access to resources based on authentication method,
AAA parameters and Posture

= Very flexible, allowing policies set by Data Owners access to Data :

— "to access my data you must be member of AD groups Cats and ProjectX, you must
be logged in with strong authentication and you must have Antivirus on a corporate
machine"

Microsoft Firewall ON, Antivirus
ON,
memberOf Cats AND projectX

] verur
Joen

Cisco (f'l/f;/
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| ] o | AAA Server Group SMS
=

—

Ny  Connection AAA Server Group
Profile SMS | AP

ma
%efault - Group Policy "~ Group Policy memberOf
roup Cats Rats Cats
Policy
> — memberOf
l DAP-1 l I DAP-2 l = | DAP-N l ProjectX
" Dynamic Access Policies -

override certain attributes from Group Policy
depending on AAA, Posture, Connection Profile...

Posture: .....

Cisco (f'l/f:/
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| _Cd n'fig urin g | DAP |

[£] Edit Dynamic Access Policy

Policy Mame: |Cats Project X

Description: | Access to Project X to Cats who are member of Project X if PC is dean, TP required

ACL Priority: |90
Selection Criteria

| User has ALL of the following AAA Attributes values. .. and the following endpoint attributes are satisfied.

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria

below and every endpoint attribute has been satizfied. These attributes can be created using the tables below andfor by expanding the Advanced option to
spedfy the logical expression text.

AAA Attribute Operation/Value

Mame Operation/Value

Idap.memberOf
ldap.memberof

- If member of Cats and

Advanced PrOJeCtX
logged on with OTP

Access fAuthorization P

Configure access,/autht tified here will override those values obtained from the AAA system

that are not spedified in DAP).

group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attri

and Policy is
Corporate Windows
Registry Key is...
Antivirus Updated...

| Action | Metwork ACL Filters {dlient) llWebtype ACL Filters (dientless) BFunctions | Port Forwarding Listsl Bookmarks W ccess Method | AnyConnect
Enable bookmarks Bookmarklist and projectX-Bookmark
:LabratsCommon We bACL
live!
ciscollVC,
BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Default DAP (DfltAccessPolicy) -

Configuration > Remote Access VPN = Clientless SSL VPN Access > Dynamic Access Policies

ACL Priority Mame Webtype ACL List Description
100 IT Support [Tsupport IT Support with Clean PCs
a0 Cats Project X projectX-WebACL Allow Accessto Project X t...
70 Rats rats-WebACL Access from AD group Rats
- DftAccessPoliy ... ¢ | |
Condition Bookmark + WebACL
If no DAP matches
ITSupport w clean PC RDP to WebServers then
_ _ _ DfltAccessPolicy
Cats+ProjectX w clean PC ProjectX WebSite Applies
REI Rats WebSite
DfltAccessPolicy '_?_‘Ct'o_n: t /
erminate 1
Cisco(f ny
Cisco Public
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‘DAP Grows On YouI (DAP accumulates)

Configuration > Remote Access VPN = Clientless SSL VPN Access > g'-.rnamm Access F'ﬂlll:lﬁ

ACL Priority Mame Webtype ACL List Description

100 IT Support [Tsupport IT Support with Clean PCs

'EJIII Cats Project X projectX-WebACL Allow Accessto Project X t..
Rats rats-WebACL Access from AD group Rats

___I

Condition Bookmark + WebACL Matching

TSupport W clean PC RDP to Webservers Several conditions

Accumulates
Cats+Project X w clean PC ProjectX WebSite ss Ri

Rats WebSite
I
-\)

Cisco ((Vf:/

RDP to everything

Rats Website
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The Power of DAP =~ = .
= Very flexible mapping to multiple "memberOf"

— Example : 4 groups in Directory E n n

— A user may be a member of O to 4 groups : 16 combinations (2 )

OB0E G 6D EDED

Quiz : How many DAP policies do you need to cover the 16 combinations?

Condition (memberOf) BookmarkList WebACL
BookmarkList-A WebACL-A

BookmarkList-B WebACL-B

BookmarkList-C WebACL-C

cioolive!

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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-Customlzmg the Web Portal

= Login Portal, Portal and Logoff Portal can be completely customlzed
Images, Icons, Text, Font, Background Colors...
Full Customization with HTLM and Javascript

Possible with different customizations per Connection Profile and Group Policy
Possible to include external web page in portal

SR L

Labrats Services

“ I\l Home

Web Applicati

Application Access

@ AnyConnec t
@ SSHTelnet

Y
—;—Iy Browse Networl
)

:D httpt

= | | webBookmarks

ons

ks

BRKSEC-2697

.
& '&g Cats Webpage
‘.

© 2014 Cisco and/or its affiliates. All rights reserved.
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Configuring Customization (1)

Configuration > Remote Access VPN > Clientless SSL VPN Access = Portal = Customization O

Edit Customization Object

[l

él--Lngnn Page

- Title Panel
--Language

--Logon Form
--Logon Form Fields Order
- Informational Panel
--Copyright Panel
[=)-Portal Page

- Title Panel

- Toolbar

- Applications
~-Custom Panes
--Home Page

-~ Timeout Alerts
-Logout Page

- External Portal Page

BRKSEC-2697

Connection Profiles

Customization Object Mame: |Labrats

Use this customization object in existing S5L VPN connection profiles,

(The table is indine editable.) &

Connection Profile
DefaultRAGroup
DefaultWEBVPNGroup
SMS-0TP
ADpassword

Use

EEEE

Specify Connection
Profiles where to apply

Group Policies

Use this customization object in existing S5L VPN group policies,
(The table is inine editable.) &

this customization

i
Specify Group Policies

Group Policy
cats
rats
DAtGrpPalicy

Lise

© 2014 Cisco and/or its affiliates. All rights reserved.

EEE

where to apply this
customization

Cisco (f'l/f;/
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Sis

Configure Customization (2)

Edit Customization Object ]

5----General Display title panel s
[El-Logon Page
- Title Panel Labrats Services

~Language

~Logon Form

~-Logon Form Fields Order
~Informational Panel

- Copyright Panel Logo Image: [HCSCOU+labrats.png -

[=-Portal Page

Text:

~Taolbar Style
~Applications Font Weight: Normal -
~Custom Panes . :
-—Home Page Font Size: | 150% bl
- Timeout Alerts

--Logout Page

--External Portal Page Background Color: || |~

Use gradient

m

Style (C55):

* Style(C35) will take precedence over the user-selected style induding the default style.

Cisco ((Vf;/
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Clientless SSL VPN Platforms and Performance

= Performance more related to number of simultaneous users and transactions

per second than throughput
= Figures below are maximum

Platform Max Users

ASA 5585-X (SSP20,SSP40,SSP60) 10.000
ASA5585-X (SSP10) 5.000
ASA5555-X 5.000
ASA5545-X 2.500
ASAB525-X 750
ASA5515-X, ASA5512-X 250
ASA5505 25

Cisco (('Vf:/
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= Required for Clientless SSL VPN (and AnyConnect with premium features like
hostscan, Always-On)

= Eternal license (one-off purchase)
= Counts simultaneously connected endpoints
= Cannot be combined with AnyConnect Essentials on same ASA

Cisco ((Vf;/
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= SSL VPN supports failover between 2 ASAs in Active-Standby
= Since ASA 8.3, Licenses only required on primary

= Stateful failover (sessions are synchronized)
— Exceptions :Smart Tunnels, Plugins, all IPv6 Clientless, Citrix

= Configuration data is synchronized
— CLI, DAP, Certificates with public and private keys

N e
& ‘
- 3 0 5
Internet )— ' f labrats
‘ ]
. ’-‘I —I k|
“-i-‘\\ 7 -----‘—
~ — — ) -
. — T

BRKSEC-2697 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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~ Clientless' SSL VPN with RA VPN Clustering -

= Cluster of up to N ASAs sharing the load
— ASAs must be on same LANSs

= Client connects to virtual ip owned by master, redirected to least loaded member
= SSL VPN Premium licenses required on all members
= No synchronization of sessions or configurations

Note: This is not the
same feature as

clustering ASA in DC
,‘ (does not support RA
A J VPN)

Cisco ((Vf:/
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Global Deployment with Shared Licenses

= Several ASA (typically active-standby) deployments around the world
= License sharing through common pool of shared licenses

= One ASA is license server (keep track of license pool)

= Participant license ASAs only have participants license (cheap)

License
pool sharing

Participant
License

internet

License
pool sharing

Participant
License , /
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Conclusion:

= Clientless SSL VPN offers

— Very granular access control, depending on authentication, AD membership, posture...
— Support for many applications apart from web applications

= Clientless is not always Clientless

— No guarantee that all features will work on any unknown device (java, privileges etc)
= Use AnyConnect (BRKSEC-3033) for more transparent in-the-office experience
= Clientless SSL VPN can be a complement to AnyConnect

— To access resources where granular access control is required
— For specific use cases where AnyConnect Installation not desirable

Cisco (M’/
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Callto Action....
Visit the World of Solutions:-

= Cisco Campus
= Walk-in Labs
= Technical Solutions Clinics

= Meet the Engineer
— H&akan Nohre, Jeff Fanelli, Thorsten Rosendahl

= Lunch Time Table Topics, held in the main Catering Hall

= Recommended Reading: For reading material and further resources for this
session, please visit www.pearson-books.com/CLMilan2014

Cisco ((Vf;/
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Complete Your Online Session Evaluation

= Complete your online session
evaluation

= Complete four session evaluations
and the overall conference evaluation
to receive your Cisco Live T-shirt
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