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Chapter 1: Remote Communication Setup

Chapter 1

Remote Communication
Setup

Before You Get Started with Remote Communications

Before you get started installing and configuring your system for
remote communications, ensure that you have all of the items in the
following checklist.

® Installed Software

o Continuum CyberStation

o  Modem Specific Drivers (The modem being used on the Workstation
must be on the Windows Hardware Compatibility List)

Note: Ensure that you do not have “Proxy Server” enabled on your
workstation. This may cause contention issues.

® Installed Hardware

o Continuum Controller that supports remote access communications
(called RAS) with an Andover Continuum modem or Schneider Electric
approved external modem. (The only approved external modems are
US Robotics Courier V.Everything 56k External, or Viking V.90 56k
External)

o Internal or external modem (Must be on the Windows Hardware
Compatibility List)

Andover Continuum Remote Communication Configuration Guide 9



Chapter 1: Remote Communication Setup

® Privileges

o You must be able to logon to the Windows with administrative
privileges (for dialing in purposes)

o You must be able to logon to the remote controller with administrative
privileges

® Communications

o An available dedicated analog phone line for the remote controller or a
direct cable connection

o The remote controller’s area code and phone number

Conventions Used in this Guide

10 Schneider Electric

Throughout the following pages the term “Windows” applies to any
version of Microsoft Windows that is supported for the version of
CyberStation you are using. Any serious differences that exist between
versions are identified.

Throughout the following pages the term “workstation” refers to a
personal computer (PC) containing a Windows operating system with
Continuum CyberStation installed and running.



Chapter 1: Remote Communication Setup

Setting Up Location, Modem, and Routing

In order to set up remote communications between a local workstation
and a remote controller you must configure modems and dialup
connections through a comm port at both the workstation and the
remote controller. We begin performing the follow steps on the
workstation.

® Windows location configuration
® Windows modem configuration

® Window routing and remote access connection services

Windows Location Configuration

Follow the steps below to create a location in a Windows system.

Step 1: Click on Start in the Windows task bar and select Settings
and then Control Panel.

Step 2: Double click or right click on the Phone and Modem
Options icon.

Step 3: A Location Information dialog appears prompting you for

the telephone number location information. Enter the
appropriate information about your location and click OK.

Andover Continuum Remote Communication Configuration Guide 11
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Note: This step is only necessary the first time you open Phone and
Modem Options. Once you create the location you will not be
prompted again.

21

Location Information

Beloe pou can make any phone or modem corneclions,
Winoows needs the folowing infomation about your curent
Incstion.

“wfhal couniyregion Aie wou in now?

Whal aea code [or city code| ae you in now?

—

I wou dial & nurber b access an putside line, what is £

—

The phore zpctem al this lozation usss:
& Tone dialing " Pulse disling

Cancel |

Step 4: The Phone and Modem Options editor appears.

Phone and Modem Options @gj

Dialing Rules | Modems | Advanced
;} The list below displays the locations you have specified. Select the
e |ocation from which vou are disling
Locatiors

Location £iea Code

[c] My Location 978

In the Dialing Rules tab, click the Edit button to open the
Edit Location dialog. This dialog allows you to specify when
to use the area code during dialing. It also allows you to enter
other phone call-specific information, such as the use of a
phone calling card.

12 Schneider Electric
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Step 5: Enter any necessary information into this dialog and click OK
when complete. You are returned to the Phone and Modem
Options dialog.

Windows Modem Configuration

Follow the steps below to add a modem in a Windows system.

Step 1: From the Phone and Modem Options editor, select the
Modems tab and click the Add button.

Phone and Modem Options @@

Disling Aules | Modems | Advanced

;ﬁ The list below displays the locations vou have specified. Select the
&2 jocation fram which you are dialing
Locations:

Location Area Code

[KciMy Location 978

Step 2: The Add/Remove Hardware Wizard dialog appears asking,
“Do you want Windows to detect your modem?” Read and
follow steps 1 and 2, then click the Next button.

Add/Remove Hardware Wizard

Install New Modem e~
Do pou wan! Windows to detact your medem? Sy

windows wil now by to detect vour medem. Before
conbhuing, you shoul!

. If the modem is attached 0 you
computer, make surs it is turned on

2 Ot any programs that may be: using
the moden.

Click Next when you are ready to conbrue.

™ Don't detec my modem, | wil seleck it from a lisl

< Back I Nest » I Cancel I

Andover Continuum Remote Communication Configuration Guide 13
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Step 3: Once Windows detects your modem, the Found New
Hardware Wizard screen appears. Click the Next button
and let Windows find a driver for your modem. Since Windows
detect the modem, you do not have to select a port.

Step 4: When the process is complete, you receive a message stating
that the modem has been set up successfully, and you are
given one more chance to change the settings. If you are done,
click Finish.

Add Hardware Wizard
Install New Modem e
Modem installation is finished

Your modem haz been set up successhully.

If you want to change these settings, double-click the
Phone and Modem Options icon in Control Panel. click the
Modems tab, select this modem, and then click Properties.

The Modems tab of the Phone and Modem Options editor appears
with the specified modem listed in the Modem column.

Phone nnd Moden Options [=]
Dising Fuies  Mockms | acvanced|

@ The folowing modems ae pstEled

HWadem | Aracred To |
3 Cruie U Everything Exteral COMI

ot | Femose | Frcperies |

ok || canca | com |
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Step 5: Click the modem to highlight it, and then click the Properties
button. The Modem Properties editor appears.

Standard 56000 bps Modem Properties |EE‘

General | Modem | Diagnostics | Advanced | Driver

88 Standerd 55000 bps Modem

Device type Madems
Manufacturer:  (Standard Modem Types]
Location: Unknown

Device satus

‘This device is working properly.

|If you are having problems with this device. click Troubleshoot to
| start the troublshooter

Troubleshoot.

Diswvics issge

| Use this device (enable) &

Step 6: In the Modem tab, set the Maximum Port Speed. For best
performance, set this to the highest rate that the PC supports.

Step 7: Select the Diagnostics tab and click the Query Modem
button to verify that the modem is functioning.

Standard 56000 bps Modem Properties EIE\

General | Modem D\EQNOSUDS‘Advanced Dirivver

Modem Information

Field Walus
Hardware ID - moto1_gen

Command ~ Response

Query Modem
Looging

Step 8: Click OK to return to the Modem Properties editor.
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Step 9: Click OK on the Modem Properties editor to close and save
the changes. The modem installation and configuration are
now complete.

Routing and Remote Access and Network Connections

Services

16 Schneider Electric

After the location and modems have been installed and configured, you
must set up the Routing and Remote Access and Network Connection
services to start automatically when Windows starts. This ensures that
all of the required services start automatically in the event that the
workstation needs to be restarted.

Perform the following procedure to setup these services.
Step 1: At the workstation, select Start then select Control Panel.
Step 2: On the Control Panel screen, select Administrative Tools.

Step 3: Select Services from the Administrative Tools menu.

“% Services

File  Action View Help
=] 2
| Z
% Services (Local) S onvicos {loaal)

Routing and Remote Access Name Descriptic &
#aRemote Access Connection Manager Creates ¢

Description: #aRemote Desktop Help Session Manager  Manages

Offers routing services to businesses in

bl el &yRemate Procedure Cal (RPC) Provides

environments. %Remnta Procedure Call (RPC) Locator Manages
%Remota Registry Enables r

%Removahle Storage

1]

#Routing and Remoa Offers rof

%Secondary Logon Enables s

%Security Accounks Manager Stores se

B Security Center Moritors
Server Supports

8y 5hell Hardwars Detection

Sy smart Card Manages

%SMS Aagent Host Provides

[ SR b

& X

\ Extended A Standard

Step 4: On the Services dialog, scroll to Routing and Remote
Access and double click it.
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Step 5: On the Routing and Remote Access Properties (Local
Computer) editor, select Automatic from the Startup Type
dropdown menu.

Routing and Remote Access Propetties {Loca 2|
Genersd ILng Dn] Recnvewl Dapendemissl
Servicenamz  Remotedcoess

Display pame:

Descrplion: Offers routing s=rvices to businesses n beal aiea and v

Path o executable:
|E:\W\NNT\5ystcrrG2\wcl’\nd ene h netsves

Statup lype: ‘ﬁﬁulumahc j

Gervice status:  Started

gat | sor | Bae Eenme |

“You oan specify the etatt palameters that apply whan you start the servics
from here:

Stat paiameters; I

aK I Cancel I Aoy |

Step 6: Click the Start button if the service has not already been
started.

Step 7: Repeat steps 1, 2, and 3 from the beginning of this section.

Step 8: Back at the Services dialog, locate Network Connections
and double click.

Step 9: On the Network Connections Properties (Local
Computer) editor, select Automatic from the dropdown

menu in the Startup Type field.

Step 10:Click the Start button if the service has not already been
started.

Andover Continuum Remote Communication Configuration Guide 17
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Chapter 2: Configuring the Remote Network and Controller

Chapter 2

Configuring the Remote
Network and Controller

Overview

The next step is to configure remote networks and remote controllers.
Each remote site that has a CX controller that can be dialed into must
reside on its own network in Continuum. The configuration of remote
communications includes:

® C(reating the remote network
® Creating the remote controller

® C(Creating the network dialup object

Andover Continuum Remote Communication Configuration Guide 19
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Creating the Remote Network

Use the following steps to create a remote network.

Step 1: Open Continuum Explorer and select Networks from the
quick pick toolbar.

=

All Paths Ctrl+P

Chrl-+i

Folders Ctrl+F
Templates  Cerl+T
BAChet Wiew Ctri+B

Step 2: Right click on Root and select New and Network.

[#% Continuum Explorer - Root [ [T x]
Dbiect Edit biew Options Help
= = o =
=] G RENE = R 1=
Command:
Metrorks 3 [ fliss Name N
i
e laws zAsws
apen g
5 e o Ansorizzation AnsanStation
E Explore Jernp EFC_
. v | Bioece Blesce
& P — 3 Braudews Eraudess
E Find Mz BACTE Devices gna"ne““ Darbenice
————— | oriws Dris¥s
E Serd To 2 RDUFFBEKZ DUFFEK2
- on FesWarkstati
('{- Rename  HowarcCyber HawardZyoe
gl
5 i Huws Huws
5 Froperties
-4 . Selew JeNaw
o Fesworkhekion chricpber JhnLCyher
- rowardoyber 1 LucyCyberstation LucrCrberste
Hute HattWs Mt
JeHew o matwwsz Matt sz
el Crber 4 mequeidbstation mecuaitkaat
LuzyCrberstation HyicrkStation MyutarkSEatic
Mattiis o mrws s
Mathwisz 4 RichDemeuls FichDemeule
:“:v“::::‘":““" o shgworkserion 55 =Hinicekstal =
iy ation 0
- T jad] K1 | L
Creates a new Netwark chlect. [ 0 S=kcted | 320 chjecs &
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Step 3: From the New dialog, give the new network object an
appropriate name (“RemoteSite” is used in the example shown
below) and click Create.

Eolder, 05 Aot = B [T & [E o]
|_1FaldeFor/S01
|__IFoldeForw/502
| 2] Templates
Object name: [RemoteSite Alias: [RemoteSite Create I
Objects of type: |Nstwuuk j E¥il | J Cancel
[ Put object in device

Step 4: The Network editor appears. Enter a description (optional).
Adjust the time zone setting based upon the time zone of the
network location. Ensure that the Controller to
Cyberstation Dbsync check box is deselected (unchecked).
Click Apply.

M Metwork - Remole Site [_ [ x]

General | alems| Securiy Level]

Description: |Remote Dialup / DialIn Site

Time Zone: [ 300 =] Min

Default Folder: | o |

QK I Cancel I Apply I Befresh I Help I

Once the network object has been create, it appears in the navigation
(left) pane of the Explorer. If it does not appear, refresh the screen.

Andover Continuum Remote Communication Configuration Guide 21



Chapter 2: Configuring the Remote Network and Controller

Creating the Remote Controller

Now that the remote network has been created, you will need to add
the remote controller(s) to the network. Follow the steps below to create
a remote controller.

Step 1: Right click on the red Workstation Status icon in the
Continuum icon tray, and select Go Offline.

acc  |wsl  |Friday, March 08, 2002  |7:47:14 &M lacc  wsl  Friday, March 08, 2002 |7-46:10 AM
e | e |
|®x 7:47 AM B0 G0 e | GoDifine

Step 2: In the Explorer’s navigation (left) pane, right click on the
remote site network object that was created earlier and select
New and InfinityController.

#0 Continuum Explorer. - Root

Object  Edit View Options Help
B B=Q0EE
Command: |F|00t

Metworks x| Q
B o Root M.z

@ — etwarkl

Open
Edit

==
Explare -,l']'g'
bt T
Wigw 3 :
Import Into... Richws

-5
-
R

-5
-5
[#-

- -
. InfinityController

£}
Delete

Send To 3

|

Rename

Properties

22 Schneider Electric
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Step 3: In the New dialog supply an appropriate name for the
controller and click Create.

News

Dievice: |Q Network1 Vi fi:l @ 83
8 Frankasnn
Obiject name: |RemnteD<1 Alias: {F\amnteD( i [ Create ]
Obiects of type: | InfinityController Vi ' % Root
[] Put object in folder

Step 4: The InfinityController editor appears. On the General tab,
enter an optional Description, the controller’s ACCNetID
number, select the Controller Type and click OK.

5 InfinityController - RemoteCX at Network1

General | Network | Options | Securlty Level

Descriptior: |RemateCx |

ACCMeMD: [0 | ContiolerTupe: [Select. v

Comm Status: OffLine []0ut Of Service

Probe Time: |B0 | seconds Riasliaht S

Location: | |

Seial Numper: [0 et e | ‘

Wersion,  0.000000 Metwark D - Carmz

Dicfault Folder: lJ

0k | [ Concel | [ Apob | [ Befresh | [ Hei
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Step 5: Select the Network tab on the InfinityController editor.

i InfinityController - RemoteCX at Network1

__:Genalal_' Metwork ‘_‘_Dptinns Security Level

Transport Type: L OF

Ethemet 10 ‘m T0:00] -:

1P Addiess: [ooon
Subret Mask: \E'_El_u_-uu __I

Diefault Router: 10.0.00 _|
BPP P Address: 0.0.00 ]

Max Response Time: !5 | Seconds

HomePage: !_

Contraller ta Cyberstation DBsync

[ K ][ Cancel H

Apply

H Refresh H Help I

Step 6: Make sure the Controller to CyberStation DBSync

checkbox is unchecked. For a single controller, with or without

a Network Interface Card (NIC) and with a modem on the

remote site, set the controller’s IP Address, Subnet Mask,

Default Router, and PPP IP Address as follows:

Table 1 Single Controller with or without a NIC

Ttem Controller with NIC | {ontroller without
NIC
IP Address Specify the 0.0.0.0
appropriate IP address
OR set t0 0.0.0.0
Subnet Mask | Specify the 0.0.0.0
appropriate Subnet
Mask for your IP
address OR set to
0.0.0.0
Default 0.0.0.0 0.0.0.0
Router

24 Schneider Electric
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Table 1 Single Controller with or without a NIC

Item

Controller with NIC

Controller without
NIC

PPPIP
Address (see
note below)

A unique address that
is in a different subnet
from your workstation.

A unique address that
is in a different subnet
from your workstation.

Note: If there is a workstation that has this controller listed in its

database, the PPP IP Address of this controller must match the
PPP IP Address for the controller in the database.

For configuring multiple controllers on the remote site, specify an IP

Address and Subnet Mask that is the same as the gateway controller.
Refer to Configuring a Remote Site with Multiple Controllers for more
information.

Table 2 Reserve Controller Addresses for future NIC

Continuum
Item Controller Cyberstation
IP Address Specify the IP address. | 0.0.0.0
Subnet Mask | Specify the Subnet 0.0.0.0
Mask for your IP
address.
Default 0.0.0.0 0.0.0.0
Router
PPP IP A unique address that | A unique address that
Address is in a different subnet |isin a different subnet
from your workstation. | from your workstation.

Refer to Configuring the Remote Controller for further information.

Andover Continuum Remote Communication Configuration Guide

If you are planning on adding a NIC to a controller on a remote site at
some point in the future and you want to reserve its IP address now, set
the network addresses of the controller and the workstation as follows:
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Creating the Network Dialup Object

26 Schneider Electric

The network dialup object is created under the workstation object in
the Network view of the Continuum Explorer. If more than one
workstation i1s connecting to the same remote site, each workstation
requires its own Network Dialup object in order to connect to the
remote controller at that site.

Each workstation can have many Network Dialup objects, allowing a
single workstation to contact multiple remote sites. Each Network
Dialup object is required to connect to a different remote site and needs
a unique phone book entry. Dialup networking supports as many
concurrent dialup connections as there are modems connected to the
workstation.

To create a Network Dialup object:
Step 1: Create the Network Dialup object in the Continuum Explorer’s
Network view. Right click on the workstation device icon and

select New and Network Dialup.

Step 2: In the New dialog, supply an appropriate name for the
Network Dialup object and click Create.

Step 3: The NetworkDialup editor appears. Enter an optional
description for the object in the Description field.

L, MetworlDialup  RemoteDialup ab ICE0EWE ] 9|
Gensral | Dislup | Securky Loval |
Descripion: |
Metwork Name: | =
Use This Phorsbook Fil
Fie Type: [System Pheneback =l
File: Mame: | []]
Use This Fhoreback Enty
Ertrs Mame: =
New | eat | Depete |
¥ DialInto £ Corfiale
Dial
ok | cance | amb | Fefiesh Help
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Step 4: From the Network Name dropdown menu, select the remote
network that was previously created.

The Use this Phonebook File section contains a File Type field and
a File Name field. The default value for the file type is “System
Phonebook” and the default value for the filename is grayed out.
Alternate phonebook files are not supported.

Note: In the next step you work with the Use this Phonebook Entry
section where you indicate the actual phone number of the
connected remote controller. The modem on the workstation
dials this number and executes any script required to make the
connection.

Step 5: To create a new phone book entry, click the New button in the
Use this Phonebook Entry section. The Add Phonebook
Entry dialog appears. You use it to enter a unique entry
name, phone number to dial, modem to use to dial the number,
and a dial script. In Windows, the default dial script is located
in: \Program Files\Continuum\Ras\acc.scp

Add Phonebook Entry - RemoteDialup x|

Entry Name: [

Phone Number: |

Dial Using: |Courier Y Ewerything External Plug & Play j

Dial Seript: IE:\Prc-glam Filesh\ContinuumiR ashace.scp _|

ak. Cancel |

Note: These phone book entries may also be created outside of
Continuum using the network and dialup connections
application in Windows.

Step 6: In the Entry Name field, enter a unique entry name.

Step 7: In the Phone Number field, enter a phone number to dial.

Andover Continuum Remote Communication Configuration Guide 27
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Note: If you are using a direct serial cable connection, the phone
number is not required.

Step 8: In the Dial Using field, select the modem from the dropdown
menu.

Step 9: Leave the Dial Script field at default, \Program
Files\Continuum\Ras\acc.scp.

Step 10:Click OK.

Step 11:To verify the configuration of the phone book entry, deselect
the Dial Into CX checkbox on the General tab. Once this is
deselected, the Configure button is enabled.

Step 12:Click the Configure button.

Step 13:The Network Connections dialog appears. Click the
Properties button to view the RemoteSiteDialup
Properties editor.

Step 14:In the General tab, verify the proper modem is listed in the
Connect using field for dialing into the controller. Also,
verify that the correct phone number is listed in the Phone
number section.

i RemoteSiteDialup Properties 2%

General | Optiors | Security | Metwarking | Advanced

Cannect using:
@ Modem - Standard 56000 bps Modem [COM1]

Phone number

Phane number.

[978a75-957 |

[] Use disling rules

[[] Show icon in natification ares when connected

28 Schneider Electric



Chapter 2: Configuring the Remote Network and Controller

Step 15:Click the Configure button. The Modem Configuration
dialog appears.

Modem Configuration

%‘} Standard 55000 bps Modem [COM1)
%~

Masimum speed [bps): . 5200
Modem pratocal
Hardware features
Enable hardware flow control
Enahle modem emor control

Enable madem compressian

[[] Show teminal window

Enable modem speaker

Step 16:Verify the modem speed in the Maximum speed (bps) field is
set to the highest rate that the PC supports.

Step 17:Check the following:

® Enable hardware flow control

® Enable modem error control

e Enable modem compression

Step 18:C;ick OK and return to the RemoteSiteDialup Properties
editor.

Step 19:In the Phone Number section of the General tab, verify that
the Area code and Phone Number are correct.

Phone number

Area code: Phone number:
378 =] |4700555 Altemates |
Country/region code:

IUnited States of America (1)

v Use dialing rules Bules |

Andover Continuum Remote Communication Configuration Guide 29
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Step 20:Select Use dialing rules if you need to dial 1 or use an area
code to dial out. This causes the modem to use the area code
you typed for your location. Refer to Windows Location
Configuration for further information.

Step 21:Click the Dialing Rules button and view the location and
modem options to verify that they are configured properly.

Step 22:In the Number Properties dialog, select Show icon in
taskbar when connected (optional) to have the modem icon
appear on your toolbar.

¥ Show icon in taskbar when connected

This action displays the icon below when the modem is
connected to the controller.

@ 101
Speed: 19,2 Kbps -.

U @™ gt 11:51am

Step 23:Click the Options tab on the RemoteSiteDialup
Properties editor.
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Chapter 2: Configuring the Remote Network and Controller

In Windows Vista:

[I=] CNC9900.42 Properties [

General | Options ‘ Security I Networking I Shan‘ngl

Dialing options
Di }
[ Prompt for name and password, cerificate, etc
[ Include Windows logon domain

Prompt for phone pumber

Redialing options

Bedial attempts: a =

Time between redial attempts
Idle time before hanging up:

ldle threshold
[] Redial ff line is dropped

PPP Settings...

In Windows XP:

= RemoteSiteDialup Properties

.Generall Opticns | Securit}l‘ Netwarking | .Advancad-

Dialing options

[ Display progress while connecting

[] Prampt for name and password, certificate, ete
[ Include Windows logon domain

Prompt for phone number

Fiedisling options

Fiedial attempts: i 1] :
v

Time between redial attempts: i 1 second

Idle time before hanging up: | et »

[ Redial if line is dropped

Step 24:In the Dialing options area, select Display progress while
connecting.
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Step 25:In the Redialing options area, leave the fields at their
default values. If there is a time in the Idle time before
hanging up field, set it to never.

Step 26:For Windows Vista Only, click the PPP Settings button, and
on the PPP Settings dialog, select all the checkboxes and
click OK.

PPP Settings EE3

¥ Enable LCP extensions
¥ Enable software compression

¥ Megotiate multi-link for single link connections

(1] I Cancel

Step 27:Click the Security tab.
|| RemoteControl Properties =)

| General I Options | Security | Networking | Shanngl

Security options
(@ Typical ffrecommended settings)

Verify my identity as follows:

[N\uw unsecured password -

() Advanced (custom settings)
See our online privacy statement for data collection and use
information

Irteractive logon and scripting
[] Show terminal window

] B scrit:

Step 28:0n the Security tab, leave the security options at their
default values and verify that the acc script is selected in the
Run script field.

Step 29:Click the Networking tab.

32 Schneider Electric



Chapter 2: Configuring the Remote Network and Controller

Step 30:For Windows Vista, click Internet Protocol Version 4
(TCP/IPv4).

\Z| RemoteControl Properties ===

General | Options | Secumyl Networking | Sharing

This connection uses the following items

[1 -4 Intemet Protocol Version & (TCP/IPvE)
- Intemet Protocol Version 4 (TCP/IPv4)

File and Printer Sharing for Microsoft Networkcs
QoS Packet Scheduler
9% Client for Microsoft Networks

@Igstall.. (¢ Uninstal

Description

Transmission Corttrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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For Windows XP, verify that PPP Windows is selected in the Type of
dial-up server that I am calling field, then click the Settings
button.

B RemoteSiteDialup Properties

General | Options Securily: Hetworking | Advanced

Type of dialup server | am calling:
| PPP: “windows 95/98/NT 4/2000, Internet [}\ v

Settings

Thiz connection uges the following items:

O1,= Fils and Prirter Sharing for Microsoft Metworks
Dg Client for Microsoft Metworks

[ Install... ] [ Uninstall

D ezcription

Quality of Service Packet Scheduler. This component
provides network, traffic control, including rate-of-flow and
prioritization services.

For Windows XP, select all the checkboxes and click OK.

PPP Settings EE

¥ Enable LCP extensions
¥ Enable software compression

v Negatiate multi-ink for single link connections

| 0K I Cancel

Step 31:Verify that the File and Printer Sharing and Client for
Microsoft Networks are NOT selected, and then click the
Properties button.
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Step 32:The Internet Protocol (TCP/IP) Properties dialog
appears. Leave the settings as shown (default).

Internet Protocol (TCP/IP) Properties 21 x|
General |

You can get IP settings assigned automatically if your network.
suppoits this capability. Dtherwise, you need to ask your network
administrator for the appropriate IP settings.

( Obtan an [P address automatically
"f' Use the following IP address:

——

+ Obtain DNS server address automatically
" Use the following DNS server addresses:

Preferred DNS server I
Alternate DNS server I

Step 33:Click the Advanced button.

Step 34:The Advanced TCP/IP Settings dialog appears. Leave the
default settings as shown.

Advanced TCP/IP Settings m

IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
network and a digl-up network simultaneously. When checked. data

that cannot be sent on the local network is forwarded to the dialup
nigtwaork.

(Wi

sfault gatews)y on remote network:

Automatic metric

PPP link
Use IP header compression

Make sure this :
option is selected
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Step 35:Click OK to save and close the Advanced dialog, Internet
Protocol Properties dialog, and the RemoteSiteDialup
Properties editor.

Step 36:Click Close on the Network Connections dialog.

Step 37:You should be back in the Continuum NetworkDialup editor.
In the General tab, verify that the phone book entry you
created in an earlier step is in the Entry Name field of the
Use This Phonebook Entry section.

Step 38:Check the Dial Into CX checkbox. Notice the Configure
button is now grayed out again.

Step 39:Click the editor’s Dialup tab.

Ji NetworkDialup - RemolteDialup at JGB206WS ==

General  Dichay ] Securly Levell

Idle Disconnect Time: |1 Sec

Alarm Intervak |D Hdin

ExentIntervat |0 Min

¥ Active Alaim Synchionization
¥ Active Event Synchionization

Continuous Poll Interval [0 | Min

ok | cancel | epow | Remesn | He |

Step 40:Enter information on this tab. The following table describes its
attributes.

Table 3 NetworkDialup - Dialup Tab

Fields Description

Idle Number of network inactivity

Disconnect seconds, before the remote

Time connection is dropped. The idle
disconnect is not affected by setting
a continuous poll interval.
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Table 3 NetworkDialup - Dialup Tab

Fields Description

Alarm Number of minutes until

Interval Continuum automatically calls the
remote site to update alarms.

Event Number of minutes until

Interval Continuum automatically calls the

remote site to update events.

Active Alarm
Synchronizat
ion

If selected, Continuum will
synchronize alarms at the remote
site at the selected Poll Interval. If
not selected, Continuum will only
retrieve Active Alarms once when
the connection to the remote site is
established.

Active Event
Synchronizat
ion

If selected, Continuum will
synchronize events at the remote
site at the selected Poll Interval. If
not selected, Continuum will only
retrieve Active Events once when
the connection to the remote site is
established.

Continuous
Poll Interval

Number of minutes Continuum will
wait to poll for Alarm and Event
information after a connection is
established. Setting the continuous
poll interval does not reset the Idle
disconnect timer.

Andover Continuum Remote Communication Configuration Guide

Step 41:Click OK to save the object.

Step 42:Right click on the workstation icon and select Go Online.
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Chapter 3

Configuring Windows to
Receive Incoming Calls

Receiving Calls on Windows XP

This section describes how to set your workstation to receive incoming
calls from the controller, and how to set up a controller to dial into a
Windows XP workstation.

Note: If you are working with Windows 2003 Server, refer to Receiving
Calls on Windows 2003 Server.

Step 1: On your Windows desktop, click Start then Control Panel.
Then double click Create a new connection.
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Step 2: In the Network Connection Wizard, click the Next button.

Network Connection

Welcome to the Network
Connection Wizard

Using this wizard you can creale a connection to other
computers and networks, enabling applications such as
email. Web browsing. file sharing. and printing.

To continue, click Mext.

¢ Bach I Next > I Cancel |

Step 3: In the Network Connection Wizard dialog, select Set up
an advanced connection and click the Next button.

New Connection Wizard
Metwork Connection Type
‘what do you want to do?

() Connect to the Internet
Connect ta the Internet 20 you can browse the Web and read email

() Connect to the network at my workplace
Connect to a buziness network [uging dial-up or YPM] so vou can work from home,
a field office, or anather location.

(3) Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
zet up this computer zo that other computers can connect to it

< Back ” Mext > ]l Cancel
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Step 4: In the Advanced Connection Options dialog, select Accept
incoming connections and click the Next button.

New Connection Wizard
Advanced Connection Options
which type of connection do you want to set up?

Select the connection type you want:

VA i o
pl g

Allow other computers to connect to this computer through the Intemet, a phone

line, or & direct cable connection.

() Connect directly to th p
Connect to another computer uging your zerial, parallel, or infrared port.

[ < Back ” Mext > ][ Cancel ]

Step 5: Select your modem in the Device for Incoming Connection
dialog and then click the Next button.

Network Connection Wizard

Devices for Incoming Connections
You can choose the devices your computer uses ko accept incoming connechions.

Select the check box next ko each device pou wart to use for incoming connections.

Connection devices:
v W (=] ith ng 3
1 5 Diect Parallel (LPT1)

Propeities

¢ Back Nest > Cancel |
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Step 6: Select Do not allow virtual private connection in the
Incoming Virtual Private Connection dialog and then
click the Next button.

Step 7: Select ace (acce) in the User Permissions dialog (this allows
user acc to dial in), and then click the Next button.

New Connection Wizard
User Permissions
*f'ou can specify the users who can connect to this computer.

Select the check box nest to each uzer who should be allowed a connection to this
computer. Mate that other factars, such as a dizabled uzer account, may affect a user's
ability to connect.

Uszers allowed to connect:

A |
[ &5 Administrator l
[l @ ASPMET [A5P.MET Machine Account] ‘
D@ davean o
O @ Guest |
[ 7 Helndasistant [Remate Desktop Help Assistant Account] ¥ |
< | ¥
[ Add... ] [ Femove ] [ Froperties ]
[ < Back ” Mext > ] [ Cancel ]

Step 8: In the Networking Software dialog, highlight Internet
Protocol (TCP/IP), and then click the Properties button.

Newr Connection Wizard
Hetworking Software
Metwarking software allows this computer ta accept connections from ather kinds
of computers.

Select the check box next to each type of networking software that should be enabled
far incoming connections.

05 Packet Scheduler ha
Description:

Transmiggion Control Pratocal/lnternet Protocol. The default wide area network, protocol
that provides communication across diverse interconnected networks.

< Back “ Next ][ Cancel
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Step 9: In the Incoming TCP/IP Properties dialog:

® Deselect Allow callers to access my local area network.

® In the TCP/IP address assignment section, select Specify TCP/
IP addresses.

Note: You must enter a valid range that is not within your local subnet
range.

® In the TCP/IP address assignment section, deselected Allow
calling computer to specify its own IP address.

Incoming TCP/IP Properties ilil

~ MNetwork access |

[~ Allows callers to access my local area network

|

r TCPAP address assignment
" Assign TCPAP addresses automalically using DHCP
{* Specify TCP/IP addiesses

From: I 1 .1 01 01
To: [ 1.1 1 s
Total: ‘254

[~ Allow calling computer to specify its own IP address

DOK I Cancel

Step 10:Click OK and then click the Next button on the Networking
Components dialog.

Step 11:Click the Finish button on the Completing the Network
Connection Wizard page.

Note: Windows will not allow you to change the incoming connection
object name.

The workstation is now configured to receive incoming calls from
selected users over its TCP/IP network.
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Receiving Calls on Windows Vista

This section describes how to set your workstation to receive incoming
calls from the controller and how to set up a controller to dial into a
Windows Vista workstation.

Note: If you are working with Windows 2003 Server, refer to Receiving
Calls on Windows 2003 Server.

Step 1:  On your Windows desktop, click Start and then click Control
Panel.

Step 2: Click the Network and Internet link. Then, click the
Network and Sharing Center link.

o = |
—
S5 e Metwork and Intenet » Network and Sharing Center v | 43 || Search P
@
Network and Sharing Center ‘
View full map
A X
KRB243-¥ SQABeston.com Internet
(This computer)
5‘ SQABosten.com (Domain network) Customize
Access Local and Internet
Connection Local Area Connection View status

. Sharing and Discovery

Network discavery ool v
File sharing © Off ¥
Public folder sharing o off v
Printer sharing © Off (no printers installed) v
Media shanng o Off 2,

Show me all the files and folders [ am sharing

Show me all the shared netwark folders on this computer

Step 3: Click the Manage network connections link.

Step 4: In the Network Communications window, press Alt + F to
open the file menu.

Step 5: Click New Incoming Connection.
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Step 6: At the User Account Control prompt, click the Continue
button.

Step 7: In the Who may connect to this computer? page of the
Allow connections to this computer dialog, click Add
someone.

- e |_c|':f.lﬂ

=) L¥  Allow connections to this computer

Who may connect to this computer?

Select the check box nest to a name to allow that person access to this computer and
network,

User accounts on this computer:

|04 Guest |

Add someone...

Next l Cancel ]

Step 8: In the New User dialog, enter ace in all fields and then click

OK.
'New User ﬁ
User name: acc
Full name: acc
Password: e
Confirm password: e
[ ok ][ cance | H

Note: The password field is case-sensitive. Do not enter acc in capital
letters.

Step 9: Click Next.

Andover Continuum Remote Communication Configuration Guide 45



Chapter 3: Configuring Windows to Receive Incoming Calls

Step 10:In the How will people connect? page of the Allow
connections to this computer dialog, select Through a
dial-up modem.

— b S =S

@ ¥ Allow connections to this computer

How will people connect?

| Through the Intemet

Another computer can connect to this one using a virtual private network (VPN)
connection.

] Through a dial-up modem

Step 11:Select the modem you want and then click Next.
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Step 12:In the Networking software allows this computer to
accept connections from other kinds of computers page,
select Internet Protocol Version 4 (TCP/IP4).

- - s - =

@ &Y Allow connections to this computer

Networking software allows this computer to accept connections from other
kinds of computers

Select the check box next to each type of networking software that should be enabled for
incoming connections,

Metworking software:

Internet Protocol Version 4 (TCP/IPvd)
1,2 File and Printer Sharing for Microsoft Networks
O™ Internet Protocol Version 6 (TCP/IPvE)
5 QoS Packet Scheduler

Install... Uninstall

Transmission Control Protocol/Internet Protocol. The default wide area network protocol
that provides communication across diverse interconnected networks.

Description:

Allow access I l Cancel J

Step 13:Click Properties.

Incoming IP Properties

Metwork access

[ Allow callers to access my local area network

IP address assignment
() Assign IP addresses automatically using DHCP
(@) Spedfy IP addresses
Erom: i .1 .1 .1
To: i .1 . 1 .25 I

Total: |E54

[ Allow calling computer to spedify its own IP address

Step 14:In the Incoming TCP/IP Properties dialog:

® Deselect Allow callers to access my local area network.
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® Inthe TCP/IP address assignment selection, select Specify
TCP/IP addresses.

Note: You must enter a valid range that is not within your local subnet
range.

® In the TCP/IP address assignment selection, deselect Allow
calling computer to specify its own IP address.

Step 15:Click OK, then click Allow access in the Networking
software allows this computer to accept connections
from other kinds of computers page of the Allow
connections to this computer dialog.

Step 16:Click Close.
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Receiving Calls on Windows 2003 Server

This section describes how to set your workstation to receive incoming
calls from the controller and how to set up a controller to dial into a
Windows 2003 Server workstation.

Step 1: Click the Start button in your task bar.

Step 2: Select Administrative Tools > Routing and Remote
Access. The Routing and Remote Access dialog appears.

f' Routing and Remote Access ‘Jﬂjﬂ
Eile Action View el

= |AE XER 2B

= Routing and Remote Access CONTSERVER (local)

% Server Status ﬁ
RN oo Configure the Routing and Remote

Access Server

To set up Routing and Remote Access, on the Action menu, click
Configure and Enable Routing and Remote Access.

For more information about setting up a Routing and Remote
Access, deployment scenarios, and troubleshooting, see Help.

Done
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Step 3: From the Action menu bar, select Configure and Enable
Routing and Remote Access. The Setup Wizard appears.

Routing and Remote Access Server Setup Wizard

welcome to the Routing and Remaote
Access Server Setup Wizard

Thiz wizard helps pou st up pour ssrver zathat you can
conhect to other networks and allow connections from
Iemate clients.

To cortinue, dick Mext

Cancel

Step 4: Click Next. The Configuration dialog appears.

Routing and Remote Access Seryer Setup Wizarnd

Configuration

“You can engble ary of the following combingtions of services, or pou can %
customize thiz server.

Allow remote clients to connect to this server thiough either a diabup connection o a
zecure Yitual Private Metwork [YPM] Inteinet connection.

£~ Network address ranslation [NAT)
Allow inteind cleris o cormect b the Internet uzing one publiz 1P address.

™~ Mirtual Privale Nahwerk [MPM) access and NAT

Allaws remote clisnls to connect b this zenver thiough the Irternet and lbeal clients ta
connect ko the Internet using a single public IP address.

(" Secure connecticn betwsen bwa prvate nebucrks

Cornect tis network to a remote nabwork, such as abranch office.

" Lustam configuration
Select anp combination of te featuies available in Routing and Remols Acceas:,

For more information about these optichs, see Routing and Remote Access Help,

< Back I Hest I Cancel
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Step 5: Select Remote Access (dial-up for VPN). Be sure to leave
all other checkboxes cleared, and click Next. The Remote
Access dialog appears.

Routing and Remote Access Server Setup Wizard

Fiemote Access -
“Y'ou can set up this server o eceive both dial-up and YPH connecions. A

I~ wPN

& WPN zewver [zl caled 2WPN gateway] can recere connections fram
remate clisnlz through the Internst.

A dizl-up remate access server can receive conhections direcily from
remete clisrts through dial-up redia, such a: 2 modem

< Back | Mext > I Cancel |

Step 6: Check the Dial-up checkbox, and click Next. The Network
Selection dialog appears.

Routing and Remote Access Seryer Setup Wizard

Metwork Selection
“You can azzign remobz clients to the network that you want them to use,

Remate clierts must ke assigned to one netwark fer addieszing, dialup access, ard
othe purpozses. Selec: the approprisie network connection from the list below,

Matwark Intefaces

| Desciption | IP Address

< Back I Hest» I Cancel
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Step 7: Select the appropriate interface, and click Next. The IP
Address Assignment dialog appears.

Routing and Remote Access Server Setup Wizard

IP Address Assignment i‘b

“Yau can szlect the method for aszigning IP addiesses ta remake clients |

Haowe da yau want IP addresze: to be azsigned to remate clisnt=?

© Automatically

I you use a DHCF server bo assign addresses, confirm hat it is conligured pioperly.
I you do not use a DHCP server. this sereer wil generates the addresses.

¥ Fram & spechied range of addessed

< Back I Hest» I Ceancel |

Step 8: Select from a specified range of addresses, and click Next. The
Address Range Assignment dialog appears.

Address Range Assignment .
“ou can soecify the addiess rances that this server wil Lse to assion addresses to g_,.J

remate clients.

Enter the address ranges [static pook] thal pou want b wse. This server wil 2ssign all of
the addiesszes in ths fist range befors conlinuing to the resl

Address renges:
From | To | Mumber

Hew... Edt.. Deete

< Back I Hesls Cancel
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Step 9: Click New. The New Address Range dialog appears.

2/

Type a starting |P address and either an ending IP address or the number of
addresses in the range.

Start IP address: | 100.100.100. 1
End IP address: I 100 .100. 100 . 254
Number of addresses: | 254

[ ok | cancel |

Step 10:Enter an appropriate Start IP address, End IP address,
and Number of Addresses, and click OK.

Step 11:Click Next. The Managing Multiple Remote Access
Servers dialog appears.

Managing Multiple Remote Access Servers —
Connection requests can be autheniicated localy or forwarded to a Remae ;t...J
Autheriication Diakn U ser Sevice [RADIUS) server for authentication. -

Athouch Routing end Remote Access can authenlicate connection requests, large
networks thal include mutipe remote access servers often uge a RADIUS server for
cential authentication.

Ifyou ae uzing a FADILS server on vour nehwerk, wou can et up this server ba fanaard
authenlication requesls to the RADIUS seiver.

Lo yau want to sat up this sarver to waik with a HALIL'S server’?

¥ o, us= Routing and Rermote Accecs b authenticate conreclion requests

L) Tes, et up i SErver to Work with 3 HADILS server

< Back I Hest» I Cancel |

Step 12:Select No, use Routing and Remote Access to
authenticate connection requests, and click Next.

Step 13:Click Finish.

Step 14:Click the Start button in your taskbar.
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Step 15:Select Administrative Tools.

Step 16:Select Remote Access. The Routing and Remote Access
dialog appears.

; Routing and Remote Access 110 allei

Elle  Action View Help
e | ORXED[ @5
[ R o o cess

% Server Status ﬁ
- o CoHIEERYER focl) Routing and Remote Access Is

Forts s .
% Remote Access Clients (0) Configured on This Server
=) 3 1P Routing This server has already been configured using the Routing and
% ﬁ General Remote Access Server Setup Wizard, To make changes to the
B 3t Row current configuration, select an itern in the console tree, and then
| % S Boes on the Action menu, click Properties,
i DHCP Relay Agent ;
L= For more information about setting up a Routing and Remote
B IGMP g up 9

Access, deployment scenarios, and troubleshooting, see Routing

7 remote Access Policies and Rernote Access Help,

[#-{_] Remote Access Logging

Step 17:In the tree, right click on the local server and select
Properties. The server Properties dialog appears.

CONTSERVER (local) Properties 2=

Generd | Seriy [P | PP | Logaing|

%5 Flouting and Remobs Access

= | oral aea neti (e rouing onls
7 LaN and demerc-dil routing

¥ Remite acces: server

ok I Cancel LRl
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Step 18:0n the General tab, check the Remote access server
checkbox, and then select the Security tab.

1
Genera Securiy [P | PPP | Logging]

The autharbizalion prosider validatas cradertials for iemcte access clerts
and demand dal routsiz.

Autberrication provider:

TedrLrees Sl e lisalin E Confiare. . |
Authertication Methods. . |

The accounling piavder maintainzs a log of comnzclion ecuesis and
ECETTES

Accounting provids:

Windows Accounting j Lonficure... |

The custom IPSec policy spechizs a pre-shaed key bor L2T P cornections.
The Rovting 2nd Remnle Access ervice should be staited to zet this
oplian.

I Allow custom IPSec palicp for LETP connectizn

[l iyl e

R |

Step 19:0n the Security tab, click Authentication Methods. The
Authentication Methods dialog appears.

20

The server authenticates remote systems by using the selected methods in
the arder shown below.

™ Microsoft encrypted authentication version 2 [MS-CHAP v2)
™ Microsaft encrypted authentication [MS-CHAP)
™ Encrypted authentication [CHAP)
I Shiva Password Authentication Protocal [SPAP)
¥ Upencrypted password (PAP)
— Unauthenticated acces:
[ Alow remote systems to connect without authentication

oK I Cancel
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Step 20:Check the Unencrypted authentication (PAP) checkbox,
and click OK.

CONTSERVER (local) Properties 2x|

Gcncrdl Secuily P IPPP ILogging]

()
¥ Al IP-based remate access and demand dial comestions

IP addiesz sezigament
This seiver can assion |P addessas by Lsing.
 Dynzmic Host Cowfigurstion Pratacol (IHCF)
i+ Stalic addiess pool

Freen Ta | Hurb=e | IPAddre...| Mok
1001 00, 100100, . 254 00100 255.E55..
hdd.. | Edt. | e |

' Enable broadcast name resaluice

Uz the tallorang adapter bo obtain DICT. DM, ard WING addroszes for
disbup clients.

Adaptz: [Lacal Area Connecticn =]

06 | Cweel | o |

Step 21:Select the IP tab of the Properties dialog and check the
Enable IP routing checkbox.

Step 22:Check the Allow IP-based remote access and demand-
dial connections checkbox.

Step 23:Select Static address pool.

Step 24:Check the Enable broadcast name resolution checkbox.
Select the PPP tab.

CONTSERYER (local) Properties =

General| Seuriy | P PPP | Logging |

This server can uze the folowing Point-tonint Protocol (PPP] aptiors
Remote access polisizs determine which settings are used For an individual
cnhrerhoe

¥ | [Dypam bandwidth sartin] usg Sap ar BATE

¥ Lirk contiol protacal [LSP) exlensions

[V Ecftware comprezaion

218 I LCancs| Arol
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Step 25:0n the PPP tab, check the Multilink connection checkbox,
and click OK. The Routing and Remote Access dialog
appears again.

Step 26:In the tree, right click Remote Access Policies.
=101 |

File Action View Help

@« |[GE BB @ E

&1 Routing and Remote Access Remote Access Policies

Js’ Server Status

£1- {3y CONTSERVER (local) Nome - Order |
H Ports = Connections to Microsoft Routing and Remote ... 1
E Remote Access Clients (0) ESComect\ons to other access servers 2

# E IP Routing

# (] Remote Access Lo Mew Remote Access Policy

iew

Refresh
Export List..,

Help

4 i3

iNew Remaote Access Policy

Step 27:Select New > Remote Access Policy. The New Remote
Access Policy Wizard dialog appears.

New Remote Access Policy Wizard x|

- Welcome to the New Remote
Access Policy Wizard

This wizard helps you set up aremate access policy,
which iz a et of conditions that detemine which
conneclion requests are granted access by thiz server.

To contnue, click Mext.

< Eact Cancel
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Step 28:Click Next. The Policy Configuration Method dialog
appears.

New Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typicd polcy, or you can create a custom policy.

How do you want to set up this policy?

@ |Jze the wizaid to set up a typical policy for & common scenaria

" Set up acustom palicy

Type a name that describes this policy.

Bolicy name: ContinuumDialinConnnection

Example: Authenticate al WP connections.

¢ Back | Mekt I Lancel |

Step 29:Select Use the wizard to set up a typical policy for a
common scenario.

Step 30:Enter a name in the Policy Name field and click Next. The
Access Method dialog appears.

New Remote Access Policy Wizard

Access Method
Palicy corditions are bazed onthe method used to gain access to the network,

Select the method of access for which pou want b create a policy.

falY:Y

Uze for all PN connections. To create a policy for a specific VPN type, go back to the
pravious page, and select Setup a custom policy.

Uze for dial-up connection: that uss a fradiional phone line or an Iregrated Services
Digital Mehwork [1SDM] line:

 wireless
Uze for wieless LAM connections only.

" Ethemet
Uze for Etherret connections, such az comnections tha: use a switch.

< Back | Met > I Cancel
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Step 31:Select Dial-up, and click Next. The User or Group Access
dialog appears.

New Remote Access Policy Wizard

User or Group Access

You can grant accass to individual users, of you can grant access to selected
groups.

Grark access based on the follovang:
)

acoass permizsions are specified in the uzer accaunt.
" Group
Individual uzer permizzion: avernids group permissons.

[Fraup rmanme;:

g
Femove |

< Back | Mest » I Cancel |

Step 32:Select User, and click Next. The Authentication Methods
dialog appears.

New Remote Access Policy Wizard

Authentication Methods r‘ﬂ)
*Y'ou can select the authentication protocols you want thiz policy to support, h’

The following protocols are supported by servers running Microzoft Routing and Remote

Access. |f vou uge a different remate access server, make sure the protocols you select
are supported by that software.

[™ Estensible Authentication Protocal [EAP)

Tvpe [bazed on method of access and network, configuration]:
|MDS-Challenge

j Canfigure... |

[V Microsoft Encrypted Authentication version 2 [ MS-CHAP2 |
Select this option if your uzers supply a pazsword for authentication.

v Microsoft Encrypted Authentication [ M5S-CHAP §

MS-CHAP iz less secure than MS-CHAPYZ, Select thiz option only if your network runs
operating systems that do not support MS-CHAPYZ.

< Back I Mest » I Cancel |

Step 33:Check the Microsoft Encrypted Authentication version 2
(MS-CHAPv2) checkbox. If your network runs operating
systems that do not support MS-CHAPvZ2, check the
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Microsoft Encrypted Authentication (MS-CHAP)
checkbox.

Step 34:Click Next. The Policy Encryption Level dialog appears.

New Remote Access Policy Wizard |
Policy Encryption Level r‘?’

“Y'ou can select the levels of encryption that this profile supports.

The following encryption levels are supported by servers running Microzoft Routing and
Femote Access. If you uze a different remote access server, make sure the encryption levels
you zelected are supported by that software.

™ Basic encryption [MPPE 40-bit)
™ Strong encryption [MPPE 56-bit]
[~ Strongest encryption (MPPE 128-bit)

< Back I Mest » I Cancel |

Step 35:Check the No encryption checkbox, and click Next.

Step 36:Click Finish.
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Step 37:In the Routing and Remote Access dialog, right click on
your remote access policy, and select Properties.
=101 %]

= Routing and Remaote Acress

Elle  &ction  ¥ew Helo
= MW X ER|2m + +

Remote Access Policies

—_l_-'_,'., Routing and Remice Access

Server Stats
- COMTSERYER (local)

W L

B perts :
I nemere Access Clierts i0) |2 Cornectionsto Ty B
E 1P Routing é—SCurncd:inns ko
"~ Remoce Arcess Polces Deleh=
Rename

+-_] Remote Access Logoing
Help |

4 121
|

|ODers the propesbies dialog box for the currerk selection,

The DialinConnection Properties dialog appears.
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Step 38:Click Edit Profile.

ContinuumDialinConnnection Properties 2 x|

Settings |

Specify the conditions that connection requests must match,

Palicy conditions:

J0R IS0 S

K1 | |

agd. | Edt. | Bemove |

If connection requests match the conditions specified in this policy, the
associated profile will be applied to the connection.

Edit Profile... |

Unless individual access permissions are specified in the user profile, this
policy controlz access ta the network.

If & connection request matches the specified conditions:
" Deny remote access permission

Cancel | Apply

The Edit Dial-in Profile dialog appears.

Step 39:0n the Authentication tab, check the Unencrypted
authentication (PAP, SPAP) checkbox.

Ed in Profile 2=l
Dizl-in Constraints | IP | Multlink |
Authentication | Erciyption | Advanced

Select the authentication methads you want to allaw for this connection.

EAP Methods

I~ Microsoft Encrypted Authertication version 2 [MS-CHAP +2)
¥ | User can change password after it has expied

™ Microsoft Encrypted Autherttication (MS-CHAR)
¥ | User can change password after it has expied

™ Encrypted authentication [CHAP)

¥ Unenciypted authentication [PAP, SPAPE

Unauthenticated acce:

r Allow clients to connect without negotiating an authentication
method.

0.8 Cancel Apply
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Step 40:0n the Encryption tab, check the No encryption checkbox,

and click Apply.
Edit Dial-in Profile 2=l
Diakin Canstraints | IF | Multink |
Authentication Encryption | Advanced

The fallowing encryption levels are supported by servers running Microzoft
Fouting and Remote Access. | you uge a different remote access server,
make sure the encryption levels you select are supported by that software.

If Mo encryption iz the only option selected, then users cannat connect by
uzing data encryption.

Easic enciyption [MPPE 4D-bit§

=

" Strong encryption [MPPE 56 bit]
™ Strongest encryption (MPPE 128 bit)

VMo encyption

QK I Cancel Apply

Step 41:Click OK.
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Windows Remote Communication User Configuration

64 Schneider Electric

Prior to a controller’s dialing into a workstation, a new Windows user
must be created on the local workstation. Perform the following steps to
create a new Windows user.

Note: If you are using Windows 2003 Server, refer to Windows 2003
Server Remote Communication User Configuration.

Note: If your configuration uses a direct serial cable connection (no
modem), this section is not required.

Step 1: From the Windows desktop, click the Start button, then
Control Panel.

Step 2: Double click on Administrative Tools, then Computer
Management and Local Users and Groups.

.':1 Computer Management = ||:||1|
e | Name

g Computer Management {Local) [(users

=] ﬁ System Tools _JGroups

Bl Event Viewer
‘G System Information
ﬁ Petformance Logs and Alerts
| =) Shared Folders
= Device Manager
g Local Users and Groups
] Users
: (1 Groups
[+-Sg Storage
[+ (4% Services and Applications

-

[

| | ]
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Step 3: Highlight Users, click Action and select New User from the

dropdown menu.

il
| acton wow || & = | B[R B |2 |
7 i MName Full Mame
E Refresh lent (Local) ﬁ Adrministrator
- ExportList,., £Guest
| r
ey rmation
ﬁ Performance Logs and Alerts
1 g Shared Folders
=) Device Manager
=¥ Local Users and Groups
L B JLisers
L (1 Groups
e % Storage
B Services and Applications
P 3
(Creates a new Local User accour| [

Step 4: In the New User dialog, type in acc in the User name, Full
name, and Password fields.

|GCC

21

User name:

Full name: |GCC

Description: |

Password: I’“
Im

I™ User must change password at next loaon

LConfim password:

I~ User cannot change password
¥ Password never expires
[ Account is disabled

| Create I

Clase I

Note: The password field is case sensitive, do not type acc in capital
letters.
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Step 5: Deselect the User must change password at next logon
checkbox and check the Password never expires checkbox.

Step 6: Click Create and then Close to create the new user and close
the dialog.

Step 7: Highlight and right click the new user acc and from the popup
menu select Properties.

(=) Computer Management

g File Action Yiew ‘Window Help

e B XEB @

I@ Computer Management (Local) Marme Full Marne
= m System Tools : T I
[ m Event Viewer gndminis Set Password, .,
B Shared Folders lg.ﬂtSPNET Al Tasks » Ne Account
=) Local Users and Groups gdavean
{3 Users QGuest Delete
3 Graups
a 5 Helpassz Rename p Help Assi
I+ Performance Logs and Alerts 5 ]-
=) Device Manager SUPPOF arporation
= @ Skorage
i Hel
I+ Removable Storage £
Disk. Defragmenter
2 Disk Management
+ @ Services and Applications

a5 EAPET ! A

Opens property sheet For the current selection,

Step 8: Select the Member Of tab.

Step 9: Click the Add button.
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Step 10:The Select Groups dialog appears. Click Advanced.

Select Groups

Select this object type:

|GT0UDS | [ Object Types... ]
From this location:

[wsusng352 | [ Locations... ]
Enter the object names to select [examples):

| Check Mames

Ok

Cancel

Step 11:The Select Groups dialog reappears with the advanced
search options available. Click Find Now.

Select Groups

| [ Object Types... ]

From this location:

WSLIS09352

|[ Locations... ]

Cormnmon Gueries |

Disabled accounts

Mon expiring password

| | Calurnns...

Stop

X

oK

Cancel

MName [ROM] In Falder
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Step 12:In the Select Groups dialog, the search results appear.
Highlight Administrators. Click OK.

Mame [ROM] In Folder

#5 Adrinistratars 1
€7 Backup Oper.. WSUIS09352
€7 Debugger Us..  WwSUI509352
€7 Guests WSLIS09352
ﬂEHeIpSEWice&.. WSL509352
ﬁ Metwork Confi.. WwWSLS509352
ﬁ Offer Remate ... WS5U509352
€7 Power Users  WSLIS09352
€7 Femote Desk... WSUIS09352
€7 Replicator WwSLI509352
€7 Users W3US09362

Step 13:The initial Select Groups dialog appears. The object name
displays in the Enter the object names...field. To apply the
selections, click OK.

Select Groups

Select thiz object type:
|G'0UDS | [ Object Types... ]

Fram this lacation:
WSLUS09362 || Locations... |

Enter the object names to zelect [examples):

WWSL S 093524 A dministrators Check Names

o) (o)

Step 14:To exit, click OK.
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Windows 2003 Server Remote Communication User
Configuration

Prior to a controller’s dialing into a workstation, a new Windows user
must be created on the local workstation.

further information.

Note: Refer Windows Remote Communication User Configuration for

Step 1:

dialog appears.

Click the Start button in your task bar.

E Computer Management g ‘_lnj 5'

ﬂ File Action Yiew Window Help

Perform the following steps to create a new Windows 2003 Server user.

Step 2: Select Administrative Tools. The Computer Management

JRETE

« = BAE R 2 E

(1 Group
Performar

it g Device Mz

B % Storage

. & &) Removabl

E 3 Disk Defre

| Disk Mana

w1 Bp Services and

g shared Folders
HE =

Local Users and Groups

S

g Computer Management (Lacal) Name | Full Name [ Description
= ﬁg System Tools 3 Administrator Bullt-in account for administering tF
i B ﬁ] Event Viewer Ec\ussr Built-in account for guest access to

®j5qiDebugger  SOLDebugger
,ESUPPORT_S& + CN=Microsoft Corporation,..

New) LUiser

view

Mew Window from Here

Refresh

telp

|

|

This user account is used by the Vi
This is a vendor's account For the

|Creates a new Local Us

er account,

Step 4: Right click Users.

Step 3: In the tree, expand Local Users and Groups.

Step 5: Select New User. The New User dialog appears.
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Step 6: Check the Password never expires checkbox, and click

Create.
Pewuser 2| x|
User name: IBCC
Full name: Iacc
Description: IECC
Password: I eee

LConfirm password: ['"

I™ User must change password at nestlogon
™ User cannot change password

v P
I Account is disabled

| Create I Close I

Step 7: In the Computer Management dialog, right click on the
newly created user, and select Properties.

5 compueer ansaemene = ioix|

=) Bl Acton view Widow e |7- & x|
eo m@EXER8®
E Computer Management {Local) Name: Full Name Description
B i, System Tools 7
& "EITI Event Viewer Fiakin 25 Password, Built-in account For administering t
B Shared Folders Hicuest Al Tasks » Built-in account for guest access to
= Local Users and Groups ﬂSQLDE T This user account is used by the Y
ol s Baprc Corporation... This s a vendor's account for the
1 Groups Rename
2] E Performance Logs and Alert:
2 Device Manager
El &i Storage Help
#-{&§ Removable Storage
I Disk Defragmenter
i Disk Management
&) 5} Services and Applications
J | 24l |
|Opens the properties dislog box For the current selection. I |

The Properties dialog appears.
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Step 8: On the Dial-in tab, select Allow access and No Callback.

20
General | MemberOf | Profle | Envionment | Sessions
Rematecontiol | Teminal Services Profile Diatin

-~ Remote Access Pemission [Diakinor VPN)
o ess

" Deny access
" Control access thiough Remote Access Policy

I erify Caller-ID: I

r~ Callback Options
# No Callback
" Set by Caller (Routing and Femote Access Service only)

" Always Callback to: i
[~ Assign a Static |P Address I—

1 Apply Static Rotes

Define routes to enable for this Diakin Static Beutes |
connection. —~

[ ok ] cancel | aeew |

Step 9: Click Apply, and then OK.
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Chapter 4

Configuring and Connecting
to Remote Controllers

Configuring the Remote Controller

Before establishing a dialup connection to the remote site from the
NetworkDialup object, the CX Controller needs to be configured with
the correct IP and PPP information. Depending on the model of the
controller this is done using a command terminal RS-232/ASCII
interface or through an HTML page served over the Ethernet interface.
It is beyond the scope of this manual to explain the use of the
configuration utility for each controller.CX9201, CX94xx, and CX99xx
controllers are configured using the command terminal interface. All
other controllers use HTML embedded web configuration pages.

The following information outlines what needs to be configured for
remote communications to operate correctly. Refer to the appropriate
document to learn the details of configuring the controller.

Step 1: Set the appropriate COMM port’s default baud rate. For best
performance, select the highest supported baud rate.

Note: For CX series controllers, set the default baud to 19200.
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Note: For the bCX1 series (9640 controller), set the default baud to
38400.

Step 2: Set the IP address, Subnet Mask, Default Router, and PPP IP
address.

For the CX9201, CX94xx, and CX99xx:

® If the controller does have a Network Interface Card (NIC) or built-
in NIC, then you must specify the PPP address. You may optionally
specify an IP address and Subnet mask for the controllers NIC. If
there is a workstation that has this controller listed in its database,
the PPP address must match that specified in the controller;
however, the IP address and subnet mask may be set to all zeros, if
this controller is not a Remote Gateway, or set to match the settings
in the controller.

® [fthe controller does not have a NIC, then you must specify the
PPP address. You may optionally specify the IP address, Subnet
Mask for the controller or (preferably) you may specify all zeros for
the IP address and Subnet Mask. If you are planning on adding a
NIC to this controller at some point in the future and you want to
reserve its IP address now, then you may specify its IP address on
the controller itself, but the workstation must show an IP address
of all zeros for this controller.

For the CX9640, CX9702, bCX1 Series:

The IP address defaults to 169.254.1.1 and the PPP address defaults to
125.1.1.1

Note: In Windows, you only have to enter the PPP address in the
CyberStation in order for the controller to send the alarm into
the workstation.

Step 3: If you are configuring a controller using a dumb terminal
interface (CX9201, CX94xx, CX99xx) log out of the
configuration setup screen. If you are configuring a controller
using a web interface, save the changes and restart the
controller.
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Step 4: After logging off the controller, you must physically press the
controller’s Clear Memory Reset button for the IP
information to be written to the controller properly.

Step 5: Once the controller has been reset, allow 1 to 2 minutes for the
controller to go through its startup routine. After the startup
routine is finished, verify that the IP configuration
information was accepted and is configured correctly.

Changing the ACC Password

For enhanced security, you can change the ACC password. Changing
the acc user’s password in the controller does not affect the remote
communications operation. This simply protects from configuration
logins by unauthorized users.

Testing and Verifying Communication

Once the CX is configured, test the modems and phone lines by using
HyperTerminal from the Windows Workstation to dial into the
controller. Be sure you use the modem that the network dialup will use
on the workstation. This step is simply to verify that the hardware and
phone lines are working properly before moving on.
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Connecting to the Controller Using Network Dialup

Follow the steps below to connect a controller using network dialup.
From the Continuum Explorer:

Step 1: Open the Network Dialup object editor for the NetworkDialup
object that was created for this remote site.

Step 2: On the General tab, click the Dial button. You may see a
small amount of delay before the modem on the workstation
actually begins to dial. Once the modem begins dialing, the
Dial button changes to a Hang Up button.

;. NetworkDialup - RemoteDialup at JGB206WS =101 x|

General l Dialw] Security LB\'&lI

Description: |

Network Name: Remote Site

— Use This Phonebook File
File Type: [System Phonebook = |
File Mame: I _I
— Uze Thiz Phonebook Entry
Enlry Name: |978 4700555 = |
e Edlt | Delete I
[+ Dial Into Cx

[ ok ] cameel | ceov | Befesh | He |

Step 3: Click OK to close this window.
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Monitoring the Connection with Dialup Networking
Monitor

The Windows Dialup Monitor appears in the system tray as an icon
next to the system clock.

@ 101
Speed: 19,2 Kbps -.

b @ s JISB 1151 aM

For troubleshooting and testing, it is a good idea to display the dialup
monitor on the system tray to give you a visual display of carrier detect,
transmit, and receive.

To view the connection details, double click on the icon. A status dialog,
similar to the one below, appears.

21
General IDg[ai!gI
— Connection
Status: Connected
Duration: 00:03:55
Speed: I3 E Kbps
— Activity
Sent —— @ ~— Received
S
Bytes: 7683 290
Compression: 0% 0%
Enqx 1] 1]
[“Bropetties 1|  Disconnect |
PREALTRE
Close |
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Verifying Communication to the Controller

Once a valid connection has been made using the network dialup
object, verify proper connection to the controller.

Step 1: Attempt to pin the controller’s PPP address from the
workstation with the dialup connection.

For controllers with only one Comm User port:
The Local IP Address will always be the address that was set up and
the Remote PPP Client IP Address will be the local IP address plus 1.

For controllers with four Comm ports:

A unique PPP IP address is assigned to each comm port during system
startup.For example, when a CyberStation dials into COMM 3, the
controller automatically assigns the remote PPP client (in this case, the
workstation9 an IP address using COMM 3’s local IP address plus 1. If
the PPP base IP address for a controller is 20.20.20.1, the IP addresses
assigned to each comm port and its remote PPP client would be as
follows:

Table 4 Example Comm Port Assignments

Comm Port Sample IP Address
COMM1 Local IP Address 20.20.20.1
COMM1 Remote PPP Client IP | 20.20.20.2
Address

COMMZ2 Local IP Address 20.20.20.3
COMM?2 Remote PPP Client IP | 20.20.20.4
Address

COMMS Local IP Address 20.20.20.5
COMM 3 Remote PPP Client IP | 20.20.20.6
Address

COMMA4 Local IP Address 20.20.20.7

COMM4 Remote PPP Client IP | 20.20.20.8
Address
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In this case, when the workstation dials into the controller with a
modem on COMMS3, the workstation’s PPP interface gets the PPP IP
address of 20.20.20.6. The controller’s PPP IP address will be
20.20.20.5.

Now, ping 20.20.20.5 from the workstation, you will see that the TD/RD
lights will flash and the pinging of the IP address will return a
response.

Step 2: Edit the remote controller. Notice that the Carrier Detect
light in the monitor is green and the transmit and receive
lights are flashing.

Step 3: Verify the controller is online.

Step 4: Perform a “teach” on the controller while connected.

Note: It is also important that you edit the appropriate Comm Port on
the controller and verify that the baud rate is set to 19200. By
default, the database stores a value of 9600. If the default baud
1s not edited, the database will not be updated with the correct
value that the controller has stored. Any future reloads of the
controller would fail since there would be a discrepancy in the
database and the controller for the Comm Port’s baud rate.

You may now add points, programs, IO modules, and doors to the
controller. Refer to CyberStation Online Help for further information.

Andover Continuum Remote Communication Configuration Guide 79



Chapter 4: Configuring and Connecting to Remote Controllers

Configuring a Remote Site with Multiple Controllers

80 Schneider Electric

Continuum Remote Communications supports dialup connections to a
remote site of one or more CX series controllers. If the remote site
consists of its own network of controllers, each with a Network
Interface Card (NIC), the controller with the modem will serve as the
gateway (or default router) for the other controllers on the remote
network. For details on configuring the controller with the modem,
refer to Creating the Remote Controller.

After establishing remote communications with the controller that has
the modem, add any additional controllers on the remote network
under the same Network Object, as follows:

Step 1: Create the additional controller(s) under the same network as
the controller that has the modem.

Step 2: Set the IP Address in the same subnet with a unique host ID.
Step 3: Set the subnet mask.
Step 4: Leave the PPP IP address as 0.0.0.0

Step 5: Set the default Gateway to the IP address of the remote
controller with the modem.

Step 6: Connect to the remote site.
Step 7: Edit the remote gateway controller and perform a Teach.

Step 8: Edit the other controller(s) on the remote subnet and verify
that they are online.
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The additional controllers will be in the same subnet as the controller
with the modem and do not require a PPP IP address. The additional
controllers use the gateway controller’s IP address as their default
router. The following table provides an example:

Table 5 Gateway and Additional Controllers

Controller IP PPP Subnet Mask Default
Router

Infinityl (modem 172.16.100.1 | 20.20.20.1 255.255.255.0 | 0.0.0.0

attached, serves as

gateway controller)

Infinity2 (no modem, 172.16.100.2 | 0.0.0.0 255.255.255.0 | 172.16.100.1

default router is

gateway controller)

Infinity3 (no modem, 172.16.100.3 | 0.0.0.0 255.255.255.0 |172.16.100.1

default router is

gateway controller)
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Appendix A

Using the Plain English
Update Command

Overview

This section provides you with examples of different Plain English
programs that can be created to utilize the Update command. The
purpose of the Update command is to have the controller dial the phone
number of a workstation and then send its alarms and events to the
workstation.

Note: For a bCX1 9640 controller, updates can be configured using the
controller’s internal web pages. See the bCX1 Series Controller
Technical Reference, 30-3001-890, and the controller’s online
help.

The format of the Update command is as follows:

Update (user, phone_number, comport, timeout)

Replace user with the name and password of the user assigned to the
workstation.

Replace phone_number with the phone number of the workstation.
Replace comport with the controller’s dial up comport number.
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Replace timeout with the number of seconds before a PPP session is
initiated with the workstation.
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Sample Programs

Using the Update command will force the controller to dialout to the
workstation and Send its alarms and events to the workstation. The
connection is dropped when all alarms and events have been
successfully sent up to the controller.

'Simple FallThru Program to Update Alarms and Events'
'Triggered by the Controllers NewAlarmCount system variable'

Initialize:
'Send the modem init string to the modem (assuming Andover
'Continuum internal modem)

InitModem (comm3)

Delay:
If ts <30 then goto Delay

SendUpdates:
'The first argument to the update command is the name and
'password of the user added previously to the workstation
'and granted dialin permission. The user name and password
'is embedded in double guotes and separated by a colon.
'The second argument is the phone number to the
'workstation, the third argument is the commport to dialout
'of, and the fourth argument is the number of seconds to
'wait before establishing a ppp session with the
'workstation.

Update ("acc:acc", "511", comm3, 4)

'Alternatively, you can pass a phone number string pre-—
'fixed with AT commandments

'The phone number string "ATD,T,,511" will issue the ATD
'command to the modem followed by a pause, then T and
'then two more pauses.

'This feature is useful for 3rd part modems or Cellular
'Modems that reguire something other than "ATDT" to command
'dialing.

' Update ("acc:acc", ATD,T,,311", comm3, 4)

'The controller will call the workstation. When the
'workstation sees that an update is needed, it will call

'the controller back to "pull" the updates.

EndProg:
Stop
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Update Alarms Only Based on Alarm Count

Using the same base program noted previously, the NewAlarmCount
variable could trigger the update program.

'Simple FallThru Program to Update Alarms'

'Triggered by the Controllers alarms system variable!

CheckAlarms:
If NewRlarmCount > 0 then
Goto Initialize
Else
Goto EndProg
Endif

Initialize:
InitModem (comm3)

Delay:
If ts <30 then goto Delay

SendUpdates:
Update ("acc:acc™, "311", comm3, 4)

EndProg:
Stop

Note: Simply using the Alarms keyword shows that there are active
alarms in the system.

86 Schneider Electric



Appendix A: Using the Plain English Update Command

Update Events Only Based on AccessLog

Using a looping program, the update program can be used to update
events when the AccessLog has reached a certain number of entries.

'Simple Looping Program to Update Alarms'

'Monitors the Accesslog System variable sends updates to the
'Workstation when the EventLogSize is 10 percent full.

CheckLogSize:

If (RccessLog > 10%) then
Goto Initialize
Else Goto
CheckLogSize
Endif

Initialize:
InitModem (comm3)
Goto Delay

Delay:

If ts >30 then goto SendUpdates
SendUpdates:

Update ("accracc™, "511", comm3, 4)
EndProg:

Goto CheckLogSize
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Update Alarms and Events at an Interval

Using a FallThru program, force the controller to send its updates after
a given time interval.

'Program Triggered by minute system variable to update alarms and
'events every 15 minutes.

Numeric FailedAttempt, UpdateStatus

Initialize:
FailedAttempt=0

If (Minute Mod 15) = 0 then
Goto SendUpdates

Else
Goto EndProg
Endif

SendUpdates:
UpdateStatus = Update ("accracc™, "12345¢7", comm3, 4)

CheckUpdate:
If UpdateStatus = Success then Goto EndProg
Failed Attempt = FailedAttempt + 1

AltUpdate:
UpdateStatus = Update ("acc:acc", "2345678", comm3, 4)

CheckAltUpdate:
If UpdateStatus = Success then Goto EndProg
FailedAttempt = FailedAttempt + 1
If FailedAttempt < 4 then Goto SendUpdates

EndProg:
Stop
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Update Alarms and/or Events upon LAN Failure

Requirements

Operation

The Update command may be used on regular LAN based controllers to
ensure the delivery of Alarms and/or Access Events in the case of a
Network failure. Alarms and/or Access Events can be delivered to a
Workstation using PPP by writing an appropriate Plain English
program that utilizes the “Update” keyword.

Note: For a bCX1 9640 controller, updates can be configured using the

controller’s internal web pages. See the bCX1 Series Controller
Technical Reference, 30-3001-890, or the controller’s online help
for further information.

The controller requirements are as follows:

Controller must be version 1.53 or higher (1.2 or higher for the
CX9702).

Controller must have the Redundant RAS option enabled.
Controller must be configured as a LAN Controller.

Controller must have an External modem or an Andover
Continuum internal modem. Refer to Using External Modems for
further information.

Controller must not be configured as a Remote Site Controller.

Workstation must have a modem attached and be configured to
accept incoming connections. Refer to Configuring Windows to
Receive Incoming Calls for further information.

With normal LAN Communications, alarms and events are
automatically delivered to the Workstation(s). When a LAN segment
fails and the controller is unable to communicate normally with a
workstation, alarms and events are buffered at the controller.

During this period when the LAN is down, there are a variety of
methods available to the Plain English programmer to determine when
normal delivery of alarms and events has failed.
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Monitoring controller system variables, such as NewAlarmCount,
AccessLog, and Workstation CommStatus, are acceptable indicators.
Once it has been determined that alarms and events are being buffered
at the controller due to a network outage, it is incumbent upon the
programmer to determine the scheme of when to issue the “Update”
command to deliver alarm and/or event information to the workstation.

This scheme could be based on the number of Events in the AccessLog,
the NewAlarmCount and Alarm system variables, the amount of time
passed since the Worksation CommStatus has changed from Online to
Offline, or various combinations of all of these factors.
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Example Plain English Program

'This program wiill attempt to use the Update command tc deliver alarms
'and events to the Cyberstation of a PPP connection if it is determined
'that the Cyberstation named "Cyberstation251™ is offline

Numeric UpdateStatus

CheckCybersStatus:
'Check the CommStatus of the Cyberstation

If CyberStation251 CommStatus = Offline then

Goto CheckRlarms

Else
Goto CheckCyberStatus

Endif

CheckAlarms:

'Check the NewAlarmCount Sytem Variabkle
If NewZlarmCount > 0 then

Goto AlmOverPPE

Else
Goto CheckCyberStatus

Endif

AlmOverPPP:
UpdateStatus = Update("acc:acc", 102, comm3, 3)

CheckStatus:
If (UpdateStatus=Success) then

Goto CheckCyberStatus

Else
Goto AlmOverPPE

Endif
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Appendix B

Using External Modems

Comm Port and Modem Connections

If you are going to use an external modem, connected to a comm port of
a controller, you need to build a cable to go from the controller’s comm
port to the modem’s connector. The following is a table of the required
pin connections.

Table 6 Comm Port and Modem Connections

. 25 Pin Serial 9 Pin Serial
Controller Pin . .
Numb Connector Pin Connector Pin
umbers Numbers Numbers
8 3TD 2TD
7 6 DSR 6 DSR
6 2RD 3 RD
5 7 RTN (ground) 5 RTN (ground)
4 4 RTS 7RTS
3 8 DCD 1 DCD
2 5 CTS 8 CTS
1 20 DTR 4 DTR

Andover Continuum Remote Communication Configuration Guide




Appendix B: Using External Modems

Note: The cable that ships with the controller is a direct connect cable

(null modem) for connecting two like Date Terminal Equipment
devices (DTE to DTE). To connect an external modem (Data

Communications Equipment) to a commport (DCE to DCE) you
must build an appropriate cable.

The following illustration indicates the pin numbers as they are viewed
from the outside of the connector on the controller.

25-Pin

NetController
COMM 1 &3
RS-232 Connectors

L

RS-232 Connector
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DTR

8
DoD
—Fts
Signal RTN
RD
8 DSR
3 D

9-Pin
RS-232 Connector

NetController
COMM 1 &3
RS-232 Connectors

]

DTR

1 CTS

Signal ATN

RO
DSR

ro | o

D
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Program for US Robotic External Modem

If your remote controller is to dial in to a CyberStation using a US
Robotic Courier V.Everything external modem, then you must load a
Plain English program onto that remote controller to initiate

communication with CyberStation. The following looping program is an
example:

Open Port:
Open (Comm3)

SendInitStringl:

Print "AT&F" to Comm3
WaitCompletionl

If TS »>= 5 then

Goto SendInitString2
Else

Goto WaitCompletionl
Endif
SendInitString2
Print "ATE" to Comm3
WaitCompletion:
If T& »>=5 then
Goto SendInitString3
Else
Goto WaltCompletionZ
Endif
SendInitString3:
'"For 1%200 Baud use the following modem init string:
Print "ATVs&C1&D2&N10s5150=1&W" to Comm3
'"For 9600 Baud use the following modem init string:
' Print "ATVaC1ls&D2&N6&S1S0=1&W" to Comm3
WaitCompletion3:
If TS > 10 then
Goto ClosePort
Else
Goto WaitCompletion3
Endif
ClosePort:

Close (Comm3)
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Appendix C

Troubleshooting

This appendix provides troubleshooting information for remote access
issues. The topics are arranged in a frequently asked questions format.

Why can’t | connect to my remote site?

Make sure that the baud rate setting of the comm port you are using
matches that of the remote site. Check the Workstation’s modem
properties page, port setting, and the controller’s comm setting. The
optimal setting 1s 19200 bps. Also make sure that your controller’s
DefaultBaud attribute is set to 19200 (example: set COMMS3
DefaultBaud = Baud19200).

Check the Phonebook Entry in the NetworkDialup object of Continuum
and make sure that the number you are dialing is correct.

® Ensure that you do not have “Proxy Server” enabled on your PC.
This may cause contention issues.

® Ensure that the modem installed at the controller has been
initialized. After the controller has been configured, go to the
command prompt and issue: Initmodem(comm3)

® Confirm that dialup to the controller can be established from
Windows Dialup Networking.
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Why don’t | get alarms or events while | have an active connection between the
CyberStation and the remote site?

Check the Continuous Polling attribute in the Networkdialup object
editor in Continuum; it should be 1, 3, or 5 in order to receive alarms
and/or events while a connection is active. When the continuous polling
interval 1s set to 0, CyberStation will receive alarms only upon dialup,
not during contiguous connection.

Why am | not receiving alarms or events from my remote site(s) using the
“Update” keyword?

® Verify that you created a Windows User and granted that user dial-
in privileges in the Incoming Call Object.

® Ensure that the InfinitySystemVariable “EventLogSize” is set to
10,000 so that you can receive Access Events in the Event Viewer.
It is also important that the AccessServer system variable be set to
the EnergyNet ID of the Controller.

® Verify in Remote Access Configuration, under Network setup, the
following:

Step 1: Dial out Protocol is set to PPP-TCP/IP only.
Step 2: Number Properties - Encryption Settings: Set to Typical.

Step 3: In Incoming Connection Object - Check the specified IP is
correct.

® (Check that the parameters of the Update Keyword Program is
correctly setup.

® Verify that you are a recipient of those alarms in the Event
Notification.

® (Check the NT Event Viewer under Start, Programs, Administrative
Tools, and Event Viewer to see if any error was logged.
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Why won’t my modem receive or initiate calls?

You must execute a Modem Initialization of External Modems (third
party - on the remote site).

Use Windows HyperTerminal to check the modem. Verify that
Windows recognizes your modem and that you can dial out using the
HyperTerminal program. Use the following steps to check the modem:

Step 1: Click Start, select Programs > Accessories >
HyperTerminal.

Step 2: When the New Connection Wizard is displayed, click
Cancel.

Step 3: On the File menu, click Properties, and then click the
modem you want to test to select it in the Connect Using list.

Step 4: Click Configure, verify that your modem is set to use the
correct port, and then click OK.

Step 5: Type AT in the HyperTerminal window, and then press Enter.

If AT is displayed in the HyperTerminal window as you type it and OK
is displayed after you press Enter, the HyperTerminal recognizes the
modem properly.

If AT is not displayed as you type it or if OK is not displayed after you
press Enter, review the previous steps above to verify that your
modem is installed properly in Windows.

Step 6: Verify that your modem can dial out using HyperTerminal. On
the File menu, click NewConnection, and then follow the
instructions on your screen.

Step 7: Click Dial. If the modem’s speaker is enabled, you should hear

a dial tone and the sound of the modem dialing the phone
number.
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What does this Windows error message mean?

The following table contains Windows error messages and the
corresponding explanation.

Table 7 Windows Error Messages

Error Message

600 An operation is pending.

601 The port handle is invalid.

602 The port is already open.

603 Caller’s buffer is too small.

604 Wrong information specified.

605 Cannot set port information.

606 The port is not connected.

607 The event is invalid.

608 The device does not exist.

609 The device type does not exist.

610 The buffer is invalid.

611 The route is not available.

612 The route is not allocated.

613 Invalid compression specified.

614 Out of buffers.

615 The port was not found.

616 An asynchronous request is pending.

617 The port or device is already
disconnecting.

618 The port is not open.
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Table 7 Windows Error Messages

Error Message

619 The port is disconnected.

620 There are no endpoints.

621 Cannot open the phone book file.

622 Cannot load the phone book file.

623 Cannot find the phone book entry.

624 Cannot write the phone book file.

625 Invalid information founding the
phone book.

626 Cannot load a string.

627 Cannot find key.

628 The port was disconnected.

629 The port was disconnected by the
remote machine.

630 The port was disconnected due to
hardware failure.

631 The port was disconnected by the
user.

632 The structure size is incorrect.

633 The port is already in use or is not
configured for Remote Access
dialout.

634 Cannot register your computer on

the remote network.

635 Unknown error.
636 The wrong device is attached to the
port.
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Table 7 Windows Error Messages

Error Message

637 The string could not be converted.

638 The request has timed out.

639 No asynchronous net available.

640 A NetBIOS error has occurred.

641 The server cannot allocate NetBIOS
resources needed to support the
client.

642 One of your NetBIOS names is
already registered on the remote
network.

643 A network adapter at the server
failed.

644 You will not receive network
message popups.

645 Internal authentication error.

646 The account is not permitted to log
on at this time of day.

647 The account is disabled.

648 The password has expired.

649 The account does not have Remote
Access permission.

650 The Remote Access server is not
responding.

651 Your modem (or other connecting
device) has reported an error.

652 Unrecognized response from the

device.
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Table 7 Windows Error Messages

Error Message

653 A macro is required by the device
was not found in the device .INF file
section.

654 A command or response in the device
INTF file section refers to an
undefined macro.

655 The <message> macro was not found
in the device .INF file section.

656 The <defaultoff> macro in the device
INTF file section contains an
undefined macro.

657 The device .INF file could not be
opened.

658 The device name in the device .INF
or media .INTI file is too long.

659 The media .INI file refers to an
unknown device name.

660 The device .INF file contains no
responses for the command.

661 The device .INF file is missing a
command

662 Attempted to set a macro not listed
in the device .INF file section.

663 The media .INI file refers to an
unknown device type.

664 Cannot allocate memory.

665 The port is not configured for Remote

Access.
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Table 7 Windows Error Messages

Error Message

666 Your modem (or other connecting
device) is not functioning.

667 Cannot read the media .INI file.

668 The connection dropped.

669 The usage parameter in the media
NI file is invalid.

670 Cannot read the section name from

the media .INI file.

671 Cannot read the device type from the
media .INI file

672 Cannot read the device name from
the media .INI file.

673 Cannot read the usage from the
media .INI file.

674 Cannot read the maximum
connection BPS rate from the media
NI file.

675 Cannot read the maximum carrier

BPS rate from the media .INI file.

676 The line is busy

677 A person answered instead of a
modem.

678 There is no answer.

679 Cannot detect carrier.

680 There is no dial tone.

681 General error reported by device.

682 Error Writing SectionName.
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Table 7 Windows Error Messages

Error Message

683 Error Writing DeviceType.

684 Error Writing DeviceName.

685 Error Writing MaxConnectBPS.

686 Error Writing MaxCarrierBPS.

687 Error Writing Usage.

689 Error Reading DefaultOff.

690 Error Empty INI File.

691 Access Denied because username
and/or password is invalid on the
domain.

692 Hardware failure in port or attached
device.

693 Error Not Binary Macro.

694 Error DCB Not Found.

695 Error State Machines Not Started.

696 Error State Machines Already
Started.

697 Error Partial Response Looping.

698 A response keyname in the device
INF file is not in the expected
format.

699 The device response caused buffer
overflow.

700 The expanded command in the
device . INF file is too long
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Table 7 Windows Error Messages

Error Message

701 The device moved to a BPS rate not
supported by the COM driver.

702 Device response received when none
expected.

703 Error Interactive Mode.

704 Error Bad Callback Number.

705 Error Invalid Auth State.

706 Error Writing INITBPS.

707 X.25 diagnostic indication.

708 The account has expired.

709 Error changing password on domain.

710 Serial overrun errors were detected
while communicating with your
modem.

711 RasMan initialization failure. Check
the event log.

712 Biplex port is initalizing. Wait a few
seconds and redial.

713 No active ISDN lines are available.

714 Not enough ISDN channels are

available to make the call.

715 Too many errors occurred because of
poor phone line quality.

716 The Remote Access IP configuration
is unusable.
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Table 7 Windows Error Messages

Error Message

717 No IP addresses are available in the
static pool of Remote Access IP
addresses.

718 PPP timeout.

719 PPP terminated by remote machine.

720 No PPP control protocols configured.

721 Remote PPP peer is not responding.

722 The PPP packet is invalid.

723 The phone number, including prefix
and suffix, is too long.

724 The IPX protocol cannot dial-out on
the port because the computer is an
IPX router.

725 The TPX protocol cannot dial-in on

the port because the IPX router is
not installed.

726 The IPX protocol cannot be used for
dial-out on more than one port at a
time.

727 Cannot access TCPCFG.DLL.

728 Cannot find an IP adapter bound to
Remote Access.

729 SLIP cannot be used unless the IP
protocol is installed.

730 Computer registration is not
complete.

731 The protocol is not configured.
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Table 7 Windows Error Messages

Error Message

732 The PPP negotiation is not
converging.

733 The PPP control protocol for this
network protocol is not available on
the server.

734 The PPP link control protocol
terminated.

735 The server rejected the requested
address.

736 The remote computer terminated the
control protocol.

737 Loopback detected.

738 The server did not assign an address.

739 The remote server cannot use the
Windows NT encrypted password.

740 The TAPI devices configured for
Remote Access failed to initialize or
were not installed correctly.

741 The local computer does not support
encryption.

742 The remote server does not support
encryption.

743 The remote server requires
encryption.

744 Cannot use the IPX net number
assigned by the remote server. Check
the event log.

752 A syntax error was encountered

while processing a script.
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