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Security Incident Response Team (SIRT) Services Framework.

Service Services Functions
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Service 1 Function 3
Tasks
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Security Incident Response Team (SIRT) Services Framework.

Services Area

Service

Incident . . . . Incident Mitigation and
management Incident handling Incident Analysis recovery
( )
Analysis Artifact Analysis Media Analysis Vulnerability / Exploitation
Analysis
\_ J
( )
: Busi Continuity and
Information . Compliance Operating Policies susiness Lontinuity an Technical Security
assurance Risk Management Disaster Recovery Planning Patch management
Management Support Support
L ) Support
4 )
Situational s o , ) ) Development and Curation of
Awareness ensor Operation Fusion and Correlation Security Intelligence
o J
-
c OUtre?dl( Security Awareness Raising Cybersecurity Strategic Policy Knowledge Sharing and
L ommunications Advisement Publications Dissemination

Capability
Development

Organizational Metrics

Technical Advice

Training and Education

Lesson learned analysis

Development of processes for Gathering/Fusing/Correlating Security

Intelligence

Development of Tools

Conducting Exercises

Development of Vulnerability
Discovery/Analysis/Remediation/Root Cause

Analysis
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The Basic Services Offered by a National CIRT

National CIRT

A 4

A\ 4 A 4

Incident Response Awareness And
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Center Assistance Department C%“;B;‘i?gzg?n
SERVICE AREA INCIDENT MANAGEMENT ANALYSIS SITUAITON AWARENESS INFORMATION OUREACH AND
ASSURANCE COMMUNICATION
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= Incident handling - Se_cgrity Awareness
Service = Incident analysis _ ) * Development and _ Raising
» Incident mitigation and = Artifact analysis curat!on of security = Risk Management = Knowledge Sharing
recovery Intelligence and Publications

Dissemination

- AN AN J - ) - /

INTERNATIONALE DE




Mapping FIRST
framework and TU
Approach

Coordination and reporting

= Impact Analysis — Incident Analysis INCIDENT MANAGEMENT
= Mitigation Analysis

= Recovery Analysis

« Containment I Incident mitigation and recovery

= Restore confidentiality, integrity, availability

Surface Analysis

Reverse Engineering
Run Time Analysis [ Artifact analysis ANALYSIS
Comparative Analysis

National CIRT

= Source Identification and Inventory
= Source Content Collection and Cataloging 1| Developmentand curation of SITUATIONAL
= Information sharing security intelligence AWARENESS
= Risk Assessment . INFORMATION
= Risk Assessment Advice Risk Management ASSURANCE
Technical Security Support Service Area
= Public Service Announcements OUTREACH / service
= Publication/Dissemination of Information Security Awareness Raising COMMUNICATION

Function |:|

Knowledge Sharing and
Publications Dissemination
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SLAMA CIRT

Tools




The Basic Services Offered by a National CIRT

National CIRT
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Cyber Threat Intelligence System




Alerting and Reporting

Request Tracker for Incident Response (RTIR)

BEST
: : >>‘<< PRACTICAL
* https://www.bestpractical.com/rtir

* Purposely-built for CSIRT

* Developed in cooperation with many security teams to ensure it meets the needs of incident response.



https://www.bestpractical.com/rtir

Alerting and Reporting
Open Technology Real Services (OTRS)

* OT RS Real Services
* http://www.otrs.com/software

* The ImManagement Software
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Alerting and Reporting

osTicket
* http://osticket.com
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http://osticket.com/

Alerting and Reporting @ AR ORI 50 T 8 114
CSIRT Portal

* Focal point where people will go
and look for information on the
CSIRT

* The portal will facilitate the
distribution of information to
the constituents.

* |t will display latest security
news, vulnerability news, s Al % o
advisories, etc.
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Active Monitoring

Data base Firewall | VPN

Financial
Institutions

Events gathering unit

—=

correlation units

L Clo)
Synchronization server =N % [H@

Update server

Health
Transport
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B snorby - Dashboard

Active M

€ - C |3 bapty//seconion:444/dashboard
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-8 pfSense_OPT2
=+ pfSense WAN

= pfSense_OPT3
=+ seconion:NULL
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9
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Last 24 Hours

Administration

i More Options

TOP 5 SENSOR

piSense_OPT2 33,319
pfSense_WAN 10,675
pfSense_OPT3 1,014
seconion:NULL 0

TOP 5 ACTIVE USERS

B rarabing Creations 560

LAST 5 UNIQUE EVENTS

Snort Alert [1:2018789:2] 15,740
ET TOR Known Tor Relay/Ro. i
ET TOR Known Tor Relay/Ro.. 7
Snort Alert [1:2012647-3] 1,511
ET TOR Known Tor Relay/Ro.. 1

ANALY ST CLASSIFIED EVENTS

Safe to Ignore SE0
Unauthorized Root Access 0
Unauthorized User Access 1}
Attempted Unauthorized... 0
Denial of Service Attack 0
Policy Violation 0
Reconnaissance o
Virus Infection o
False Positive 0

onitoring

https://github.com/Snorby
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Active Monitor

(@ Graylog Web Interface

<« C O @ graylog.example.org:9000/dashboards/57a936c48b4 1fa0436d135f8

Search Streams Dashboards Sources System « In 0/ Out 0 msg/s Help ~ Lennart Koopmann «

Snort I

0 Drag widgets to any position you like in unlock / edit mode.
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HoneyNet Platforms
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HoneyNet Platforms

Abuse Watch Alerting & Reporting
Engine (AWARE)

is a solution for cyber threats monitoring through various external sources.

Honeypot Research Network (HORNET) : HoneyNet Platform

HORNE T+« AWARE
What is the difference:

g

Abuse Wateh for Alarting & Raperting Enging

HORNET

Real time network attack Reported internet abuse
information information

Focus on prevention
measures

Focus on remediation
actions

Data collected from various
internet abuse feeds

Data collected from
HORNET devices

Monitor internet abuse on
real targets within the country

Capture attack data
on the country

Use for incident coordination
and response

Use for'research and
information sharing

ceCces

U] IMPACT




HoneyNet Platforms |ttt o1s  seoms ssor=a
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T-POT : Honeypot platform

http://dtag-dev-sec.github.io/
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Public Feeds

* Example of sites that provide free data feed on reported Internet
abuse incidents:

e Defacement
o http://www.zone-h.org/archive/special=1
* Phishing
o https://www.phishtank.com/asn search.php

« Malware
o https://www.malwaredomainlist.com/mdl.php

 Botnet
o https://zeustracker.abuse.ch/monitor.php



http://www.zone-h.org/archive/special=1
https://www.phishtank.com/asn_search.php
https://www.malwaredomainlist.com/mdl.php
https://zeustracker.abuse.ch/monitor.php

Public Feeds

 http://map.norsecorp.com/#/

* https://intel.malwaretech.com/pewpew.html|



http://map.norsecorp.com/#/
https://intel.malwaretech.com/pewpew.html




Public Feeds

e Web defacement
* http://www.zone-h.org/archive/special=1

Events ive ive Onhold  Notify

NOTIFIER DOMAIM [Jh

Special defacements only I:‘ Fulltezt/Wildcard Onhold (Unpublished) only D

Date ¢ ALL ~ | Apply filter

Total notifications: 8,707 of which 2,827 single ip and 5,880 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IF)

R - Redefacement (click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Data Naotifier HMRL 7% Domain os View
201i6/01/1i2 BD BLACK HAT HM = homeaorigins.ph Linux mirror
2016/01/12 BloodSecurity ] = ppur.puertoprincesa.ph/bloodse... Win 2008 mirror
2016/01/12 ahn ES) v brainsparks.ph/zan.txt Linus rmirror
2016/01/11 MuhmadEmad M b | v toyotacabanatuan.com.ph/kr... Unknown mirrar
2016/01/09 masterbandol HM ES leahtm.com.ph Linux rmirror
2016/01/09 masterbandoil H r B pinnacle.ph Linus rmirror
2016/01/08 jok3r S voews livegreen.ph/H.htm Linuz mirrar
2016/01/07 wd|3HEY 3 rR X nast.ph/w.htm Linu rmirror
2016/01/07 MuhmadEmad | vaewe lyceumsubicbay.com.ph/kerd.... Unknown mirror
2016/01/07 ZoRRokKiN H ES czar.ph Linux rmirror
2016/01/06 n=farious H = help.happyplus.com.ph Linusx mirrar
2016/01/06 d3b~X H M = vawevtech.com.ph Linuz mirrar
2016/01/05 Alfabetovirtusl B v bir.gov.phfa.htm Linu rmirror
2016/01/04 jok=r R M wawowi.coa.gov.ph/H.htm Win 2008 mirror
2016/01/04 Unknown Al ] | biomasscon.uplb.edu.phf/ancncod... Linuz mirror
2016/01/04 Unknown al M = deche.uplb.edu.ph/anoncoders.htm Linus rmirror
201&/01/04 Unknown Al M M des.uplb.edu.ph/ancncedars.htm Linuz mirror


http://www.zone-h.org/archive/special=1

Public Feeds

* Phishing
* https://www.phishtank.com/asn search.php

~
# PhishTank > Search by ASN % \.\+

(i) | www.phishtank.com/asn_search.php?asn=9821&uvalid=All&active=y&Search=S5earc o Search >
€ hishtank. h.ph 9821 &uvalid=All &Search=Search N @ | Q B 9 3 A @

ur Intern

P
EiS er orgo ASSWOr
Phls hTank Qut of the Net, into the Tank. S o :

Home Add A phish Verify A Phish Stats FAQ Developers Mailing Lists My Account

Phish Archive  Search by Targeted Brand Search by ASN

Search by ASN : DOST-PH-AP Department of Science and Technology,PH (?) B Rss

ASN: [9821 (ASN Lookup) ~ Valid? | Al [+] online? | online  [+] [search|

] Phish URL Submitted valid? Online?
http:/fwww.pcaarrd.dost.gov.ph/home/momentum/libraries/vicfiles/Doc/Go...

3612666 added on Now 15th 2015 11:13 PM by cleanmx VALID PHISH ONLINE

Friends of PhishTank Terms of Use ' Privacy Contact
PhishTank is operated by OpenDNS. Learn more about PhishTank or OpenDNS.



https://www.phishtank.com/asn_search.php

Public Feeds

* Malware
* https://www.malwaredomainlist.com/mdl.php

Homepage | Forums | Recent Updates | RSS update feed | Contact us

WARNING: All domains on this website should be considered dangerous. If you do
not know what vou are doing here, it is recommended you leave right away. This
website is a resource for security professionals and enthusiasts.

Search: All + Results to return: 50 = Include inactive sites

Search

Page01...33

i229-191.members.li  ComPromised site o oo b ce Contact

X — L =
2016/03/09_09:35 marketing-material.ieiworld.com/ 173.255.219.191 node.cam. :Ee:ds to Angler B 6939 E5
www.saintlouis-viry.frfinfos- compromised site
2016/03/09_09:35 pratiques/documents-a-telecharg 5.135.11.9 - leads to Angler  support@alcyonweb.fr 16276 [ 1
er.html EK
. . E : Locky _
2016/03/08_14:13 ozono.org.es/k7j6h5gf 217.160.232.15 clientezervidor.es. ransoMmWare 8560
.4 = Ministerepuissanceje Locky Registrar Abuse Contact =)
2016/03/08_14:13 sus.com/o037jhg4g5s 89.89.31.133 box333.blushost.com. ransomWare abuse@dynadot.com 46606 B
lahmar.choukri.perso Locky -
2016/03/08_13:42 -neut-fr/78hgawg 86.65.123.70 70.123.65.86.rev.sfr.net. TS domains@sfr.com 15557 [ 0
2016/03/08_10:58 |hs-mhs.org/9ujBn76b5.exe 208.131.141.2 rageresearch.com. trojan Gene Mathis / gem@gc 29854 B

mathis.com
2016/03/08_10:58 reclamus.com/9uj8n76b5.exe 198.63.208.35 vserv.cifnet.com. trojan - 14535 B

stopmeagency.free.fr
/9ujgn7ebs.exe

2016/03/08_10:51 izzy-cars.nl/9uj8n76b5.exe 46.235.47.134 srvD47134.webreus.nl.  trojan - 34233 ==
2016/03/07_21:39 softworksbd.com/73tgbf334 59.152.100.158 - trojan Locky - 63969

2016/03/08_10:58 212.27.63.112 persoll2-g5.free.fr. trojan skolaric@online.net 12322 [ 1



https://www.malwaredomainlist.com/mdl.php

Public Feeds

* Botnet
* https://zeustracker.abuse.ch/monitor.php

ZeuS Tracker :: Monitor

Below is a list of all Zeus C&Cs as well as Fake URLs which are currently known toe Zeus Tracker. You can browse the Zeus Tracker to get a list of Zeus C&Cs
and FakeURLs for a specified country or AS, Additionally, Zeus Tracker provides a feature which allows to filter the ZeuS C&Cs for specified nameservers,
level, status and many more.

Each ZeuS C&C or FakeURL is tagged with a fevel. The level indicates which kind of IP the Host is hosted on. Here is an overview about the levels and its
meaning:

Level 2 Hacked webserver
Level 3 Free hosting service
Level 4 Unknown

Additionally, every host is at least in one of the following category:

# Hosts which are tagged as are ZeuS Command&Control servers
# Hosts which are tagged as are referenced by ZeuS as FakeURLs

You can also search the ZeuS Tracker for domains, IPs, urls, MD5 hashes or FakeURLs:

search

Browse: ZeusS BinarvlURLs | Zeus ConfigURLs | Zeus Dropzones

Malware family filter: Zeus | Ice I¥ | Citadel | KINS

Set a filter for the list below: Remowe filter (Show all) | online Zeus hosts | offline Zeus hosts | Zeus hosts with files online | order by lastupdated

Filter C&C server tagged with level: Level 1 (Bulletproof] | L Level 2 (Hijacked (Hijacked sites | Leveld (Free webhosting) | Level 4 (Unknown) | Level 5 (FastFlux hosted

) Subscribe this list via RSS feed

_-__-___-__
2016-03-11 VMZeusS outthere.com 205.234.197.147 2 EECHE D R as23352 [

2016-03-04 VMZeus 162.223.94.56 162.223.94.56 4 unknown [[NEIN EEESEEEE 5 AS19084 -

2016-02-20 VMZeuS fulsexhikaveleri.org 185.51.166.107 2 I GtistedY B assess: R
2016-02-09 VMZeus 95.211.153.134 95.211.153.134 4 unknown [0S = Assors -

2016-01-03 ZeuS  www.demexsoft.com 55.182.101.221 2 ENCHIE G = .-::0s: S
2015-09-13 VMZeuS wayufilm.com 119.50.120.2 S EEHEEEEEEE = - -0 R
2014-11-15 ZeuS  championbft.com  104.207.130.93 4 RGN GOEEDY = asx047: DR
2014-10-30 ZeuS  hotelavalon.org 104.207.130.93 4 e D NGEEEEY = acoosy:  EEEIEENEH
2014-05-29 Citadel www.loongweed.com 202.142.215.15 2 GTEEEEEE = -« S



https://zeustracker.abuse.ch/monitor.php

Semi-Public Feeds

* Data feeds provided to non-profit organisation or specific community
such as CSIRT

 Shadow Server
o https://www.shadowserver.org/wiki/pmwiki.php/Involve/GetReportsOnYourNetwork

* Team Cymru
o http://www.team-cymru.org/CSIRT-AP.html



https://www.shadowserver.org/wiki/pmwiki.php/Involve/GetReportsOnYourNetwork
http://www.team-cymru.org/CSIRT-AP.html

Commercial Feeds

e Data feeds provided with paid subscription

e Zone-H (defacement)
o wWww.zone-h.org

* Netcraft (phishing)
o http://www.netcraft.com/anti-phishing/phishing-site-feed

* Cyveillance (phishing and dropsites)
o https://www.cyveillance.com/home/security-solutions/data

« Team Cymru (botnet and malicious IP)
o https://www.team-cymru.com/reputation-feed.html

« Emerging Threat (malicious IP & domain)
o https://www.proofpoint.com/us/solutions/products/threat-intelligence



http://www.zone-h.org/
http://www.netcraft.com/anti-phishing/phishing-site-feed
https://www.cyveillance.com/home/security-solutions/data
https://www.team-cymru.com/reputation-feed.html
https://www.proofpoint.com/us/solutions/products/threat-intelligence

Example of Cyber Threat Intelligence System



Collective Intelligence Framework csirtgadgets.org/
CIF

o

Public Feeds/ Data 1

Private Feed/Data

XS T o Use Any public threat intel

CIF Server

ﬁpushed Daily Feeds Using CIF clients

Perl
Browser Plugin
API

Mitigation Equipment
(dnsSinkHole,Firewall,IDS)
Users Querying indexed Feeds




Collective Intelligence Framework
ClIF
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TABLE
©

source »
117.26.220.178
117.26.192.65
117.26.119.74
117.26.118.251
117.177.78.114
117.177.240.263
117.177.249.131
117.175.194.237
117.175.108.130

117.173.254.231

:th.threat.dashboard

G €

1 source_info »
117.26.220.178
117.26.192.65
117.26.119.74
117.26.118.251
117.177.78.114
117.177.249.263
117.177.249.131
117.175.194.237
117.1756.109.130

117.173.254.231

Collective Intelligence Framework

O & ¢ x

MALICIOUS IPS

.- sV

L ——

Fagi 5

‘,_'1‘ 3

200 to 300 of 500 available for paging

1 country » 4 country_code

China CN

China CN

China CN

CN
CN
CN
CN
CN
CN

CN

>

1 feed_src

BlocklistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Boftnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlockiistDE_Botnet
BlockiistDE_Botnet

BlockistDE_Botnat

BlockiistDE_Botnat



Digital Forensic Tools

REMnux: A Linux Toolkit for Reverse-
Engineering and Analyzing Malware

O,

'\/\(')WLT MALWARE AND MEMORY FORENSICS
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Example of Digital Forensic Tools




Digital Forensic Tools 0 50 am sow ow gy Mtos 1o

FriEsenir Y Y IO TR ] A #)| = x|
FEIFEEEEY P4 (a2 N ]| e B me

Ben| oW v = NX |- 8-S HKm~ @« s %% Wh &ZFASR
BES | FBR|F AL P I W Nodebugon

) Functions windaw O X || x [B) 1DAViews | x [ HexViews | x i Stuctunes | x En Enums | x B Imports | x 31 Evpors |
Function name [l -text:0D4B106A sub_LB1020 endp A
5y sub_401000 ) Stext: 00401 B6A
N5 s 401017 (* | et 0B BEE [ ————— e e e e
LY = Slexboophoioss 5 [oo80a139 BYTES: COLLAPSED CHUHK OF FUNCTION start. PRESS KEYPAD ™
A _text:0OuO11AK4
‘EI = StextrODBBAIAL ; oo ee e SUBROUT ] HE sesssssssasssssssssssasnsannss
. o (b 401188 .text:0oue11A
Daub_4011F4 .text:0ouB11AL
e n e ra C |Ve | S a SS e rT] e r T Ctext:00u011a% sub_ko11Ak  proc near ; DATA KREF: _rdata:00M021AC
‘Ela.h_-lmﬂﬂ ©oLtext:ODsB1RY noy eax, [ebp=1ih]
71 TeplevelEceplionFites © .text:eBuB11AT7 noy ecx, [eax]
7y sub_401400 * text:004B11A9 now ecx, [ecx]
Y0 _amag et © Ltext: 00481188 noy [ebp=26n], ecx
iy sub_40n414 * .text:OOuOT1AE push  eax
77 sub_40M44C © .text:00uB11AF push ecx
M1 sub_400485 © Ltext:0e4E11B0 call _XeptFilter
M7 sub_4004CC . Stext: 00401185 pop BCH
DL “text | 00AG187 fetn
- ¢ Ltext: retn
b Stext:004E11B7 sub_Ldi1As endp
') sub_401520 .
B -text:obyB1B7
Flauib,_401550 text:opue11B8
hl - H
7] sub_401580 . —— S
| TG v -text:0buB11B8 ; SUBRODUTIMHNHE v
£ b 00000549  004011A9: sub_40114445
Line 1 of 36 < >
_E Outout wdow o
Compiling file 'C: \Proram Files (x36)%\IDA\idchida.idc’. -
Execuring funcrion ‘ma

Compiling file 'C: \Program F\le.'. ({x86)"\IDAN idchonlead. ide” .
Executing function ‘OnLoad

‘E&.‘_!ﬁ ar\alysing ‘hf_,j““”‘ Hle o v.
1D

AL idle Down Disk: 53GB

https://www.hex-rays.com




Digital Forensic Tools

Cuckoo Sandbox is a malware analysis system. cuc o

https://cuckoosandbox.org/

VirusTotal is a free service that analyzes suspicious files "=

and URLs and facilitates the quick detection of viruses, ' > o a
troj d all kinds of mal :

WOTMS, Trojans, and alt Kinds or matware https://www.virustotal.com/

malwrn

https://malwr.com/

Malwr : Automated Malware Analysis Sandboxes and Services
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The Basic Services Offered by a National CIRT

National CIRT

A 4

A\ 4 A 4

Incident Response Awareness And

Consulting and Technical

Center Assistance Department C%“;B;“;?Agzg?n
SERVICE AREA INCIDENT MANAGEMENT ANALYSIS SITUAITON AWARENESS INFORMATION OUREACH AND
ASSURANCE COMMUNICATION

4 N N N 4 ) 4 N

= Incident handling - Se_cqrity Awareness
Service = Incident analysis _ ) * Development and _ Raising
» Incident mitigation and = Artifact analysis curat!on of security = Risk Management = Knowledge Sharing
recovery Intelligence and Publications

Dissemination

- AN AN J - J - /
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Example of Security Assessment tools




Security Assessment tools

KALI LINUX

https://www.kali.org/
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Security Assessment tools

800 Nessus
[ «[» | [+ hups://172.20.10.60/ ¢ | (Q- Google

Nessus’ admin | Help | About I .. ]
Polcies “"Reports  Scans  Policies  Users /7 \a\ essus
L T e — vulnerability scanner

AlX Local Security Checks

DB2 8 < Fix Pack 17 Multiple Vulnerabilities

Backdoors DB2 8.1 <Fix Pack 18 Multiple Vulnerabilities

General
CGl abuses DB2 9.1 <Fix Pack 6 Multiple Vulnerabilities

Credentials

CGl abuses : XS8 DB2 9.1 <Fix Pack 7 Multiple Vulnerabilities

Plugins CISCO DB2 9.1 <Fix Pack 8 Multiple Vulnerabilities

CentOS Local Security Checks DB2 9.5 < Fix Pack 2 Multiple Vulnerabilities

Preferences

DNS DB2 < & Fix Pack 7a Multiple Vulnerabilities

Databases DB2 < 8.1 FixPak 12 EXCSAT Long MGRLVLLS Mg

Debian Local Security Checks DB2Z < 8.1 FixPak 13 CONMECT Processing Unspe|

eceoocoeCio@®

°
®
®
®
®
®
®
@
U
©

Default Unix Accounts DB2 < 8.1 FixPak 14 Multiple Vulnerabilities

Plugin Description
DB2 9.1 < Fix Pack 6 Multiple Vulnerabilities

Synopsis
The remote database server is affected by multiple issues.

According to its version, the installation of DB2 9.1 on the remote
host is affected by one or more of the following issues :

Enabled Families: 42  Enabled Plugins: 31443 Enable All Disable All

Cancel Back Next

nups.//www.tenapie.coirn/

.| | | ——




static code analysis

path / file: d/cipher3ftimeclocks [ subdirs
verposity level TEHARET Ch| u:nnly J AN Al server-side
: '

= SAL Injection

0 . : n . . .
L= Tzerinput reac sensitiwe sink. (Elind exploitatior

\ - [}
® : = - tml_error| er - time k- Erm i it a project. Ple

'HERE employ
rrort " Can't get the id of the

regquires:
L

ed through function param

sert project into datab

[ p;:-:ujr::t-' 1 s

rips-scanner.sourceforge.net/




The Basic Services Offered by a National CIRT

National CIRT

A 4

A\ 4 A 4

Incident Response Awareness And

Consulting and Technical

Center Assistance Department C%rzggl:_?rlﬁzﬂ?n
SERVICE AREA INCIDENT MANAGEMENT ANALYSIS SITUAITON AWARENESS INFORMATION OUREACH AND
ASSURANCE COMMUNICATION

4 N N N 4 N 4 N

= Incident handling = Se_CL_lrity Awareness
Service = Incident analysis _ ) * Development and _ Raising
« Incident mitigation and = Artifact analysis curat!on of security = Risk Management = Knowledge Sharing
recovery Intelligence and Publications

Dissemination
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Example of Alerts, Warnings and Announcements Tools




phplist

Alerts, Warnings and Announcements Tools oo

phplist - main admin page main page
configure
help
[0gout] 3hout

Engiish : lists

send a message

users

manage Users
Setup phplist | subscribe pages

Check Database structure | Messages

View the eventlog

templates
process queue
process hounces
view bounces
eventlog

configure phplist
Configure Attributes
Configure Subscribe pages

List the current lists
List all Users
Reconcile the user database

Import Users

Export Users

https://www.phplist.com/




Alerts, Warnings and Announcements Tools

https://www.ncsc.nl/incident-response/taranis.html

Taranis architecture

Tracking, analyzing and describing threats and
vulnerabilities

e tesle
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