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Introduction

Thank you for your interest in the RHB Reflex Secure Plus Token solution. This is an important part of RHB’s continuing
effort to bring a best-in-class client experience to Digital Security. Our goal is to enhance your login and authorization
experience while maintaining the highest levels of security. The Secure Plus Reference Guide is intended to help you
navigate the functions of the solution and how to use Secure Plus as an alternative to the physical token.

What is RHB Reflex Secure Plus Token?

Customers can login to RHB Reflex or RHB Reflex Mobile Banking Application by using one of the two authentication
methods; (i) the existing physical token; or (ii) the new Secure Plus downloaded on the customer’s personal or corporate
smartphone.

With Secure Plus, it eliminates the need to carry a physical token by converting the smartphone into a token. Upon
installation of Secure Plus, customer can use it to generate codes for Login and Transaction Authorization. Using RHB
Reflex Mobile Banking Application on the Secure Plus enabled device allows customers to bank seamlessly, even while
they are on the go.

RHB &

RHB Bank Berhad (6171-M)



RHB Reflex Secure Plus | Reference Guide RHB Reﬂex

Table of Contents Page
1. Download and Perform CrontoSign Activation 4
2. Download and Perform Manual Activation 5
3. LogInto Secure Plus 6
4. Using Secure Plus to log in to RHB Reflex 7
5. Using Secure Plus to create & authorize transactions (CrontoSign) 8
6. Using Secure Plus to create & authorize transactions (OTP) 9
7. Using Secure Plus to log in to RHB Reflex Mobile App 10
8. Using Secure Plus to authorize transactions in RHB Reflex Mobile App 11
9. Linking multiple token profiles in one device via CrontoSign 12
10. Linking multiple token profiles manually in one device 13
11. De-activation of Secure Plus (via Reflex Web) 14
12. De-activation of Secure Plus (via RHB Reflex Secure Plus App) 15
13. FAQ 16

RHB Bank Berhad (6171-M)



RHB Reflex Secure Plus | Reference Guide RHB Reﬂex

Download and Perform CrontoSign Activation

For new and existing customers¥*, users are required to activate their Secure Plus by performing a first time login
activation via RHB Reflex web version. The illustration below provides the step-by-step guide on performing the
activation via Reflex Web and App. As a pre-requisite to activation, customers are required to download the RHB Reflex
Mobile Banking Application in Apple Store or Google Play Store.

. . . . First Time Login
First Time Login First Time Login 1. Lo your 1B Rl Mobde o5 Slct -8 Reer Secre Pis
oy P s krmaion b, Once comped,Kinchy . 2 Top on 8 e Scure P e s camer il b atvsted
click "Submit”. "Submit” to receive the token activation code via SMS fo 3. Scan QR code using your RHB Reflex Secure Fius App.

4. Procesd to input activation code to your RHB Refiex Secure PIus App.

your registered phone number.
Secure Plus Serial Number

Reflex Corporate ID*

5. Greats your own RHB Reflex Sesure Plus PIN and Nickname.

011173
VDS1000130

User ID*

felix01] Submit
ot Please douniosd oficisl Refex Mobie App fiom A6 Store or
Google Piay
Next

Back to Login page Back o Login page:
Back to Login page
(1) Perform First Time (2) Key in the Reflex Secure Plus serial (3) RHB Reflex will display
Login via RHB Reflex web number located in Welcome Email CrontoSign image

Tap hseo It yeu s having
probiam with your mobke caera

(4) Launch the App and (5) Click on Secure Plus  (6) Scan the CrontoSign  (7) Enter activation code
click on Secure Plus Activation image on RHB Reflex Web received via SMS

Create pour Sscue Phs s

Mew PN

q

(8) Create and confirm (9) Create new Nickname (10) Activation completed
new 8 digit PIN for Secure Plus profile

*existing customers changing from physical token to Secure Plus and re-activation of Secure Plus

RHB Bank Berhad (6171-M)
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Download and Performm Manual Activation

For new and existing customers¥*, users are required to activate their Secure Plus by performing a first time login
activation via RHB Reflex web version. The illustration below provides the step-by-step guide on performing the
activation via RHB Reflex Mobile Banking App itself. As a pre-requisite to activation, customers are required to download
the RHB Reflex Mobile Banking Application in Apple Store or Google Play Store.

RHBReflex

RHBReflex

(1) Launch the App and (2) Click on “Tap here” (3) Provide the (4) Enter activation code
click on Secure Plus required information received via SMS

(5) Create and confirm (6) Create new Nickname (7) Activation completed
new 8 digit PIN for Secure Plus profile

*existing customers changing from physical token to Secure Plus and re-activation of Secure Plus

RHB Bank Berhad (6171-M)
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Log In to Secure Plus

Customers can log in to their Secure Plus and access its functions by following the step-by-step guide below. The
functions available in Secure Plus are:

1. Secure OTP : For logging in to RHB Reflex Web or authorization

2. Scan CrontoSign : For RHB Reflex Web transaction creation or authorization

3. Manage PIN : To change the 8 digit Secure Plus PIN

4. Secure Plus info : Provides info on Secure Plus i.e. version, run time and others
5. Deactivate Secure Plus : To deactivate Secure Plus

O scureps
() Add another Secure Plus

0 QUICK DEMONSTRATION Tap here if you are having

problem with your mobile camera

(1) Launch RHB Reflex Mobile Banking (2) Select your Secure
App & select Secure Plus Plus profile

Secure Plus

[

Secure OTP

31
el

Scan Crontosign

Input Challenge Code
Sacure Plus
Pimase arter wour & diits FIN

. Manage PIN
(esnssssn

About Secure Plus

o &P P

Deactivate

(3) Key in 8 digit PIN (4) Access RHB Reflex
Secure Plus functions

RHB Bank Berhad (6171-M)
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Using Secure Plus to log in to RHB Reflex

Customers can log in to RHB Reflex using Secure Plus to generate the authentication code. Kindly refer to the step-by-
step guide below:

RHB Reflex 01:36PM Mon 07 January 2019

BUSINESS ON THE MOVE WITH INSTANT BANKING ON THE ALL-NEW RHB il R
"REFLEX MOBILE APP I B e

FIND OUT MORE L Corporate 1D

Reflex Sign Up

1. Donot reveal any form of confdental
ation, be t personal or account related,
ge or email ink
d to any form of account
ation update request via SUSpIGOUS pop-
il nk

(1) Access RHB Reflex
website

| Qs

©) curcx penonseanion

(2) Launch RHB Reflex (3) Select your Secure Plus (4) Key in 8 digit PIN
Mobile Banking App & profile
select Secure Plus

‘Senvee Host Code

‘Sean Cronmosgn

48550487

wput Crallengs Coos

(5) Select Secure OTP (6) Key in OTP in RHB
Reflex

RHB Bank Berhad (6171-M)
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Using Secure Plus to create & authorize transactions (CrontoSign)

Customers can use Secure Plus CrontoSign to create / authorize transactions in RHB Reflex. Kindly refer to the step-
by-step guide below:

TaskUst » Tromssction Auhorization Ingury » Transacbon Authorization Iinvspaie to Corone Back Office

Payment - Transaction(s) Authorization

Transaction Transaction  File  Transaction Amount EquivalentAmount  DebitAccount/  Beneficiaryl  Action
Date Type Name No. (RM) Debit Account  Payee Name
12-10:2018 | Fund RM 200.00 20000 21102500074570 HSMIYOIGLP | Authorize
104854 | Transfer-
Inra L
Company
12102018 | Fund RM 100.00 10000 | 21102500074670  TESTING Mthorize
104837 | Transfer - ] REGRESSION

Inira opvEst
Company

(®) Grontosign Image Challenge Code
123456

(1) User creates / authorizes
transactions from RHB Reflex

<
RHBReflex

& 753putmirt
Sseure Plus

(2) Launch RHB Reflex Mobile (3) Select your Secure
Banking App & select Secure Plus Plus profile

Secure Plus.

Secure OTP

Scan Crontosign 2112800311888

EN EULEN)
Input Challenge Code t aseooi0s23
(ABDAIL MALIK NGA)
Manage PIN
MYR 100

About Secure Plus

35040456
Deactivate

(5) Select “Scan (6) Scan the CrontoSign (7) Enter the Challenge
CrontoSign” displayed in RHB Reflex Response in RHB Reflex

RHB Bank Berhad (6171-M)
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Using Secure Plus to create & authorize transactions (OTP)

Customers can use Secure Plus OTP to create / authorize transactions in RHB Reflex. Kindly refer to the step-by-step
guide below:

TaskUst » Tromssction Auhorization Ingury » Transacbon Authorization Iinvspaie to Corone Back Office

Payment - Transaction(s) Authorization

Transaction Transaction  File  Transaction Amount EquivalentAmount  DebitAccount/  Beneficiaryl  Action
Date Type Name No. (RM) Debit Account  Payee Name
12-10:2018 | Fund RM 200.00 20000 21102500074570 HSMIYOIGLP | Authorize
104854 | Transfer-

Inra L

Company
12102018 | Fund RM 100.00 10000 | 21102500074670  TESTING Mthorize
104837 | Transter i REGRESSION

Inira opvEst

Company

(®) Grontosign Image Challenga Code
123456

(1) User creates / authorizes
transactions from RHB
Reflex

€ RuBRefiex

RHBReflex

O v s

& 753pvtmikrt

@) aucx cemonsTeaTion

(2) Launch RHB Reflex (3) Select your Secure
Mobile Banking App & Plus profile
select Secure Plus

Secure OTP

=3

cl
cl

Scan Crontosign

&

Input Challanga Cade

Wanage PIN

to &b 0P

About Secure Pius

Deactivate

&l

(5) Select “Input (6) Enter the challenge (7) Enter the Response
Challenge Code” code and click on Code in RHB Reflex
Generate

RHB Bank Berhad (6171-M)
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Using Secure Plus to log in to RHB Reflex Mobile App

Customers can use RHB Reflex Secure Plus to login to RHB Reflex Mobile Banking App. Please refer
to the step-by-step guide below:

RHBReflex

© oon

O seture s

@ QUICK DEMONSTRATION

(1) Launch RHB Reflex Mobile (2) Key in your login credential (3) Confirm the Secret
Banking App & click on Login & click on Next Word & key in your 8

digits Secure Plus PIN

RHB Bank Berhad (6171-M)
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Using Secure Plus to authorize transactions in RHB Reflex Mobile
App

Customers can use Secure Plus OTP to authorize transactions in RHB Reflex Mobile Banking App.
Kindly refer to the step-by-step guide below:

In RHB Reflex Mobile Banking App, navigate to Tasklist and select “Pending Authorization” to
view all transactions pending for approval

Tasklist Task Cenfirmation 5]

I8} Search Filter 1 Approve task selected

25 Mar 2019
IBG
1BG Reference Number 190325803917
Debit Account

21412900311986

Approve  Reject [ECEI]
Jmount

Amount Beneficiary Account

MYR 6,520.95 7057128319
(KTY Resort)

MYR 6,520.95 RKB Drec: Reerence Mumber  Cranel

BACT63B0-822A-649  Financio

6-A321-BOE31F3250

9C

Tosklist  Tom Statusnqy  Contact Us

(2) Select the action (3) Review and confirm
(Authorize or Reject) the information

Task Confirmation 3 Payment Information 3] Task Summary

Verification Code ThSK SUMMARY
07503377 Successhul

The task(s} has been approved. Please check fransaction
IBG Status field for confirmation
Refersnce No 190325803017
® IBG
Date 26-Mar-2018 Reference Number 130325803917

Authentication Status “Amount
Debit Account 2141290031986 Processed MYR 6.520.55
Please enter 8-digit Secure Plus Pin WEN EU JEN)
8 Debit Account Bencficiary Account
Bensficiary Account 7057128319
KT Rosort) 2141290031986 7057128319
(EN EUJEN) (ATY Resort)

Amount MYR 6,520.95

Re-enter the verification
code above

CANCEL

S
Portiolo Tasklist  Tom SalusIngy  Confadt Us

(4) Key in 8 digits (5) Re-enter the Response (6) Task completed
Secure Plus PIN Code at the header into the

box at the bottom of the

screen, and click confirm

RHB Bank Berhad (6171-M)
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Linking multiple token profiles in one device via CrontoSign

Customers can link multiple Secure Plus profiles in a single device. Customers are required to go through
the First Time Login Activation for new profiles to be linked. Kindly refer to the step-by-step guide below:

. . . . First Time Login

First Time Login First Time Login | Lot ous 45 R Mot . St -8 Rt Secre Fis
. . 2 Tap on RHE Refiex Secure Plus actvafion snd camera wil be activated
?ﬂ:wsnrgr\:\lgn_e the information below. Once completed, kindly Kindly enter your Valid Token Serial Number and click =
chel ul "Submit” to receive the foken activation code via SMS to 3. Scan QR code using your RHB Reflex Secure Plus App.
your registered phone number. 4 Prosesd to nput sctivation code to your RHE Refix Sscure PUS App.

Reﬂex Cl) ate ID‘ 5. Greate your own RHB Reflex Secure Plus PIN and Nickname.

o Secure Plus Serial Number*

VDS1000130
User ID*

felbad1] Submit
ot Please douniosd oficisl Refex Mobie App fiom A6 Store or
Google Piay
Next

Back to Login page Back o Login page:
Back to Login page
(1) Perform First Time (2) Key in the token serial number (3) RHB Reflex will display
Login via RHB Reflex web located in Welcome Email CrontoSign image

RHBReflex

& 753pvimkrt

Pisase sater your actvation cocs

eosenany

nicad official Refiex Mobile App from App

Tap hare 1t yeu are having 4

prabiom with your mobie camera

(4) Launch the App and click (5) Click on “Add (6) Scan the CrontoSign (7) Enter activation code
on Secure Plus another Secure Pus” image on RHB Reflex Web received via SMS

(8) Create and confirm (9) Create new (10) Activation completed (10) Scroll and select the
new 8 digit PIN Nickname for Secure Secure Plus profile
Plus profile

RHB Bank Berhad (6171-M)
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Linking multiple token profiles manually in one device

Customers can link multiple Secure Plus profiles in a single device. Customers are required to go through
the First Time Login Activation for new profiles to be linked. Kindly refer to the step-by-step guide below:

RHBReflex

& 753pvtmkrt

(1) Launch the App and click (2) Click on “Tap here” (3) Provide the (4) Enter activation code
on Secure Plus required information received via SMS

Tap hero t yeu are having
prablom with your mabile camera

(5) Create and confirm (6) Create new (7) Activation completed (8) Scroll and select the
new 8 digit PIN Nickname for Secure Secure Plus profile
Plus profile

RHB Bank Berhad (6171-M)
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De-activation of Secure Plus (via Reflex Web)

Customers can de-activate their corporate users Secure Plus Token via Support module in their Corporate Back
Office (only system administrators will have the access rights to do so). Kindly refer to the step-by-step guide
below:

A

e ok titaate 2 Coroone Frond Ofice Au.thenncauon

Unlock Token

User Information ~

r o
eugenect Eugene DENtry D t t
R — e-activate
user_reflex1@bgiuatdom.rhbgroup.com 60123112111

- S

190101102001 Secure Plus.

FDQ4273170

View Detailed Transaction 9,999,999,999,93

User Q0w

MAKER

Recotve Emas Notacaton
For all status

SubsidiaryDepartmaont

Tesk Ut + COnMOMINE] TIANASCTORS) AUTORTSSGN QU s 2 Comae From Cmee

Unlock Token

. —
sugenset Eugéne DERtry
Ut Bl Adress U Mioulg Ny
user reflex @bgiuatdom rhbgroup.com 60123112111

Copyngnt © 2016 RMB Refiex. Al rghts resenved FAD Teems 8 Conations | Prvacy Clont Cramer | Disclames
User NRIC Number Logn Authenbcation Mode
190101102001 Secure Plus.

g 5 4
(1) Select “De-activate” and —
. . FoRRaT
submit the maintenance e B

— Towsacion it
View Detailed Transaction 9,599,959 999.999.99
[ R
MAKER Actve

Rcerve Emas Nattcaton
Foral sats

Sutaidiary | Dapanmest

v Frrance Senvices

v =

De-activate

Approve _ SR

(2) Inform your system administrator
authorizer to approve the maintenance

RHB Bank Berhad (6171-M)
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De-activation of Secure Plus (via RHB Reflex Secure Plus App)

Users are allowed to perform RHB Reflex Secure Plus token deactivation via their registered Reflex Mobile
Banking App.

RHBReflex

Sl (T

{_) Acd arcther Seaure Flus

T here it you are having

@ QUICK DEMUNS TRATION
rablom with your mobils caness

(1) Launch RHB Reflex (2) Select your Secure Plus
Mobile Banking App & profile
select Secure Plus

Secure Plus

Secure OTP
‘Scan Crontosign

Input Challenge Cade

Sacure Plus )
Do youreally wish to deactivate
this Secure Plus?

Plaazs enfer your £ digis PR

SLTTTITTL Manage PIN

Deactivate

(3) Key in 8 digit PIN (4) Tap “Deactivate” (5) Tap “OK” to confirm
deactivation

RHB Bank Berhad (6171-M)
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FAQ

1. What happens when | key in my Secure Plus PIN wrongly for 3 times?

The Secure Plus token will be automatically de-activated from your RHB Reflex Mobile Banking App. You will
need to perform First Time Activation for your Secure Plus token again.

2. How many times can | de-activate my Secure Plus Token?

Each Secure Plus Token will have a maximum of 99 times of activation only. Once you have reached 99 times,
you are required to perform a token renewal process.

3. Which Mobile Device supports RHB Reflex Secure Plus?
RHB Reflex Mobile Banking App supports all iOS (iPhone only) and Android mobile device operating systems.

4. Can | add multiple tokens into one mobile device?
Yes. You may refer to Page 10 for more details on how to add multiple tokens

5. How do | recognize which token | have in my RHB Reflex Secure Plus App?

You are allowed to give a nickname to each token upon activation.

6. Can | change/ update my nickname for the token?

You will need to deactivate your token, and perform first time activation again.

7. What happens if | lose my mobile device?
Notify your corporate system administrator or the bank to immediately de-activate your token.

8. Can | activate my token in more than 1 device?

No. Each token is only allowed to be activated in one device at a time.

9. | just bought a new mobile device, how do | activate my Secure Plus token in my new mobile device?

You will need to perform deactivation from your old mobile device, and perform First Time Activation in your
new mobile device.

10. My camera is faulty, what do | do?

You will be able to authorize your transactions using the “Input Challenge Code” instead of Scan CrontoSign.
Refer to page 7 for more details.

10. Is Internet required to use RHB Reflex Secure Plus?
Yes. You will require internet to use RHB Reflex Secure Plus.

RHB &
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