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How did we end up here?

140+ Security Solutions at average Enterprise



Our traditional solutions

Designed to protect 

the perimeter

Complexity Prone to false 

positives

When user credentials are 

stolen and attackers are in 

the network, your current 

defenses provide limited 

protection.

Initial setup, fine-tuning, 

creating rules and 

thresholds/baselines 

can take a long time.

You receive too many 

reports in a day with 

several false positives 

that require valuable 

time you don’t have.



Asia cybersecurity amongst the least mature

2X 
LIKELIHOOD TO BE 

HACKED VS. THE 
GLOBAL AVERAGE

>95%
ENTERPRISES UNKNOWINGLY 

HOST COMPROMISED 
ENDPOINTS

510 DAYS
TO DETECT A 

COMPROMISE

55% 
DETECTIONS FROM 
EXTERNAL SOURCE

86% of Attacks
MINUTES FOR ATTACKERS TO COMPROMISE THE 

SYTEMS



Hard truths



Taiwan active risk



Harder facts Global Malware Encounter Rate
Microsoft Security Intelligence Report (SIR), Volume 21



Taiwan malware
Top Active Malware in 

Taiwan



Malware encountered in Taiwan vs Global



Cybersecurity is 
Microsoft’s #1 priority





Building a cybersecurity posture

ASSUME YOU ARE BREACHED!

IT Hygiene matters

Protect the critical email application vector

Implement an intelligence detection platform not dependent on signatures

Employ an advanced cybersecurity response and operations

No more Antivirus
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Hygiene – minimum operating guidelines
Know your environment

• How many users, endpoints, network devices, data classification and location

Patching and maintenance updates

• Ensure genuine software, current versions, hotfixes and security updates

Strong password management and disc encryption

• Complex passwords and change policy, multi-factor authentication, disc 
encryption

Hardened Administration and Network configurations

• Hardened networks, ports, authentication and access controls

Logging

• Maintain accurate logs and reporting
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Endpoint protect…hasta la vista Antivirus2

THE WINDOWS 10 DEFENSE STACK
PROTECT, DETECT & RESPOND

PRE-BREACH POST-BREACH

Windows 
Defender ATP

Breach detection 

investigation & 

response

Device 
protection

Device Health 
attestation

Device Guard

Device Control

Security policies

Information 
protection

Device protection 
/ Drive encryption

Enterprise Data 
Protection

Conditional 
access

Threat 
resistance

SmartScreen

AppLocker

Device Guard

Windows 
Defender

Network/Firewall

Built-in 2FA

Account lockdown

Credential Guard 
Microsoft 
Passport

Windows Hello :)

Identity 
protection

Breach detection 

investigation & 

response

Device 
protection

Information 
protection

Threat 
resistance

Conditional Access

Windows 
Defender ATP

Device integrity

Device control

BitLocker and 
BitLocker to Go

Windows 
Information 
Protection

SmartScreen

Windows Firewall

Microsoft Edge

Device Guard

Windows Defender

Windows Hello :)

Credential Guard

Identity 
protection



Endpoint protect…hasta la vista Antivirus2

PASS THE HASH SOLUTION:
CREDENTIAL GUARD

▪ Pass the Hash (PtH) attacks are 

the #1 go-to tool for hackers. 

Used in nearly every major 

breach and APT type of attack

▪ Credential Guard uses VBS to 

isolate Windows authentication 

from Windows operating system

▪ Protects LSA Service (LSASS) and 

derived credentials (NTLM Hash) 

▪ Fundamentally breaks derived 

credential theft using MimiKatz
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Protect email…No Phishing allowed3

Safe

Exchange Online Protection
• Multiple filters 
• Three anti-virus engines

Links
• Continuously 

updated lists of 
malicious URLs 

Recipient

Safe Links rewrite
Unsafe

Attachment
• Supported file type
• Clean by AV/AS 

filters
• Not in Reputation 

list

Safe Attachments 
detonation chamber 
(sandbox)
Behavioral analysis with 
machine learning

Executable? Registry call?

Elevation?

Sender



Intel platform to detect the unknown4

Malicious 
Software
Removal Tool

1 billion customers 
across enterprise and 
consumer segments

200+ cloud services



Indicators of Compromise4

Strontium IOCs – files and spoofed domains

Monitoring “What (who) we know”

Threat Intelligence database of known adversary and campaign IOCs



Indicators of Attack4

Monitoring “What (whom) we don’t recognize – yet”

Generic IOA Dictionary of attack-stage behaviors, tools, and techniques



Intel platform to detect the unknown4



Advanced cybersecurity response5

Malware Protection 

Center
Cyber Hunting Teams Security Response Center

Sensor Network
INTELLIGENT SECURITY 

GRAPH

Cyber Defense

Operations Center

Enterprise CybersecurityDigital Crimes Unit

Anti-Malware 

Network
CERTsIndustry Partners

Augment your security operations:

Continuous monitoring of your network for 

attacks, vulnerabilities, and persistent threats

Enterprise Threat 

Detection (ETD)

Persistent Adversary Detection 

Service

Incident Response:

Investigate and disrupt suspicious events to 

provide a diagnosis and potential mitigations 

Tactical Recovery

Incident Response

Strategic Recovery



If not 

YOU, 
WHO?





DETECT

RESPOND

PROTECT


