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Agenda

• DHA’s role in Risk Management Framework (RMF)

• DoD Cybersecurity Policy Requirements (USAMMA)

• Vendor Requirements RMF (USAMMA)

• Tri-Service/DLA Contracting Language
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Learning Objectives

• Describe the DHA Cybersecurity role in RMF

• Identify DoD Cybersecurity policy requirements

• Outline vendor requirements for an RMF effort

• Discuss general workflow and timeframes for 

Department of Defense (DoD) RMF activities
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DHA Focus Areas

• Broad overview

• DHA assigned RMF roles

• How we got here

• Single reliable network

• How it applies to Medical Devices-isolation architecture

• Bringing it together: Medical Device Integration
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Describe DHA Role in the Military Health 
System (MHS) & RMF

• DHA: Joint Integrated Combat Support Agency

• Delivering Single Reliable Medical Network

• Operating under a single Chief Information Officer 
(CIO)/Authorizing Official

• Single authority for accepting risk and granting authorization 
decisions

• Develops, implements & enforces MHS Cybersecurity and RMF 
program



DHA Roles

• DHA Roles

– CIO

– Authorizing Official

• DHA Cybersecurity Roles

– Senior Information Security Officer

– Security Control Assessor

• DHA Cybersecurity Responsibilities

– Assessments 



MHS Information Technology (IT) 
Infrastructure Consolidation
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Medical Community of Interest (Med-COI): 
A Single Reliable Medical Network

Med-COI provides a 

seamless, integrated 

network across the 

Enterprise, on which 

information, systems and 

applications will be 

accessible to users across 

the DoD healthcare 

environment. It is a 

“hard” requirement for 

MHS GENESIS



Generic Use Case Leveraging 
Infrastructure Protections



MDI Task Force Integration Into Current State 
Assessment (CSA) Process (1 of 2)



MDI Task Force Integration Into Current State 
Assessment (CSA) Process (2 of 2)
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ARMY USAMMA Focus Areas

• Identify DoD Cybersecurity policy requirements

• Outline vendor requirements for an RMF effort

• Discuss general workflow and timeframes for DoD 

RMF activities

• Tri-Service/DLA Contracting Language
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Identify DoD Cybersecurity Policy 
Requirements
A little background…

• Federal Information Security Modernization Act of 2014 amends the Federal 

Information Security Management Act of 2002 (FISMA) and requires, among 

other things, that federal agencies develop/document/implement agency-wide 

information security program(s) for information systems that support the 

operations and assets of the agency

• DoD mandated RMF via DoDI 8500.01: March 14, 2014 and DoDI 8510.01: 

March 12, 2014 

• DoD Information Assurance Certification and Accreditation Process (DIACAP) 

accreditation process is dead



Identify Cybersecurity Requirements (RMF 
lifecycle, NIST 800-37 Rev. 1)



Discuss General Workflow and 
Timeframes for DoD RMF Activities

Approx. timeline for RMF 
activities (USAMMA 
specific)

• Categorize & Select : 20 
WD

• Implement: 130 WD

• Assess & Authorize: 110 
WD

• Monitor: 3 Yrs.

Total = 260 WD (approx. 1 
calendar year



Outline Vendor Requirements for an RMF 
Effort

(U.S. Army Cybersecurity/RMF Requirements, June 6, 2017)

• System Security

– Cybersecurity Questionnaire

– Pre-validation Screening

– Mitigation of Category I&II / Mod, High, Very-High assessment 

findings

– Assigned Cyber Point of Contact (POC) & Subject Matter Experts 

(SME)

– Authority to Operate (ATO) within 12 months of award

– No delivery/payment until ATO

– Maintain ATO for warranty/SMA/contract lifetime

– Regulations Compliance



Outline Vendor Requirements for an RMF 
Effort (cont.)

• Security Assessment & Authorization (SA&A)

– All RMF docs submitted within 4 months of request/kick-off

– Any additional docs submitted within 30 days of request

– Technical scans submitted within 1 month of kickoff

– Technical scans submitted monthly until ATO

– Support Defense Information Systems Agency (DISA) approved 

Intrusion Detection/Prevention Systems (IDS/IPS), Anti-virus (AV), 

Antimalware, and a correlating Plan of Action and Milestones 

(POAM)



Outline Vendor Requirements for an RMF 
Effort (cont.)

• Training/Cert Req. (Business-to-Business [B2B], etc.) for 

Priv./Administrator accounts
– Cyber Certification

– Background Investigation

– Professional Baseline Cert.

– Computer Environment (CE) Certification

– Information Assurance (IA) Training (Cybersecurity Fundamentals, 

Cyber Awareness)

– Two-Factor Authentication / Common Access Card (CAC)

– Acceptable Use Policy (AUP)



Outline Vendor Requirements for an RMF 
Effort (cont.)

• Warranty and Post-Warranty SMA
– Maintain test lab

– Update ATO docs per system changes

– Maintain security boundary

– DoD Information Assurance Vulnerability Management (IAVM) 

compliance

– Update per Security Technical Implementation Guide (STIG) within three 

months

– Monthly vulnerability and Security Content Automation Protocol (SCAP) 

scans

– Remediate vulnerabilities/POAMs within 3 months

– Annual security policy/plan/procedure reviews

– DISA B2B compliance



Tri-Service/DLA Contracting Language

• Samples included in this presentation are ARMY USAMMA specific

• Other ARMY medical device acquisition groups (MEDCOM, MRMC), DoD 

medical device acquisition groups (AFMOA, NAVY), and DHA are 

targeting similar Cybersecurity requirements/contract language
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Key Takeaways

• Awareness of Cybersecurity related laws and policies for DoD/DHA 

medical devices

• Emphasis on vendor participation and response to:

– RMF requirements and efforts

– General timelines for RMF activities

– Understanding PMO/Vendor responsibilities

• Collaborative effort to secure modern medical devices
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References/Resources

• Transitioning from DIACAP to RMF (article)

– https://phoenixts.com/blog/diacap-vs-rmf/ (no endorsement site or author)

• NIST Risk Management Framework (RMF) Overview

– https://csrc.nist.gov/projects/risk-management/risk-management-framework-(RMF)-
Overview

• NIST SP 800-37 Rev.1 (Rev.2 forthcoming, introducing “Step 0”)

– https://csrc.nist.gov/publications/detail/sp/800-37/rev-1/final

• NIST 800-53 Rev. 4 Security Controls

– http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf

• DoD Policy Documents (8500.01, 8510.01)

– www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/850001_2014.pdf

– www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001_2014.pdf

https://phoenixts.com/blog/diacap-vs-rmf/
https://csrc.nist.gov/projects/risk-management/risk-management-framework-(RMF)-Overview
https://csrc.nist.gov/publications/detail/sp/800-37/rev-1/final
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/850001_2014.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001_2014.pdf
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Questions

Contact information:

• Lt. Col. Alan Hardman, alan.c.hardman.mil@mail.mil

• William B. Martin, william.b.martin82.civ@mail.mil

Lastly, please remember to complete the online session evaluation 

mailto:alan.c.hardman.mil@mail.mil
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