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EXECUTIVE SUMMARY

In response to recent frends in federal information management to move towards cloud computing, the Infelligence and
National Security Alliance (INSA) convened a working group fo study the mission impacts of cloud computing on the
Intelligence Community (IC). The Cloud Computing Task Force collected and analyzed data through a concerted effort in
which two groups conducted over fifty interviews with thought leaders and policy makers in the public and private secfors.

Cloud computing provides information fechnology (IT)
capacity in elastic ways that can expand to meet user
needs and shrink when demand decreases. It enables
far more agility in support of operational missions and
expands access to computational power while potentially
reducing operations and sustainment costs. Throughout
our analysis, we found that in their adoption of cloud
computing, organizations had to fake responsibility of
new roles and functions and revise their policies and
processes. Cloud computing’s primary value does not
lie in being a new fechnology; instead, it represents a
business model change whose rapid adoption is driven
by the transformative nature of its integration.

Within the IC, cloud computing uniquely addresses critical
defense and infelligence mission needs by locating data
and applying it fo the mission at hand. As a bonus, cloud
computing offers DoD and IC agencies the ability to
increase efficiencies and potentially realize cost savings
during their lifecycles to alleviate some of the pressure
of budget reductions. Still, there is a significant gap in
understanding cloud computing at all levels, which could
impact the success of a cloud solution deployment.

The most fundamental change that needs o occur is in the
organizational cultures of the IC. While in the past federal
funding has been allocated based on what information
and capabilities an organization controlled, there is a
vital need o change this mindset to encourage information
sharing across the IC. In order fo take full advantage of
a cloud model, it will also be necessary to update the
Federal Acquisition Regulation.

IF successfully implemented and  managed, cloud
computing approaches and technologies can fransform
the Infelligence Community’s computing capabilities by
more efficiently and effectively enabling the majority of IC
functions. As cloud computing innovations are adopted, we
expect o see improvements in security and IT efficiency, but
only if end+o-end requirements, designs, and architectures
are carefully considered. The IC must pilot new ways of
parinering across government, academia, and industry o
ensure continuous and productive cooperation.

Based on information collected from nearly 50 interviews,
the Cloud Computing Tosk Force drew the following
conclusions:

1. Decision makers in the IC are appropriately
focusing on the business model implications of
cloud computing. Cloud computing is not just a new
technology, but a significant shift in the consumption
of IT resources and allocation of IT funding.

2. Within the IC, the decision to adopt a cloud model
is focused on mission enablement and must be
defermined on a case-by-case basis. The evaluation
of cost savings must bear in mind costfs over the
complefe lifecycle, rather than a periodic budget
cycle.

3. Information security can be enhanced through @
cloud computing approach, but only when it is built
info the model's design. If security is not part of the
design, cloud computing architectures dramatically
increase risk.

4. The type of cloud deployment model adopted will be
determined by the sensitivity of data hosfed.

5. Those looking to migrate to the cloud must consider
impacts on organizational culture.

6. Improvements to how agencies acquire services,
software, and hardware are strongly desired by most
personnel involved in the implementation of cloud
computing, and many believe that the adoption of a
cloud solution may catalyze these changes.

7. As standards for cloud computing emerge, thoughtful
federal input can confribute fo greater security and
cost efficiencies. Any organization contemplating
adopting a cloud architecture, including those within
the IC, should include the ability to support multiple
standards.

8. Lessons learned from the IT industry, the private sector,
and academia must inform IC decision making.
Sharing lessons learned is essential o reducing risk.

INSA CLOUD COMPUTING WHITE PAPER | 1



. INTRODUCTION

On August 24, 2006, Amazon turned on a new capability loud .

called the Elastic Compute Cloud (EC2). This offering of Cloud computing represents
inexpensive, ondemand computing power ushered in a new a business model chonge
era of rapidly changing business strategies, technologies, and
functionalities. A business gamble that pundits called “Jeff Bezos' L )
Risky Bet"" ended up changing an industry and dramatically 5|gn|f|con’r Impact on the
impacting the national security field. Indeed, cloud computing intelligence mission.

is a fopic of significant interest fo the intelligence and defense

communities because of its potential to deliver more IT capacity

at a lower cost.

that has already had a

The purpose of this paper is fo provide actionable information to the IC, including
government and industry decision makers who are wrestling with the best ways to gain the
benefits of cloud computing. The IC has important mission needs and security requirements
that must be taken into account when considering cloud computing approaches. This
paper arficulates many of these needs. The community also shares efficiency goals
with other parts of the federal enterprise, and insights info the issue of cost savings
are provided here. This paper includes input from thought leaders in cloud computing
communities in government, industry, and academia. These thought leaders are driving
innovation in hardware, software, and business models that are directly applicable
fo national security architectures. Through inferviews and research, we provide results
that should further the discussion among senior decision makers on the future of cloud
computing in the federal government. We focus on the two most predominate forms of
cloud solutions: clouds for utility computing (like those described in the National Institute
of Standards and Technology [NIST] Definition of Cloud Computing) and data-intensive
clouds (such as those fielded to run the analytics of Google, Facebook, Twitter, Linkedln,
and USA.gov searches).

Many agencies have a wealth of experience in cloud computing approaches, and we
believe their lessons learned will be relevant to others in the federal space who are
adopting cloud optimization strategies. Director of National Intelligence (DNI) James R.
Clapper has brought cloud computing into the lexicon of senior mission executives in
hopes of enabling consolidation and confinued mission support in periods of significant
budget pressure. Changes to cloud approaches are on the horizon, making this a good
fime to reexamine the thoughts of experienced community professionals on this topic.

2 | Intelligence and National Security Alliance | www.insaonline.org



METHODOLOGY

In order to study the mission impacts of cloud computing
on issues relevant to the IC, INSA convened the Cloud
Computing Task Force. INSA's members have extensive
experience in national security operations and issues, and
constitufe a unique crosssection of government, industry,
and academia. Our unique position along the public-
private divide enables us to inform government decision
making in ways that infernal sources of information
cannot, providing exogenous thought that sheds
light on the IC's mission needs. We also seek to
inform the private sector of the cloud solution needs

of the IC.

To this end, the INSA Cloud Computing Task
Force researched emerging cloud fechnologies
and interviewed a wide spectrum of government
and private sector decision makers to produce @
report with insights relevant fo senior policy makers,
IT professionals, and the acquisition cadre in the
IC. We also established a means for confinuing
research and dialogue, and invite your comments
on this document fo further the body of knowledge
around the national security implications of cloud
computing.

The Cloud Computing Task Force collected, consolidated,
and analyzed data through a concerted effort in which
two groups (industry and government) conducted over
fifty interviews with thought leaders and policy makers
in the public and private secfors. Interviews with the
public sector sought to highlight current adoption plans,
identify key drivers, and appreciate technological and
organizational barriers to adoption. The organizations
fargeted are associated with the Department of Defense
(DoD) and the IC—agencies with unique security and
mission needs. The private secfor interviews were geared
fowards understanding industry cloud adoption models
and recommendations, as well as frends in emerging
cloud technologies. The data analysis consisted of
drawing out common themes brought up by both federal
and private sector participants in order fo frame a general
discussion of the government’s needs and guidance from
the private sector.

DEFINITIONS

Decision makers in the IC use the term “cloud” in one of
two ways: as an adjective or a noun. As an adjective, it
refers to a method of computing. As a noun, it refers to an
emerging IT infrastructure that supports these new business
processes. Both uses of the phrase “cloud computing” are
used in the rest of this document. We recommend others
make this distinction as well to help remove ambiguity.

Cloud Computing as an adjective: A method of
computing that provides IT capacity in elastic ways
fo expand to meet user needs and contract when
demand decreases.

Cloud Computing as a noun: An infrastructure of
on-demand capabilities using virtualized resources.
This involves pools of storage, network, processing,
and other computational resources that can be
efficiently allocated when requested and quickly
provisioned in a highly automated fashion.

The NIST Special Publication 800-145, “The NIST
Definition of Cloud Computing,” defines relevant terms
as well as the deployment and service models for cloud
computing. For the sake of consistency, we have used the
following NIST definitions of cloud computing.

Five characteristics of cloud computing:

1. Ondemand selfservice

Ubiquitous network access

Location independent resource pooling

Rapid elasticity

Lk N

Measured service with pay-peruse
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The cloud computing deployment models are:

Public Cloud

The cloud infrastructure is provisioned for open use by the
general public. It may be owned, managed, and operated
by a business, academic, or government organization, or
some combination of them. It exists on the premises of the
cloud provider.

Private Cloud

The cloud infrastructure is provisioned for exclusive use
by a single organization comprising multiple consumers.
It may be owned, managed, and operated by the
organization, a third party, or some combination of them,
and it may exist on or off premises.

Community Cloud

The cloud infrastructure is shared by several organizations
and supports a specific community that has shared
concerns [e.g., mission, security requirements, policy, and
compliance considerations). It may be managed by the
organizations or a third party and may exist on premises
or off premises.

Hybrid Cloud

The cloud infrastructure is a composition of two or more
clouds (private, community, or public) that remain unique
entifies but are bound together by standardized or
proprietary fechnology that enables data and application
portability (e.g., cloud bursting? for load balancing
between clouds).

o K €9

AR
SaaS Paa$
Consume Build
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The cloud computing service models are:

Software-as-a-Service (SaaS)

The capability provided to the consumer is to use the
provider's applications running on a cloud infrastructure.
The applications are accessible from various client
devices through a thin client inferface such as a web
browser (e.g., webbased email). The consumer does
not manage or confrol the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited userspecific application configuration
seftings.

Platform-as-a-Service (PaaS)

The capability provided fo the consumer is to deploy onto
the cloud infrasfructure consumer-created or acquired
applications created using programming languages and
fools supported by the provider. The consumer does not
manage or confrol the underlying cloud infrastructure
including network, servers, operating systems, or sforage,
but has confrol over the deployed applications and
possibly application hosting environment configurations.

Infrastructure-as-a-Service (laaS)

The capability provided to the consumer is o provision
processing, storage, networks, and other fundamental
computing resources where the consumer is able fo
deploy and run arbitrary software, which can include
operating systems and applications. The consumer does
not manage or control the underlying cloud infrastructure

but has control over

operating sysfems:
storage,  deployed
applications, and

possibly limited control
of select networking
components le.g.,
host firewallls).

laaS
Host



I. RECURRING THEMES

CLOUD COMPUTING IS A BUSINESS MODEL

We found that leaders in government and industry primarily view the

benefits of a cloud computing architecture fo be a result of the business Cloud compufing
model changes required by its implementation. Cloud computing represents business

represents a business model change whose rapid adoption is driven by
the transformative nature of its integration. We found that the successful

model change whose

adoption of a cloud model would necessitate significant changes rapid adoption is driven
not only in IT strategy but also in agencies’ acquisition processes, by the transformative

workforce, and culture, and we underscore these points later in our
review. This position diverges from the Government Accountability
Office’s stance that “cloud computing is a new form of delivering IT
services that takes advantage of several broad evolutionary trends
in information technology, including the use of virtualization” by
emphasizing cloud computing's impact on the federal business model and organizational
culture. As highlighted by one IC official, “Keep in mind that cloud is never ‘done." It is
a way of doing business, an approach, not a ‘thing'.”

According to Jim Cooke, Senior Direcfor of Cisco’s T Transformation Pracfice,
“Technology is not the primary impetus to shift from traditional, data-centerbased IT, and
the technologies that underpin cloud computing are not new. Rather than experiencing a
fechnological revolution, we are seeing a change in the way we consume IT resources.
The shift is due fo the economics of using the cloud computing model versus the physical
data center.”* Dramatic increases in network and processing speeds have lowered the
cost of one megabyte of storage from $70,000 to about a tenth of a cent, making the
cost of storage 10 million times less expensive.® Advances in virtualization fechnology
and the realization among Chief Information Officers (CIO) that non-sensitive data and
processes can be hosted with a third party vendor have been important aspects in the
rise of cloud computing. This business model is defined by flexibility and rapid scalability.
It was apparent to us that decision makers in the IC are appropriately focusing on the
business model implications of cloud computing.

Many agencies echoed one IC technical execufive’s belief that “cost savings are
expected but not yet understood,” and saw a need for comprehensive cost analysis
prior fo adoption. However, some organizations have seen marked cost reductions as a
result of cloud adoption; for example, one agency saw a direcforate minimize hardware
costs by 40 percent (largely due to consolidation enabled by the cloud approach.
Such decreases in hardware investment are expected throughout the community, and
are one step in a cloud deployment. Under the Federal Data Center Consolidation
Initiative (FDCCI), the government plans to close 800 of more than 2,000 federal data
centers by 2015, saving over $3 billion annually.® Many agencies have stated that

nature of its integration.
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cloud adoption is essential to gain cost efficiencies and
maintain performance in the face of upcoming budget
cuts. However, it may be useful to frame our discussion of
cloud computing in terms of how cloud computing enables
cost avoidance. In cloud deployment models, costs will
shift from hardware and software management/upgrades
fo fixed spending on vendor management and Service
level Agreements (SLA|. This does not inherently suggest
a reduction in IT spending. However, cloud computing
promises far greater tfransparency in managing operational
costs, which may decrease “unexpected” costs.

A 2011 study by CSC showed that more than half of
organizations surveyed saved litlle or no money affer
fransitioning to cloud computing.” Only 14 percent

of organizations surveyed actually downsized their

IT departments affer moving fo cloud architectures.
Enthusiasm to adopt a cloud solution must be
tempered by the fact that the economic value of

cloud computing can only be realized when the
necessary scale and customer set diversification

is also present. Agencies expecting immediate

cost savings simply because they have adopted

a cloud model will be greatly disappointed if

the economic model is not also appropriately
designed, modeled, implemented, and monitored. One
ClO believes that the biggest “bang for your buck” will
probably come from interoperability that cloud computing
enables "up the sfack” (from software to the data and
application layers). It was suggested by one federal Chief
Technology Officer (CTO) that cloud implementations may
cost more in the short run [especially for private cloud
models|, but will provide significant mission value. The
impact of cloud computing on the mission was repeatedly
emphasized and ranked far higher than economic benefit
as a driver for government adoption. The main drivers
included mission success, cost avoidance, data analytics,
information sharing, and access to innovation.

Covernment agencies that have just moved fo the cloud
may find that their architectures are not truly optimized
fo fake advantage of cloud technologies. This flows
from incorrectly equating data center consolidation and

6 I Intelligence and National Security Alliance | www.insaonline.org

virtualization fo cloud computing. It may be efficient for
agencies to geographically consolidate separate data
cenfers info a single, larger data center, but this does not
necessarily mean they are following a cloud computing
approach. Canonical’s Dustin Kirkland confends  that
"decision makers need fo be aware that countless
commercial offerings have simply been re-branded ‘cloud’
in markefing maneuvers designed fo ride the waves of
popularity associated with cloud computing.” Decision
makers need fo separate the noise from the signal and
ask, “Am | really dealing with the cloud, or a marketing
message?”

Government agencies that have just moved
to the cloud may find that their architectures
are not truly optimized to take advantage

of cloud technologies. This flows from
incorrectly equating data center consolidation
and virtualization to cloud computing.

CLOUD COMPUTING IS A KEY MISSION ENABLER

Across the IC, cloud computing is seen as a key mission
enabler. From dafa analytics and information sharing
fo innovation and cost efficiencies, cloud's operational
significance is extremely imporfant. Lieutenant General
Richard Zahner (U.S. Army, Deputy Chief of Staff, G-2)
stated that the main drivers for the Army's cloud adoption
are analytical capabilities set against intelligence problems
characterized by massive data sefs, as well as the potential
for concurrent access to data by analysts at multiple
echelons. Dr. Russell Richardson, Chief Cloud Architect at
INSCOM, is adamant that some mission functions cannot
be accomplished without cloud computing architectures.
The significance of cloud computing to these missions
is that it enables users who might otherwise be unable
to afford, host, or operate large data centers to access
shared and virtualized large-data processing capabilifies.



From data analytics

and information sharing
to innovation and cost
efficiencies, cloud
computing’s operational
significance is extremely
important.

Within  the IC, information is offen the decisive
discriminator. Studies of recent mission failures found that
many were caused by:

e The compartmentalization of information in data silos;

e \Weaknesses of the human-based document
exploitation process; and

* A reliance on “operationally proven” processes
and filters typically used to address the lack of
computational power or decision fime.®

In most of these cases, the critical piece of information
necessary for mission success was already possessed.
The failure was not in obtaining the information but in
locating and applying it to the mission. Cloud computing
can address such issues, as well as enabling multi-use
intelligence. Cloud solutions can now be used to work on
all of the data, all of the time. With the ability to leverage
the power of a supercomputer at will, critical decision
timelines can now be more easily met.

Many of the mission contributions from dafa analytics flow
from the emerging discipline of "Big Data.” The amount
of dafa being created is growing faster than humans can
analyze. But fast analysis of this dafa is required to meet
important mission needs. This is driving the continual
pursuit of new solutions to Big Data challenges. The field
is being led by programmers and computer scientists who
handle overwhelming amounts of data from Internet-based
capabilities, but have been generating many lessons
and capabilities directly relevant to government mission
needs. Cloudera CEO Mike Olson called this period in
fime a “Cambrian Explosion” of Big Data approaches
and credited the open source software community and
Apache Foundation for enabling the solutions the IC is
fielding.

DECISION TO ADOPT MUST CONSIDER APPROPRIATE FIT
At GEOINT 2011, DNI Clapper stated that “Cloud

computing is not a panacea,” suggesting that the cloud
does not solve all mission or technology challenges. The
decision to adopt cloud technologies requires careful
consideration and the development of a business case
with total life cycle costs included. True cloud computing
means elasticity, and that requires design. Simply moving
applications to a cloud computing environment is not
sufficient, so i is necessary fo understand what it fakes
fo rewrite true cloud-based applications. One example
of a change in mindset that IT technicians must adjust
fo is moving business services (rather than technical
components) to the cloud. The incorrect aftitude is fo move
1000 servers (that are supporting 10 business processes)
fo a cloud computing architecture; instead, the gooal
should be to move 10 different business processes to the
cloud environment. Agencies need to consider business
services and not just the IT components that support them.

Analysis must be conducted to determine if cloud
computing is a good fit. For example, when an
application uses an entire physical machine or is sized
to use multiple dedicated physical machines, then it
may not be a good candidate for moving to the cloud.
Specialized applications that are not written explicitly for
cloud architectures may be hard to migrate, as well as
fraditional enterprise systems where dedicated hardware
is used for business or mission critical services.

Any application that needs detailed traceability at the
user and device level may experience issues in a cloud
environment. If there is not much elasficity required, the
opp|icoﬂons may run in the cloud, but They will not take
advantage of cloud computing capabilities. An extremely
stable environment where demand does not fluctuate and
can be calculated may not need a cloud solution. It was
suggested that mission-critical applications should not be
moved, especially where lives are on the line [such as
combat systems that direct the actions of soldiers in the
field) until cost, benefit, and reliability are clear. To be
useful, a move to the cloud must not only enhance mission
effectiveness, but also make sense within the mission's
confext. Our conclusion from falking fo both industry and
IC practitioners is that the decision to adopt a cloud model
needs to be focused on mission enablement and must be
defermined on a case-by-case basis. The evaluation of
cost savings must include the entire lifecycle of the mission
requirement.
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SECURITY WILL REQUIRE INNOVATIVE THINKING

No two cloud solutions are alike, and it was generally
agreed that each federal agency has a different
perspective on the requirements and meaning of a secure
cloud solution. In general, all cloud architectures that
serve the government have a need for elevated security
(such as the Federal Information Security Management
Act low/Moderate/High levels) and share some basic
foundational elements.

Across the IC there is ambiguity on the use of the ferm “cloud
computing.” Research in the national security space has
observed this before. For example, the Lockheed Martin
Cyber Security Alliance report, Awareness, Trust and
Security to Shape Government Cloud Adoption, states
that “Knowledge is not necessarily widespread among
agencies involved in cloud computing. Approximately
onedifth (21 percent) of respondents who are involved in
cyber security at their agencies are not familiar with cloud
computing, while nearly half (47 percent) of respondents
who are familiar with cloud computing are not involved
in cyber security.”?

Rapid changes have also widened this gap. Neill
Tipton, Director of Information Sharing and Partnership
Engagement af the Office of the Under Secretary of
Defense for Intelligence, believes that while many high-
level members of the IC are knowledgeable on the
state of cloud computing, “the necessary standards and
processes to create timely intelligence based on data and
services residing in disparate cloud implementations are
not yet generally understood.” Members of the IC echoed
the lack of awareness at many levels in the community.
This is especially troubling because the suitability of cloud
computing adoption depends on a thorough understanding
of the data and applications. These are
best appreciafed in ferms of the traditional
security triad of confidentiality, integrity,
and availability; the security requirements
of the organization considering the cloud
deployment; the security capabilities of
the cloud solution provider; and the risk
folerance of the organization.

The adoption of a cloud solution can provide security
benefits, but only with planning and work. Without
engineering focused on security, cloud computing can
pose grave information security threats. However, moving
fo cloud-based solutions (whether deploying a public,
community, private, or hybrid cloud model) can provide
an opportunity fo develop security profocols beyond
"check the box" compliance. Still, awareness of security
best practices and emerging threats is critical. The IC
should address these important security aspects through
the consistent operational implementation of cloud
infrastructures across the following broad categories:

* Multitenancy: How can you ensure secure access to
and separation of user-allocated cloud resources?

* Availability: How is data “up time” written into your
Service level Agreement?

* Confidentiality: How will your data be protected af
rest and in motion?@

® Integrity: How will you ensure that your data is not
corrupted?

® Forensics: Can you monitor everything that has
happened fo your data and within your infrastructure?

® Dafa Location: Where is your data “living"@

In cloud models, there are many more management points
le.g., virtual machines) than in the traditional data center.
New technical approaches tend to introduce new attack
vectors, and there are new areas where specific controls
need to be applied. Sophisticated defection systems are
useful, but unfortunately the adversary may always be
ahead of the curve that govems the response time for
security breaches and events.

Do not expect the mitigation of information security
risks to be inherently managed by cloud computing
providers unless it is specifically written into your
Service Level Agreement.

8 | Intelligence and National Security Alliance | www.insaonline.org



New risk management regimens that include identity
and access management, change and configuration
management, and the exfension and introduction of new
frust boundaries will also drive specific security controls
for hypervisor layers, automation, orchestration, and the
application programming interface. For a comprehensive
cloud computing security model, fundamental Defense in
Depth (DiD) best practices must be applied. DiD means
applying controls at the physical, network, operating
system, hypervisor, and application/user layer. In
protecting cloud computing platforms, obvious fechnical
confrols (including virtual firewalls, encrypting disk images,
and dedicated host servers) should be used. Agencies
need fo outline a data profection strategy and be aware
of how cloud providers encrypt data
both af rest and in flight and how
their encryption keys are managed.
The government should lead efforts to
define key management infrastructure
and encryption mechanisms as well as
managing commercial vendors' roles in
delivering encryption solutions based

explicitly is “secure,
using a cloud architecture is not a panacea relieving

sound system management. A number of outages in large
cloud centers might have been mitigated with proper
IT planning and the implementation of dafa replication
pracfices, backups, and robust systems management.
Cloud computing, with all of its advantages, does not
negate the need to patch servers or choose a service
provider with aufomated updates. As one private sector
technology leader notes, “By moving to the cloud, you
don't gef waivers for information assurance controls and
enforcement. There is no accountability as a service.
You are still responsible.” Do not expect the mitigation
of information security risks to be inherently managed by
cloud computing providers unless it is specifically written
into your Service level Agreement.

Cloud computing is not a technology that implicitly or

" 1

‘redundant,” or “available,” and

the requirements of sound system management.

on clearly stated requirements. Access
controls, authentication, and auditing
(as well as endto-end trust) must be
established with cryptographically strong mechanisms.
Identity and access controls must be enforced at both the
network layer and the application/user layer in order to
mediate the insider threat, which may be magnified in this
environment. Rod Johnson, Senior Vice President of the
Application Platform Division at VMware, comments that
“in light of the Wikileaks disaster, there needs to be some
kind of mediation layer that limits the amount of dafa that
may be compromised by an insider.”

looking five years into the future, architectural best
practices will be more established. The pitfalls of a cloud-
based solution are the potential for massive amounts of
data or dayto-day operations to be at risk of a zero
day exploit (a software vulnerability for which there is
no patch), potentially exposing or limiting the availability
of that data. However, this is not a new danger. These
pitfalls can be mitigated with careful planning, but the
close proximity and commonality of the platform needs
fo be addressed by the security controls in place. Cloud
computing is not a technology that implicitly or explicitly is
“secure,” “"redundant,” or “available,” and using a cloud
archifecture is not a panacea relieving the requirements of

The view echoed throughout the inferviews was that
the IC must take an active role in cloud computing
risk management. It is a fallocy fo assume that cloud
computing is less secure than a private data center that
has access fo the Internet. A key issue raised is that a very
large percenfoge of breaches do not come from attacks
on the cloud's architecture, but rather from insecure clients
or third parties. “If you can't protect the client, you can't
protect the cloud.” ' Third party trust is at once an essential
part of cloud security and the most often overlooked.
According fo one business executive, “You need to be
careful about who you pick as your partners.” Establishing
frust is essential and follows typical engagement processes
and business practices. Security solutions are not just
about identity management, traditional security, and
secure applications, but also revolve around privacy and
vendor frust. It is our conclusion that a cloud computing
model derived from business goals must inherently build
in elements for profecting the cyber domain using a risk
management approach. Information security can  be
enhanced through a cloud computing approach, but only
when it is built info the model's design.
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THE LEVEL OF INFORMATION SENSITIVITY DETERMINES THE
MOST APPROPRIATE DEPLOYMENT MODELS

As EJ Jones (Boeing Technical Fellow in Information
Security) notes, it is widely accepted that “the level of
information sensitivity defermines the most appropriate
model.” Marwa Mabrouk, Managed Services Technical
lead at ESRI, explains that Cerfification and Accreditation
requirements dictate cloud computing deployment and
will most likely result in private cloud models being used
for sensitive information.

There may be applications with characteristics or constraints
that will not allow them to benefit enough from a cloud
solution implementation to make adoption worthwhile;
extreme classification requirements may be one such
characteristic. However, at the low end of information
sensitivity, there is a lot of unclassified information that
requires processing, sforage, and transmission that may
be effectively managed with controls to quickly provision
authorized access and with mechanisms to protect dafa
integrity. In view of the information aggregation risk, public
clouds may still be inappropriate for unclassified IC data.
However, the use of unclassified government community
clouds, such as the General Services Administration (GSA)
laaS Blanket Purchase Agreement (BPA), seems fo be a
useful public cloud proxy. Publicfacing web sites (such
as the .gov domain) may be optimally run on government
community clouds using Paa$S. For Saa$S, workloads such
as email, collaboration, and calendaring not requiring
specialized sensitivity can go info a public or hosted
private cloud. Victoria Kouyoumiian (IT Strategies Architect
at ESRI) predicts that the hybrid model will be the optimal
choice for the IC and may be described as a “private
community-managed cloud.”

Cloud adoption considerations include whether the
program contains large amounts of public or unclassified
information or can achieve cost reductions and increased
performance from being hosted on a public cloud. It
would be wise to leverage architectures with the potential
fo expand to a hybrid-private model when security
considerations arise. As one CTO explained, “This must
be looked at as an evolutionary model.”
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There may be applications with
characteristics or constraints that will
not allow them to benefit enough
from a cloud solution implementation
to make adoption worthwhile;
extreme classification requirements
may be one such characteristic.

One advantage of deploying a private or hybrid cloud
is to get the benefits of cloud computing infrastructure
for infernal application purposes to comply with policy
objectives. To understand how to begin moving towards
such a cloud computing model, organizations must
balance their infernal policy and business objectives.
Community clouds may evolve by taking existing
adoption models and applying them to multiple DoD and
IC agencies. The IC Common Operating Environment (a
"cloudlike” project with NSA, NRO, NGA, DIA, and CIA
participation) announced at GEOINT 2011 may develop
into such an entity.

Cloud computing will have a major effect on the culture of
the country’s defense-industrial complex. The current norm is
for prime infegrators to oversee the entire product lifecycle,
developing and operating “endfo-end” systems. In a
cloud business model, the infrastructure and applications
are separate accounts and programs. Today's resource-
constrained environment will drive the IC towards a new
sef of solutions. The challenge will be for industry fo meet
this demand. One CEO suggested that the advantages
of accelerating the use of commercially developed cloud
models may be realized if the government “works with
cloud providers and the Defense Industrial Base (DIB)
fo create some community-shared and agency-specific
private clouds in secure but commercially owned and
operated dafacenters.”



(LOUD COMPUTING WILL HAVE CONSIDERABLE IMPACTS ON
ORGANIZATIONAL CULTURE

Throughout our analysis, we found that in their adoption
of cloud computing, organizations had to both take
responsibility of new roles and functions and revise
their policies and processes. The most important duty
organizations have when looking to adopt cloud
infrastructure is to develop a better understanding of cloud
computing in general, the associated security and IT issues,
and how considerations of cost come into play. This is a
fall order. Below the CIO and CTO levels across many
of the federal agencies, there is sfill litfle appreciation for
cloud computing's enabling capacity, and this stfems from
the overuse of buzzwords and the marketing of virtualized
systems that are not necessarily in the cloud. The security
of a cloudbased system is very dependent upon this
understanding, as the adopfion of cloud fechnology
shifts the responsibility for information assurance fo
federal IT workers if vendors’ responsibility
is not explicily written into the SLA. It will
be impossible for federal agencies fo secure
systems hosted in a cloud environment without
a thorough understanding of the architecture,
vulnerabiliies, and best practices beyond
“check the box" compliance.

Enterprise-Driven

The most fundamental change that needs to
occur is in ferms of organizational culture.
While in the past federal funding has been
allocated based on what information and
capabilities  an  organization  controlled,
there is a vital need to change this mindset to
encourage information sharing across the IC.
Because change is often viewed as a threat
or risk to today's performance, this fransition
may not be easy. Jill Singer (NRO CIO)
has seen that IC program managers and
operators may exert a control and ownership
mindset that extends to physical assets. The
existing “control culture” may inhibit the use of
operationally beneficial approaches such as
allowing data to “live” at an agency, yet be
accessed by others. Instead of emphasizing
what individuals control, there needs to be
a shift to focus on what managers enable,
and organizations need fo find a way to
reward them for embracing and facilitating

Purchase Tangibles
(such as IT hardware)

Manage Tangibles

Tightly Bound Physical
Environment

Avoid Risk

Limited Resources

Holistic “End-to-End”
IT Systems

this change. Changing reward and incentive programs
fo encourage the “assist” may be necessary to develop
a culture of information sharing. This shift highlights
the imporfance of a focused cloud computing change
management sfrategy.

One CIO noted that security in multitenant hosting
facilities also remains a cultural concem and both the
CIO security staff and the counterintelligence staff play
a key role in enabling the adoption of cloud computing
in the IC. Agencies must ask themselves, “What is the
impact on the people2” Those who have budgets and
agendas to profect will resist change. Those who figure
out how to capitalize on the cloud’s capabilities have the
best chance fo succeed, and agencies who continue to
use legacy models will face irrelevancy. The table below
illustrates the organizational changes precipitated by the
adoption of cloud technology.

Cultural Changes within the IC

Old Cultural Norm New Cultural Norm Manifestation Medium

Infrastructure-centric

Data-Centric Security, Organizational

Policy

More User-Driven IT Infrastructure Design,

SLAs, IT Standards

IT Procurement &
Acquisition,
Organizational Policy

Purchase Intangibles
[such as virtual storage
and processing power)

Manage Intangibles IT Operations,

Organizational Policy

Loosely Coupled Virtual
Environment

Security, IT Infrastructure
Design, Organizational
Policy

Security, Organizational
Policy, IT Operations

Manage Risk

Infinite Resource lllusion  Resource Management,
IT Procurement
& Acquisition,

Organizational Policy

Limited and Focused IT
Services

Security, [T Infrastructure
Design, Resource
Management,

IT Procurement

& Acquisition,

IT Operations,
Organizational Policy
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The impact on the IT workforce is also significant and will
require the IT professional to change, nofes Jay Kerley,
Vice President and Deputy CIO at Applied Materidls.
They need to go from “doing” to “managing” or face
obsolescence. Dr. Richardson noted that the “most critical
limitation is finding appropriately frained people. Cloud
computing requires a very different type of IT person—
more flexible and innovative—but They are hard to find,
especially with TS/SCL." As the use of cloud computing
expands, the human resources necessary for managing
security  seftings, rolebased access, network
changes, and technology changes will also
increase. There is also a need for nontechnical
employees to be familiar with this fechnology
because although it is perceived that the benefits

of this process largely revolve around “tech issues”

such as data analytics and server efficiency, the
perceived risks are to the mission. The lockheed
Martin report, Awareness, Trust and Security fo
Shape Government Cloud Adoption states, “There

are many awareness gaps among professionals

who will be investigating, implementing, using, securing
and managing cloud computing. Conversely, this data
may also suggest that implementing and managing cloud
computing platforms within federal agencies will require
crossfunctional discussion among both IT policy and IT
implementation professionals.”!"

(LOUD COMPUTING WILL NECESSITATE, AND FORCE,
ACQUISITION REFORM

An observation made in study after study is that acquisition
cycles for most IT in the national security space are much
foo long. The serious problem posed by acquisition length
was nofed in the DoD’s recent Strafegy for Operating in
Cyberspace. Traditionally, the adoption pace for IT is
seven fo fen years, and the need to shorten the cycle is
explained in the report: “To replicate the dynamism of
the private secfor and harness the power of emerging
computing concepts, DoD's acquisition processes for
information technology will need to address speed as a
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critical priority. DoD's acquisition processes and regulations
must match the Techno|ogy deve|opmem life cyc|e. With
information technology, this means cycles of 12 to 36
months, not seven or eight years."'? It is widely believed
that cloud enables agility and accelerates time to market.
A senior government official involved in enterprise sysfem
development voiced concern that Federal Acquisition
Regulation must change to deliver consumer services, as
it is not currently structured to support a business model
shift to cloud computing.

Federal Acquisition Regulation must change
to deliver consumer services, as it is not
currently structured to support a business
model shift to cloud computing.

One view was that “government agencies can go af it
alone.” Purpose-built computing may be ideal to support
the highest levels of security standards for government cloud
computing environments. There is a need for a model thot
balances acquisitions for internal purposes and oufsoures
services to a cloud provider. Cloud solutions already
developed for private consumers may be realigned to fit
governmentspecific models. Following the industry frend
fo move from performing IT services to managing SLAs
allows for specialization in areas that relate business
advantages fo economies of scale by capitalizing on
proficiency and subject matter expertise. Our perception,
based on these inferviews, is that improvements in how
agencies acquire services, software, and hardware are
strongly desired by most involved in the implementation
of cloud computing, and many believe that the adoption
of cloud solutions may actually catalyze and accelerate
those needed improvements.



CLOUD COMPUTING WILL REQUIRE THE FORMULATION OF
NEW STANDARDS

In the corporate world, many companies realize too late
that moving fo a cloud architecture does not remove all
integration issues. One must never assume that cloud
models are easier fo integrate. In fact, there are times when
infegration issues between various systems may become
more complex. Today's resource management culture
does not yet take info account how cloud computing really
works; for example, most people forget that terminating
an old process is required to manage the cloud life
cycle more effectively. Budgeting and accounting will be
difficult unless this aspect of cloud resource management
is changed. This is seen as one of the biggest hurdles for
organizations looking to adopt cloud computing.

The government needs to look for standards that have
fraction and are being implemented. Some standards
are being rushed out ahead of time, and some standards
bodies are holding back. Some standards take too long to
develop, perhaps decades or even longer. However, there
was a consensus in the private sector that the government
must eventually adopt open sfandards, at the peril of
vendor lock-in. As in the past, the NSA, NIST, NASA, and
other agencies have participated in software standards
committees, and the government should continue to be
involved in the formulation of cloud computing standards.
The risk here is that by adhering to a standard now, the
organization may miss out on innovation. One CTO
explained that the danger with any new technology is
that if you standardize oo early you face the reality that
standards are determined by vendors or providers, not
by users. It is possible that certain standards may limit the
scale or security of the underlying cloud fechnology.

Many surveyed agreed that there are not any de facto
standards that cloud computing providers have settled
upon. Without standards, you cannot scale. Standards
bring consistency, critical mass and, eventually,
specialization in terms of service delivery. Until clarity on
general sfandards emerges, the government is playing
roulette and needs to hedge its bets. It could decide on
initial standards, but include the ability to support multiple
standard contenders as necessary. Within this virtual

“survival of the fittest” environment, it is difficult to pick the
winners up front. It is an organic process. If you need to
pick a “winner,” then have a contingency plan to move
fo a new sfandard. It does appear that viable standards
for federal cloud computing are emerging, but effective
organizational leadership will be required to ensure that
enhanced security and cost efficiencies will be realized.

Clouds do not automatically solve any information sharing
policy or cultural challenges. Implementation will require
the government to evolve certification and accreditation
processes and revamp outdated systems. According to
a senior technology professional at NSA, there are no
technical barriers to the IC arriving at a community-wide
approach to cloud computing, but this adoption may
require agencies to overcome substantial integration
issues. Diligence must be exercised when moving forward
with a cloud implementation, but there will always be a
cerfain measure of risk and uncerfainty involved.
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Il. CONCLUDING THOUGHTS

The advent of cloud computing represents a powerful

frend that promises to change the landscape of the IC. If successfu”y implemented and

Beyond its technological functions, the cloud computing
model expands access to the power of information

technology while potentially reducing operations and approaches and technologies can
sustainment cosfs. The IC will benefit from an informed revolutionize the IC's computing
approach fo cloud computing adoption, but should be capabilities by more efficient
aware that these deployments are not a panacea. They P i Y ' Y

do not inherently solve the significant information sharing and effecflve|y enobhng the

and cultural challenges noted by senior executives in the majority of IC functions.

IC. They may, however, cafalyze discussion on shiffing
business processes to enable smart change.

Our key conclusions bear repeating here:

® Cloud computing is not simply the consolidation and virtualization of software and
systems, but a change in an organization’s business model.

* Migration to a cloud model should be primarily focused on improving mission
accomplishment.

® The type of cloud deployment depends on the security protection needed for the data
involved.

® Cloud computing is more about long term cost avoidance and support to the mission
than immediate cost reduction.

Cloud computing should be seen as a new way of doing business that will transform an
organization’s policies and processes. While studies indicate cost savings are not likely
fo come from cloud adoption alone, cost avoidance is likely, and implementing cloud
archifectures may facilitate consolidation that can generate savings. However, this will only
occur with careful planning and design. If successfully implemented and managed, cloud
computing approaches and fechnologies can revolutionize the IC's computing capabiliies by
more efficiently and effectively enabling the majority of IC functions. This wave of innovation
will change the way IT resources are consumed and how missions are accomplished. Cloud
computing even has the potential to generate revenue for the government in the long run as
the largest content provider on the planet. As cloud computing innovations are adopted we
expect fo see improvements in security and [T efficiency, but only if endto-end requirements,
designs, and architectures are carefully considered. Guidance from the IT industry, the private
sector, and academia must inform and drive decision-making in this sphere. Many public and
private organizations are learning valuable lessons independently, but new ways of partnering
across government, academia, and industry must be piloted to ensure continuous, productive
cooperation and reduce risk. Inferaction and execution amongst these sectors and in support
of government will ensure the successful transition of the Intelligence Community to the cloud.
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