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Repliweb-MFT is a comprehensive managed file transfer solution that allows organizations to govern all
aspects of A2A, Host, and Ad-Hoc file transfer processes. RMFT enables security policy enforcement,
guaranteed and accelerated transfers, process automation, and audit across each stage of the file
transfer process.

RMFT 2.5 introduces major new features, especially in the areas of security and management - several of
which are the result of customer requests - as well as improvements to existing features. The new FTP
feature eases management by enabling FTP sites and folders to be created and managed directly from
the RMFT Management Console, thereby providing a single point of control for all corporate file transfers.
FTP Audit provides a detailed and filterable record of all FTP folder events. The new File Encryption
feature makes RMFT even more secure by enabling PGP encryption of package files residing on RMFT
Server. Custom Active Directory Queries allow query-based synchronization of Active Directory users.
Admin Notes allows administrators to add notes to any RMFT entity such as recording what modifications
were made on a specific date.

Performance enhancements mean that RMFT is now even more responsive during heavy load. For more
information about a particular feature, please refer to the RMFT Administrator’s Guide.

Key features include:

= FTP Management — Enables authorized RMFT entities to upload/download files to the RMFT
Server machine using FTP protocol. According to their permissions, users may also be able to
delete files/folders and create new folders using any FTP Client.

= FTP Audit — Provides a record of all FTP folder events including uploads, downloads and folder
creation.

= File Encryption — Provides an additional layer of security by enabling PGP encryption of
package files residing on RMFT Server.

= Custom Active Directory Queries — Custom queries can be used to synchronize users based
on specific criteria such as only synchronizing users with an email address.

= Admin Notes — Enables RMFT administrators to keep a record of modifications made to RMFT
entities.

= SharePoint File Metadata Push — In addition to the actual file, it is now possible to push file
metadata (i.e. column information) to SharePoint Sites.

= Web Customization — Easily changeable themes for improved corporate branding.
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FTP Management

Sites and Folders — This version includes the ability to create and manage FTP sites and folders via
RMFT Manager. Authorized users will be able to perform supported operations (upload, download,
delete, rename and new folder creation) using any FTP Client, according to their folder access

permissions. The optional user isolation feature prevents users from viewing or overwriting other users'
content by restricting users to their own home directory.
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Note: This feature requires IIS 7.5 with FTP 7.5 to be installed on the internal and/or DMZ RMFT Server
machines.

Audit — The FTP Folder Audit provides a detailed record of FTP folder activity such as uploads,
downloads and file deletion. The list of events can be filtered using various criteria including timeframe,
user, file name, operation type and more. Audit information can either be accessed from the User context

menu (to see operations performed by a specific user) or from the FTP Folder context menu (to see all
operations for a specific folder).

v | FTP Folders x| 1 FTP Fokder Aucit test_ste. X |
FTP Folder Audit

Filter: [upload_powniead  [illl B [E] [ [P search | 2

Name: [test_sit= Fila: [ Usar: [
Status: ¥ Success [ Failure Operation: ¥l Upload ] Download ] Delete Locetion:  WlIntenal oMz
When: Between: 12/Jun/115:15PM | = And: 250un/11 5:15PM | =
View: Default View [~] & fne: Groupby: |- Select - [~ ]
Status | Name | Operation | Source Path | Target Path | File Size | user | Started | Ended | Location | Message
Success fest_site Upload fimages/DSC_0031.0PG 5179370 dave 6/23/2011 9:46:42 AM 6/23/2011 9:46:42 AM  Intemal
Success fest_site Upload fimages/DSC_0062.0PG

5212689 dave

6/23/2011 9:46:42 AM  §/23/2011 S:46:42 AM  Internal
Success test site Upload  fimages/DSC_0070.1°G 5331980 dave 6/23/20119:45:42 AM  6/23/2011 9:46:42 AM  Intemnal

Success test site Upload  fimages/DSC_0079.0PG 5281419 dave 6/23/20119:46:42 AM  6/23/2011 9:46:42 AM  Intemnal
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The option to encrypt package files on the RMFT Server machine has been added. The File Encryption
feature is protected by a master password, which must be entered when turning the feature on or off or
when performing administrative actions on encrypted files. Encrypted packages are indicated by a & icon
in the Package Monitor.

£ RMFT Preferences - Connected to RMFT Server 2.5.238 on <w2008r2ml01.qa.int > = =]
‘web Site | RMFT 'Web Client | FRoles | System Credentisls | Log Control | AdHoc |
Fully Qualified Damain Manme | b ail | Maritar and Reparts Security | |nzpection Policies |

RMFT Server Certificate:

Clear Certificate

i Digital Signature Enforcement

YYou can require users and hosts to sign p
will be werified by the user's/host's public b

™ Requite users and hosts to sign pack:

File E nciyplion

Protect packages on RMFT Server from v
¥ Enciypt packages on RMFT Server

r Unauthenticated D ownload

Enable recipients to download files withou
the "New Package in Inbox [Unauthentic.
the package recipients Zipping the files et

™ Allow users to download files without b

Set Master Password [ x|

A master passward is required to enable or disable the file encryption feature. The master password is
also required ko resend encrypted packages, extract encrypted package files or restare encrypted
packages (f the password was changed after the backup).

Master Passward: I g Password Strength: Strang

The master password must be a minimum of 8 character and contain at
least ane upper case letter, one lower case letter and one digit.

[T
Confirm Master Password: I ‘

IMPORTANT: For security teasons, the master password cannat be recovered.,

= &lso allov files to be downloaded as & ZIP file |

[e]4 Cancel Apply |

Status |Resent |Encrypted by Server © |Frum ‘

Custom Active Directory Queries
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Custom queries can be used to synchronize Active Directory users according to specific criteria such as
only synchronizing users with an email address. Custom queries offer a good way of preventing non-user
accounts from being synchronized and can be used independent of or in addition to group

synchronization.
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&5 Custom Queries = Ol x|

—Queries

Create a Group/Distribution List containing users that match the query crikeria.
Far example, to only synchronize users that have an email address, tvpe: mail=*

Tarne: I ermail

QUEry: I mail="*

Tvpe: IGroup 'I

Template: I AD Template

Mew...

Edit... |
Delete |
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Admin Notes

Admin Notes provide administrators with a quick and convenient way of recording changes made to
RMFT entities (Users, Hosts, Inspection Policies, etc.). Notes can be easily added and managed by
simply right-clicking an entity and selecting Add note or Manage notes from the context menu.

| Noteforidave %

Admin Notes
vew: [ogvew =] Rl I - [T Grcobr

New... Open... Delete

Date | Note |
6/29/2011 11:38:56 AM Changed account expiration date.

[J) New Note for User:dave

Meodified Send/Receive Restricitons,

SharePoint File Metadata Push

In addition to the actual file, it is now possible to push file metadata (i.e. information related to the file) to
SharePoint Sites, thereby preserving the context of the source files. The metadata is extracted from a
specially formatted XML file that contains the names of existing columns (on the SharePoint site) and the
information that each column should display. The metadata file can either be prepared manually before
the transfer or prepared on-the-fly using a pre-packaging process.
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RMFT Web Client Themes

A choice of seven different themes allows organizations to customize RMFT Web Client to match their
corporate colors or simply according to personal preference.

Welcome, mike Showing 2 of 2 packages, 0 selected Welcome, mike Showing 2 of 2 packages, 0 selected

Version: 25238 n- = 25238 n-
Last Login: June 28, 2011 17:46 Last Login: June 28, 2011 17:48

Display Mode: Padiages I Display Mode: Padkages I
‘;‘ E‘ - mike |; ‘E‘ - mike

Mew  Refresh Mew  Refresh

Folders

L inbox

£5) Sent Packages

Folders

£ Inbox

£3) Sent Packages

Web Services

RMFT Web Services has been extended to include the following functionality:
» FTP site and folder creation
= FTP audit
= Package forwarding
» Zipping package files before sending to recipients

= Ability to create an authenticated download link
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Other Features

New User from Template — New user accounts can be created from
predefined templates. This offers a convenient way of quickly creating
multiple user accounts with the same settings.

Mew From template...

Mew, .. |

Customizable Columns — The ability to hide or show columns in the

Monitoring Views (Packages, Scheduled Jobs, Active/Completed Jobs, etc.) and Entity Lists (Hosts,
Users, etc.) has been added, thereby enabling Administrators to choose which columns to display
according to importance.

Active/Completed Jobs
|J,:,b Mame + [=lIPT mveawn [= 1l Davard Ir
Aadd Columns...[Drag columns From the Customize window to the column bar.)

Remove Column

E wpiration/M oific:
E wpiration/M otific: —
Ewpiration/M otification Manager RTGR_Z0110E050714408..

Ewpiration/Matification Manager RTGR_20110803014408.. 1
Ewpiration/Matification Manager RTGR_20110803014408.. 1
Restricted Address Book — An option has been added to the user Address Book

account settings that allows administrators to determine whether all users
should be visible in the user's address book or only users to whom the
user sends paCkageS. " Show contacts only

% Show all users '

Exposed User Details — Personal details of exposed internal users can now be exposed to external
users. This will allow external users to more easily locate internal users in their address book (by
specifying the exposed details as search criteria).

rExposed User Details

Expose | Field -
First Name
Last Name
] Job Title
] Department
] Company ;I
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Medium Load Reporting — Medium load reporting joins the existing heavy load reporting feature. RMFT
Server maintains responsiveness by automatically activating load control when the number of active Jobs
reaches a predefined threshold. RMFT will report to Windows Event Viewer if Medium Load control is
active for longer than a predefined time period. After the initial report, it will continue reporting at regular
predefined intervals until Medium Load control is deactivated (which will also be reported). The default
reporting intervals can be changed by editing the [Load Control] section in

~\Repliweb\RMFT\scheduler\config\server.conf

Package Resend — The package Packages
resend feature has been expanded Status ¢ |Resert| Encrypted by Server|From [To | Subject

tO inCI de the fO”OWin f nctiona"t . | | @ 4 dave jane:; [Resent by the RMFT Administrator]Large Files

u g u y @ dave jane; [Resent by the RMFT Administratar]Large Files

: H B w I:I-a'-.-'e i-ar'le_: [Fesent by the RMFT Administratar]Large Files

= Resent . In d | C at_l on A -A . gm dave jare; [Resent by the RMFT Administrator]Large Files

I’esend IcCOn |nd|Cat|ng Wh|Ch : &5 dave jane; [Fiesent by the RMFT Administrator]Large Files

packages have been resent & 9 dave jane; [Fesent by the RMFT Administrator]Large Files

| | @ 9 dave jane; [Resent by the RMFT Administrator]Large Files

= Multiple Resend - The
ability to resend several
packages simultaneously.

Exclude/Include Files — Administrators can now specify which files to include/exclude from the transfer.
This feature has been added to the following protocols: FTP/FTPS, SMB, and SFTP.

New Pull Job for Source <Pull_PDF = using FTP,/FTPS Protocol

| Generall Schedulel Pre Pull Pracess  Pull | Fre Packaging Processl Send Tol Lag Eontroll

Source |Security | Transfer | Rename Files | Pre/Post Commands | Cormnpatibilicy |

Saurce direckary: I ciitemp

& IncludefExclude files
Include the Following File specification(s) (e.Q. a.txt;* . pdf):
| *,pf]
Exclude the Following file specification(s) (e.g. a.kxt;*.pdf):

Maximum Package Expiration —The maximum package expiration period (defined on RMFT Server) has
been added as read-only information to RMFT Web Client's 'Package Expiration' option. Users who want
to change the expiration period when sending a package will now be aware that they cannot exceed the
maximum expiration period.

Package Expiration: Choose an expiration period for this package.

Package will expire within:

I? Days IU Hours IU Minutes

Nate: Packages will be available for download for a maximum of: 30 Days 0 Hours 0 Minutes
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Package Processing Statistics — The status bar now shows the number of packages displayed in the
Package Monitor as well as their completion status. The number of expired packages will also be shown if
the Show Expired option is enabled.

Packages: 5 Completed: 5 (Success: 5, Warning: 0, Error: 0, Aborted: ) Expired: 1 RMFT Health: «*
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