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INTRODUCTION

The purpose of this manual is to help distributors, installers and customers in general to configure
their routers for use with a network device such a digital video recorder, video server etc. Our goal is to
provide enough information to configure the router and successfully connect to the cameras over the
internet. This manual shows most common router models on the market. If your router it is not listed in
the manual identify the other routers listed and see if there is a similar one. Let us know if your router is
not listed so we may add it in future revisions.

THE ROUTER CONFIGURATION.

The router configuration screen is the last step in the process to view and access the cameras over the
Internet (WAN). The connection and configuration will depend from the network topology, configuration
and environment. Most digital video recorders and Network devices commonly are connected in a Local
Area Network (LAN) and the Router is connected usually to a DSL modem or cable modem. The Router
configuration is vital to connect properly to the internet and view the cameras from a remote location.

ROUTER with a 4 ports switch in a WAN / LAN environment.

ROUTER with 4 PORT —
embedded switch —

[ = -=e=- ] DVR or
Cable or DSL Network
Device

Modem

]

WAN
(Internet) _

Router : A router is a device that forwards data packets along networks. A router is connected to at least two networks,
commonly two LANs or WANs or a LAN and its ISP network. Routers are located at gateways, the places where two or more
networks connect, and are the critical device that keeps data flowing between networks and keeps the networks connected to
the Internet. When data is sent between locations on one network or from one network to a second network the data is always
seen and directed to the correct location by the router. They accomplish this by using headers and forwarding tables to
determine the best path for forwarding the data packets; and they use protocols such as ICMP to communicate with each other
and configure the best route between any two hosts. The Internet itself is a global network connecting millions of computers and
smaller networks — so you can see how crucial the role of a router is to our way of communicating and computing.




PORT FOWARDING AND DMZ OPTIONS

Before you start working with your router is important to :

1. Assign a static IP address and select the ports to your network device( *), ( See Appendix
B for more information ).

2. Have ready your router (gateway) IP address to access the router menus ( See appendix A for
more information).

3. Have the port list ready according with your product needs to create the forwarding rules. ( See
page 7 with all products listed).

The information provided in this manual is to guide and help the customer create forwarding rules or
port forwarding for specific ports on a router.

There are to ways to work with the router ports. The procedure may vary with the router manufacturer
option screens. The two options are:

1. PORT FORWARDING RULES
2. THE DMZ

1. THE PORT FORWARDING RULES.

In order to allow users to access your Network Device ( * ) on the Internet (WAN) we need to create
forwarding rules . That means we need to open ports on the Router and forward ( Port forwarding ) the
data from a specific IP address . Once the Router has the ports opened the data will pass-through the
Router . Every router internally works and interacts with two IP addresses. One is the internal IP address
or gateway. The one works with your LAN and the other one is the external IP for the internet
communications.

When a Network Device sends data to a remote router on the internet , the router receive the
information and needs to know what to do with the data. The port forwarding feature what it does is to
tells the router where to send the data with the computer or network device attached to the LAN.

(* )Network device: Any IP addressable device or electronic equipment connected in a LAN such a
Digital video recorder, video server or computer.

When you create and enable the ports on the router ( The term is referred as forwarding rules) , the
router takes the data off the external IP address: port number ( this is called a socket) and sends that
data to an internal IP address: port number. The port forwarding rules are created per port.

Example using port 2000 : When the router receives the data from the external IP address, the
router works with the internal NAT ( Network address translation) and communicates the information from
the external IP to the internal IP address. The information from a distant router comes with a specific




forwarding rule and that rule contains information related to port 2000. That means the internal IP
address (gateway) on your LAN will communicate only with the network device on the LAN configured
to receive the data for port 2000. If you have one network device working with port 2000, only this
device will be able to use port 2000. That means only a port number can be used for a program or
network device. For example if you have a customer using 2 video servers connected on the same LAN ,
you have to give each one a different port to communicate on the same network or over the internet.

2. THE DMZ feature. ( demilitarized zone )

This feature allows you to open all the ports at once in your router for your Network device _IP
address. The DMZ takes the IP address of the device on your network and forwards all ports. This is
really a nice feature if you are having problems forwarding ports for some program or device. It can be a
life saver if your router will not allow you to properly forward ports. The_Network Device with the DMZ
enabled is now wide open to internet traffic. If the network device attached to the router is a Digital video
recorder or a Video server for example , the unit will not be able to catch a virus, or risk being hacked
because these units are stand alone and designed with an embedded operating systems. On the other
hand there is a risk if you are using a computer instead. If you are using a computer on your LAN it is
better to forward the ports only and not use the DMZ option.

The router #2 is been configured to do port forwarding for the port

2000 for the internal IP address 192.168.1.125 on the LAN . The

router # 2 has the port 2000 open. When the user from router #1

access the video server, the data will go directly to the local IP
ROUTER #1 192.168.1.125 using port 2000

External IP : 24.116.50.6 ——
ROUTER #2 b

If the user has installed th
viewer application to view the
camera .The application will try to
access the IP address from router ,&‘
#2. (24.116.50.6 ) ==

4202 Wab Sarven

The network viewer application must 7
have the IP from router #2 address Broadband Local IP address
( 24.116.50.6) and the port 2000 to Modem 192.168.1.125:2000

view the camera.. Broadband

Modem

WAN

This figure shows an example of how a user access
a video server/camera from a remote location
using the IP from Router #2 and port 2000 on a

a PC

For a more detailed explanation of the port forwarding procedures visit :
http://www.portforward.com/help/portforwarding.htm



LIST OF PORTS FOR LOREX NETWORK DEVICES

FAMILY

MODELS

PORTS

COMMENTS

IPSC

IPSC2230 Day
Night Camera

TCP port 80
UDP Port 9001

Default Port : 80

IPSC

IPSC2206
PAN/TILT
DIGITAL ZOOM
NETWORK
CAMERA

TCP port 80
UDP Port 9001

Default Port : 80

Video server

L4202

Any

Default port is 80.
Only one port is needed.
Suggested alternated port : 2000

DVM Software

5600-5700

Default ports : 5600 and 5700
TCP ports:

Video :The default value is port 5700. Users can
modify this value. However, it should generally
have a value between 5501 and 64000. Values
below 5501 are considered reserve values for
Windows and routers. Values above 6400 are not
valid.

Send data port - All communication must be
done through a designated port. By default data is
sent out from the local system through port 5600.
Users can modify this value. However, it should
generally have a value between 5501 and 64000.
Values below 5501 are considered reserve values
for Windows and routers. Values above 6400 are
not valid. communicated can also designate a
specific port through which it communicates data.
By default the target system data port is also set
to port 5600. Users can modify this value.
However, it should generally have a value
between 5501 and 64000. Values below 5501 are
considered reserve values for Windows and
routers. Values above 6400 are not valid

4 channel PCI

Video capture card

QLR0O450

4 ports needed
Any port from a
range from
2000-65000

Default ports:
e Video port :2000
e Audio port: 2001
e PTZ control : 2002
e Remote Search :2003

4 channel USB
video capture card

QDU470

4 ports needed
Any port from a
port range from
2000-65000

Default ports:
e Video port :2000
e Audio port: 2001
e PTZcontrol : 2002
e Remote Search :2003




NETWORKABLE 2
PAGE - 8
CHANNEL 21"
COLOR QUAD
WITH 4 NIGHT
VISION CAMERAS

L21Q784

80

httpl : 80 TCP
http2 :blank (any port)

NETWORKABLE 2
PAGE - 8
CHANNEL 14"
COLOR QUAD
WITH 4 COLOR
NIGHT VISION
CAMERAS

L14Q684C

80

httpl: 80 TCP
http2 :blank (any port)

IP Camera

IPSC1240

80

httpl : 80 TCP
http2 :blank (‘any port)

o Note : Port 80 is the http port for the Internet browser and it is usually blocked by the Internet
Service Provider. We recommend using a different port like 2000 to avoid possible problems.

e For example using 192.168.1.5, on the web browser type http://192.168.1.5:2000




ROUTERS SECTION

This section shows the procedure to create port forwarding rules.
The information is presented by manufacturer and model.



LINKSYS

BEFDSR41W, BEFN2PS4, BEFSRU31, BEFSRU31, BEFSR41 V1& V2, BEFSR V2FW 1.40.2,
BEFSR41 V3 V4 & V5, BEFSR81, BEFSX41, BEFSX41-CA, BEFVP41 V1&V2, BEFVP41-CA,
BEFW11S4, BEFW11S4 v2,v3, & 3.2, BEFW11S4 V4, BEFW11S4-CA v2 & v4, WRTS51AB,

WRTS55AG

Log in to the Router's Web-based Utility. (This is
usually done by opening your web browser,
entering 192.168.1.1 in the Address field ( or
your “default gateway” IP address from your
PC ), and pressing the Enter key. You should
see the following screen.

Coneesi o 197.148.1.1

e

Press the STATUS Tab and write the WAN IP
address for future reference for the remote
connection .

To open the ports press on the ADVANCE tab
on the top and Select Port Range Forwarding

bbiiv] [ [ S S e[ o]

S
PORT RANGE
FORWARDING

On the left hand side put the name of the
application.

Application name: can be any description of your
Network Device attached on you LAN

You are forwarding ports in the Customized
Application box.

In the Ext. Ports box put the port ranges you
wish to forward. If you are unsure of the port
range/ranges check the Ports list page or the
network device (*) model you are working with.

Example :
For port 1080,
with port 1080.

start with port 1080, and end

Check on the protocol type TCP, UDP, or just
both. Check both if you are unsure of the
protocol type. In the IP Address box, enter your
Network device(*) IP address

Click the Enable check box on the right hand
side.

If you have more ports continue with the next
line.

Click Apply at the bottom of your screen to save
your changes

(*) See page 5 for more information

10




DISABLE BLOCK WAN REQUEST
FEATURE.

Press the Advance tab and select the
Filters tab.

Click and disable the Block Wan request
feature.

When finish click on Apply to save the
changes.

Sitsssve’ I = 1—3 A DS 0

3 wnabe e o pERE et B0 =rapan

FILTERS

- e e

v anE 3
(L 1 NP,

LTI N

o WETTSE

(LRI RT F

DMZ OPTION

If you don’t want to enable the port range
forward feature you can use the DMZ
option to open all the port at once.

Click on the Advance tab on the top

Click on the DMZ Host option

,'::‘:: ILERET RN

Enter your network device (*) IP
address and press apply.

(*) See page 5 for more information

11




LINKSYS. wireless

BEFSR41-CA, BEFSX41 V1.50, BEFW11S4 v1.50.10, BEFW11S4 v1.50.14,

RT31P2,

WAG54G, WRK54G, WRT54G, WRT54G v1.1v2 & CA, WRT54G v2.04, WRV54G, WRV54G-

CA

Log in to the Router's Web-based Utility. (This is
usually done by opening your web browser,
entering 192.168.1.1 in the Address field ( or
your “default gateway” IP address from your
PC ), and pressing the Enter key.) You should
see the following screen.

Linksys BEFSR41/BEFSR11/BEFSRLSL

[d

Password: | |

User narme: w !

[Iremember my password

Press the STATUS Tab and write the WAN IP
address for future reference for the remote
connection .

To open the ports press on the Applications
and Gamming Tab on the top. Click on Port
Range Forward Option

eyt S ———-

Bpplicalions
E Gaming

On the left hand side put the name ** of the
application. You are forwarding ports in the
Application box.

** Application name: can be any description of
your Network Device attached on your LAN

In the Start and End boxes put the port ranges
you wish to forward. If you are unsure of the port
range/ranges check the Ports list page or the
network device model you are working with.

Example :
For port 1080,
with port 1080.

start with port 1080, and end

Check the protocol type TCP,UDP, or just both.
Check both if you are unsure of the protocol
type. In the IP Address box, enter your
Network Device (*) IP address to forward the
ports to.

Click the Enable check box on the right hand
side.

If you have more ports continue with the next
line.

Click Save Settings at the bottom of your
screen to save your changes

(*) See page 5 for more information

12




DISABLE BLOCK WAN REQUEST
FEATURE.

Press the SECURITY tab

Click and disable the Block Wan request
feature.

When finish click on Save Settings to
save the changes.

DMZ OPTION

If you don’t want to enable the port range
forward feature you can use the DMZ
option to open all the port at once.

Click on the APPLICATIONS AND
GAMMING Tab on the top.

Click on the DMZ option

LiNKEYS'

8 e o o e 1

Applications

Enter your local network device IP
address and press Save Settings

13




DLINK

Models DI-514, DI-524, DI-604, DI-614+, DI-624, DI-704P (revB), DI-704P (revC), DI-704UP,
DI-707P, DI-714P+, DI-754, DI-764, DI-774, DI-784, DI-804HV, DI-808HV, and DI-824VUP:

Open your web browser and enter the IP address of
your router (192.168.0.1). Enter username (admin)
and your password (leave blank).

DI-604
Ethernet Broadband Router

[l Advanced _Tools ___ Status ___Help |

<
E‘ d B
a o
ir

Tha DI-&04 is an Ethernet Broadband Router ideal for home netwoerking and small
buskness neworking. The setup wizard will gulde you 1o conflyure the DLS0 1o
connect ta yaus ISP (Inteinen Serdice Provider). The 604 easy setup will allow
you 1o have Ifermet access within minutes, Plaasa ollow the sotim wizard step
Ioy step 1 conflqure the 060K,

WAH

e —
Fanizard |
= 0
Help

Press the STATUS Tab and write the WAN I[P
address for future reference for the remote
connection .

To open the ports press on the ADVANCE Tab on
the top. Click on Virtual Server Option

Enter the name of the service (Ex. Your DVR
description) you are trying to forward ports for in the
Name box.

DI-604
Ethernet Broadband Router

BT Advanced EPTTH

Hirual Sarveris usad t allews Infarnet usars access fo LAY sericas

Status Help

Virtual Server yazm
" Enabled © Disablad

HName

Cleor]

\
==

Agplications Priveta I |——
Pratocol Tepe  [TCF =)
Priste Pon [
puicPon [
Firewall Scheduls © dlaays

T day [Bun = to [Eun =
@ 9O
il 5 Apply Cancel Help
Marge Priste P Protocil Schaiule
I Witual Server FTP 0.0.00 TP 2121 ahoaye Ef]
= \irual Sarver HTTR oooo TGP BOAD akvays E]i]
I virtual Sarer HTTPS oooo TCF 443443 atorays (E]7]
I Vitual Server DNS 0ooo LIDP 5353 ahways [EL |
[ \iual Sarver SMTP D000  TER25HS shways ]}
7 Vitual Server POP3 noon TGP 110010 ahvays 25
T winual Server Tenet oooo TCP 323 ahirya a5
I IPSec 0.0.00 0P 500500 shoays 45
© PRTF 0oono TGP 17234723 ahvays [El]

Enter the private network device (*) IP address into
the Private IP box.

Select the protocol type from the Protocol type drop
down box. If you are unsure of the protocol type
select both if available. If both is not an option you
would need to create a duplicate configuration, one
with TCP selected the other with UDP selected.

Enter the private port into the Private Port box.
Generally you should enter the same port into the
Public Port box. For port information check the Ports
list page or the Network Device (*) model

Example using port 1080 :
e Private Port 1080
e Public Port 1080.

The schedule should be set to Always. Put a dot in
the Enable circle at the top to enable your profile.

If you have more ports continue with the next line.
Click Apply at the bottom of your screen to save
your changes.

DMZ OPTION
If you don’t want to enable the ports feature you can
use the DMZ option to open all the ports at once.

Click on the Advance Tab and Select the DMZ
Option.

D-Link

Burlaiog Netmaths fox Frcple

DI-604
Ethernet Broadband Router

ORI (Darmilitarzed Zong) 15 used 1o sllee 5 single computer on the LAM to be sxposed to
the Internet.

Virluol
T Enabled * Disabled

|F Addiess 152 158 o |0

Appilcaticns

ol

Filters

Firewall

i

Enter your network device local IP address click
on enable and press Apply.

(*) See page 5 for more information

14




SMC

2804WBRP-G, 2804WBR V1, V2, 7804WBRB

DMZ Option Only

Open a web browser. In the address bar
type the IP address of your router. This IP
address is 192.168.1.2 by default. Press
enter

SMCZEIIWERP-G

Pasawand: I_
LOGIN I CANCEL I
Step 2:

You should now see a login screen and it
should be prompting you for a password.
We want to log in as administrator, so
enter your administrator password here.
By default the administrator password is
smcadmin. Click the login button to log
into the router.

Step 3:

Click Firewall on the left hand menu. This
will drop down a sub-menu on the left
hand side.

SMC2B04WBRP-G M tome &Lomn

Azcszs Control

Actaes Comiesl lres waens I daine = it i aeited par earats T
It A 110 0] S s Freing

o ot i tien e

= Merrmal Fitoesy Tabin (up fe 1 compiors)

o il Fer g Rade 1

HEL® SAVE SETTINGE CAMCEL

Step 4:
Click DMZ in the left hand menu. This will
open up the screen below.

SMC2804WBRP-G % tiome & Lcuout

DMz Demilitarized Zone)

1pau have & iocal chert P that canmel s an iskeme appkicaian papetly §om Sehind the KAT fresall e ou cn
‘i st g urrebicld b Iniemet arces s by dning 3 ks DAZ Host

Enatle 02 T¥es & Mo

Nutipie FC3 can be expazed i ihe intesie! o bvosway commurizations 2§ islemet gaming vides camerencing ar
VPM eonnectioss. Te use e DALE, you Fus! ol 3 1o (P adoeas il P

Pudiz I Addeens Chisnt P 1P Akt

1. 0000 maafl
P F F B mawazl
s f b8 KB B ezl
©h B b weeel
= i Gp | el
;::;’:s el & O wmmal
il % & P | wal
. p . B .p w2l

HELR SAVE SETTINGE CANCEL

Step 5:

A Static IP address is need for this function.
Click in the Enable DMZ Yes radial button.

In the Public IP address box, you enter the
network device IP (*) address you wish to
open to the internet.

Click Apply at the bottom of the page.
Click the STATUS menu at the left and

write the WAN Internet IP address for
future reference for the remote connection .

(*) See page 5 for more information
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Actiontec

GT701-WG, GT704WR, R1020S, R1020S(U), R1520SU, R1524SU-1

Enter the IP address of your router in the
address bar of your browser.. By default
the IP address should be set to
192.168.0.1.

Main Menu
Setup / Configuration
Status
Utilities
Help

Copyright 2001-2002 Ackientac Electranics Ine.

Click setup/configuration. You should
see the following menu.

Basic Setup Set Up / Configuration

Admin Usemame,/Password This section will gusde you through the configuration of your Cable/DSL
ROuter

advanced Setup

In most cases, only Basic Setup is required. In the event that you can not

!
1 & the sdyanced Setup proce
P ng on the Advanced Setup
Pleasn click the *Begin Basic Setup® button be

Blagin Basic Setup

Click ADVANCE at the side of the menu.
You will see the following menu

Configuring the Advanced Settings

Thie following settings will be configueed in the order below. To skip ahead,
please click on the selected setting from the menu to the left, Chck Next to
cantinue.

. = Sary Blacking . P

e + Website Blocking « MAC Address Cloning
P

[R— Bick Nawt

Stat

[

MAC Addrate Claning

Save and Restart

Click on Port Forward on the left hand side.
You should see the following menu.

Port Forwarding

Some Internet applications require certain ports t2 be forwarded, Please
enter the required port ranges and IP address of the computer running the
application into the space below, then click Add. Zlick Advanced for more
options, or click Mext to continue,

IP Port Range Protocol IP Address

| wl [rerl=l |
Add Remove |

List of Forwarded Ports

Advanced . |
Back |  Nex|

Enter the following information :
IP Port Range. Enter a port range.

Example : For port 1080, start with port
1080, and end with port 1080.

- Protocol : Select the protocol type , TCP
or UDP

- IP address : Enter your Network device (*)
IP address.

Click on ADD to add the settings to the box
below.

If you have more ports to open repeat the
procedure.

To finish click on Save and RESTART

(*) See page 5 for more information
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DMZ OPTION.

If you don’t want to use the port forward feature
you can use the DMZ option to open all the
ports at once

Click setup/configuration. You should see the
following menu.

Set Up / Configuration

Basic Setup

This section will guide you through the configuration of your Cable/DSL
Router,

admin Username/Password
Advanced Setup
In mast cases, only Basic Setup is required. In the event that you can not
access the Internet after completing the Basic Setup, it is possible that your
Internet Service Provider may require additionsl configuration,

In this case, use the Advanced Setup process to configure your Cable/DSL
Router by clicking on the Advanced Setup option from the menu to the left,

Please click the "Begin Basic Setup” button below to start the basic setup.

Begin Basic Setup

Click ADVANCE at the side of the menu. You
will see the following menu

Alganced Shin Configuring the Advanced Settings

The following settings will be configured in tha order below. To skip ahead,
please click on the selected setting from the menu to the left. Click Next to
continue

WAN 1P Address

Wireless Settings

Wireless MAG Authentication
Wireless Advanced ettings o WAN IP Address

+ Wireless Settings

o Wirgless authentication
« Wireless 4dvanced Settings e Firewall

o LAN IP Address « Cynamic Routing

s DHCP Server + Ctatic Routing

« Services Blocking . LPRP

+ Website Blocking « MAC Address Cloning

Back Next

« Remote Management
« Port Forwarding
« CMZ Hosting

LaN IP Address

GHEP Server

MAC Address Claning

Save and Restart

Copyright 2001, 2002, 2003, 2004 Actiestec Electronics Inc.

Click on DMZ Hosting option

DMZ Hosting

vour CablayTSL Routar can ba configuned to support Onkne Gaming and
Intameat Confarencing sardcas on a natwork compiter. To uge this Taatune,
arvisr thea [P Addrass of the conparter in the DMZ Hoet Teld below.

Warnsng: Linng ¢ compertss in OMI mode opers the compurtses to outndse

inknasicn; creatrsg a secunky risk

DT Hosk 1P sddress

Con W ol

Back Ml

Enter the Network device (*) IP address, Then
you click in the On radial button.

Now click on Save and Restart on the left hand
side. The following menu should appear.

Activrtec

[ #4ain ] [ setup ] [ Status ] [ Utilities ] [ Help ]

Save and Restart
conflguration

Fiease click the Save and Restart button below [0 save your settings and
FOSTAF your Gateway

Saun and Fuitar

To finish click Save and Restart.
Click the STATUS menu and write the WAN

Internet IP address for future reference for the
remote connection

(*) See page 5 for more information
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NETOPIA

CAYMAN 3300

Enter the IP address of your router in the
address bar of your browser.. By default the
IP address should be set to 192.168.1.254.

Enter Network Password B 2| x|

gy Please lype vour user name and password.

Site: 192.168.621
Realm Realml

User Name |adm'rn

Password Im’
I~ Save this password in pour password fist

o ]

Cancel |

Enter your user name and password. By
default the username is admin, and the
password is blank. Click the OK button to log
in to your router.

Home

netopla. P e )

Software

Serial Number 11171732 Release 750
Warranty Date

(midryyyy) UNKNOWN

W Waiting far
7 1 Status of DSL DSL
Access Control Lagin No nameservers are

Local WAN IP Address  0.0.0.0 Primary DNS e
Remote Gateway

A e 0000 Secondary DNS 0000
ISP Username

Ethernet Status Up

| Date & Time

© 2005 Netopia, inc.

Click the Expert Mode link on the left hand
side of your screen.

Expert Mode Confirmation
You are now entering Expert Mode which is for advanced
configuration, management and troubleshooting.

If you change any parameters, the unit may not operate
properly.

Click "OK" to continue or "Cancel” to return to the
previous screen.

Click OK to enter the export mode

Home Configure | Troubleshoot | Security | Install Restart | Help

“ Home
i ‘General Information

Hardware Netopia Model 3347W Wireless DSL Ethernet Switch

Serlal Number 9437188

BreakWater

re

Version 750 Firewall ClearSailing
Product ID 1225

Date & Time ESSSNOVS 14:57:03 Safe Harbour P

Status _ Data Rate (Kbps) ggéﬂnslrea m: BOOO Upstream:

Local Address 0.0.0.0 Peer Address 0.0.0.0
Connection
Always On
Type ve
NAT On WAN Users Unlimited

IP Address 182.166.1.254
Netmask 2566.256.255.0
DHCP Server On

Ethernet Status Up
DHCP Leases 0 outof 253 leases in use

© 2004 Netopia, Inc.

e Click on CONFIGURE link on the top.

e Click on the ADVANCE link

Network Configuration

IP Static Routes Build IP static route table

IP Static ARP Build IP static ARP table

Pinholes Set up pinholes through NAT

IPMaps Setup NAT one-to-one IP address mappings
Default Server Setup NAT default server options

Differentiated Services Set up Differentiated Service options
DNS Setup DNS options
DHCP Server Setup DHCP server and relay-agent options

RADIUS Server Set up RADIUS server options

SNMP Setup SNMP community, trap and system group options
Access Confrol Set up Access Control

UPnP Enable or disable Universal Plug'n'Play

LAN Management Enable or disable DSL Forum LAN-Side DSL CPE Configuration
(TR-064) services

Ethernet Bridge Set up ethernet MAC bridge

System Configure System parameters

Syslog Parameters Setup Syslog

Internal Servers
Sofiware Hosting

Configure internal web and telnet ports

Set up Software Hosting

Clear Options Restore the Gateway to its factory configuration
Time Zone Time Zone settings

VLAN Setup VLAN Configuration

On the ADVANCE Network menu click on the
PINHOLES Option.

This menu option will allows you to enable the port
forwarding option.

To create a new pinhole entry, press the "Add" button.
No pinhole entries have been defined
Add |

" mammmm

Click the ADD button to add a new pinhole
configuration to your Router.
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Pinhole Name Imy-webserver
External Port Start [80
External Port End IED_
Internal IP Address [192.168.1.1
B0

Submit

Protocol Select

Internal Port

Add or Edit more Pinholes

-Pinhole Name: your network device
name ( ex DVR, video server , or PC)
-Protocol type: TCP or UDP

-External port start : Enter you start port
-External port end : you end port

Example using port 1080.
External start port 1080
External end port : 1080

- Internal IP address: Enter your Network
device (*) IP address. (ex DVR , video
server or PC attached)

- Internal port :Enter the lowest port.
Example :If you open a range of ports
from 80 to 1080, use 80 as the lowest
port.

Click the Submit button

If you need to open more ports click on the

ADD button and repeat the procedure.
(*) See page 5 for more information

If you finished click on the Alert button.

The Alert button is a Yellow triangle at the left
top area of your menu

Restart | Help

vy

Home Configure  Troubleshoot | Security | Install Restart | Help

Changes have been made to the Gateway database. You must save the changes
and restart the Gateway in order for the changes to take effect.

ave

Apply changes made to the database
Save and Restart Apply changes and restart Gateway

Check Database
Review Review the contents of the database
Validate Validate edited database

Revert Database

Revert Restore to settings before edits

Config Mode vi.2
validation passed!

& 2003 Netopia, Inc.

19



WESTELL DSL MODEM/ROUTER

B90-2200- 30-05 ( Bellsouth )

Open a web browser like internet explorer or
Netscape

| | Agress lé-;lltp:!ﬂ:.-':l2.1 §8.1.1/

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 192.168.1.1.

Enter Network Password ) 7] x|

‘?} Please lype pour user name and password.
H
Site: 192.168.62.1

Fiealm Realm1

User Name |aﬁ'nin

Passward [

I™ Save this password in our password fist

G

You should see a box prompting you for your
username and password. Enter your username
and password now. By default the username is
blank, and the password is NOLOGIN.

Click the OK button to log in to your router.

Connection Information

BellSouth®

DSL Up
Connection up
User 1D

1P Address

1P Gateway

Primary DNS

Secondary DNS

cnnection | disconnact
Modem Info

Modem Name wireSpeed Dual Connect
Model B90-220030-04

Serial 038410482115

Software Version 01.06.33

MAC address 00:60:0f-83:35: ee
Warranty Date December 13, 2003

Local Network

Click the Expert Mode button on the left hand
side of your screen.

Then under Home click the Service
Configuration button on the left hand side of
your screen.

Bell
Fe CERtS
[ » b
AL
Internet Service
Vel -]‘3
Protocol
U 1D
Exarnple: username@bellsouth.net
DHGP Sarver Provided by your ISP,
—
confimpasswod [P ]
Static 1P Address 0000
1? Gateway
Primary DNS Server 0000
Secondary ONS Server |0.0.0.0
Connection Type On-Demend [

In the new menu that appeared under
Configuration, click the NAT button.

------ NAT Configuration

SelectA Senvice B | seiete
Service Hame ]
 Denotes Custom Service

nnnnnnnnn
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BellSouth™

Internet Servidé)

NAT Configuration

Click the Define Customer Service button to
move to the next page

Custom Service

Set Up a Port Forwarding entry based on your specific ports

Forward a range of WaN ports to
an IP address on the LAN

@ Port Fowarding
Ranges of Parts

Forward a range of ports to an IP
address on the LAN only after
specific outbound traffic

@ Trigger Ports

next cancel

Put a dot in the Port Forwarding Ranges of
Ports radial button. Then click next at the
bottom of this page

Port Range

Set Up a Port Forwarding range entry based on your specific
ports

Service Mame: |I\-’1y MNew Service

The above name will be saved as this
Services descrintion

P J-p ]
P

@T1cr @QuoP

Global Port Range:
Base Host Port:
Pratocol:

back

next cancel

Enter a name for the program or device you are
forwarding ports for in the Service Name box. EX :
DVR

Enter the ports to forward into the Global Port
Range boxes.

Example: for port 2000-2000

The smallest port number should go into the box on
the left, while the largest port number should go
into the box on the right.

Main port the program uses into the Base Port
box. This is your lower port from your list.

Examples: If you are using only one port like
2000 enter 2000-2000.. If your are using a
range of port like 80-1080, the base port is 80

Select the protocol type using the UDP or TCP
radial buttons.

Click the Next button when you are done
making changes.

Service Details

Service Mame *DVR
Type Port Forwarding

Port 1
Protocol: TCP

Global Port{s): 2000
Basze Host Port: ZOOO

After clicking 'Close’ you can enable your new service
from the ‘Serivce Mame' sslect hox.

If you need to add additional ports, click the Add
button.

When you are done adding ports/protocol types,
click the Close button

Continue on Next page....
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Once you finished adding all the ports go back
to the service configuration screen

BellSouth*

Internet Service

w8 Hama ‘EE\E:IASE.’\'IE | seiee

Use the Service Name drop down box to find
and select the first configuration you just
created for your network device name ( Ex
DVR) .

Then click the Enable button to enable it. You
will need to repeat this step for each service
that you created

Once you press enable the following screen
will appear

A, -
Host Dewice |192.1EB.1.4E "I

or specify

IP Address I

one

A e

Select and find your network device (*) IP
address or enter your IP address to forward
the ports and complete the procedure,

Press Done to finish

(*) See page 5 for more information
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2200 ( Verizon)

Versalink 327W

Open a web browser like internet explorer or
Netscape

| J-@ﬁ;‘ lé].-;lltp:fﬂ:.SZM 68.1.1/

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 192.168.1.1

Enter Network Password 1 2| x|

8> Please type your user name and passnaid
o
Site: 192.168.62.1
Realm Realml

User Name !admm

Passwad [~
I™ Save this password in pour password fist
Co

You should see a box prompting you for your
username and password. Enter your username
and password now. By default the username is
blank, and the password is NOLOGIN.

Click the Ok button to log in to your router.

WESTELL
T

Homa Status C ™ Halp

DAL Connact Fate (Downlp) o DSL Connaction

Connaction Names PPP Status
My Connec! tion TN

Profin with s 2 iz your cefsult proflle, To make changes
0 pour dafault profée chok an the profée editor tuttan,

Click on Configuration on the top Menu and
Select Service configuration

- &
C t Pro Dernut
Sorvice tamp | SoIPEASan I D & &
Denotes O e
Boervice Name Service Mod Host Device
slatic

Click the Define Customer Service button to
move to the next page.

Custom Service

Set Up a Port Forwarding entry based on your specific ports

Forward a range of WaAN ports to
an IP address on the LAN

@ rort Fowarding
Ranges of Ports

Forward a range of ports to an IP
address on the LAMN only after
specific outbound traffic

@ Trigger Ports

next cancel

Put a dot in the Port Forwarding Ranges of
Ports radial button. Then click next at the
bottom of this page.

Port Range

Set Up a Port Forwarding range entry based on your specific
parts

Service Mame: |My MNew Service

The above narme will be saved as this
Services description

|
]

@1cr @uop

Global Port Range:
Base Host Port:
Protocol:

next back cancel

Continue on next page.......
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Enter a name for the program or device you are
forwarding ports for in the Service Name box.
Ex : DVR, Video server or PC.

Enter the ports to forward into the Global Port
Range boxes.

Example: for port 2000-2000

The smallest port number should go into the
box on the left, while the largest port number
should go into the box on the right.

Main port the program uses into the Base Port
box. This is your lower port from your list.

Examples: If you are using only one port, for
example 2000, enter 2000-2000. Your base
port will be 2000.

If your are using a range of port like 80-1080
the base port is 80.

Select the protocol type using the UDP or TCP
radial buttons.

Click the Next button when you are done
making changes.

Service Details
Service Mame *DWR
Type Port Forwarding

Port 1

Protocal: TCP
Global Port{s): 2000
Base Host Port: 2000

After clicking 'Close’ you can enable your new service
from the ‘Serivce Name' select hox,

If you need to add additional ports or you need
to specify both protocol types, click the Add
button. Then repeat the above steps, and
specify the other protocol or add another port.

Once you finished adding all the ports go back
to the service configuration screen

e =
JEens e e

Ty 2«

Use the Service Name drop down box to
select the first configuration you just created at
your device name (Example: DVR) .

Then click the Enable button to enable it. You
will need to repeat this step for each service
that you created

Once you press enable the following screen
will appear

A -
Host Device |192.168.1.46 'I

or specify

IP Address I

one

e i

Select and find your network device (*) IP
address or enter your IP address to forward
the ports and complete the procedure,

Press Done to finish

(*) See page 5 for more information
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BELKIN

F5D5231-1

Open a web browser like internet explorer or
Netscape

| | meu | .hattp:!ﬂ-321 £8.1.1/

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 192.168.2.1.

You should prompted for your password. Enter
your password now. By default the password is
blank. Click the Ok button to log in to your
router.

On the left hand side you will see a series of
four menus.

In the one titled firewall click Virtual Servers.
This will bring you to the following menu.

1
-
—

We are going to be working in the table
portion of this menu to forward ports. All the
settings to forward a port or series of ports will
go on one line. If you want to forward
additional ports you can fill out a second line
with additional information.

Description box. A good description would be
the name of the network device (*) (Ex DVR)
you are forwarding ports for.

Inbound Port box . Enter the port range. This
range would be specified by entering the
starting port number in the first box under
inbound ports and the ending port number in
the second box under inbound ports. Do the
same thing for the Private Port boxes.

- Type :Select the protocol type . TCP or
UDP or Both .

Note : If you are unsure of the protocol type,
just select both.

Continue on next page........

(*) See page 5 for more information
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- Enter your network device (*) IP address
you wish to forward in the Private IP Address
box.

- Putacheck in the Enable checkbox..

Click on Apply changes to finish

(*) See page 5 for more information

DMZ Option

On the Setup screen select DMZ at the left area
of your menu

L Home M Vel N Logowt ]

1P Address of Virtual D2 Host >

L swucte | evatelr pnable |
3 152 160, 2. -

Enter your Network Device (*) IP address and
click on enable.

Press Apply changes to finish

(*) See page 5 for more information
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NETGEAR

RP614v1 & v2, WGR614, WGT624v1 & 2,

Open a web browser like internet explorer or
Netscape

“ WI@] .http'.fﬂ-321l58,1,1f

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 192.168.0.1.

: Site! 192.168.0.1

Realm

User Name Eﬂn

Password |1
[~ Sava this password in your pazsword list

o ]

Cancel [

You should see a box prompting you for your
username and password. Enter your username
and password now. By default the username is
admin, and the password is blank. Click the

Ok button to log in to your router

elup Wirar

[ ————

Passmord

Knowledge Hase

Logout

The basic settings window will be visible

On the menu bar to the left under Advanced
click Port Forwarding

You should now be at the Port Forwarding
menu as shown below.

Ports

Service & Game Server IP Address

[HTTP A T T B

# Service Name | Start Port |[End Port | Server IP Address
|1 FTP e el 192162.0100

w2 HTTF a0 a0 192168.0.101

Add Custom Service | EditService | Delete Se

To create a new port forward service click on
Add Custom Service button.

NETGEAR Cable/DSL Web Safe Router RP&6141

A
TG

Setup Wizard Ports - Custom Services

¥ Enanle
Senvice Name

Starting Port
Ending Port (1~65539)

Server IP Address N
E-mail

Enter the information requested on the menu.

Basic Settings

(1~B5538)

Logs

Block Sites
Block Services
Schedule

- Service Name : Enter the description of your
DVR or device or service (PC) . Ex DGR200

-Starting port. Enter the lowest port
-Ending port. Enter the Highest port
-Server IP address: Enter your network
device(*) IP address

- Click Apply at the bottom of the menu to finish.

(*) See page 5 for more information
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DG824M V1.3

DMZ Option

Open a web browser like internet explorer or
Netscape

|JW &) Wp/7152 168.1.17

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 192.168.0.1.

: Site: 192.168.01
Realm

UserName  [admin

Passwaord !"'1
I~ Save this password in your password list

oK I

Cancel |

You should see a box prompting you for your
username and password. Enter your username
and password now. By default the username is
admin, and the password is blank. Click the

Ok button to log in to your router

Selup Wirard Basic Sstting:

L ———

The basic settings window will be visible

On the menu bar to the left under WAN Setup
Options

You should see the WAN setup menu

| WAN Setup

Connect Aitomatically, as Required

[] pisable SPIFirewall

[ Defautt pMz Server | 1= |, o= [0 [Jo ]

] Respond to Ping on Internet Port

MTU Size (in bytes) 500 |

[Apply ][ Cancel ]

Click on Default DMZ server and enter your
network device (*) IP address .

Click on Apply to Save the settings.

(*) See page 5 for more information
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1000HW, 1000S, 1000sw, 1800HG

2 WIRE

Open a web browser like internet explorer or
Netscape

| Address | €] hup://192.168.1.1/

Enter the IP address of your router in the
address bar of your browser. By default the IP
Address should be set to gateway.2wire.net

The basic settings window will be visible

= e LA
Network at a Glance O mew e

N et | I

(sde) B @ BN
Saett | M ol g e o

Summany = Firewall Settings. Advanced Settinas. A HOME | Helg | ite biap

Edit Firewall Settings

Settings
Bydefault, the firewall blocks all unwarted access from the Infernet. You can allow access from the ik
Internet to applications running on computers inside your secure home netwark nabling firewall

pinholes. Opening frwall pirmotes is also known as opening firewall ports of firewall port forwarding
To 80 this, assoclate the desred appication bith 1a comouter elow: fvou camnol it 4 lsting foc
your application, you can create a Lserge 2 (Ta treate A user-d profile,
you will need 10 Know protocol and portinformation.)

To Allow Users Through the Firewall to Hosted Applications...

© Select a computer
Choose the computer that will host applications through the firewsall: [F0AMMAZDELL ]

@ Edit firewall settings for this computer:
 Maximum protection - Dissllow unsoliciied inbound traffic

@ Allow individual application(s) - Choose the application(s) that will be enabled to pass through the firewall to this computer.
Click ADD > to add it to the Hosted Applications list

Applications: Hosted Applications:
- A5G Taxrent 2]
 Games hze of Empires ABEEE
ot
e hge of Rings

age of Wonders
5 Messagingand infemet. [Aliens vs Predavor
Phone. Anazchy Online

* Servers ssneron’s call
Balaur's Cate
Ol Bacelaton
User-defined Batrlefield Communicator
Bic Torren: z
Adda def
Black and Vhice
0
sopbeation e
Eiftor dolede userdefined  [Pask Beign 2
spobeation peica Force =

€ Allow all applications (DMZplus mode) — Set the selected computer in DMZplus mode. Al inbound traffic, sxcept irafiic which
has been specifically assigned to anather computar using the "Allow individual applications® feature, will automatically be
diracted to this computer. The DMZplus-enabled computer is less secure because all unassigned firewall ports are opened
for that eormputer

Upgrade the System
& ' - B-oidn;n.‘lL nh
+incameg [

ogrnan

T er—.

Wote: Once DMZpkss made is selected and you cick DONE, the system wil issue & new IP address 1o the selected computer. The compader
st be set to DHCP mose 10 recedve the new IP address from the system, and you "
o trom pAser, Eoth Comguters.

Cugung w64 b

Set Up

e s

= Homs Netwerk
¥

¥ (m-c

Click the Add a new user-defined
T application link in the Applications section.

il Edit Application
Click on the FIREWALL button on the top Settings

Prefile Name
Enter a name for the application profile that you are creating,

. e -~
ie) i % e
( 4
(#pe ‘ .l 2 el m [ Application Name: I
= Summary Firewsll Settings Adyanced Settinos e | W cooocoomrsonenomtoiimnrrmenrminaretrsininosnreescsrossrasoceeos
. " . Definition
View Firewall Details o e
Choose a protocol and enter the port{s) for this application, then click
Details ADD DEFINITION 10 add the definitian to the Definition List. If he

application requires mulliple ports of both TCP and UDP ports, you will

CmaR-R IR Gusiosy need to add multiple definilions.
Device Allowed Applications Application Type Protocal  Port Nuimber(s) Public IP

a0 ABC Torrent FIP (file transfer TCP £3305-63313

protocol) server

Hote: In some rare instances, cenain applcation types regure specialized firesysl
changes in addilion to simple port forwarding. It the applicetion you are sdding

0 Bit Torrent 2 FIP (file cransfer Tc €8al1-c888 appears in the application bype menu below, it is recommended that you selact it.
provocol) server
JomN tilasopia 719 (file vransfer Tcr 400-445 %
Cieiesail Taviar Protocol: &= TCP & UDP
Port (or Range): From: | To: |

Protocel Timeout (seconds): I Lgi:im :i%;m

l"_ Drefaull = the same port as
defined above

INona (D faulic) ;l

Click FIREWALL SETTINGS in the firewall
menu on the top of the screen

Bap to Host Port:

Application Type:

BACK

Continue on next page........
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Enter the following information:

-Application name. Enter the name of the
program ( Ex. Your DVR, video server
description ).

-Protocol: TCP or UDP.
-Port Range . From ( the lowest port)
To (the Highest port)
-Protocol timeout ( seconds) :
----For TCP enter : 86400
----For UDP enter : 600

-Map to Host port : Leave it empty
-Application type: Set to None

Click ADD Definition to add this definition to
your router.

Click the BACK button at the bottom page to
go back to the previous menu.

4 3 - B
(sde) lj @ U |
Y Systan wopthand o Flrewall
Summary | =FirewslSettings  Advanced Settinas 1 oue | Herp | site wap

Edit Firewall Settings

Settings
By default, the firewall blocks all unwanted access from the Intemel. You can allow access from the
Internetto un| on iter s network by enabling firewall

pinholes. Opening firewall

o
Jfe is also known as opening firewall ports of firewall port forwarding
To do this, associate the d: b a lsting for

&

-defined prefile,

your application, you can cr ication profila. (Ta crate 2
youwill need to know prote
To Allow Users Through the Firewall te Hosted Applications...
© Select a computer
Choose the computer that will host through the firewall: | ¥

© Edit firewall settings for this computer:
© Maximum protection — Disallow unsolieited inbound trafic.

@ Allow individual application(s) - Choose the application(s) that will be enabled 1o pass through the firewall to this computer.
Click ADD > to add it 1o the Hosted Applications list.

Hosted Applications:
5 =
Autioliieo
Bessaging and rternet |ALien
Bhane
Servers
Other
User-defined
Add 8 e yser-defined
aapication

ik Rei
Eflos deiele user.defines  [Dazke Bai
sspistien elta Force

© Allow all applications (DMZpius morle) - Set the selected computer in DMZplus mode. Allinbound raffc, except trafflc which
has been specifically assigned lo ancther compuler using the feature, wil be
directed to lhis computer. The DMZplus-enabled computer is less secure because all unassigned firewall pors are opened
for fhat computer.
Hote: Once DMIZphus mode is selscted and you cick DONE, the System wil issus a new IP address 10 the selected comguter. The computer
must be set to DHCP mode to receive the new I address from the System, and you must reboat the computer. f you are changing DMZphis
mosde from one compeder to another compader, yiou st rehoot both compuers.

Select a computer option:. device ( your
network device(*) IP address) or computer
your want to forward.

On the Applications list scroll down and find
the Application you just created and highlight
it.

Click the ADD button to move it to the Hosted
Application box at your right.

Click DONE button at the bottom of the
screen to finish

Note :If you have multiple ports , you have to
create an application for every range of ports

. (*) See page 5 for more information
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X4 5551

Z00M

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 10.0.0.3

Enter Network Password 1 21 x|

Please type vour user name and password.
Site: 192.168.62.1
FRealm HRealm1

User Name |adrnin

Password I"""‘

[T Save this password in pour password st

[ ok | Cancel |

You should prompt for your password. Enter
your password now. By default the password is
blank. Click the Ok button to log in to your
router

System Status

- T— ——
|ADSL Status | ShowtimelData
|t version: |Zoom X4 G5 Ver 10142
[Up Time: [12:523
Tme. ) [Tha Jan 01 15:07:33 1870 N
Time Zone: GMT
[Daylignt Saving Time: e B
WAN Status
o e e R e A
N | |preon | 265255 285,255 | las | w

Click the Advanced Setup button at the top of
your screen. You should now see the following
screen.

C/

» Basic Setup » Advanced Setup

Advanced Setup
WA Configuration | IF Filtering | Firewal |
Pon Settings | DHCP | NAT |
Bridging | 1P Routing | RIP |
Any changes made wil Dynamic DNS | Blocked Protocols | LA |
yeu mwmra:!ﬁe:m =
changes using the _ swe | bidgeFiter |
pu:;v by SHMI Bridge Filter
button at the bottom of
sy configuration page.
L staws |
More detailed information.
ot st ADSL Status | TOPIP Status | ATM Status |

PPP Status | EoA Status | IPoA Slatus |

Administration

User Configuration | Diagnostics | System Log |
Firmware Update | _ BackupiRestore Coniig | Rebool |
Set Date and Time:

Click the Advanced Setup button at the top of
your screen. You should now see the following
screen

NAT Rule - Add
Rule ID: i
IF Name: AL =]
Protocal: m
e o 0 W
local Addiess 00 oo
Global Address From: IU_ IU_ lu_ I[]_
Global Address To: IU_ IU_ lu_ l[]_
Destination Port From: lm IU—
Destination Port To: IW IW
Lacal Port: [Discarne =]
Save Changes ﬂl

Continue on Next page.......
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In the middle of this page you will see a NAT
Options drop down box. Click the down arrow
and select NAT Rule Entry

Network Address Translation (NAT) Rule
Configuration

NAT Options: |NAT Rule Entry | =

mm Rule Flavor Local IP From | Local IP To m
|ALL NAF'T |D 000 |255255255255 2 Stats

Add

After you have saved your changes, you must write the new settings to flash to make them permanent
Click the button below to do this.

Write Settings to Flash |

Take note of the Rule ID's that are in use.

Usually you want these rule numbers to
increment by 10. So the new rule you create
should be 10 more than the largest rule number
here. At the bottom of the page click Add. You
should now see another window

NAT Rule - Add

NAT Rule Information
Rule Flavor: | RDR 'I
Rule ID: |

AL ¥
[any =]

IF Name:

Protocol:

Enter the following Settings

1. Rule Flavor drop down box. Select RDR
from the list.

2. Enter a number in the Rule ID box. This

number needs to be unique, so some

number that was not listed on the services

page.( any number not listed)

IF Name box. Select ALL

4. Protocol drop down box : Select the
protocol type of the ports you are
forwarding.(if you don’t know select ALL)

5. Local Address From : Enter your local
device network (*) IP address

6. Local Address To : Enter your local DVR
Ip address

7. Global Address From: Enter 0.0.0.0

Global Address To Enter 0.0.0.0

9. Destination Port From : Enter your lower

port of your port range

Destination Port To : Enter the highest

port of your port list .
a. Example 80 - 1080

Local Port box : Put a zero in it.

Click the Save Changes button at the

bottom of your screen.

w

©

10.

11.
12.

Once again click on Advance setup button at the
top of your screen .Click on the IP filter button

IP Filter Configuration

None 7| public Default Action: |Deny

Private DefauitAction: [Deny =] DMz DefouitAction:  [Deny =]

Security Level:

Local Address From:

T

Local Address To:

T bbb
o o o

[rny atharpor =0
[Any otherpor =] [ose
[oscrro e Bl

Global Address From:

Global Address To:

|Dest|natmn Port From-

| Destination Port To:

|Loca\ Port:

Save Changes Close

Apply
Stateful Ll :ugllan E:::n tion
Insp!men 4 i

' 1010 ALL | Disable

incoming |Deny  |NiA Dsabla- sml

The Security Level drop down box should be set
to none.

The Private Default Action, Public Default
Action and DMZ Default Action should all be set
to Accept.

Click the submit button at the bottom of the page.
Now we are going to save these changes.

Make sure to write your settings to flash, and
reboot your router before the settings will take
effect.

(*) See page 5 for more information.
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EFFICIENT (SIEMENS)

Speedstream 5100,5200, 5400, 5500

Enter the IP address of your router in the
address bar of your browser. By default the IP
address should be set to 192.168.254.254

Enter Network Password HE

.’?> Please type your user name and password,
13
Sie: 162,168,254 .254

Realm speedslream

User Name ||

Password |

™ Save this password in your password list

i 0K I Cancel

Enter your username and password now. By
default both the username and password are
blank. Click the Ok button to log in to your
router.

Prafile Login

Wacrnarme: I md i -—I

Profile Login Passwanl |

QK

On the main menu click Login. Select admin
from the username drop down box. Enter the
admin password in the Password box. Click

the Okay button to get back to the main menu..

Click on the SETUP Menu .

Fort Forwarding Configuration

Current Port Forwarding Configuration

Enables
IF Address Disahle

| Tahle is Emply

Add | Eciit Eniry
Select samice by name IChuuae Senvice 'I

COR-

Select protocol |Chuuse Frotocol = and TCRIUDP port(s): -

" Redirect selected protocollservice to this router.

& Redirect seleced profocollservice to IP Address:

Apphy Cancel Faset

Pratocal Port Redirzcted to

Edit ‘ Delete

Select Protocol drop down box. Then enter the
port range in the TCP/UDP Ports box.

At the right side of the screen enter the lowest
port number and highest port number should
go in the box on the right.

Example TCP 80 - 1080

Click the Redirect selected protocol/service
to IP address radio button.

Enter the IP address you wish to forward this
service to in that box. (' your network device
(*) 1P address)

Then click Apply to save your changes.

(*) See page 5 for more information
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ZyXEL

Zywalll, Zzywall2WE, Zywall2, Zawall10, Zywall100

Enter the IP address of your router in the
address bar of your browser.

|| Address [&7 nup:77152.168.1.17

By default the IP address should be set to
192.168.1.1

EALUEREREIN  welcome to the ZyXEL embedded web configurator.

FIREWALL
CONTENT FILTER
N

CERTIFICATES « Click WIZARD to configure your system for Internet access.
AUTH SERVER
REMOTE MGNT » Click any link under MAIN MENU 1o configure advanced settings.

« Click MAINTENANCE to access a range of maintenance menus.

« Click LOGOUT to exit the web configurator.

You should prompted for your password. Enter
your password now. By default the password is
1234. Click the Ok button to log in to your
router. In the left hand menu click SUA/NAT.

You should now see the following menu.

SUA Server Address Mapping Trigger Fort

Default Server II] ooo
| # [ Active | Mame | StartPort | End Port | ServerIP Addross |

RN N BE Bl
H - |1 [0 0 [000.0
| u | [ o Jon.0.0
4 | = | o o J00.0.0
5' u | o o Jo0.0.0
B - | [o 0 [oo0a
[ = [o o [o000
Bl [0 o [0000
B - | [a I [00.0.0
[ [o [To [000.0
B - ] [o o [oaoo

Apply Feset

Enter the following information to open the
ports:

-- Check on the Active check box
-Name : Enter the name of your network
device (Example video server)
-Start Port: Enter your lower port of your list
Example: opening ports from 80 to 1080
--- Start port : 80
--- End Port : 1080
End Port: Enter the highest port

Server IP address: Enter your network device
(*) Ip address.

Repeat the procedure to open more ports if
needed.

Press Apply to finish.

Select this check box to enable

Summary Attack Alert the firewall.
The firs | protects against Denial of Service (DoS) anacks when itis enabled.
¥ Enable Firewall ¥ Bypass Triangle Route
Firevrall Rules Storage Space in Use
(114 | 100%

Packat Direction: | LANIO LAN/ ZAVALL

Configured rules for this packet direction are displayed in the summary table
helow.

Action for packets that dont match firewall rules. © Block * Forward

I Log packets that don’t match these rules,

S| o || Bsleabo ietpattenl e e [
Address =
e E |
Insert | Now Rule Bofora |1 {Rule Number).
Move | Selected Rule { select an Index Mumber) To |1 (Rule Number).

Edit_|Selected Rule
Delete | selected Rule

Apaly Fesat
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UNICOM wireless

DMZ Option only

Enter the IP address of your router in the

address bar of your browser.

Please type pour user name and passward.

Site: B3.235.240.241
Realm NeedPassward
User Name I\

Password I

™ Save this password in your password list

Cancel

Enter your User name and password to access
the main menu (if needed)

Fle Edt vew Fawortes  Tosk el
dgwh - 4 - D [ 4| Qe Girenss Breds 3 - S - W
Ackdress [ bt 180,920 08160880 ot

Router Setup e -]
Setup Wizard

LAN
IP Addrass: 9238 340 241
Connection DHCP

SSD Untithedd
WEP: o
* Advanced
w Administration 192,168 1.254
oM
[Logou]
| | essens= | LI 0 ) &) 2| sberte.. | 151 L
g veen [T Tt ,ez

Click on LAN at the left side of the menu

=0z

[P B em Pavtes ok Hen | ]
| Dasearch Gifevtes Growda P S| ¥ = -}

J167.279. 140 741 e o =] o [
e N - L e e e = e e ot |

Router Setup

Setup Wizard TCRAP [y ez r 51
LAN Subnet Mask 255 [255 [255 [0
* DHCF Server Stan P Address I i [ 1

Finish IP Address: [T2] [T0] [0 128
Save | Cancel | il

Wireless

Status

w Advanced

w Administration

2 | oweusens = | L) 5 80 1) 20 40| st | 4]
s . | s [y

Click on Internet on the Advanced menu at
left side of the screen.

ebok -+ - @ [H) | Dseach fovorkes Freds P L DT S

Ackdress [] o then. £ 290. 203 e e e

FAdobe « WF - & ;é- e | @oyvaoe « [vaocimsl = ) shoppng -Wm
Wireless 8l Advanced Internet

rd Communication R EN RN I (ST
Applications Irtamat Fhone

Ll =)

Status oo Messenger
el Defaur
Advanced Send incoming cals 1o |Hn|m aFC -I

Access Control
Dynamic DNS

Save when finished, not after each change.

ELREE I an application doss not work, you can defing it as a Special

Applications JESITE T
Spacial Applications

Administration LUV LR Pl 1 you have only 1 WAN IP address, only DMZ 1 can be used.

Candig Fila Enable WANIP address PC
Logs 17 69.239.240.241 |[Selectafl

e 2 ® (65 [239 [230 231 [mompnztinn sy 5]
P Database ar o 0 o b [Feemarc H
el I ol ol ol ST
Security s [0 [ [0 [0 [Seecarc ]
Uparade Firmware 6 [ [ [0 [ [Fmasre 3
i [0 o [§ [0 [Seeanrc ]

.

£l

1

To enable the DMZ option, click enable on the
first line.

Select a PC. Click the drop down menu at the
right and locate your network device (*) IP
address.

Press Save to save the settings

Click On the Status menu on the left
3 sctup - Microscft Intemet bwplores

Fle Ddr Ve Faeoter  Tost el
deback v = - (D [3) | Dsewch [irwertes Freds F| D G H ¥ =
f o T e g ——

Filndobe - NP - &- [sowen [] el - o | @otysvann - [dvabostval - (7 shpsina - [Sonn g
Status

Wbl Connection Method  Diirect
Ercadband Modem Connaction Ok
Ingermst Connsction Active
Ingarmet P Address: 69239 240 241

Cannection Desails
IF Addrass 16932 168 1.254

Metworls Mask: 2552552550
DHCP Saerver N

Administration
Canfig File Dianice Name Untitled

Firrrare Version Wersion 1.1 Release 13

Security
Upgrade Firmware

Write down your Internet IP address for
reference. Press Restart to save the settings

(*) See page 5 for more information
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GIGAFAST

EE-400-R

DMZ Option only

Enter the IP address of your router in the
address bar of your browser. The default IP
address is 192.168.8.1

Enter Network Password i |

@ Please type pour user name and passward.
Site: B3.235.240.241

Realm NeedPassward

User Name I\

Password I

™ Save this password in your password list

Cancel

Enter your User name and password to access
the main menu. By default the user name is
blank and the password is admin.

Broadband Router

English

Device Info
Hardware Release D |[R1.06
Finnware Version | V1.94Tb
WAN Connec tion Type DHC? Client (Detached)
Dial-up Duration 00:00:00 / 00:00:00
[WAN MAC Address 009047 0045 5F
WAN IP Address 0.0.0.0

[WAN subnetMask  |0.0.0.0

WAN Gateway 0.0.00
[WAN DNS 0.0.0.0, 0.0.0.0

LAN MAC Address 00-90-47-00-45-90

LAN IP Address 192.168.8.1
DHCP Server 192.166.8.17 - 128 On
Tx0
Clear
WAN Traffic(Bytes) |Rx0

Duration 00:32:45

Last Updated : Thursday, October 30, 2003 2:2451 PM

In the menu on the left hand side of your
screen, click Advanced. In the menu under
Advanced click the DMZ link.

] hitpejinaz. 1e.8.1)

Broadband Router

54 { English
DMZ

Drisable (%) Enable

WAN [P Map to 192168817

| Save & Restan

By default the DMZ page is disabled. Click the
Enable radio button.

Enter your Network device (*) IP address
on the DMZ menu

Then click the Save and Restart button.

(*) See page 5 for more information
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Appendix A

HOW TO ACCESS THE ROUTER CONFIGURATION SCREEN .

The Router configuration is the most important step in the process to view the cameras on the Internet. Most of the
routers are similar on the access, graphics interface and configuration. The first step to access the router
configuration screen it is to know the router IP address or “Gateway”. Usually the Web Browser is commonly used
to access the router configuration.

If you don’t know what is your router IP address ( gateway) do the following procedure:

o S
L Press on Start Type the name of a pragram, Folder, dacument, or
Internet resource, and Windows will open it For you,
H Open: | 2l
e Click on RUN = =

O I Cancel | Browse.,. I

e Type cmd and click OK

DOS command prompt window

INNT ', system32 cmd.exe

icrosoft Windows 2888 [Version 5.808.21951]
CC» Copyright 1985-280@ Microsoft Corp.

U:~>ipconfig
Windows 2088 IP Gonfiguration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . = emn.com
IP Address. . . . . . . . . . . . = 192.168.1.68
Subnet Mask : 255.255.255.8
Default Gateway = 192_168.1.1

In the DOS window type ipconfig and press ENTER

The information from your DOS prompt will show you the information related to your network.
This information will be:

a- Your computer IP address.

b- Your Subnet mask

c- Your Default gateway.

This information includes the Default Gateway IP address. This is the information we need to access the router
menus. Write down this information for later use.

Once you have the router IP address (gateway), open the Internet Explorer and type in the address bar
http://192.168.1.1 and press ENTER

|| Address |&) hitp:77132.168.1.1/

You will see the LOGIN screen. Enter the user name and password to access the Router menus and
configuration. ( if needed) .
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Appendix B
SELECTING AND ASSIGNING AN IP ADDRESS FOR YOUR NETWORK DEVICE.

Selecting an IP address for your network device ( DVR, Video server, PC) is important. With the IP
address you will be able to communicate on the Network properly. To obtain an IP address for your
Network device try the following options.

1. FROM THE IT ADMINISTRATOR.

1. FROM THE IT ADMINISTRATOR. Medium to large networks are administrated
usually by an IT Administrator. In many cases is recommended to ask what IP address
can be used on your network device (*) ( see page 5 for more information )

2. THE “GUESSING “ METHOD”

If it is difficult to get and IP address for the network , this method will help you to find an IP
address easily for your network device (*) .

2.1. ADDING A NUMERIC VALUE. First at all, we have to get some information from a

computer connected to the same network. See Appendix A to see how to get the information off
the computer.

Examples.
If the computer connected on the same network has an IP address (example) as 192.168.1.68

, try adding 5 numbers to the last octet (example, -> 68 + 5= 73) . The resulting number
will be 192.168.1.73 .

2.2 CHECKING THE IP ADDRESS . Once we have an IP address we want to try, we have to
check if someone is using the IP address before we assign it to the Network device ( *).

Go back to the computer at the DOS prompt windows according with procedure on Appendix A

[4] C:AWINNT  system32cmd.exe

Microsoft Windows 200H [Uersion 5.8H.21951
¢C» Copyright 1985-2888 Microsoft Corp.

On the DOS prompt U:z~>ping 192.168.1.73
Type the fO||OWIng Command Pinging 192 _168_.1_73 with 32 hytes of data:

Request timed out.
Request timed out.

ping 192.168.1.73 Hoquest Cimed out.
Ping statistics for 192.168.1.73 :

Packets: Sent = 4. Received = B, Lost = 4 (188x loss).

Approximate round trip times in milli-seconds:
pl’eSS ENTER Minimum = Bms, Maximum = Bmns, Average = Bns

TS

If you receive a “reply from” that means somebody is already using this IP address on
the network.
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(*) See page 5 for more details...

Let’s try to use another IP address adding another number to the last octet (lets add 4
numbers, /3 + 4 = 77) and try again. Example 192.168.1.77

t Windows [Uersion 5.00.21951
right 1985 B8 Microsoft Corp.

U:\>ping 192.168.1.77

Type . Pinging 192.168.1.77 with 32 bytes of data:
. ’ Request timed out.
192 168 1 77 Request timed out.
plng . . . Request timed out.
Request timed out.
preSS ENTER Ping statistics for 192.168.1.77 :
Packets: Sent = 4. Received = B, Lost = 4 (1882 loss).

Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = ®ns, Average = Bms

TR

If you get a “request timed out” , the message means nobody is using the IP address and this means
you can use it on your network device.

2.3. APPLYING THE SETTINGS. Once we selected the new IP address 192.168.1.77, we will

need to use the same subnet mask and the same default gateway from the computer. In addition to
these values we need to make sure what port needs to be assigned to work properly according with the
listed ports of your network device. ( See page 7 for a complete list).

The final values ( example) for the Network device will be:

EXAMPLE

IP address 192. 168. 1 77
Subnet mask 255 255 255 0
Default Gateway 192. 168 1 1

Once you assigned the IP address on your network device . Perform a ping command to the device
according with the ping procedure, If you have a reply from your respective device IP address that
indicates your the connection is working properly on the LAN.

S WINNTY system32' cmd.exe

U:\>ping 192.168.1.77
Pinging 122.168.1.77 with 32 bhytes of data:

Reply from 122.168.1.77: bhytes=32 time<iBms TIL=64
Reply from 192.168.1.77: bytes=32 time<iBmsz TTL=64
Reply from 122.168.1.77: bhytes=32 time=1ims TIL=64
Reply from 192.168.1.77: bytes=32 time<iBmsz TTL=64

Ping statistics for 192.168.1.77:

Packets: Sent = 4, Received ="4, Lost = B8 ¢Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = 1ms. Average = Hns

(RS
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TROUBLESHOOTING

PROBLEM

SOLUTION

| can’t access the router
configuration screen

Check your cable connections
Check if you entered the correct router (gateway) IP address
Check if your computer has a Firewall blocking the IP address

| can access my router
configuration screen but |
don’t have internet
connection

If you are using a DSL modem, check if you connection is
down. Call your ISP to solve the problem.

| opened all the ports on the
router and | can’t still
connect to my remote
Network device (DVR, video
server)

Check your DSL modem, make sure your connection is UP.
Check the information on your network device has the correct
information: IP address, subnet mask and default gateway
according with the Appendix A.

Check if you opened the correct ports.( see page 7))

Check your cable connections.

Call your router manufacturer.

| installed the Network
viewer program and entered
the WAN IP address | still
can’'t see my cameras

Check if your computer is using a Firewall application like
Norton Firewall.

Check if you configured the correct port to receive the data
from your remote location.

If your network device support web browser, try using the IP
address and port ( if needed) to see the cameras. If you can
watch the cameras on your Internet browser, the problem
could relate to an Internal firewall application.

Check if your password is correct.
Check if your wan IP address is correct
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It’s all on the web

—7  Product Information Specification Sheets

User Manuals Software Upgrades

Lorex Technology Inc.

Quick Start Guides Firmware Upgrades
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