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Sailpoint
IdentitylQ
Implementation

EXAM PREP TRAINING

R\

KEY FEATURES

« 32 hrs of instructor-led training
* 4 hrs/day in Weekend/Weekday

- Certified & Experienced Instructors

« Training Certificate
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Overview

Our IAM SailPoint Course focuses on helping the aspirants to be able to

» Understand the basics of IdentitylQ architecture and its key features.

« Learn the concepts of application on-boarding and correlation.

« Execute troubleshooting, debugging, and console.

« Smoothly go through workflows, reports, provisioning broker, and engine.

» Execute a management approach using IdentitylQ internals.

This course will also clear the concepts of Sailpoint IdentitylQ, Identity
cubes, certifications, lifecycle manager, Identity risk modelling, etc.

This SailPoint training will help you to get through the certification easily

which will further help you to get preference in the organisations.
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Target Audience

SailPoint Certification Training is suitable for anyone who is willing to get through
the certification exam. If you are :

- an aspirant looking forward to start the career in SailPoint

« a professional who want to change the career domain to identity and access
management (IAM)

* O Tester

« a Software developer

our SailPoint course will prove to be truly beneficial for you.

Pre-Requisite

There are no prerequisites for SailPoint Identity IQ Training but it is
recommended to have

« IdentitylQ login and access management knowledge and
« Java and MySQL programming languages knowledge.
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Why Infosec Train?

¢

Certified & Flexible Schedule Access to the
Experienced Instructor recorded

sessions

O

Post Training Tailor Made Training 4 hrs/day in
Support Weekend/
Weekday
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HAPPY LEARNERS FROM THE WORLD

Sailpoint Training | USA

Instructer was very knowledgeable | will definitely

look into taking more classes

Y1

IAM : Need of Organization | India
Appreciate and thank you for sharing such a

wonderful sessions. It's helped me a lot to improve

my knowledge about the product.
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COURSE CONTENT

1. IAM Overview — SailPoint Products
2. SailPoint Product Installation and Patching (version 7.3 and 8.0)

3. IdentitylQ Preview

« Compliance Manager
« Lifecycle Manager
« SailPoint Modules and Artefacts

4. Introduction to Sailpoint Virtual Machine + Exercises Environment

5. Sailpoint Monitoring Piece and Important Configuration Files

« Extended Attributes
* 1IQ Properties

* Log4j

« Audit Configuration
* SysLog

« Email Configuration

6. Application onboarding - Authoritative Application and
Non-Authoritative Applications Connectors

 Delimited Single Object, Multiple Object
- JDBC Applications-Mysqgl database

* LDAP

« Special case Connectors

« Multiplex and Logical Application

7. Implementing Risk in 11Q

« Identity level Risk
« Application Level Risk
« Targeted Monitoring
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8. Policies In 11Q

+ 8.1 Policies in Compliance and Policies in Provisioning
- SOD Policies — Role Level and Entitlement Level
- Activity Policy
- Account Policy
- Risk Policy
- Advanced Policy

+ 8.2 Handling Policy Violations

9. Certifications in 11Q

« Identity and Event-Based Certifications
- Manager certification
- Entitlement Owner
- Application Owner
- Advanced Certification
- Membership Certification
- Composition Certification

- Event Based Certification
- Joiner
- Mover
- Leaver

10. Roles in 11Q

* Role Based Access Control

» Role Modelling and Mining Activities
- Business Role Mining
- IT Role Mining
- Entitlement Analysis

11. Tools, Debugging and Troubleshooting
12. Rules, Tasks and API

13. Reporting

14. Lifecycle Manager and Components
15. Access Requests

16. Lifecycle Events and Custom Workflow

« Custom Workflow Development mapped to Lifecycle Event
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