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Getting Started

In order to access Treasury Navigator®, you must have the Treasury Navigator® Secure Browser on your
PC. The Treasury Navigator® Secure Browser is a java-based application that runs on a user's computer and
provides a captive, safe environment for accessing Treasury Navigator® and other web sites or server-based
applications that are permitted to the company by South State Bank.

The Treasury Navigator® Secure Browser is a fully self-contained browser that does not use any other
commercial browser previously installed on a user's computer, thereby insulating it from any malware that
might be attached to those other browsers. Users are allowed access to only web sites and applications
(Destinations) defined and configured by the bank. The Treasury Navigator® Secure Browser does not employ
an address line, so it is impossible for users to navigate away from entitled sites. All users are required by
SouthState to use the Treasury Navigator® Secure Browser to access Treasury Navigator®,

Before You Begin

1. Ensure You Have:
« Internet connection
» Administrative privileges on the computer where Treasury Navigator® Secure Browser will be installed
» Activation Key
o If you have Anti-Virus software installed you must allow Navigator to be installed. Contact your IT
department to have this site whitelisted.

2. Please close all open computer applications. A computer restart will be required for the installation of the
browser and its encrypted keyboard.

3. System Requirements
NOTE: 32 and 64 bit operating systems are supported.

+ Windows 8, 8.1, and 10
- Dual core 2 GHz or more microprocessor
- 2 GB of RAM (32bit) or 4 GB of RAM (64bit)
- 16 GB (32bit) or 20 GB (64bit) of Hard Drive space (minimum)

e Mac OS
- 10.13 High Sierra, 10.14 Mojave, 10.15 Catalina
- 2 GB of RAM (4 GB recommended)
- 10 GB of Hard Drive space

« Terminal Servers and installation in environments that use folder redirection are not supported.
Treasury Navigator® Secure Browser must be installed to the local hard drive on the computer, to the
local user profile.
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4. Anti-Virus Compatibility
Treasury Navigator® Secure Browser is NOT compatible with anti-virus products that utilize Device Control
software. The extensive modifications made by this software to the Windows USB device driver and
services stack render the system incompatible with the standard methods used to install the encrypted
keyboard driver (EKD) included with Treasury Navigator® Secure Browser.

If the EKD is installed on systems that have been exposed to Device Control software, the previously
modified driver and services stack can become corrupted, resulting in serious system stability/usability
issues. Symptoms include:

» Unresponsive keyboards and mice

o Disabled USB ports

» Non-functioning USB devices such as printers or USB storage devices (flash drives, external hard
drives,etc.)

» Fatal Encrypted Keyboard error messages during Treasury Navigator® Secure Browser start-up

Treasury Navigator® Secure Browser should not be installed on any PCs that currently have or have ever
had Device Control software installed. These issues may persist even after the incompatible software is
uninstalled. Some products that use the Device Control technology do not fully or cleanly uninstall the
Device Control files and settings, and fail to restore the system to its normal state upon product removal.
Full recovery from these issues may require reinstalling the Windows operating system. The following
antivirus software has been identified as having Device Control software, and there is known to be
incompatible:

» Lumension Device Control module for Lumension Endpoint Management and Security Suite
(a.k.a.Lumension Endpoint Security Device Control, LES DC)
- All versions

« lvanti Endpoint Security Device Control (a.k.a. HEAT Endpoint Security Device Control) and all Ivanti
products that integrate the Device Control technology
- All versions

» ThreatTrack Security VIPRE Antivirus Business Premium
- All 7.5.x versions subsequent to and including 7.5.5819

o ThreatTrack Security VIPRE Endpoint Security, ThreatTrack VIPRE Advanced Security, and any VIPRE
product that incorporates the Device Control technology
- Versions 9.6 and later

« Any product using the same licensed Device Control technology as the products above but not
specifically listed here

Treasury Navigator® Secure Browser is compatible with most widely-available anti-virus software but
may require whitelisting within those applications. Please request additional documentation regarding
steps that may need to be taken to whitelist Treasury Navigator Secure Browser within popular anti-virus
applications if you are unfamiliar with this process.
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Installation

Each Navigator user in your company will be required to install Treasury Navigator® Secure Browser from
one of the options below:
» Windows Based Users
- Click here to install Secure Browser.

- If you prefer, you may copy and paste this link into a blank URL line:
https://treasurynavigator.southstatebank.com/msb/download/southstate_browseré4.exe

- If you are unable to download the Secure Browser using the above link, please copy and paste the
followinglink for 32 bit operating systems into a blank URL line:
https://treasurynavigator.southstatebank.com/msb/download/southstate_browser32.exe

« MAC Users
- Click here to install Secure Browser.

- If you prefer, you may copy and paste this link into a blank URL line:
https://treasurynavigator.southstatebank.com/msb/download/southstate_browser.pkg

Windows Install

1. You will see the following page. Select Next to continue.

|§ Treasury Navigator Secure Browser Setup X

Welcome to the Treasury Navigator Secure Browser Setup
Wizard » _— -

The Setup Wizard will install Treasury Nanagator Seoure Browser on your computer, Chok Next to continue
or dose the window to &xit the Setup Wizard,




2. Select a folder in which to install Treasury Navigator® Secure Browser and click Next.

1§ Treasury Navigator Secure Browser Setup - b2

l Choose a file location

To install in this folder, dhak Text™. To instal to a different folder, enter it below or dick "Browse™,

n(_ it State
¥

sear| [ pomse... |

Total space requred on drive: 178 MB
Space svaisble on drive: 1.3268
Remaning free space on drive: 11468

3. Select Install and Treasury Navigator® Secure Browser will begin installing its files and folders. If prompted,
confirm that Secure Browser should be allowed to make changes to the PC.

[ Treasury Navigator Secure Browser Setup x

Begin installation of Treasury Navigator Secure Browser

Chick Enstall to begn the installation. 1f you want to review or change any of your installation settings,
dick Back. Close the window to exit the wizard.

4. Select Finish once the installation has completed.

5. Areboot is required before Treasury Navigator® Secure Browser can be registered. Select Yes to reboot
now, or No to reboot at a later time.

Wkl R FESINT yOur SymE for the

18 S eensrar
B Y™ 8 AT Fevw OF " oo AN 10 My
Testart inter,

“’ " 77' &_




Mac Install

1. After downloading, the installer package should be located in the "Downloads" folder on the computer.
Double-click the installer package in the Downloads folder. You will be presented the Mac installation
window. Click the Continue button, and the installation will begin.
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' Install Treasury Navigator Secure Browser

® Introduction

Welcome to the Treasury Navigator Secure Browser Installer

You will be guided through the steps necessary to install this
software.

Continue

2. You will receive a successful installation message if there were no issues encountered during the install.

Click Close.
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® Install Treasury Navigator Secure Browser

o Introduction
= Destination Select
« Installation Type
o Installation

® Summary

The installation was completed successfully.

@

The installation was successful.
The software was installed.

3. Depending on the computer's configuration, you may be prompted to move the installation package to the

Trash bin. This is optional.
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Registration

1. After performing the reboot as needed, launch Treasury Navigator® Secure Browser by locating and
selecting the new icon that has been created on the desktop, or in the Applications folder if installed

on a Mac.

2. Then enter the Activation Key that has been provided by the bank and select the Continue arrow.

—Em

3. Next create the PIN you will use to log in, and select the Continue arrow. Please make note of the PIN
as you will use it to log in following registration. PIN must be between 6 to 12 characters, letters and

numbers only.

Creadi yoar PN

Retyng 10wy vosar PN
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4. To confirm your identity, a user verification code will be delivered to you that must be entered on the next
screen. Select if this code should be delivered via Email or SMS, then select the Continue arrow.

NOTE: Email is the default method. SMS delivery will not be available unless this has been configured
within the user's profile by the bank or company administrator.
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5. Enter the user verification code that has been delivered, and then select the Continue arrow.

6. Installation and registration are now complete. Use the PIN that was created in registration step 2 to log in
and access your online banking.

Treasury

.: Welcome to Treasury Navigator

[ Enter your PIN ]

Forgot?

Safeguarding your online banking sessions is our top prionty. Each
time you access Treasury Navigatar, you are entering a highly secure
environment that shields your onfine banking from malware and
other malicious activities. For more information about how you can
help protect your onlfine banking sessions, contact us.
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Treasury Navigator® Secure Browser Homepage

Moving around through Treasury Navigator® is very intuitive. From the Secured Apps displayed (example

below), you are able to select from a customized selections menu. The same selections appear within the
URL drop down.

Treasury
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