Secure Host Explorer FTP Setup

Setup Instructions

Host Explorer is the terminal emulation software that allows users to connect their PC to the mainframe
in a secure environment. For example, this allows users to connect to mainframe systems such as FAMIS
and BPP. A useful component to this software is Host Explorer FTP, which allows users to accomplish
secure data file transfers. If you haven't already changed your Host Explorer FTP settings, then follow

the instructions below to set up your "secure" ftp client.

Begin using Host Explorer FTP:

e Click All Programs Open Text Host explorer / Connection Central
(Doing this brings up a Connection Central panel).

Set Up a New Profile:

. Double click on the New FTP Profile item
= B |
.\-/-‘\:/' ’@ » Connection Central » - 'l"‘” ~|
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FTP Site Properties Box Settings:
General Tab Settings

e Fill in the host address for the server you will connect to.
For example, to connect to the TAMU-CIS mainframe, use the following settings:

Connection Type...........

SSL/TLS Explicit

Host address ................. tammvsl.tamu.edu
(00T o ST PPPPPRPPPPRPPIN 21

User name.......cccceuveeenns FAMIS user id
ANoNymous........cceeueee. unchecked
Password........cccccevveeenns leave blank

To configure the FTP SSL/TLS settings:
e Clickonthe & button
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FTP Site Properties

¥

General |Advanced I Firewall / Proxy I Other ‘

Connection type:

[FTP - SSLATLS Bxplicit

2 2

Hogt address:

Port

tammys1 tamu edu|

|21 o

User name:

Password

[F] Anorymous

\Enter your

FAMS
UserlD

oK | [ Cancel |[ Heb
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Secure Host Explorer FTP Setup (cont’d)

SSL/TLS Configuration Settings:
Enable FIPS140-2

Cryptography ....ccccocevveeecieeeenns leave unchecked
SSL/TLS Version.....oceeeeeveeeeeerenne SSL Version 2/3
Certificate Verification

ErrOrS. e, Connect (ignore errors)
Accept Self-Signed

Server Certificates.........ccceeeuenne checked (grayed out)
Accept Unverified

Server Certificates.........cccoueenni. unchecked (grayed out)
Encrypt Data Channel ................ checked

User Certificate Mode................ No User Certificate

Click on Cipher Suites
e Use default ciphers checked

e  When complete, click on the Advanced Tab.
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-

SSLATLS Version

[55L version 2/3

7

Certific:ate Verification Emors

[Eonnect [ignare errars)

7]

SSL/TLS Configuration s S ﬁ
["] Enable FIPS 140-2 Cryptagraphy

Accept Self-Signed Server Certificates

Accept Unverfied Server Certificates

[ Cipher Suites. ..

Enciypt Data Channel

Uszer Certificate Mode

[ Mo User Certificate

-

Certificates and Keys Manager...

Browse. .

-

Cipher Suites for S5L V2/3

==

Ciphers

AEST128-5HA

AESZEE-SHA

DES-CEC3-MDE
DES-CBC3-SHA
DES-CBC-MDS
DES-CBC-5HA
DHE-DSS5-4E5128-5Ha
DHE-DS5-4E5256-5Ha
DHE-RSA-AES128-5HA
DHE-RSA-AES206-5HA
EDH-DSS-DES-CBC3-SHA
EDH-DSS-DES-CBC-SHA
EDH-RSA-DES-CBC3-SHA
EDH-RSA-DES-CEC-SHA
ExP-DES-CECSHA
ExP-EDH-DS5-DES-CBC-SHA
ExP-EDH-RSA-DES-CBC-SHA
ExP-RC2-CECHMDS
ExP-RC2-CBC-MDE

| »

m

IUge default ciphers

Select Al

Clear All
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Secure Host Explorer FTP Setup (cont’d)

Advanced Tab Settings

Enable Directory Caching................. checked
Passive Mode checked (may have to
click on the box twice)

Update Cache on Connect ............... unchecked

Allow Optimized Transfer ................ checked
Automatically Resolve Links............. checked

Drop Version Numbers On VMS ...... unchecked

Allow transfer Resume .........cccouueene. unchecked
Extended Address Syntax ................ leave as shaded box
Protocol Settings:

Network Timeout.......ccccceevcveeeenneen. 120

Keep AlIVe ..., unchecked

Time and Date conversion Settings:
Convert From GMT

Date/Time Format......ceeeevveveeeerenn. unchecked
Hour Offset.......cccoveeeecieeeiccieeeee. 0 (zero)
Minute Offset......ccccccecceeeeecieeeenneen. 0 (zero)
Commands To Send On Connect...... blank
Type of FTP Server

Auto-Detect Server Type.................. checked

e When complete, click on the Firewall/Proxy Tab.

Firewall/Proxy Tab Settings

Firewall TYpe ..ocoveveveicieeeeceee e, None
Firewall Address......c.cccoecvveeevnnnnnnn. blank
0] o SRR “grayed out 21"
User Name ....oooeecveeeeecieee e, blank
Password.......ccccoceeeeeecieee e, blank

e When complete, click on the Other Tab
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FTP Site Properties

S5

| General | Advanced | Firewal / Proxy | Other |

Enable Directory Caching
Passive Mode

[ Update Cache on Connect
AMlow Optimized Transfer

Protocol Settings

[¥] Automatically Resolve Links
[ Drop Version Numbers On VMS
[] Allow Transfer Resume
Exended Address Syntax

Time And Date Conversion
Convert From GMT

258 O Date./Time Format
Network 120 = HourOffsst g 12
Timeout
Kier Minute <
i e Offset 0 =
Commands Ta Send On Connect:
Auto-Detect .
Server Type | MVSES
i
| oK | Cancel |[ Heb
FTP Site Properties @
General | Advanced | Firewall / Proxy | Other
Firewall Type
[None -
21
oK | [ cance |[ Heb
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Secure Host Explorer FTP Setup (cont’d)

Other Tab Settings

Account ....ceevveeerieeiiieeen, blank

Initial Directory .......cceuu..... leave blank
or
fill in with specific
download/upload location
(Must have a single quote
before and after the location)
For Example:
‘K702XX.AR.VSAM’

Root to This Directory.......... leave unchecked

Change directory

changes root ........cccccuuvneeee. leave unchecked

When uploading,

use the following

transfer mode ..................... Use the Default mode
When downloading,

use the following

transfer mode ...........c......... Use the Default mode
Comment ....cccceeeeeeeeecnnnnneen. blank

e C(Click OK button to complete setup.
e  You will be prompted to save your new profile:

A=)

Save

Save FTP Profile

Profile Marme:

Lammyve] . tamu, edu

FTP Site Properties [
| General I Advanced | Firewal / Pruxy| Other |
Account:
|
Inttial Directory:
Roat to this
O directory
Change directory changes root
When uploading. use the following transfer mode:
[Use the Default mode v]
When downloading, use the following transfer mode
[Use the Default mode V]
Comment:
oK | [ Cancel |[ Heb

o The default name will be the Host address, but you can rename it to be anything.
0 If you are setting up multiple FTP locations (multiple initial directories), you may want to

name them to match the FTP site or job

e Once the new profile has been created, you can right click on your new profile and click Create
Shortcut to place an icon on your Desktop (for ease of use).
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Download File with Host Explorer FTP Client

From your PC Desktop, double click the new Hummingbird FTP icon to launch the
Hummingbird FTP client or
FAMIS FTP Select the appropriate profile from Connection Central

1. Inthe User Login box, fill in your User Name and Password to match your FAMIS UserID (you may
have to do this twice as it builds directory information).

User Login @

gﬂ [ Connecting... ﬁq
Host: tamnys] . tamu. edu

Yeqifing uzername and paszward...

User Mame:

Lancel

Password:

This will connect you to the TAMU-CIS mainframe.

o (5 S
QQ | » Connection Central » Copy of FAMIS FTP » SHNFTP_MVS » KIS6MR » - |4’ ‘ ‘ o
Views = Refresh Home Directory Change Directory Transfer Mode = .@.
¢ Favorites * | Name Size Type Modified Attributes
Bl Desktop ISPISPPROF 3120 File Felder 4/4/2017 USR171 3390 2017
4 Downloads [l 6320 File Folder 6/1/2017 USR140 3390 2017

] Recent Places
SEC
SQL BITS uploads
Payment Errors
DocC
FAMIS Help

ServiceNow

m

= Libraries
3 Documents
,J'. Music < | I F
|| Pictures
B8 videos

-

2. From here, you can use the Change Directory (located at the top of the panel in the middle) icon to
change the directory to the files you want to see or seek to download.

e For example, click on the Change Directory (‘Change Directory =
icon and fill in the " Enter directory to _ -

SWitCh to: " bOX Wlth E nter directary to switch ta:
'k701fa.download.fbar540'
(remember to place a single quote

. Current Directony:
before and after the file name) AHNFTP_MYS/K15EMR

e Click Okay - d
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Download File with Host Explorer FTP Client (cont’d)

3. All of the files that are located in that destination will appear:

@uv| . ¥ Connection Central » Copyof FAMISFTP » SHNFTP_MVS » KJO1FA » DOWNLOAD » FBARS40 '|“’H Pl

Views » Refresh Home Directory Change Directory Transfer Mode « (7]

o
- Favorites

Bl Desktop
& Downloads

ATTRALL  ATTRALL... ATTRALL.. ATTRFY14.. ATTRFY15.. ATTRFY15.. ATTRFY18.. ATTR.POS ATTR.P16

=1 Recent Places
SEC
SQL BITS uploads FY14.MULTT  FY15.MULTI F¥16 FYATTR.P21

m

Payment Errors
pac
FAMIS Help

ServiceMNow

- Libraries
3 Documents
rJ"- Music
=/ Pictures

B8 videos

4| 03

e C(lick to highlight the file that you want to download
e Right click and click on Download to download the file to your PC.
e Choose the folder to save it in
e Change the file name (if preferred)
e C(Click on the Save button to download the file
Remember the save file name!

4. Wait until download is completed...with proper messages...to assure transfer is complete.

(¥ HostExplorer FTP File Transfer EI_IéJ

’5 Processing ATTR.ALL

Transfer Complete

Copying Frorm:  ANFTP_MYSKF0TFA/DOWNLOAD FBARGA0ATTR.ALL

Copying To: A zers‘\mrayiDesklophATTR.ALL

Tiansfering File 1 of 1

T —
Transferred: 4628 bytes transferred of 4628 bytes. [100%]
Time Left:  Transfer Complete

RETR ATTR.ALL - Show Detail
i oD FoRsI0ATTRA | (Ehabseh]
280 Transfer completed successhully. |

< Done

5. Click the Done button.
e To find the file downloaded on your PC, look in the folder for the name you chose when saving
the file.
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Upload File with Host Explorer FTP Client

Hummingbird FTP client or

FAMIS ETP Create a new FTP profile

Select the appropriate profile from Connection Central or

From your PC Desktop, double click the new Hummingbird FTP icon to launch the

1. Inthe User Login box, fill in your User Name and Password to match your FAMIS UserID (you may
have to do this twice as it builds directory information).

i User Login Iﬁ
Q3
User Mame:
|
Password:

This will connect you to the TAMU-CIS mainframe.

-
Connecting...

B

Host:

tamnys] . tamu. edu

Yeqifing uzername and paszward...

] Recent Places
SEC
SQL BITS uploads
Payment Errors
DocC
FAMIS Help

ServiceMNow

m

7 Libraries
3 Decuments

o Music <

.

= | B ||
QU [+ Connection Central » Copy of FAMISFTP »+ SHNFTP_MVS » KIS6MR » v|¢,H )
Views = Refresh Home Directory Change Directory Transfer Mode = .@.
¢ Favorites * | Name Size Type Modified Attributes
Bl Desktop ISPISPPROF 3120 File Folder 4/472017 USR171 3390 2017
4 Downloads LB 6320 File Folder 6/1/2017 USR140 3390 2017

|| Pictures

B8 videos

2. From here, you can use the Change Directory (located at the top of the panel in the middle) icon to
change the directory to the location on the mainframe to upload your files.

e For example, click on the Change Directory

icon and fill in the " Enter directory to
switch to: " box with:
'K707xx.arload'
(remember to place a single quote
before and after the file name)
e Click Okay
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Change Directory @
Enter directary to switch ta:

Current Directary:
SEHMFTP_MWS AK156MA
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Upload File with Host Explorer FTP Client (cont’d)

3. All of the files that are located in that destination will appear:

[

@@v| . » Connection Central » Copy of FAMISFTP » SHNFTP_MVS » KJO7XX » ARLOAD - | +3 ‘ Search FAMIS Help pel |
Views » Refresh Home Directory Change Directory Transfer Mode « @
457 Favorites * | Name Size Type Modified Attributes
Bl Desktop | |INVHDR.PRN 6210 PRM File 6/1/2017 USR121 3390 2017
& Downloads = | EEEE 6210 PRN File 6/1/2017 USR1213390 2017

=1 Recent Places
y SEC
J SQLBITS uploads

) Payment Errors

4 [

, DOC

J FAMIS Help
J ServiceNow

|« =

4. Open afile Explorer window displaying where the file to be uploaded is stored on your local

computer:

[ [ESREEN)
@Qv| | » Libraries » Documents » - |"9 ‘ Search Documents 2|
Organize Q{ Open = Share with = E-rnail Burn MNew folder ==« 0l @

4757 Favorites — Documents library Aronge by Folder =
B Deskiop Includes: 2 locations
% Downloads 1 MName Date mcdvifisd Type Sk
] Recent Places B
<ec ‘ =) INVLINE.PRN 6/2/2017 3:49 PM PRN File |
‘ 017349PM  PRNFile |E|

=] INVHDR.PRN
oj] Respunseté
] marginsuds

J SQL BITS uploads
17 Performance Evaluation.doce

| Payment Errors

/2/2017 11:11 AM
5/19/2017 510 PM
4/28/2017 9:43 AM
/24/2017 11:54 AM
3/23/2017 211 PM

Microsoft Word D...
Microsoft Excel W...
Microsoft Excel W...
Microsoft Excel W...

Microsoft Excel 97...
+

m

, bOC
[}
| FAMIS Help ] AM28 usergfudsx
] BAM Invoiges - Pending Receiptadsc
J ServiceMNow
& AM24 Dendrtments.xls
- |4
INVLINE.PRN Date modified: 6/2/2017 3:49 PM Daffe created: 6/2/2017 3:49 PM
PRN File Size: 232 bytes

In this example, the file name on youir PC must be invline.prn or invhdr.prn (based on FAMIS

naming conventions for this job).

“Drag and drop” this new file and place it into the k707xx.arload

directory. (Therefore, your complete file name created on the mainframe from this successful

upload would be k707xx.arload.inv|ine.prn)

E—)

i Recent Places
§ SEC
J SQL BITS uploads

/ Payment Errors

@@vl . » Connection Central » Copy of FAMISFTP » SHINFTP_MVS » KFOTXX » ARLOAD - |&" Search FAMIS Help yel |
Views = Refresh Home Directory Change Directory’ Transfer Mode = @
477 Favorites * | Name Size Type Modified Attributes
Bl Desktop _|INVHDR.PRN 6210 PRM File 6/1/2017 USR121 3390 2017]
B Downloads = BEEE 6210 PRN File 6/1/2017 USR1213390 2017

4| 1]

, bocC

. FAMIS Help

J ServiceMNow

|
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Upload File with Host Explorer FTP Client (cont’d)

3. A Host Explorer File Transfer box will pop-up, showing you the progress of your upload. Wait until
the upload is completed...with proper messages...to assure transfer is complete.

E;? HostExplorer FTP File Transfer EI_Iéj

IE Processing INVLINE. PRN

Tranzfer Complete

Copying From:  C:AUsershmray\Documentzs MY LIME . PRN

Copying To: ABHMFTP_MYS/K 7074 AMRLOAD ANVLINE . FRN

Tranzferming File 1 of 1

Tranzfered: 232 bytes transfered of 232 bytes. [100%)

Time Left:  Transfer Complete

250 "K156MRA." is the working directory name prefiz. - Shaw Details
P
257 "K15EMR. " iz working directory.

auIT - Dione

4. When you see the Transfer Complete message, click the Done button to close the pop-up

Contact FAMIS Production Services

The final step (if this file needs to be posted in FAMIS) in the upload process is to send an email to
famisprod@tamus.edu telling us that your file has been uploaded to the mainframe and is ready to be
posted into FAMIS. Be sure to give the entire file name (i.e., k707xx.arload.invline.prn).

Contact FAMIS Production Services at (979) 458-6470, if you have any questions with the Hummingbird
FTP Process.

K:\FA\DOC\REF\Host Explorer FTPnf.docx
As of 10/17/2017 1:59 PM
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