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Agenda

• Cloud Computing and its service modalities

• Deployment models: Private vs. Public vs. Hybrid Cloud

• Patient data in the Cloud

• Example of Deploying to Cloud at KCVA
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Learning objectives

1. Define the characteristics of all the Cloud Computing 

modalities available

2. Describe the cybersecurity measures put in place to keep 

patient data secured in the Cloud

3. Compare the benefits of Cloud Computing for enterprise 

clinical practice governance and standardization versus 

standard site implementation (On Premise)
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Polling Question!

Which of these statements about Cloud computing is INCORRECT?

a. Enables scalability

b. Does not require an internet connection

c. Provides data storage capability

d. Cybersecurity is offered by Cloud providers
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What is Cloud Computing?

Advantages

• High computing power

• More affordable cost of services

• Scalability

”the delivery of computing services—servers, storage, databases, 

networking, software, analytics, and more—over the Internet”(1)

(1) https://azure.microsoft.com/en-us/overview/what-is-cloud-computing/ - Definition of Cloud Computing. Accessed on Nov 3th, 2017.

https://azure.microsoft.com/en-us/overview/what-is-cloud-computing/
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Cloud Adoption in Healthcare is Here

Top Reason for Adopting Cloud

Ease of 
Management

Performance 
& Reliability

Total Cost 
of Ownership

Infrastructure 
Agility

Managed 
Services

HIMSS Analytics 2016 Cloud Survey

84%
Presently use 

Cloud services76%
In process of 

moving existing or 

new workloads

Source: 2016 HIMSS Analytics Cloud Survey 

https://www.cleardata.com/wp-content/uploads/2016/12/2016-HIMSS-Analytics-Cloud-Study.pdf



9

Cloud Adoption in Healthcare is Here

Most Common Cloud Uses
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Clinical Application Hosting

Archive Storage

Primary Data Storage

Backup & DR

Application Hosting 78%

70%

68%

62%

54%

Source: 2016 HiMSS Analytics Cloud Survey 

https://www.cleardata.com/wp-content/uploads/2016/12/2016-HIMSS-Analytics-Cloud-Study.pdf
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Polling Question!

Which of the following in NOT a Cloud Computing modality?

a. Infrastructure as a Service

b. Software as a Service

c. Platform as a Service

d. System as a Service
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Cloud computing service models

Hosted applications/apps Development tools 

Database management 

Business analytics

Operating systems Servers and storage Networking

Firewalls/security

Data center physical 

plant/building

Software as a Service

(SaaS)

Platform as a Service

(PaaS)

Infrastructure as a Service

(PaaS)



Healthcare IT Delivery Models 

End-user Server
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through 

Internet
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Private vs. Public vs. Hybrid Cloud

HYBRID CLOUD

The combination of Public and Private Cloud whereby specific resources 
(e.g. compute) are used in a Public Cloud while others (e.g. storage) are 

used in a Private Cloud 

PUBLIC CLOUD

• Publicly shared virtualized resources
(multi-tenant)

• Supports multiple customers

• Supports connectivity over the Internet

PRIVATE CLOUD

• Privately shared virtualized resources
(single-tenant) 

• Cluster of dedicated customers

• Connectivity over the internet, 
fiber and private network
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True or False?

Cloud computing is not HIPAA compliant

False!
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Patient data security in the Cloud

The HIPAA Omnibus Rule states* that patients’ privacy is protected, 

regardless of where it is being stored. 

HIPAA compliant Cloud solutions exist for Private and Public 

Clouds, from both Amazon and Microsoft

*https://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf

Accessed on December 13th, 2017.

http://healthitsecurity.com/images/site/articles/omnibus-rule.pdf
https://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf


Patient data security at the VA

Cloud-first strategy: Seamless, global, secure, cost effective, and reliable 

Federal Risk & Authorization Program (FedRAMP) approved, Defense Information 
Systems Agency (DISA) Impact Level 4, Trusted Internet Connection 2.0 (TIC2) 
compliant cloud environments (Azure, Amazon S3) 

• VA Enterprise Services Cloud Broker (ESCB) program 

Encryption of data at rest, encryption of data in transit

De-identified to reduce security risk to patients

Hybrid cloud solutions for pharmacy surveillance software and data analytics 

• Move to MSFT Azure Government (MAG) cloud environment
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Problem Statement at Kansas City VAMC

Despite several reports, studies and guidance documents 
released in the last 2 decades there continues to be a lack of 
integration between pharmacy dispensing technology, clinical 
surveillance, quality assurance reporting and smart IV pumps 
with the electronic medical records used by the healthcare 
system.   

Now is the time to ACT!

Doctor’s On Strike graphic: 

https://www.pinterest.com/pin/258745941064238746/
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Project Objective

• Drive Integrated Interoperability that Improves: 

– Clinical Workflow

– Operational Efficiency

– Patient Safety

– Patient Outcomes

– Reduced OI&T administrative and maintenance



Framework
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What happens now?

• Continued development  and integration Medication Management and Disease State 

Monitoring Software, Data and Devices

– Continual Medication Reconciliation including outside prescriptions

– OSI, Antimicrobial, Metrics and etc real time monitoring and alerting 

– Set time based alerts, reports and notifications for defined follow up labs and 

procedures

• Standardizing and streamlining resources, SSOi authentication, hardware and software 

throughout the enterprise.
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KCVA Integrated Medication Management Platform (IMMP): 
The time has come.

ENTERPRISE, ENTERPRISE, ENTERPRISE:  
VHA FEDERAL MS AZURE and TRM!  Bring up sites as iterations, not new systems

Medication 

stewardship 

surveillance and 

analytics solutions

• “GUI” and trans-analytics engine for 

rules based workflow and efficiency

• Pharmacy System GUI for inpatient 

(ScriptPro Outpatient)

• Medication Reconciliation 

Transitions of Care Platform

Enterprise 

automated 

dispensing 

system

Point of care

Inventory 

management 

solution

Supply chain and 

efficiency/inventory 

cost manager

IV compounding 

and Infusion 

solutions

IV workflow and safety 

managers

Unified 

Formulary

IMMP 

Pharmacy 

Dashboard

Enhances 

healthcare 

system 

standardization

Visibility
Connect 

Requested 

Functions 

(2012)

file://v15.med.va.gov/v15/KAN/Services/Pharmacy/PHARMACY/Informatics/Pharmacy Projects/CareFusion_BD/Pyxis Connect_4000/Enhanced End User List_PyxisConnect Final CAL comments.docx
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Lifecycle of a Medication Order

Vista 
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Unit Dose
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Inventory 
Management

Medication Surveillance

Dispensing 
Remote Solution

Inventory 
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Infusion and 
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Medication Surveillance
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IV 
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Physician 

Order Entry
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Why Now? 

• Workflow is a key component population management and point of 

care must be integrated

• Multiple software - why is this good?

– SSOi and CCOW allows seamless transitions

– Enables vendors to focus on what “THEY DO BEST” 

– Leverage high quality, timely vendor support and requires only 2 

RSS ISA/MOU’s that are already in place

• New enterprise opportunities with Cloud-based solution platforms

• Demonstrate value to ALL healthcare “teams” and “providers”
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Population Management in PACT
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Population Surveillance: Old vs New

OLD

NEW

“Demolition Derby”

“Autonomous Driving”

Demolition Derby graphic: http://www.intoon.com/cartoons.cfm/id/43636

Autonomous Driving graphic: https://www.theverge.com/2014/12/22/7435701/oatmeal-tries-google-

driverless-car-cartoon-impressions

http://www.intoon.com/cartoons.cfm/id/43636
https://www.theverge.com/2014/12/22/7435701/oatmeal-tries-google-driverless-car-cartoon-impressions
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Proposed Pharmacy GUI and PACT Population Management Platform
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Indicator Management Dashboard
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Medication Stewardship Alert Management



30Big Data Dashboard graphic:  https://cdn.datafloq.com/cms/2015/03/19/big-data-dashboard.jpg

https://cdn.datafloq.com/cms/2015/03/19/big-data-dashboard.jpg
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Medication Utilization and diversion detection reporting

Infusion

Infusion Safety Software

Infusion Safety Software Infusions

Infusion Safety Software Infusions and Alerts

Infusion Safety Software Alerts

Infusion Safety Software Compliance



KCVA
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Questions?

Please complete online session evaluation 
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