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There has been significant interest in studying security games for modeling the interplay of attacks and defenses on various
systems involving critical infrastructure, financial system security, political campaigns, and civil safeguarding. However,
existing security game models typically either assume additive utility functions, or that the attacker can attack only one target.
Such assumptions lead to tractable analysis, but miss key inherent dependencies that exist among different targets in current
complex networks. In this paper, we generalize the classical security game models to allow for non-additive utility functions.
We also allow attackers to be able to attack multiple targets. We examine such a general security game from a theoretical
perspective and provide a unified view. In particular, we show that each security game is equivalent to a combinatorial
optimization problem over a set system ¢, which consists of defender’s pure strategy space. The key technique we use is based
on the transformation, projection of a polytope, and the ellipsoid method. This work settles several open questions in security
game domain and significantly extends the state-of-the-art of both the polynomial solvable and NP-hard class of the security
game.
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1 INTRODUCTION

The key problem in many security domains is how to efficiently allocate limited resources to protect targets against
potential threats. For example, the government may have a limited police force to operate checkpoints and conduct
random patrols. However, the adversarial aspect in security domain poses a unique challenge for allocating
resources. An intelligent attacker can observe the defender’s strategy and gather information to schedule more
effective attacks. Therefore, the simple random strategy of “rolling the dice” may be exploited by the attacker,
which greatly reduces the effectiveness of the strategy.

With the development of computational game theory, such resource allocation problems can be cast in game-
theoretic contexts, which provides a more sound mathematical approach to determine the optimal defense
strategy. It allows the analyst to factor differential risks and values into the model, incorporate game-theoretic
predictions of how the attacker would respond to the security policy, and finally determine an equilibrium
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strategy that cannot be exploited by adversaries to obtain a higher payoff. In the past decade, there has been
an explosion of research attempting to address this approach, which has led to the development of well-known
models of security games.

The classic security game is a two-player game played between a defender and an attacker. The attacker
chooses one target to attack; The defender allocates (randomly) limited resources, subject to various domain
constraints, to protect a set of targets. The attacker (defender) will obtain the benefits (losses) for those successfully
attacked targets and losses (benefits) for those defended targets. The goal of the defender is to choose a random
strategy so as to play optimally under some solution concepts such as Nash equilibrium and strong Stackelberg
equilibrium. This security game model and its game-theoretic solution is currently being used by many security
agencies including US Coast Guard and Federal Air Marshals Service (FAMS) [26], Transportation System
Administration [4] and even in the wildlife protection [8]; see book by Tambe [25] for an overview.

1.1 Motivation

There exists two common limitations of the classic security game model: first, it does not consider the dependency
among the different targets; second, the attacker can attack at most one target. In particular, the payoff functions
for both players are additive, i.e, the payoff of a group of targets is the sum of the payoffs of each target separately.
This assumption means that the security agency measures the importance of several targets without considering
the synergy among them. In practice, the attacker can simultaneously attack multiple targets and there exists
some linkage structure among those targets such that attacking one target will influence the other targets. For
instance, an attacker attempts to destroy the connectivity of a network and the defender aims to protect it. The
strategy for both players is to choose the nodes of the network. If there are two nodes that constitute a bridge of
this network, successfully attacking both of them will split the network into two parts and incur a huge damage,
while attacking any one of them will have no significant effect.

1.2 Related Works

The nature of resource allocation in security games often results in exponentially many pure strategies for the
defender, such that the defender’s optimal mixed strategy is hard to solve. In the past decades, there have been
numerous algorithms developed for various extensions of the classical security game model discussed earlier.

Table 1. Solution Status in the Security Game

Cases Single attacker resource Multiple attacker resource
Homogeneous resource Heterogeneous resource
Additive utility function Zero-sum SSE,NE [15, 18, 20, 30] SSE,NE [17] SSE, NE Theorem 4.2, Lemma 5.4
Non-zero-sum SSE [20], NE [18, 30] NE [17] SSE Theorem 5.1,NE Theorem 5.3
Non-additive utility function Zero-sum Same as above NE, SSE Theorem 4.2, Theorem 6.2
Non-zero-sum Same as above SSE Theorem 5.1,Theorem 6.2

One line of research focuses on designing an efficient algorithm to solve such a game. [15] proposes a compact
representation technique, in which the security game can be equivalently represented by a polynomial-sized
mixed-integer linear programming (MILP) problem. The issue in [15] is that they only determine the optimal
solution of the compact game instead of the optimal defender’s mixed strategy. To solve this problem, [16]
introduces the Birkhoff-von Neumann theorem and show that the defender’s mixed strategy can be recovered
under a specific condition. [13] proposes a double-oracle algorithm to exactly solve the security game with
exponential large representation, which can be regarded as a generalization of traditional column generation
technique in solving the large-scale linear programming problem. There are also other works such as the Bayesian
security game [22], the security game with quantal response [1] and the security game with uncertain attacker
behavior [2], etc.
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Another line of research focuses on examining the complexity of the security game. [16] adopts the previous
compact representation framework [15] and shows that the compactly represented security game is polynomial
solvable in some cases while NP-hard in other cases. [31] shows that the spatial and temporal security game
is generally NP-hard. [18] provides an interesting result that, if the attacker has a single resource, the strong
Stackelberg equilibrium is also a Nash equilibrium, which resolves the leader’s dilemma; if the attacker has
multiple resources, this property does not hold. [3] proves that the general security game with costly resources!
is NP-hard and proposes an approximation algorithm.

The earlier mentioned works studying the complexity of the security game focus on the game with a single
attacker resource. However, none of these works provide a systematic understanding of complexity properties or
provide an efficient algorithm for the security game when attacker has multiple resources and utility functions
are non-additive. In [17], the authors extend the classic security game model to the scenario of multiple attacker
resources. They design a 6— states transition algorithm to exactly compute the Nash equilibrium in polynomial
time. Such an algorithm is complicated and restricted to the case that the defender’s resource is homogeneous,
i.e., the defender can protect any subset of targets with a cardinality constraint. In the practical scenario such as
FAMS, the defender’s resources may be heterogeneous and solving such a scenario is still an open question in the
security game domain.

In work [29], the authors propose to investigate the security game with non-additive utilities. However, they
assume that the security game is zero-sum, the defender’s resources are homogeneous and only one one group
of utilities (benefit function). The recent work [30] provides a unified framework of the classical security game
model with a single attacker’s resource. He shows that solving the security game is equivalent to solving a linear
optimization problem over a set system. Using the flexibility of such a set system, their framework can encode
most previous security games. For example, if the set system is a uniform matroid, it recovers the result of LAX
checkpoint placement problem [23]; if the set system represents a coverage problem, it recovers most results
in [16], i.e., the polynomial solvability of 2—weighted coverage implies the polynomial solvability of equilibrium
computation; if the set system represents the problem of independent set, it recovers the NP-hardness result
in [4]. However, they leave open the question: what is the complexity of the security game model when attacker
has multiple resources and utility functions are non-additive.

1.3  Our Results

In this paper, we study the classic security game model when attacker has multiple resources and utility functions
are non-additive. More specifically, we wonder how the following questions that are well understood in the case
of single attacker resource and additive utility functions can be addressed in this general case.

e How to compactly represent the security game with multiple attacker resources and the non-additive
utility functions?

o How to efficiently solve such a compactly represented game?

e What is the complexity of the security game when we consider non-additive utility functions and allow
the attackers to attack multiple attacker resources?

To answer these questions, we provide the following contributions: (1) we first propose a polytope transforma-
tion and projection framework to equivalently and compactly represent the zero-sum and non-additive security
game with only poly(n) variables; (2) We prove that the problem of determining the Nash equilibrium of the
zero-sum and non- additive security game and the problem of optimizing a Pseudo Boolean function over a set
system ¢ can be reduced to each other in polynomial time. The main technique we use is to exploit the geometric
structure of the low-dimensional polytope to construct a polynomial time vertex mapping algorithm. (3) We
then apply our framework to the non-zero-sum and non-additive security game, and further obtain a similar

Here “costly resources” means that the defender’s resource are obtained at some costs and the defender has a budget to allocate his resources.
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result that determining the strong Stackelberg equilibrium and the above combinatorial optimization problem
is equivalent. (4) Finally, we examine the Nash equilibrium in the non-zero-sum but additive security game.
We prove that determining the Nash equilibrium can be reduced to the linear optimization over a set system ¢.
The basic technique is to add another polytope transformation step in our previous framework, and show that
determining the Nash equilibrium of non-zero-sum game can be reduced to a polynomial dimensional saddle
point problem. The main results and comparison is summarized in TABLE 1.

These results demonstrate that the security game with non-additive utility function and multiple attacker
resource is essentially a combinatorial problem, and provide a systematic framework to transform the game-
theoretical problem to the problem of combinatorial algorithm design. Further, our results not only answers the
questions proposed in the security game domain [17, 30], but also extends significantly both the polynomial
solvable and NP-hard class:

e The previous result in [30] is dependent on the description length of the set system. One special case of
our result can recover and strengthen the main results in [30], which is independent of the description
length of the set system. It also implies that we also recover and strengthen the results in most security
game papers.

o The polynomial time solvability in [17] corresponding to that the set system ¢, is a uniform matroid,
which can be easily solved by summing the first k largest elements. In the scenario of the heterogeneous
resource, we can extend several polynomial solvable classes.

e Solve the security game occurred in the tree network or a sparse network. In these cases. although the
utility functions are non-additive, we can show such a problem can be reduced to a polynomial solvable
oracle such as a sub-modular minimization problem.

The detailed discussions can be seen in Section 6. The rest of the paper is organized as follows. In Section 2,
we introduce the security game model with multiple attacker resources and non-additive utility functions, and
the preliminaries regarding some classical results in combinatorial optimization. In Section 3, we present our
framework of polytope transformation and projection to compactly represent the zero-sum security game. In
Section 4, we present the reduction between the zero-sum security game and the combinatorial optimization
problem. In Section 5, we further generalize our framework to the non-zero-sum security game and present the
main results. Finally, we provides numerous applications of our theoretical framework in Section 6. We conclude
our work in Section 7. Due to the space limitation, all of our technical proofs are provided in the Appendix.

2 MODEL AND PRELIMINARY

In the following, we first define the security game with non-additive utility functions and multiple attacker re-
sources as a two-player normal-form non-zero-sum game. Then we present several classic results in combinatorial
optimization.

2.1 Problem Description

The model is similar to the classic security game [15], and the only difference is that we consider multiple attacker
resources and non-additive utility functions.

Players and targets: The security game contains two players (a defender and an attacker), and n targets. We
use [n] = {1,2,...,n} to denote the set of these targets.

Strategies and index function: The pure strategy for each player is the subset of targets and all the pure
strategies for each player constitute a collection of subsets of [n]. We assume that the attacker can attack at most c
targets, where ¢ > 1 is a constant?. The attacker’s pure strategy space is a uniform matroid A = {A C [n]||A| < ¢}
and the number of attacker’s pure strategies is N, = |A|. Similarly, we use D € 2[7] to denote the defender’s

2Later, in Section 5, we will relax this constant assumption.
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Fig. 1. Security game with non-additive utility functions and multiple attacker resources.

pure strategy space and Ny = |D|. Note that there exists some resource allocation constraints in practice and
such that D is not always a uniform matroid. For example, if the defender has a budget and its resource are
obtained at some costs, in which the costs are heterogeneous In this case, the defender’s feasible pure strategy is
all the possible combinations of the targets with total cost less than the budget.

Suppose that the order of the pure strategy of the attacker is given by index function o (-), which is a one-
one mapping: 2" — {1,2,---,2"}. Then, we define the following index function u(-) for the pure strategy of
the defender as: u(U) = o(U°) for any U € 2[". For simplicity, the index function o(-) and y(-) are defined
over all subsets of [n]. The reason behind this definition of the index function is to simplify the representation
of most theoretical results. For example, if n = 2, A = D = 2112} and the order of the attacker’s pure
strategy is 0({1,2}) = 1,0({2}) = 2,0({1}) = 3 and o({0}) = 4, then the order for defender’s pure strategy is
p({0}) = 1, p({1}) = 2, u({2}) = 3 and p({1,2}) = 4.

The mixed strategy is the probability distribution over the pure strategy space, which is employed when the
player determines its strategy based on some random experiment. For example, if the attacker chooses p as its
mixed strategy, the probability that the strategy A is chosen is p(4). The set of all the mixed strategies of attacker
and defender can be represented as the simplex Ay, and Ay, where

An, =P € RY| ) poia) = 1).
AeA
Similar definition holds for Ay;,.

Payoff Structure: The benefits and losses are represented by utility functions as follows. Let set function B,(+) :
A — Rand By(+) : D — R be the attacker’s and defender’s benefit functions, and the set function L,(-) : A —» R
and Ly(+) : D — R be the corresponding loss functions. The standard assumption is that the benefit is always
larger than the loss: B;(A) > L,(A) and B4(A) > Ly(A) for all A € A. If the attacker and defender choose strategy
A e Aand D € D, the attacker’s and defender’s payoff is given by B,(A\D) + L,(AND) and B;(AND)+L4(A\D),
respectively®. A security game is zero-sum if B,(A\D) + Ly(A\D) = 0 and B4(A N D) + L,(A N D) = 0 for any A
and D, which means that one player’s benefit is indeed the loss of the other player.

Bilinear-form: Based on the above payoff structure, we can define the benefit matrices of attacker and
defender: B¢ and B € RNa*Na: WA € A, D € D,

B = Ba(A\D). BY ) () = Ba(AN D),

a
o (A), (D) A), p(D)

3A\D is the standard set difference, defined by A\D = {x|x € A, x ¢ D} and is equal to A N D€, where D€ is the complementary set of
subset D.
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and the loss matrices: L? and L¢ € RNa*Na: VA e A, D € D,

_ d _
Loy upy = La(AND),LE 4y = La(A\D),

Let M? and M¢ be the attacker’s and defender’s payoff matrices. It is clear that M® = B¢ + L% and M¢ = B? + L¢.
Then the expected payoffs for the attacker and defender is given by following bilinear form, when they play the
mixed strategy p € Ay, and q € Ay, by

Ua(p.q) =p"M%q and Uy(p.q) = p’M‘q.

Solution Concepts: If both players move simultaneously, the standard solution concept is the Nash equilibrium
(NE), in which no single player can obtain a higher payoff by deviating unilaterally from this strategy. A pair of
mixed strategies (p*, q*) forms a NE if and only if they satisfy the following: Vp € An,,q € An,,

Ua(p*.q") = Ua(p”,q) and Uy (p”,q") = Ua(p. q°).

In some application domain, the defender can build fortifications before the attack and is thus in the leader’s
position from the point view of the game, and able to move first. In this case, the strong Stackelberg equilibrium
(SSE) serves as a more appropriate solution concept [27, 28], where the defender commits to a mixed strategy; the
attacker observes this strategy and comes up with its best responses. Formally, let C(q) = arg maxpea,, U%(p,q)
denote the attacker’s best response to defender’s mixed strategy q. A pair of mixed strategies (p*, q*) is a SSE, if
and only if,

q" = arg max Uy(C(q),q) and p* = C(q").
qGANd
Our goal is to compute the defender’s Nash equilibrium strategies and strong Stackelberg equilibrium strategies

and we call it as equilibrium computation problem. The following definitions are often used in our theoretical
development.

Definition 2.1. (Common utility) The common utility is defined as the M¢bius transformation [10, 14] of the
benefit and loss function B,(U) and L,(U) for all U € 2["],

B(U) = Y (-1)"V 1B (v)

vcUu

L5U) = . ()WL),

vcu
Similar definitions hold for defender’s benefit and loss function: B4(+), L4(-) and their common utilities: B(-),
L5 ().
Definition 2.2. (Support set) The support set of the security game is defined as
S ={A € A|B;(A) or B;(A) or L;(A) or L, (A) # 0}. (1)
and the support index set o (S) = {o(A)|A € S}.
Definition 2.3. (Projection operator) The projection operator 75 : RN — RIS! is
75 (X1, X2+ -5 XN)) = (- o5 Xiy -+ iea(S)s (2)
and projection of polytope: IIs(An) = {rs(x)|x € ANn}.
The following definition of the set system ¢ is a binary representation of the defender’s pure strategy space D.

Definition 2.4. (Set System) The set system ¢ = {x € {0,1}"|x; = 1{i € D},¥1 < i < n,¥D € D}.
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2.2  Preliminaries

Let H be a non-empty convex polytope in R”. Given a vector w € R”, one wants to find a solution to maxycy W' x.

By “linear optimization over H”, we mean solving the problem max, <y w’ x for any w € R™. A separation problem
for H is that, given a vector x € R", decide if x € H, and if not, find a hyperplane which separates x from H. The
following results are due to Grétschel, Lovasz and Schrijver [11].

THEOREM 2.5. (Separation and optimization) Let H € R" be a convex polytope. There is a poly(n) time algorithm
to solve the linear optimization problem over H if and only of there is a poly(n) time algorithm to solve the separation
problem for H.

THEOREM 2.6. (Separation and convex decomposition) Let H € R" be a convex polytope. If there is a poly(n)
time algorithm to solve the separation problem for H, then there is a poly(n) time algorithm that, given any x € H,
yields (n + 1) vertices v', ..., v""! € H and convex coefficients Ay, . .., Aps1 such thatx = 3,74 4;v

The following result is the generalization of the von Neumann’s minimax theorem, which provides a condition
when we can use the minimax or maximin formulation to solve a saddle point problem [24].

THEOREM 2.7. (Sion’s minimax theorem) Let X be be a compact convex subset of a linear topological space
and Y is a convex subset of a linear topological space. If f is a real-valued function on X X Y with (1) f(x,-) is
lower semicontinuous and quasi-convex on y,¥x € X and (2) f (-, y) is upper semicontinuous and quasi-concave on
x,Yy € Y, then we have

. _ . _ 3
min max fx,y) = max min fxy) (©)

3 THE COMPACT REPRESENTATION FOR ZERO-SUM SECURITY GAME

The Nash equilibrium is equivalent to the strong Stackelberg equilibrium in the zero-sum game. Therefore, we
only focus on the computation of Nash equilibrium. Invoking the result in the von Neumann’s minimax theorem,
computing the NE of zero-sum game can be formulated as the following minimax problem,

min max U,(p,q) = p’ (B* +L%)q. 4)

qeAN, PEAN,

Although it can be cast into a linear programing problem, such an optimization model has Q(n*) variables, which
is exponential in n in the worst case, i.e., the defender can protect any subsets of targets. The goal of this section
is to develop a technique to compactly and equivalently represent the zero-sum and non-additive security game
with only poly(n) variables. To convey our idea more easily, we begin with an example.

3.1 Motivating Example

We first use gauss elimination on matrices B¢ and L to transform them into row canonical form, which is to left
and right multiply such matrices by elementary matrices E;, E; € RN<*Na and F, F, € RNe*Na,
: T (mpa a _ : T —lpap-1 T —lyap-1
min max p° (B* +L?)q= min max p'E{E["B?F"Fiq + p" E;E; L°F, Faq
quNd PEAN, quNd PEAN,
L o

B¢ 0
— ; T r T s
R A LR P L

where r and s are the rank of matrices B4, L, and B¢, L are the corresponding non-zero blocks of their row

canonical form. If we define the affine transformation: f;(p) = (pTEl)T, f(p) = (pTEz)T, 91(q) = Fiq and
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92(q) = Foq. Let*
A%, = {(ilp), fo(P)Ip € AN, )
A% = 1(91(9). 92(Q)Iq € An, ).

we can obtain the following equivalent optimization problem,

. _7|B¢ 0
min max plT[ ¢

_ _T
_ max q: t P2
(ql,qg)eA;{,d (P1.P2) €AY, 0 0

Le 0]
0o o%

Moreover, considering the fact that only the first r elements in vector p; and q; and first s elements in p, and
qz have the non-zero coeflicients in the above optimization model, we can further simplify the above optimization
problem as

. —_Tpa- ~Tyax
min max p;Brq: +p, LIqs, (5)
(@-8)€Ha (prp)eHa 2
where the H, and Hy is obtained by projecting the polytope A%, and A}i\]d to those coordinates belonging to the
non-zero blocks.

The basic observation in the above example is that the number of variables in the optimization model (5)

is equal to the sum of rank r + s of payoff matrices. Based on the rank inequality that the rank of a matrix

is less than its dimension, we have that r,s < min{N,, Ng}. Since the number of attacker’s pure strategies is
N, = O(n°) = poly(n). Therefore, there exists at most poly(n) variables in the optimization model (5).

3.2 Formal Description

The above illustrative derivation provides a possible path to compactly represent the game. However, there exists
a significant technical challenge: the elementary matrices Fy, F; and their inverse matrices may have exponential
size due to exponential large defender’s pure strategy space. Hence, the key question is whether we can find
both these elementary matrices efficiently? To tackle this problem, we first show that payoff matrices B* and
L? can be decomposed as the product of the several simple matrices. The following technical lemma is critical in
our decomposition.

LEmMa 3.1. (Utility and common utility) For all U € 2[™, the benefit and loss functions satisfy

Ba(U) = ) BS(V) and La(U) = )7 L5 (V).

VcUu VU

The lemma 3.1 provides a path to recover the utility functions from the common utility. Indeed, it is named
as the zeta transformation [10], which is the inverse transformation of the Mdobius transformation given in
Definition 2.1. Suppose that B4 and L4 represent the benefit and loss matrix for attacker when A = D = 2", and
B4, L¢ can be regarded as the sub-matrix of B4, L*. The following technical lemma presents the decomposable
property of payoff matrices B4 and L4.

LEMMA 3.2. (Decomposition of complete payoff matrix) If the attacker’s and defender’s pure strategy space
A =D = 2" the payoff matrices B4, LA € R¥"*?" can be decomposed as,

B4 = QD?Q’, L = QD'Q'P, (6)
where DB, DL € R?"*?" gre the diagonal matrices with
B L
D2 4o = Ba(A), DLy o4 = Lo(A), VA € 217,

4The notation (-, -) denotes the concatenation operator of vector.
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The Q,P € R¥"?" are binary matrices: YA, D € 2[",
Qo (A), u(py = UD C A}, Pgay uip) = {A = D}.
The notation 1{-} is the indicator function.

The following lemma constructs the relation between the matrices B4, L# and the corresponding sub-matrices:
B4, L.
LEmMMA 3.3. (Complete matrix and sub-matrix) The payoff matrices B4, L¢ € RNa*Na can be expressed as
B“ = SB“R,L* = SL“R, (7)
where matrix S € RNa*2" gnd R € R¥"*Na gre the block matrices, defined as,

So(anuw) = HA=U L, VA € AU € 2" R, 1) 4y = UD = U°},¥D € D,U € 2"

Intuitively, the matrices S and R in Lemma 3.3 plays the role of extracting the rows and columns of the matrices
B4 and L4, whose indices belong to the feasible pure strategies of attacker and defender. For example, suppose that
the defender’s pure strategy space is a uniform matroid, i.e., © = {D C [n]||D| < k}, if the index function satisfies
o(th) < o(Uy), |Ui| = |Us|, which means that the index of attacker’s (defender’s) pure strategy is increasing
(decreasing) with the decreasing of the cardinality of each strategy, then the payoff matrices B and L? comes
from the bottom left of the matrices B4 and L. The block matrices S and R can be represented as

Ingxn,
S =10 n_ I 5 R = d d 5
ovesrony D] R = [ Mot |
where I is the identity matrix.

Combining the results of Lemma 3.2 and Lemma 3.3, we have the following decomposition of the payoff matrix
M<.

THEOREM 3.4. (Decomposition of the payoff matrix) The payoff matrix M® = B + L? can be decomposed as
M?¢ = E(D’J + D'K), (8)
where DY, D! € RNa*XNa gre the diagonal matrices with

Dz(A),o(A) = Bg(A), Df,(A)’U(A) = LS(A),YA € A.

The E € RNa*Na and J,K € RNe*Nd gre binary matrices:
Esa),0) = 1{U C A}LVA,U e A

Jo(a),up) = HA € D°},
ch(A),y(D) =1{ACD},YAe A, De D.

As can be seen in Theorem 3.4, we decompose the original exponential large payoff matrix M¢ into the
summation and the product of several simple matrices including binary matrices E, J, K and two polynomial-sized
diagonal matrices D” and D’. Moreover, such a decomposition has a closed-form expression and the elements in
those simple matrices can be implicitly represented.

Based on the above decomposition results, we can let elementary matrices E; = E; = E,F; = Jand F, = K|
and the corresponding affine transformation f(p) = E7p and ¢:(q) = Jq, g2(q) = Kq to yield two polytopes:
A?\,u ={f(p)lp € An,} and A‘;Vd ={(91(q), 92(q))Iq € An,}. Then we can represent the minimax problem (4) as

min  max pT(qul + qu2), 9)
(@1.2) €A%, PEAR,
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Based on the definition of our support set S and matrices D?, D!, only the variables with indices belonging
to 0(S) has non-zero coefficients. Therefore, we can eliminate those variables with zero coefficients in (9) and
project the polytopes A%, and A%d into the coordinates with indices belonging to ¢(S). The further simplified
model can be expressed as

Compact Minimax Problem

. LT Sbs |, -

(@ Din maxp’ (D"q: +Dqe), (10)
where® H, = HS(A;‘%), Hy = HS(A‘Iin), matrix D? and D/ is obtained by extracting the non-zero columns and
rows of matrix D? and D*.

Since the size of the support set |S| < N, and N, = poly(n), we arrive at a compact representation of zero-sum
security game with only poly(n) variables. Note that in the above compact representation framework, the affine
transformation f; and f; is the same as in our compact representation. The following theorem guarantees the
correctness of our compact representation.

THEOREM 3.5. (Compact representation) (p*, q*) is a Nash equilibrium of zero-sum non-additive security game
if and only if (ms(f (p*)), (7s(91(q*)), ms(g2(q*))) is the optimal solution of compact minimax problem (10).

REMARK 1. Based the specific form of (10), the complexity of obtaining the above compact representation (10)
is dependent on the complexity of obtaining matrices D?, D! and the projected polytopes Hy, Hy. The non-zero
elements of matrices D’ and D! are the common utilities, which can be calculated in time O(n°) by Definition 2.1.
The complexity of representing H, and H; is dependent on their corresponding description length.

3.3 Linear Programming Approach

The compact minimax problem has a linear objective function. If the polytope H, and Hy is convex, such a
problem can be cast into a linear programming approach. The following technical lemma shows that the above
transformed and projected polytope is convex.

LEMMA 3.6. The polytopes H, and Hy is convex.

Based on Lemma 3.6, we can formulate the minimax problem by following equivalent linear programming
model,

Compact Linear Programming
min u (11)
s.t. VT(Iqul + ﬁlqg) <u,¥v e l,,
(ql’ (]2) € Hd’
where I, denotes the set of vertices of the convex polytope H,.
In the sequel, we refer to the compact problem as the above linear programming problem. Based on our com-
pact representation, a natural question that arises is whether can we efficiently solve such a linear programming

problem and implement the optimal solution by the defender’s mixed strategy? We will answer this question in
the next section.

5Note that each vector in A%d is consists of two parts g; (q) and g2 (q). Here the corresponding low-dimensional point is (775 (g1(q), 7s(g2(q))-
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4 SOLVING THE ZERO-SUM SECURITY GAME IS A COMBINATORIAL PROBLEM

In this section, we will build the connection between the equilibrium computation in the zero-sum security game
and the following defender oracle problem (DOP) via our compact representation framework. For simplicity, we
use I; to denote set of vertices of the convex polytope Hy.

Definition 4.1. (Defender oracle problem) For any given vector w € R?S!, determine,

x* = argminw’x. (12)
x€ly

The main result of this section is the following theorem.

THEOREM 4.2. (NE computation and defender oracle problem) There is a poly(n) time algorithm to compute the
defender’s Nash equilibrium (strong Stackelberg equilibrium), if and only if there is a poly(n) time algorithm to
compute the defender oracle problem.

To obtain above reduction, we adopt the following path: we first show how the compact problem and the
defender oracle problem can be reduced to each other in poly(n) time; then we exploit the geometric structure of
polytope H, and Hy to construct two poly(n) time vertex mapping algorithms to obtain the reduction between
the equilibrium computation and the compact problem.

4.1 Reduction between Compact Problem and DOP

The linear programing problem (11) has poly(n) number of variables and possibly exponentially many constraints
due to the irregularity of the polytope Hy. Therefore, we can apply the ellipsoid method to solve such an LP,
given a poly(n) time separation oracle. Specifically, the separation oracle of such LP is defined as following.

Definition 4.3. (Separation oracle for LP (11)) For any given (q1, qz) and 4, either (qi, qz) and @ satisfy all the
constraints of (11) or finds a hyperplane:

alq, +alqy +ba >alq; +alq + bu,
¥(q1, q2), u satisfy constraints of (11)
Similarly, the separation oracle of the defender oracle problem is defined as following.

Definition 4.4. (Separation oracle for DOP (12)) For any given (q1, qz), either (qi, q2) belongs to Hy, or finds a
hyperplane: ¥(q1, q2) € Hy such that

T~ T~ T T
;41 +2a;q9z2 > a;q; +2;qp.

Based on Theorem 2.5, both our compact problem (11) and defender oracle problem is equivalent to their
corresponding separation oracle problem. To obtain the equivalence between the compact problem and the
defender oracle problem, it remains to show the equivalence between the above two separation oracles.

We first examine one direction: the separation oracle of such an LP can be reduced to the separation oracle
of DOP. Specifically, the separation oracle of such an LP can be reduced to the following two parts: given any
(Q1, q2) and @, (1) membership problem: decide whether (q;, ;) € HY. If not, generate a hyperplane that separating
(@1, Q). @ from H?; (2) inequality constraint problem: decide whether all the inequality constraints hold. If not,
find one violating constraint. We have the following result for these problems.

LEMMA 4.5. The membership problem and the inequality constraint problem of LP (11) can be reduced to the
separation oracle of the defender oracle problem in poly(n) time.
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The basic idea in the proof of Lemma 4.5 is to show that the number of vertices of H, is poly(n) and each vertex
has a close-form expression. Then we can implicitly check the inequality constraint problem in poly(n) time, and
the membership problem is indeed the separation problem for the DOP. The reverse direction is guaranteed by
the following lemma.

LEMMA 4.6. The separation oracle of the defender oracle problem can be reduced to the separation oracle of LP (11)
in poly(n) time.

Based on Lemma 4.5 and Lemma 4.6, we arrive at the reduction between the compact problem and the defender
oracle problem.

4.2 Reduction between Equilibrium Computation and Compact Problem

To obtain the reduction between the equilibrium computation and the compact problem, there exist two issues:
first, how to transform the input instance of each problem to the other one in poly(n) time; second, how to map
the optimal solution of each problem to the other in poly(n) time. Since the input of the equilibrium computation
problem are the utility functions {B,(U)} and {L,(U)} and the input of compact problem are the common utilities
{BS(U)} and {L¢ (U)} (all the elements of matrices D? and D' are the common utilities), such transformation can
be completed in O(2°n¢) = poly(n) time based on Definition 2.1 and Lemma 3.1.

To resolve the second issue, we first consider how to map the optimal solution of compact problem to the
defender’s optimal mixed strategies. Based on Theorem 2.6, we obtain that if the separation problem of LP (11)
can be solved in poly(n) time, we can decompose any feasible point x into a convex combination of at most
(2]S] + 1) vertices of the polytope defined by those constraints. Note that this is precisely the DOP required
for above reduction. Applying this result to the optimal solution (qj, q;) of the LP (11), we can get a convex
decomposition that

2|5]+1
(@q) = D> Ailvi,vh), (13)
i=1
where (vi,v}) € I;. The basic fact is that the defender’s mixed strategy can be regarded as a convex combination
of its pure strategies, each of which corresponds to a vertex of simplex Ay,. If we can map the vertices (v}, v})
back to the vertices (pure strategy) of the original game, denoted by h((v},v})), the mixed strategies of the
defender can be expressed as
2[S]+1

¢ = ) Lh((i,vh). (14)
i=1

Thus, the key lies in how to compute h((v},v})) in poly(n) time.

To tackle this problem, we need to investigate the geometric structure of polytope Hy. First, considering an
arbitrary defender’s pure strategy D € D, the corresponding vertex in Ay, is a unit vector e? € RN¢ with only
one non-zero element efl)( py = L Based on the definition of the transformation g;(q) and g2(q), the corresponding
point of polytope Hy is

(gl (eD)’ gZ(eD)) = (.]eD’ KeD) = (J,u(D)’ K,U(D))’ (15)
where J,,(p) and K, (pyis the p(D)th column of matrix J and K. Then the corresponding point vP of the projected
polytope H? is

vP = <7TS(J,u(D))a7TS(K,u(D)))7 (16)

which is the sub-vector of J,,(py and K,(p). The problem is that the vertex in the high-dimensional polytope may
not project to a vertex of its low-dimensional image. However, the following lemma will provide a positive result.
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LemMA 4.7. (Geometric structure of Hy) For any support set [n] € S € A, the vertices of the polytope Hy are the
columns of the sub-matrix of [IJ(] , which is formed by extracting the row whose index belongs to o (S).
Since we have a closed-form expression of the matrix J and K, we can construct a vertex mapping algorithm

from low-dimensional vertex to the defender’s pure strategy. The efficiency and the correctness of Algorithm 1 is
justified by following lemma.

ALGORITHM 1: Vertex Mapping from Vertex to Pure Strategy

input :Vertex (vi,vg) €] d
output:Defender’s pure strategy D.
T=0;
for eachi € [n] do

Examine each coordinate of vertex:

lf Vl,o({i}) #0 then
| T=Tul{ik
end
end
D=T¢

LEMMA 4.8. (Correctness of vertex mapping algorithm) The vertex mapping algorithm 1 runs in O(n) time and
maps each vertex of Hy to a unique pure strategy.

Note that our vertex mapping algorithm only examines n instead of all the coordinates of each vertex of Hy to
recover a defender’s pure strategy. The reason behind this result is that there exists a one-one correspondence
between each pure strategy and those n coordinates of each vertex of polytope Hy. Intuitively, those n coordinates
of each vertex of Hy is binary and therefore there exists possibly 2" possibilities, each of which corresponds to a
pure strategy.

The other direction follows from the following argument. Suppose that the problem of equilibrium computation
is solved in poly (n) time and the optimal defender’s mixed strategy is denoted by q*. Invoking a known result in
game theory (Theorem 4 in [21]), the number of non-zero probability of the Nash equilibrium is less than the
rank of the payoff matrix. Since the rank of payoff matrix M¢ is O(n°), the number of non-zero coordinates in q*
is at most O(n®) = poly(n) and q* can be expressed as

poly(n)

q = Z; M. (17)

Therefore, we can determine the optimal solution of the compact problem in poly(n) time by constructing the
following poly(n) time vertex mapping algorithm from a pure strategy e’ to a vertex of Hy.

The intuition behind this result is similar to the previous vertex mapping algorithm and the correctness of
Algorithm 2 is guaranteed by the following lemma.

LEMMA 4.9. (Correctness of vertex mapping algorithm) Vertex mapping algorithm 2 runs in O(n¢) time and
maps each defender’s pure strategy D to a unique vertex of Hy.

Based on Lemma 4.5, Lemma 4.6, Lemma 4.8 and Lemma 4.9, we arrived the desired result in Theorem 4.2.
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ALGORITHM 2: Vertex Mapping from Pure Strategy to Vertex

input :Defender’s Pure Strategy D.
output: Vertex vP el

T =0;
for eachV € A do

. D — 1.
if V C D€ then VI’U(V) =1;

D —0-
else Vz,a(V) =0;
end

Output vertex vD = (VID R V? );

5 NON-ZERO-SUM SECURITY GAME

In this section, we assume that the security game is non-zero-sum, in which the benefit B, (U) (B;(U)) of attacker
(defender) may not equal to the the loss Ly (U) (L,(U)) of the defender (attacker). We consider the computation of
two mostly adopted concepts including the strong Stackelberg equilibrium (SSE) and the Nash equilibrium (NE).
For the SSE, we prove analogous equivalence theorem as the zero-sum case. For the NE, we relax the assumption
that the attacker’s resource limit c is constant to an arbitrary number, but assuming the additive utility function.
Then we prove our equivalence theorem for the problem of equilibrium computation.

5.1 Strong Stackelberg Equilibrium

The main result of this subsection is given by the following theorem.

THEOREM 5.1. (SSE and DOP) There is a poly(n) time algorithm to compute the defender’s strong Stackelberg
equilibrium, if and only if there is a poly(n) time algorithm to compute the defender oracle problem (12).

The “only if” direction follows straightforwardly from Theorem 4.2. Considering the fact that the set of Nash
equilibrium is equivalent to the set of strong Stackelberg equilibrium in the zero-sum game, and the zero-sum
game is a special case of the non-zero-sum game, such a direction can be obtained by converse. For the “if”
direction, we need the following existing technical lemma, which shows that the SSE of the game can be computed
by multiple linear programming approach.

LEmMMA 5.2. (Multiple linear programming of SSE [6]) Solving the strong Stackelberg equilibrium can be formulated
as a multiple linear programming problem.

Multiple LP

max (e?)"Mq (18)
s.t. (eM)TMeq > (e?)TM?q, VA’ € A,
qe€ ANd,

Solving above linear programming for all A € A, then picking the optimal defender’s mixed strategy of the LP with
the largest objective value.

The intuition behind this result is that, in linear programming problem (for each A € A), the defender optimizes
his mixed strategy under the constraint that the attacker’s best response is A. Once we have solved these LPs for
all the attacker’s best response, we compare all the optimal mixed strategies and choose the best one, which is
also the optimal solution overall (without constraints on which is the best response).

Since the attacker’s resource limit ¢ is constant, there exists poly (n) number of LPs in the above approach, but
there still exists exponential number of variables in each LP. Fortunately, we can still follow our transformation and
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projection approach in the previous zero-sum scenario. Specifically, based on the same argument of Theorem 3.4,
we can decompose both attacker’s and defender’s payoff matrices as

M? = E(D}J +DLK) and M?=E(D}J +D.K),

and choose the same transformation such that f(p) = E'p and ¢;(q) = Jq, ¢2(q) = Kq. Then we eliminate the
variables with zero-coefficients and project the polytope into corresponding low-dimensional image. Therefore,
we can formulate above multiple linear programming problem as following compact problem with only poly(n)
variables.

Compact Multiple LP
max v’ (D4q; + D),q2) (19)
s.t. vI(Dbg, + DLqy) > 7 (D4q, + DLq2), V¥ € L,
(‘_]1» (_12) € Hd»

where the matrix I~)Z and the other diagonal matrices are obtained by extracting the non-zero columns and the
rows of matrix DZ. Clearly, such a compact problem can be reduced to the defender oracle problem (12) and the
optimal solution of compact problem can be mapped to a defender’s optimal mixed strategy based on a similar
argument with Lemma 4.7 and Lemma 4.8. Thus, we arrive our desired results in Theorem 5.1.

5.2 Nash Equilibrium

It is well known that computing the Nash equilibrium of a two-player normal form game is PPAD-hard [5, 7]. In
the security game, we can potentially compute the Nash equilibrium in poly(n) time in the case of the single
attacker resource [30], because we can transform the non-zero-sum game into an equivalent zero-sum game [18].
However, when the attacker has multiple resources, the solvability is still an open problem. In this subsection,
we assume that the attacker’s resource limit ¢ is an arbitrary number instead of a constant, and all the utility
functions are additive. The main result of this subsection is given by the following theorem.

THEOREM 5.3. (Non-zero-sum NE computation and DOP) There is a poly(n) time algorithm to compute the
defender’s Nash equilibrium, if and only if there is a poly(n) time algorithm to compute the defender oracle problem:
for any given w € R"

arg min wlx. (20)
xely

The “only if ” direction can be obtained by the converse and Theorem 4.2, thus we only focus on the how to
compute the defender’s Nash equilibrium in poly(n) time given a poly(n) time defender oracle. In this case, there
exists two key challenges: first, not only is the defender’s pure strategy space exponential large, but also the
attacker’s pure strategy space; second, the Nash equilibrium in non-zero-sum game may not be the corresponding
minimax equilibrium when the attacker has multiple resources [18], thus we cannot apply the linear programming
approach to straightforwardly solve such a problem.

The following lemma exhibits a crucial property of common utility when all the utility function is additive
such that all the common utility is equal to zero except those defined on the singleton set.

LEMMA 5.4. (Additive utility function) If the attacker’s utility functions are additive, i.e., B,(U) = ;e Ba({i}),
and La(U) = Y;eu La({i}) for allU € 21" then the corresponding common utilities satisfy

BL(U) = Lg(U) =0, if U] > 1. (21)

A similar result holds for defender’s utility functions By4(-), L4(-) and their common utilities B (-), L¢ (). Note
that the common utility function is indeed the original utility function when U is a singleton set. Then, according
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to the definition of matrix D2 and D, we can observe that although they are exponential large matrices, there
exists only n non-zero elements in the main diagonal. Therefore, the support set S = [n] based on the definition,
and we can define the following n—dimensional polytope.

Hé = H[n](A?\[a), H:i = {ﬂ[n]aq),Vq € AN, . (22)
which projects our transformed polytopes to the coordinates whose indices belong to the singleton set. Note that,
in this case, we only use the vector Jq instead both of Jq and Kq to form the transformed and projected polytope.

The reason is that there exists a linear coupling between 7,1 (Jq) and 77,1 (Kq). The formal description can be
seen in Lemma 6.1. The following result provides a compact representation of the non-zero-sum security game.

LeEMMA 5.5. (Compact representation of non-zero-sum security game) The strategy profile (p*, q") is a Nash
equilibrium of the non-zero-sum security game if and only if

U)(a*,t") > U,(a,t"),Ya € H,,

23
Uj(a™,t") > Uj(a”, t),Vt € H). (@3)

where®
n

Uz t) = D ai [tiLa(i) + (1 - t)Ba ()],

i=1
n

Ug(a.t) = > ai [1Ba(i) + (1~ ) La(D)].
i=1
As can be seen in Lemma 5.5, the strategy profile (p*, q*) is a Nash equilibrium in non-zero-sum security game
if and only if its low dimensional image (a*,t*) is also an equilibrium point. Based on the definition of matrix E

and J, we have
aj = Z Ps(a), ti = Z qu(D)»
AeA:ieA DeD:ieD

which can be regarded as the marginal probability that target i is attacked and defended among the strategy
profile (p, q).

REMARK 2. Lemma 5.5 provides a compact representation of the non-zero-sum security game, and the objective
function U, and U} are quite similar to the the one used in [15]. However, the previous result is limited to the
assumption that the defender’s pure strategy space is a uniform matroid. However, our result is more general and
does not dependent on the structure of D.

Although we have a polynomial-sized representation, it is still a non-zero-sum “game” and its optimal solution
may not correspond to its minimax solution. Fortunately, inspired by the transformation introduced in [18], we
can exploit the specific structure of the above problem to transform the compactly represented problem into a n
dimensional saddle point problem.

LEmMmA 5.6. (Saddle point problem) The (a*, t*) satisfy condition (23) if the (h(a™), t*) is a saddle point of following
problem,
U, (h(a"),t") = U,(h(a),t"),Ya € H,

24
UL (h(a), €) < Ug(h(a"), 0, ¥t € H), )
where the one-to-one transform function h : R" — R"is defined as follows:
Ba({i}) — La({i
hi(a) = a(i}) - La({i}) 25)

= Ba((i)) - La(li)) ™"

SFor simplicity, we write ag((;)) and t,((;)) as a; and ¢;.
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Based on Lemma 5.6, we can first determine a saddle point of function U} (a, t). Due to the fact that function
U,(h(a), t) is linear in a and t and the polytope H; and H, is convex (Lemma 3.6), we can apply the Sion’s minimax
theorem and solve such problem by the minimax problem,

min max U, (h(a), t), (26)

’

teH) acHj,
which can be further tackled by the following linear programming approach.

min u (27)

n
sk, X hi(v) [tiLa(i) + (1 — t;))Ba(i)] < u,¥v e,
i=1
te H).
Similarly, such an LP can be reduced to the membership problem and inequality constraint problem. The
membership problem can be reduced to the defender oracle problem (12), and the only difference is that H, is a

n—dimensional polytope in this case. To solve the inequality constraint problem, we first examine the geometric
structure of polytope HJ.

LEMMA 5.7. (Geometric structure of H,) The polytope H), is the intersection of a n—dimensional cube and n—
dimensional hyperplane,

n
H;:{xeR"IinSc,xiZO,VlsiSn}. (28)
i=1

Since any linear program achieves optimality at some vertex of its feasible region, based on Lemma 5.7, the
inequality constraint problem can be further reduced to the following polynomial-sized linear programming
problem.

max 3 ) [6La0) + (1~ )B4 (0] @)
i=1

s.t. i vi <c,v; >20,Y1<i<n.
i=1
which can be solved in the poly(n) time by the interior point method. If the optimal value of the above linear
programming is less than u, then all the inequality constraints are satisfied; if the optimal value is larger than u,
we output the point v attains this optimal value, which corresponds to a violating constraint.
Now the remaining is to determine how to map such a saddle point back to the optimal defender’s mixed
strategy. Since our transformation is linear and the inverse function is given by

_ Ba({i}) B La({i}) @
Ba({i}) = La({i) ™"
we can first decompose such saddle point into the convex combination of the vertices given a poly(n) time
separation oracle; then use the inverse function to map each vertex back to the vertex of polytope H. The
mapping from the the vertex of polytope H, to a defender’s pure strategy follows the Algorithm 1.
Combining the result of Lemma 5.5 and Lemma 5.6, we arrived the desired result in Theorem 5.3.

h;'(a) (30)

REMARK 3. The reduction from the equilibrium computation to the defender oracle problem does not require the
assumption that the attacker’s pure strategy space A is a uniform matroid. Indeed, if A encodes a polynomial
solvable problem such as uniform matroid, bipartite matching and 2—weighted cover, we can obtain a same result in
Theorem 5.3; otherwise, the polynomial solvability of the equilibrium computation will depends on both A and D.
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6 CONSEQUENCES

In this section, we further investigate the defender oracle problem and provides various interesting applications
of our theoretical framework.

6.1 What is the Defender Oracle Problem

Through a series of reductions, we determine that the security game with non-additive utility functions and
multiple attacker resources is essentially a defender oracle problem defined on a low- dimensional polytope H.
However, the complicated form of polytope Hy still prevents us from uncovering the effect of our assumptions.
The promising observation though is that since oracle problem attains its maximum in some vertices of Hy, we
only need to examine the geometric structure of its vertices.

First, considering the fact that each vertex v of polytope H; consists of two parts such that v = (vy, v3), and vy,
v, comes from two different transformations and same projection of the one vertex of polytope A,. Therefore,
there exists a linear coupling between these two parts v; and v,. The following lemma justifies this intuition and
show that the coordinates of v; and v, whose indices belong to those singleton sets exhibits a complementary
relation.

LEMMA 6.1. (Geometric structure of Hy) For any vertex (v, v2) in the polytope Hy, its coordinates satisfy
Vie((i)) * Vao(iy = L Vi € [n]. (31)

Based on this result, Theorem 3.4 and Lemma 4.7, we can show that the DOP is indeed a combinatorial
optimization problem over a set system.

THEOREM 6.2. (DOP is combinatorial optimization) The defender oracle problem is, for any vector w € RISI,
maximize a pseudo-boolean function over a set system e.

max | > wo| | | |- (32)

VeS {iteV

Clearly, the complexity of the DOP is not only dependent on the set system, but also dependent on the support
set S, which describes the degree of the above pseudo-boolean function. For example, If the attacker can attack at
most two targets and the utility functions are non-additive, the support set S = {A € 2["1||A| < 2}. In this case,
the DOP is a general constrained binary quadratic programming problem, which is NP-hard. In Section 5, we
assume that all the utility functions are additive. In this case, Lemma 5.4 shows that the support set S = [n] and
the defender oracle problem will degenerate to the following linear optimization problem:

max w x. (33)

Xee
In this case, the complexity of such an oracle problem is only dependent on the complexity of set system ¢. For
example, if the defender can attack at most k targets, the set system ¢ is a uniform matroid and solving the DOP
only requires summing first k largest elements of w. If the defender’s resources are obtained at some costs and
there exists a resource budget, the set system in this scenario encodes the knapsack problem, which is NP-hard
(we can solve it in pseudo-polynomial time by dynamic programming). More interesting applications can be
found in [30].

REMARK 4. Compared with the original complicated security game, the simple form of DOP not only provides a
simpler method to design the polynomial time algorithm, but also facilities us the better understanding of the inherent
complexity property of the security game. For example, in the non-zero sum and additive security game, the standard
solution technique used is the Lemke’s algorithm [19]. Such an algorithm may run in exponential time and cannot
provide any insights of the problem. Instead, our equivalence theorem reduces the complexity of the original problem
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into the complexity of the defender’s pure strategy space, which is dependent on the specific problem structure. Besides,
In Section 6.2, we will also show how to utilize the DOP to solve several open problems in the security game domain.

REMARK 5. The previous results in [30] demonstrates that the security game under single attacker resources and
additive utility function is equivalent to the above oracle problem (33). Their reduction is based on the equivalence
between the optimization and the membership problem, in which the polynomial time solvability is dependent on the
description length of the set system . However, the special case (33) of our result strengthens their arguments, which
is independent of the set system ¢.

6.2 Applications

We now provide some applications to illustrate the value of our theoretical development. The first direction is
to utilize the results in Theorem 5.3 to tackle several open problems on the complexity of the security game
with multiple attacker resources and heterogenous defender resources [17, 30]. Another direction is to answer
the question in [30]: what is the complexity of the security game when we consider both non-additive utility
functions and multiple attacker resources.

Regarding the first direction, we provide a general algorithmic framework shown below (Algorithm 3).

ALGORITHM 3: General Framework for Non-zero-sum and Additive Security Game

1. Solve the compact problem: Solve the linear program (27) to obtain the optimal compact strategy t* by ellipsoid method:
(i) check the inequality constraint by exactly solving the polynomial-sized linear program (29); (ii) solve the membership
problem by exactly solving the DOP (33);

n+1 )
2. Convex decomposition: Decompose optimal compact strategy t* into the convex combination: t* = ), A;v* by exactly
i=1

solving the DOP (33);
3. Vertex mapping: Map each vertex v’ to a defender pure strategy D; by Algorithm 1, output the defender’s NE strategy:
play pure strategy D; with probability 4;, 1 <i <n+1;

The framework outlined in Algorithm 3 provides a possible path to design a polynomial time algorithm to
solve the NE” of the non-zero-sum and additive security game. The details in the second step of Algorithm 3 can
be found in [11]. The key lies in the polynomial time solvability of the DOP (33), which is completely dependent
on the combinatorial problem encoding by the set system e.

7 APPLICATIONS

LAX airport checkpoint placement problem [23]. This problem is one of the earliest applications of security
games. In this setting, the security force has k police officers that are to be deployed across n (where k < n)
checkpoints.Each police officer can be deployed at any given check point. Therefore, any subset of [n] of size at
most k is a defender pure strategy. [17] extends this game model into the multiple attacker resources and shows
that this problem can still be solved in poly(n) time by a state transition algorithm [17]. In our framework, the
DOP is the linear optimization over a uniform matroid.

max wl'x (34)

s.t. x; < k,x €{0,1}".

1

n
i=

"The algorithm to solve the SSE is similar.
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The above problem can be solved in polynomial time by summing the k largest elements of vector w. Thus, it
verifies previous results.

In the following three cases, the defender’s resources are heterogeneous such that there exists some practical
constrains in the set system «.

Geographic constrained patrolling problem. In the patrolling problem, due to geographic constraints, the
police officer can only patrol the area around the station. In this case, the resources of different defenders (police)
can defend different groups of targets. In our framework, we can construct a weighted bipartite graph as follows:
(i) two disjoint sets U, V, U represents all the nodes, V represents all the resources; (ii) there exists an edge
between the node u in U and node v in V' if the resource v can cover node u; (iii) associate each edge (u,v) with a
weight w,, (w is the vector in the DOP). Then the DOP is a weighted bipartite matching problem, which can be
solved in polynomial time by Hungarian algorithm.

Federal air marshal scheduling problem [26]. In such applications, one air marshal is assigned to protect
several sequential flights with the constraint that any destination of the previous flight is the departure of the next
flight. The objective is to cover all current flights. [16] investigates this problem under single attacker resources
and shows the polynomial solvability in some cases and NP-hardness in other cases. However, attackers may
initiate simultaneous attacks (e.g., the flights of 911) and there still does not exist any efficient algorithm. In our
framework, we can construct the following weighted set cover problem: let the node set [1n] be the universe and
all the air marshals constitute the collection S of subsets of [n]; then associate the weight w to each element
of the universe. Then, the DOP is a weighted set cover problem and our results show that when the attacker
has multiple resources, the problem is generally NP-hard but we can still solve this problem in some cases. For
example, if each air marshal can protect at most two flights (a pair of round trip flights), the set system ¢ indeed
encodes the weighted 2—cover, which can be solved in poly(n) time.

Spatio-temporal security game [8, 9]. In many applications of security games, an important class is the
spatio-temporal security game. This kind of game is used to model the games played in the spatio-temporal
spaces such as planning patrol boats of the US Coast Guard [8], wildlife protection [9]. The current solution
technique of this game is to discretize the space and time and build 2—D gird, in which the security force patrol
the points. Combining the results in [31], we can show that spatio-temporal security game with multiple attacker
resources are indeed a min-cost flow problem, which can be solved in poly(n) time.

There exists other applications that can be cast in our framework such as passenger screening for the Trans-
portation Security Administration [4]. Indeed, based on our general framework in Algorithm 3, all the results
under the single attacker resources can be directly extended to the scenario of multiple attacker resources.

Now, we focus on the second direction discussed earlier to answer the question on the complexity of the
security game with non-additive utility functions and multiple resources.

COROLLARY 7.1. The security game with general non- additive utility functions are NP-hard.

The answer appears to be negative since the constrained binary optimization problem is always NP-hard.
However, inspired by the work [29], we can still explore some interesting polynomial solvable classes under
the following standard relaxation technique: replace the hard constraints on defender’s pure strategy by the “soft”
cost function, in which defender’s pure strategy space D = 2["] but each strategy D € D is associated with an
additive cost function. More specifically, when the attacker and defender choose strategy A and D, respectively,
the attacker’s and defender’s pay off is given by B,(A\D) + L,(AN D) — C,(A) and Ly(A\D) + B4(AN D) — C4(D),
where C,(-) and C4(-) is the attacker’s and defender’s cost function, respectively. In this case, we can still apply
our framework to reduce the equilibrium computation to the above oracle problem.

COROLLARY 7.2. There is a poly(n) time algorithm to compute the defender’s Nash equilibrium in the non-additive
security game with cost function, if and only if there is a poly(n) time algorithm to compute the the following
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problem: for any given w € RIS!

max ZWU(V) l_[ xi ||, (35)

Ves {iteV

Such a problem is an unconstrained optimization problem and we can apply the known results in the combi-
natorial algorithm design to obtain some polynomial solvable classes. The proof of the above corollary is quite
similar with our previous theoretical development, and the only difference is that we require decomposition of
the matrix involving cost functions (see the Theorem 1 in [29]). Then, based on the above result, we can design
a similar framework as in Algorithm 3 to solve the zero-sum and non-additive security game and develop the
following two applications. The detailed technical proof can be found in [29].

The security game in a tree network. A sensor network is often in the form of a tree topology. The game
is such that the attacker attempts to invade some nodes to destroy the connectedness of the network and the IT
manager is required to deploy the anti-virus software in some nodes. We can show that the DOP of this game is a
sub-modular minimization problem, which can be solved in poly(n) time.

The separable support set S. Here the “separable” is defined as, S = |JIZ, S; such that A; N A; = 0,VA; €
Si,Aj € Sj,i # j, the component is defined as U; = Uyes, U with max; |U;| = ©(log(n)). In this case, we can
solve the DOP in poly(n) time via an enumerating algorithm. This result can be applied to a sparse network. For
example, if the network is sparse enough such that the size of largest connected component of the network is
©(log(n)), support S will be separable in this case.

8 CONCLUSIONS

In this paper, we examined the security game under multiple attacker resources and non-additive utility functions.
In particular, we utilized the transformation and projection of the polytope to compactly represent the game in
polynomial size. Further, based on the geometric structure of the projected polytope, we designed two poly(n)
time vertex mapping algorithm and showed that the equilibrium computation problem is equivalent to a defender
oracle problem. Finally, we proved that such a defender oracle problem is essentially a combinatorial optimization
problem over a set system. This result not only resolves some open problems in the security game domain, but
also provides a new path to explore the polynomial solvable classes in more complex scenarios. Our proposed
theoretical framework is significantly different from the state-of-the-art techniques used in the security game
domain and greatly extends both the NP-hard and polynomial solvable classes.
For future work, we plan to investigate the following direction:

e The computation of Nash equilibrium of non-zero-sum and non-additive security game. We
have utilized a constructed linear transformation to convert the non-zero-sum and additive security
game to a n— dimensional saddle point problem. Instead, when the utility function is non-additive, the
construction of such a transformation is still open.

e The approximate version of our equivalence theorem. It is interesting to understand how an ap-
proximate defender oracle relates to the approximate equilibrium computation, since the problem is easy
to falls into the category of NP-hard when we consider non-additive utility functions. One possible path
is to exploit the no-regret learning framework proposed in [12].

A  LEMMAS IN SECTION 3
A.1  Proof of Lemma 3.1

Proor. Indeed, we can use the existing results in mébius and zeta transform to show the correctness of such a
relationship. Here we provide a different proof, which is based on the method of counting in another way. Here
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we only prove for the attacker’s benefit function, the proof for the other utility functions is similar.

>UBW) @ >0 ENMVIBw)

veu VCU wov
V]
b :
DS NV S Baw)
VU j=0 WV, |Wi=j
0 Ul i -
I3 ST > Baw) (36)
i=0 VCU,|V|=i j=0 wev, [Wi=j
|U| U] .
4 Ul - .
(:) (| | -])(_1)1—] 'Ba(W) (37)
¢ 1=J

(a) above is based on the definition of common utilities, (b) and (c) rearrange all the summation terms via their
cardinality, (d) utilizes the following trick: we first traverse all the subsets of U and then for each subset V,
traverse its subset W. Thus, there are multiple copies for a specific B(W) of Equation (36). Equation (37) derives
from counting the coefficient of B,(W) in a backward way. We first fix set W and suppose |W| = j, and the
number of set V with |V| = i containing W as the subset is ('ll]_lj_]
(=1)"/. Then traversing all the possible set V, i.e., traverse at the order of cardinality, we have the coefficient of
B,(W) is

)‘ The corresponding coefficient of B, (W) is

U] . Ul-j ;
UI=1\_yims = S (IU1=5) v
Z(l-_]-)<—1>’—2( ; )( 1’ (38)

i=j i=0

The above coefficient is equal to 1 iff j = |U|, and 0, otherwise. Thus, the lemma follows. O

A.2  Proof of Lemma 3.2

Proor. We first show that the matrix L4 can be transformed into a similar structure of matrix B4. Define
LAP = L4, (39)

where Eﬁ( A (D) = La(AN D). Based on the definition of matrix P, for arbitrary A, D € 2["}, we have

A _ TA
La(A),p(D) = Z La(A),,u(U)P,U(U)»,U(D)
Uezln

(ﬁ) TA
- Z LU(A),;;(U)PJ(UC)»,U(D)
Ue2lnl

= Z Loa(ANU®) - 1{U¢ = D}
Ue2ln]
= L.(AND).

(a) is based on our choice of index function p(U¢) = o(U). Then we can observe that the matrix LA and BA has a
similar form. Thus we only need to prove the decomposition of matrix B4, and the other one follows.
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For arbitrary A, D € 2["], the element (c(A), u(D)) of matrix QDPQT is equal to
BT
Qa'(A)D Qp(D)' (40)

Let vector T = Q4 4)DB, Based on the definition of matrix Q and D, the (U)th coordinate of vector T is

— B
Ty = Z Qo (a).u(v) * Dy, u(vy
]

Vezln
@ B
= Z Qo (A).u(v) 'DG(VC),IJ(U)
Vealn
b
N e cay v =u)- B
Vealn
= U C A} B(U°). “

(a) above is based on our choice of index function u(U) = o(U°) for arbitrary U € 2[", (b) is based on the
definition of matrix Q and DB. Then, we have

BAT _ T
QuD"Qlip) = D Tuw) Qv )
Ue2ln

(@
= D Tuw) - Qoonuw)
Ue2ln]
- Z 1{U° C A} - 1{U® C D} - B(U*)
Ue2ln
DI A%
UcCAND¢

© B, (an D). (42)

(a) above is based on our choice of index function y(U) = o (U*) for arbitrary U € 2!, (b) utilizes Lemma 3.1.
Since A and D is arbitrarily chosen, based on the definition of the benefit matrix B4, we have

B4 = QDBQT. (43)

Similarly, we have
L4 = L*P = QD' Q’P. (44)
Thus, the lemma follows. m]

A.3 The Proof of Lemma 3.3

Proor. We only prove for the benefit matrix B¢, the proof is similar for loss matrix L?.
For any A € A,D € D, the element (o (A), (D)) of matrix SBAR is equal to

SG(A)BAR#(D). (45)
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Let vector T = S, (4)B#, The p(U)th coordinate of vector T is

— A
Tyw) = Z So(ALu(v) * By, u(w)
Ve2ln]

(ﬁ) A
- Z So(A).u(v) - BG(VC),;J(U)
Vealn]

b

© > UA= V) BV N U)
vV e2lnl

= B,(ANU°).

(a) above is based on our choice of index function, (b) is based on the definition matrix S and B4. Then we have

A —
So)B Ry(p) = Z Tuw) - Ruw). u(o)
Uezln

@
= Z Tuw) *Rowe), u(o)
Ue2ln

N B,(anU%) 1D =)
Ue2ln
— Bu(AN D).

(a) above is based on our choice of index function, (b) is based on the definition of matrix R. Since A and D is
arbitrarily chosen from attacker’s and defender’s pure strategy space, based on the definition of matrix B¢, we
have

B“ = SB”R. (46)

Thus, the lemma follows. m]

A.4  The Proof of Theorem 3.4

Proor. Based on the results of Lemma 3.2 and Lemma 3.3, we have
B¢ = SQD2QTR. (47)
Considering the fact that the matrix D? is diagonal, we can further write it as
B¢ = SOSD”SQ’R. (48)
Let matrix E = SQS and J = SQ”R. Using a similar argument to the proof of Lemma 3.3, we have

Ega),0w) = HU CALVA U € A,
Joyup) = HAC D}, VA€ A, D€ D.

Similarly, we have K = SQTPR and
ch(A),y(D) =1{ACD},YAe A, De D.

The proof for loss matrix L is quite similar. Thus, the theorem follows. ]
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A.5 The Proof of Theorem 3.5

Proor. The correctness of our compactly represented model is based on the following argument:
(p*,q") is a NE of the zero-sum security game
= (p")TMq" > pTMq", Vp € A,
= [f(p)I" (D g:1(q") + D’g2(q")) = [ (] (D’91(q") + D’2(q")), ¥p € An,
= [rs(f@))) (D 75(91(q") + D'7s(92(0)) = b7 (D" 75(91(q")) + D'ms(92(q")). Vb € Ha
= 7s(f(p”)) is the optimal solution of (10).

Similarly, we can obtain that (75(91(q")), 7s(92(q*))) is the optimal solution of (10). The reverse direction is
based on the following argument: given (p*, q*),

(s (f(P))s (715(91(q")), 7s(92(q)))) is the optimal solution of (10)
=[rs(f(p*)]" (D 75(91(q")) + D' ms(g2(q"))) = p (D" 75(91(q")) + D'75(92(q"))). VP € Ha
=[f ()17 (D’g1(q") + D’gx(q")) = [f(P)]" (D°1(q") + D’92(q")), ¥p € {p € An,I7s(f(p)) = ). P € Ha
=(p*)"M?q" > p'Mq",Yp € {p € A, |7s(f(p)) = P}, P € Ha,
© )M > pTMG, Vp € Aw,
=p" is a NE of the zero-sum security game.

(a) is based on the fact that,
An, = | (p € Anlms(F () = B} (49)

peH,
Clearly, we have the following direction, ’
| (p € AnI7s(F () = B} € An,. (50)
peH,
The other direction is based on,
Vx € An, = f(x) € A},
= 7s(f(x)) € Hq
= dx € H; st. ts(f(x)) = %
= x € {p € ANIns(f(p)) = X}

= xe | ) {peanlms(f(p) = p).

peHq

Similarly, we can obtain that q* is a NE of the NASG. Thus, theorem follows. m]

A.6 The Proof of Lemma 3.6

Proor. The polytope H, is convex follows directly from the fact the that the simplex Ay, is convex and the
linear transformation and projection of a convex polytope is also a convex polytope. To show the convexity of
the polytope Hy, consider any two points: (x1,X3), (y1,y2) € Hy, where

x1 = ns(Jqu1), x2 = 7s(Kq1), q1 € An,,
y1 = 75(Jqz), y2 = 7s(Kqz), q2 € An,.
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Then we have the following convex combination

A(Xl,Xz) + (1 - A)(yl,yZ) = (/1)(1 + (1 — A)yl,AXZ + (1 — /I)YZ)
= (Ars(Jqi) + (1 = D)7s(Jqz), Ans(Kqr) + (1 — 1) 7s(Kqz))

D (s G0has + (1= D). 75(K(Aqy + (1 - 1)g2))
€ Hy.

(a) above is based on the fact that the projection operator is linear, the last step based on the convexity of Ay,
such that Aq; + (1 - A)q2 € An,. |

B LEMMAS IN SECTION 4
B.1 Proof of Lemma 4.5

Proor. We only need to show that the vertices of H, are the rows of the sub-matrix of E. The proof is similar
with the proof of Lemma 4.7, and details can be seen in Appendix B.3.

The set {ws(Eq(4))IVA € A} contains all the vertices in H?, where E,4) is the o(A)th row of matrix A. We
show that, for arbitrary pure strategy A and support set S, v* = 75(Ey(4)) is indeed an vertex of polytope H®.
This result implies that the set {75(Eq4))IYA € A} is equal to I,.

Define

I' 2 (VY = n5(Ep ) VU € 21"} (51)

For any point vA4¢ in I’, let
CO'(V) =1- 1{V c Ao}, (52)

based on the definition of matrix E, we have

Ty = Z CU(V)V??V)
VeS
= Z(l —1{V C Ap}) - 1{V C Ao}
VeS
=0.

Considering the fact that all the v only have binary coordinates, we have ¢/ v* > 0 = ¢’ v4. Therefore, the
point v is a vertex of H,. Also, such vertices are the rows of a sub-matrix of E, which is formed by deleting
the columns whose index does not belong to ¢(S). Since the dimension of matrix E is poly(n) and we have the
close-form expression of the vertices in H,, the inequality constraint problem can be implicitly checked. ]

B.2 Proof of Lemma 4.6

ProoF. One direction is trivial: considering an arbitrary (qi, qz), u for separation problem of compact problem,
taking (q, qz), u as the input of the separation problem for Hy, if the answer is no, then we can output a
hyperplane separating (q;, qz), v from Hy; if the answer is yes, we obtain that (qy, qz), u belongs to Hy and
implicitly check if the inequality constraints are satisfied. Thus, we can solve the separation problem for compact
problem in poly(n) time if the separation problem for Hy can be solved in poly(n) time.

For the other direction, we first suppose that the separation problem for the compact problem can be solved
in poly(n) time. Then, we show how to reduce the separation problem for H; to the above separation problem.
Consider an arbitrary input (qs, qz), let

uo = |SI(IDY]| + ID']]) + 2, (53)
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where || - || is the spectral norm of a matrix. Then taking (qi, q2), ¢ as the input of the separation problem of
compact problem. If the answer is yes, we have (q;, q2) € Hy; if not, output a hyperplane such that

aqul + aquz + buy > aqul + aqug + bu, (54)
Y(q1,9q2) € Hd,vT(]qul + ]51q2) < u,Vv € I,. Considering the fact that Vv € I, (q1,q2) € Hy,
VT (B?q, + Dla)| € W DPqul + [vD'q,|
< vl - 1B°qull + vl - 1B g
QISIEIBLIISIE + 181 1D 1S
= ISI(ID? || + IID') < uo.

Above, (a) is based on the triangle inequality, (b) is based on Cauchy-Schwarz inequality, (c) follows from the
definition of spectral norm of a matrix, (d) utilizes the fact that all the vertices of Hy is binary (details can be seen
in Appendix). Let u = uy — 1 in (54), we have,

alq +a,q + buy > aj qu +a; qz + b(ug — 1), (55)

Y(q1,q2) € Hd,vT(ﬁbql + I~)lq2) < up — 1,¥v € I,. However, the (uy — 1) is large enough such that the following
condition always holds true,

VT(I~)bq1 + I~)lq2) <up—1,Yvel,VY(qqz) € Hy. (56)
Since u is unbounded in (54), the coefficient b should be negative. Hence, (55) implies that
aj G +2,q > a/qi +3;45,Y(q1,q2) € Ha. (57)

which is the desired separating hyperplane between (q;, qz) and Hy. Since the size of matrix D? and D! is ©(n°),
the spectral norm IID?|| = ID?|| = poly(n) and the size of u is also poly(n). Thus, the lemma follows. O

B.3 The Proof of Lemma 4.7

Proor. Since the vertex in the projected polytope Hy; is an image of the vertex in the high-dimensional
polytope Add, the total number of vertices in the projected polytope is less than Ny, and the set {vP =

(s J (o)) ms(Kyu(py)) YD € D} contains all the vertices in HY.
Define

I' 2 {(vP = (ms(J up))s 7s (Kup))) VD € D, (58)
Since I; C I, if any point vDo in I’ satisfies following condition,

D,
2

T.D T D

2|S T Dy, T
J(cy, cy) € R?! 's‘t.clv1°+c2v < vy +cy vy,

V(VID ,v? ) € I’and (Vf’ , V2D ) * (Vf)", V?U) , it must be a vertex of polytope Hy;. The reason derives from the
definition of the vertex in a convex polytope and the fact that I; C I’. For any point v in I’, based on the

definition of matrix J and K, let

CLov) =1- 1{V C Dg}, and Coo(v) =1-— 1{V C Dy}.
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then we have
T.Dy, T.Dy _ T D, T D,
v, +ey v, = Z cl’o(v)vl,‘;(v) + CZ,U(V)VZ,[;-(V)
Ves

= > (1-1{V C D)) - 1{V € D§}+
VeS
(1-1{V € Dy}) - 1{V C Dy}

=0.

Considering the fact that all the points (vP, vD) are binary vector, we have ¢/ vP + ¢IvD > 0 = cT'v

Dy T Do
171 2 1

+C2V2 .

Therefore, the point vD is a vertex of Hy. And such vertices are the columns of a sub-matrix of [J , which is

K
formed by deleting the row whose index does not belong to ¢(S). Thus, the lemma follows. ]

B.4 The Proof of Lemma 4.8 and Lemma 4.9

Proor. Our vertex mapping Algorithm 1 only enumerates all singleton subset {i} and thus the running time is
O(n). Considering an arbitrary pure strategy D € O and the result of Lemma 4.7, we have

D

Vieq =1 & (i} € D5,
D _ .
Vo o(li)) = 1 < {i} CD.

Thus, vertex mapping algorithm only needs to examine those singleton set to recover the subset D and it correctly
maps a vertex vP in the projected polytope to a pure strategy D in the original game. The vertex mapping
Algorithm 2 requires recovering each coordinate of the vertex in Hy, thus the running time is O(|S]) = O(n°).
The correctness still follows the above argument. ]
C THE LEMMAS IN SECTION 5

C.1  The Proof of Lemma 5.4

Proor. Here we only prove for the attacker’s benefit function, and the proof for the other utility functions is
similar. Based on the definition of the common utility, we have

By(U) = Y (-1)"VIB(v)

\4=10)
@ ST DUV Bt
VcU ieV
®) a
= Z Z (_1)|U|_S ZBa({l})
s=1VCU,|V|=s eV
@ U] ( s—1 )(_l)Ul—s
ieU s=1 |U| -1
i, Ul
_ Ba({i}) ( )(—1) —1-s
2 2 -
_ [Ba(U), if|U] =1
= 0, if |U| > 1
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(a) above is based on the assumption that all the utility functions are additive, (b) rearranges all the summation
terms via their cardinality, (c) utilizes the following trick: we first traverse all the subsets of U and then for each
subset V, traverse its element i. Thus, there are multiple copies for a specific B, ({i}). Then we count the coefficient
of B,({i}) in a backward way. We first fix set {i} and suppose |V| = s, and the number of set V with |V| = s

containing i as its element is ('LSI_‘;I) The corresponding coefficient of B, ({i}) is (—1)!U!=%. Then traversing all the

possible set V, i.e., traverse at the order of cardinality, we arrive the desired formula. Thus, the lemma follows. O

C.2 The Proof of Lemma 5.6
Proor. It suffices to show the sufficiency of the following inequalities.
U/(a*,t") > U.(a,t") & U,(h(a"),t") = U,(h(a),t")
Uj(@*,t") > Uj(a",t) < U,(h(a"),t") < U;(h(a"),1).

We first show the first one. One the one hand, we have

n

Uz(@',t") - Ug(a,t') = Z(a}‘ —a)[t;La(i) + (1 = £7)La(D)]. (59)

i=1
Similarly, on the other hand, we have

Uy(h@*), t) = Ug(h(a), t°) =
Z(hi(a?) = hi(ai)[t;La(i) + (1 - ;) La(1)] (60)
i=1

Given our transformation h, we have

U,(h(a"),t*) — U, (h(a),t") 2 0 =

D (hi(@)) = (@) [/ La(i) + (1= )La()] 2 0 =
i=1

n

; %(a? —a;)[t;Lg(i) + (1 —t])Lg(i)] = 0

9 ZC(a}k —an)[tiLa(i) + (1= 1))La()] 2 0

= > (a} = a)[tLa(i) + (1= t))La(D)] 2 0.

i=1
(a) above is based on the fact that
C = max 22) ~La()
1<i<n B, (i) — La(i)
(b) is based on the fact that By (i) > Ly(i) and B, (i) > L,(i) (benefit is larger than loss).
Then we show the second one. One the one hand, we have

00, (61)

Us@"t) = Us@"9) = D a5 (Ba(i) = La()) (¢} — t:). (62)

i=1
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Similarly, on the other hand, we have
U, (h(@"),t) = U, (h(a"),t") = Z hi(a;)(Ba(i) — La(i))(t; = ti) (63)
i=1

Given our transformation A1, we have

Uj@,t) - Uj(a’t) >0 =
n

D@ (Bal) = La)(t; =) 20

i=1

 Bal) = La(i) o
Zh B L) -1L ()(Bd(z) —Lg())(t —1;) =0

= Z hi(a}) (Ba(i) = La(D)) (¢ = 1) 2 0

= U_t;(h(a*),t) —U/(h(a"),t") > 0.

C.3 The Proof of Lemma 5.7

Proor. The proof can be regarded as the special case of the proof of Lemma 4.5. In this case, the support set

S = [n], and we have any vertex v* € I, is

v = 10 (Bg(a)), (64)
A _ .
and Vouin = 1{i € A}.
According to the definition of the attacker’s pure strategy space A = {A € 2["||A] < ¢}, we have

n
D Vi = Al <e (65)
i=1

Since all the coordinates of the vertex v is binary, I is equal to the intersection of the vertex set of a n—dimensional
hypercube and hyperplane } I, x; < c. Thus, the lemma follows. O

D LEMMAS IN SECTION 6
D.1 The Proof of Lemma 6.1

ProoFr. For an arbitrary vertex (VID , V? ) € Hy, based on the result of Lemma 4.7, we have

vP =1{i € D}. (66)

—1(: D
Lo(li) = 1{i € D’} and Yy o

{i})

Then, we have

Note that, since {i} is the singleton set, we can write the {i} € D asi € D. |
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D.2 The Proof of Theorem 6.2

Proor. Based on the results of Lemma 4.7, for any vertex (v? , Vé) ) € Iz, we have

Vo) = UV € DY) ) = 1V C D}

Then, we can write it as following equivalent form,

D _ . _ D
Vo = | |1 €Dy = [ v2o
{ijeV

ieV

Vo = |1t € D) H"m

iev
@
=1 a-viow
{iteV

(a) is based on the result of Lemma 6.1. Since above result holds for YV € S, D € D, the coordinates of any vertex
in Hy satisfy above relation. Then, let x; = v, 5((;}), we have

¢ ={xe{0,1}"3v €Iy s.t. vy 5(i}) = Xi} (67)

Based on the the results of Lemma 4.8 and Lemma 4.9 there exists the one-one correspondence between the
defender’s pure strategy D and n coordinates of vertex vz, pvlsisn Therefore, the set system ¢’ is indeed
the set system ¢ defined in (2.4).

Therefore, we can write the defender oracle problem as the following n—dimensional pseudo-boolean function.

T
max w’ v = max Wi6(V)VL,o(V) T W2,6(V)V2,0(V)
vely vely Ves

nex Z Wio(V) l_[ (1-x) Z W2,5(V) n X;
VeS {i}eV
a7 Zwam [

{ijeV

Since the above procedure can be done in poly(n) time, i.e., generate w/_ W) from w1 5 (v, W2, o(v), the theorem
follows. |
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