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4
Process Hazard 

Analysis Overview

In the process industries, facilities are systematically assessed to identify possible 
hazard scenarios that could result in significant consequences. For each scenario, the 
safeguards capable of preventing the accident are evaluated to determine if they are 
adequate. This exercise is called a PHA, and in the United States, it is required (and 
revalidated every 5 years) for all facilities that pose a significant hazard according 
to the Occupational Safety and Health Administration (OSHA), the labor regulator, 
through the process safety management (PSM) regulation (29 CFR 1910.119). Most 
jurisdictions around the world have similar requirements.

While PHA methods are routinely used in the wet process industries (e.g., 
chemical, oil refining and petrochemical) and have been a standard part of the engi-
neering workflow since the 1990s, they systematically assess hazards of industrial 
equipment not common to other industries. In these industries, safeguards are based 
on prescriptive (i.e., cookbook) sets of rules that come from years of experience with 
the same equipment. For instance, consider a boiler. This piece of equipment either 
heats water or turns water into steam (which is still technically heating water). Boilers 
have been in use for hundreds of years and as a result, designers have learned what 
accidents can occur and have applied safeguards to prevent them. This experience is 
typically codified in an industry group standard, in this case National Fire Protection 
Association (NFPA) 85, Boiler and Combustion Systems Hazards Code. The code is applied 
to all subsequent projects to prevent past accidents from recurring. The problem with 
this approach is that it presents the answer (i.e., the safeguard that should be used), 
but it does not present the question (i.e., what accident scenario the safeguard protects 
against). An example from NFPA 85 is the requirement for an automatic shutdown to 
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40 Security PHA Review

close fuel gas valves if the fuel gas pressure exceeds an acceptable threshold. Although 
the standard lists the requirement, it does not explain the scenario the safeguard pro-
tects against. In this example, the scenario is that the fuel gas valves fail to the open 
position, sending a large amount of fuel gas to the burner, which it is not able to con-
sume. This situation can cause the flame to blow out, generating a large gas fuel/air 
cloud that can subsequently encounter a source of ignition and explode. This infor-
mation should be of interest to malicious attackers as well as cybersecurity designers 
because it defines the accident scenario (or attack vector) that can be exploited to cause 
damage.

There are significant advantages that all industries would glean from incorporat-
ing PHA methods. Performing PHA on all industrial equipment has the following 
benefits:

•	 The operations/engineering team gains a better understanding of their equipment.

•	 The complete scenarios (attack vectors) that can cause a plant accident are 
developed.

•	 Operations/engineering personnel gain a better understanding of how equip-
ment failures can lead to accidents with potentially significant consequences.

•	 New hazards that come from applying new and less understood equipment can 
be identified.

•	 New hazards that are the result of combining equipment in a new configuration 
can be identified.

•	 Scenarios that require advanced safeguarding are identified and developed 
(whether the safeguarding is traditional or based on cybersecurity).

Because there are so many benefits to performing a systematic PHA, the authors 
expect this technique to be increasingly adopted by the complete range of process 
industry customers. If for no other reason, the authors anticipate it will be adopted to 
develop potential scenarios that may require safeguarding through cybersecurity and 
to define the required level of integrity of cyber safeguarding.

All formal PHA methods are exercises in structured brainstorming. They are 
designed to stimulate thinking about a topic by providing a prompt to trigger ideas 
and a framework in which ideas can be evaluated. The prompts range from check-
list questions or equipment lists to process parameters, depending on the selected 
technique. Brainstorming is expected to identify scenarios that the prompt identifies. 
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41Chapter 4 – Process Hazard Analysis Overview

The scenarios are subsequently analyzed. PHA techniques are generally applied using 
the following steps:

1.	 Select a prompt to generate potential scenarios.

2.	 Brainstorm about the prompt to identify any credible scenarios related to it.

3.	 For each credible scenario that is identified:

a.	 Determine the consequence of that scenario assuming that no safeguards 
operate.

b.	 Determine what causes or initiating events can make the scenario occur 
(e.g., equipment failures, human error, and external events).

c.	 For each cause, determine what safeguards are available and to what degree 
they are effective in mitigating the scenario under consideration.

d.	 Consider all available safeguards and determine the likelihood of the acci-
dent scenario occurring.

e.	 Consider the consequence and likelihood of the scenario in the context of 
the organization’s criteria for determining acceptability of risk, and assess 
whether the scenario is tolerable as designed or if additional safeguarding 
is required.

f.	 If required, make recommendations regarding redesign or safeguard 
implementation/modification to reduce the risk to a tolerable level.

Common PHA Methods
Many PHA methods have been defined and used. A few of these methods have been 
widely adopted in the process industries, and their procedures and techniques have been 
documented in the literature. The choice of which PHA methodology is appropriate for 
a specific process in an industry is at the discretion of the owner/operator of the facility, 
but it must be made in compliance with local law and regulation. In the United States, 
this is the OSHA PSM regulation. The OSHA PSM regulation lists a set of techniques 
allowed for PHA, with the note that novel techniques and combinations of techniques 
can be used if they are appropriate for the situation. The listed techniques include:

•	 Checklist

•	 What if?

•	 Hazard and operability study (HAZOP)
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42 Security PHA Review

•	 Failure modes and effects analysis (FMEA)

•	 Event tree analysis

•	 Fault tree analysis

While six methods are listed, only four of these techniques are methods for 
identifying hazard scenarios, which is the purpose of a PHA activity. The last two 
techniques—event tree analysis and fault tree analysis—are used to thoroughly develop 
and understand a known hazard scenario.

Checklist is a very simple and common technique. Out of all PHA techniques, it 
requires the lowest level of effort. A checklist is usually applied to process equip-
ment that poses a relatively low level of risk. Such risks are well understood because 
any company that develops these checklists has many locations with similar pieces 
of equipment or processes. For example, a pipeline company might have dozens or 
hundreds of pumping stations along a pipeline, each of which are nearly identical. 
In this case, a checklist is prepared in which all known hazard scenarios are listed. 
An operations/engineering team then reviews it to ensure all items are appropriately 
addressed in the design of each facility.

A what-if study is generally employed as an extension of a checklist study. In a 
what-if study, the study facilitator provides a brainstorming prompt by asking a ques-
tion such as, “What if a truck that is delivering LPG to the plant begins to drive away 
before the loading hose is disconnected?” After the prompt is given, the study assesses 
the credibility of the scenario, consequences, safeguards, and risk tolerability, as with 
any other PHA technique. The what-if process has the advantage of being simple and 
easily documented, but it requires an experienced facilitator who essentially knows, 
through his or her experience, what accident scenarios are possible for a given set of 
process equipment. Typically, what-if studies are used in combination with checklists 
for common pieces of process equipment that pose a low level of risk.

An FMEA is a much more comprehensive and systematic technique than the two 
described above. When performing an FMEA, the brainstorming prompts are specific 
modes of equipment failure. First, a list of the equipment contained in the process 
under study is prepared. Then, a list of failure modes is developed for each piece of 
equipment. For instance, if a pump is used in a process, its failure modes might be:

1.	 Fails to start

2.	 Fails during operation
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43Chapter 4 – Process Hazard Analysis Overview

3.	 Fails to stop when commanded

4.	 Mechanical seals or gaskets leak

Each of these failure modes is essentially a credible cause to explore. Thus, for 
each failure mode, the resulting consequence (i.e., the effect) is defined and ranked; the 
safeguards that will prevent the effect are listed; and the overall risk is identified and 
compared against the tolerable risk criteria. An FMEA is a great tool for thoroughly 
analyzing highly mechanical systems. However, the use of FMEA in the wet process 
industries has been somewhat limited. The reason is that an FMEA inherently only 
regards equipment failures as causes. In the process industries, there are important 
causes related to human interaction with processes, chemicals that are not compatible, 
and external events—all of which are not adequately addressed by FMEA.

A HAZOP is the most commonly used PHA technique in the wet process indus-
tries because it addresses virtually any hazard scenario and has a systematic approach 
This is combined with the technique’s systematic approach to identifying hazards. 
While this method is the most time-consuming, it is also the most thorough, making 
it the optimal choice in high-risk industries and for processes where in which the haz-
ards are not yet well known or well understood. To perform a HAZOP, the team first 
considers a list of parameters that are important to the facility under study. In the wet 
process industries, this might be pressure, temperature, or level. For each parameter, 
a design intent or normal operating condition is defined. Then, a set of guide words 
is applied, defining departures from the design intent that result in deviations such 
as higher temperature, lower pressure, and reverse flow. For each deviation, the study 
team decides whether the deviation is credible, and if so, if it poses a hazard. For 
credible deviations, the consequences, causes, safeguards, and risk tolerability are all 
explored to ascertain if the scenario is acceptable. If the risk is deemed unacceptable 
for the design, the team provides recommendations.

Hazards and Operability Studies
PHAs are performed using a variety of techniques that have been developed over the 
past 50 years or so. The most common and comprehensive technique is the hazard and 
operability study, or HAZOP. Because HAZOP is so common, this section provides an 
in-depth description of the technique and its resulting documentation. In a HAZOP, 
a facility is broken down into nodes of similar operating conditions and walked through 
a set of deviations, such as high pressure, low temperature, and reverse flow, in a 
workshop setting with a multidisciplinary team (e.g., operations, safety, and engineer-
ing personnel). An example HAZOP worksheet is shown in Figure 4-1.
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When a HAZOP is performed, the engineering team examines virtually every pos-
sible deviation from the design intent of the plant and ensures there are appropriate 
safeguards to protect against these situations. If the team determines that the degree 
of safeguarding is inadequate, it makes recommendations to add new protection lay-
ers, modify the process to make it inherently safer, or improve existing safeguards.

While this process systematically and thoroughly assesses potential hazard sce-
narios, it does not ensure that a plant is inherently safe against cyberattack. Safeguards 
are examined to evaluate if they are appropriate; however, the study often does not con-
sider whether the safeguards could have been disabled by means of malicious attack. 
The authors propose that this additional step, referred to as a SPR, become a part of 
the PHA. As shown in Figure 4-1, for every deviation the HAZOP team encounters, a 
CAUSE(S) for that deviation is identified, and all SAFEGUARDS that prevent the cause 
from propagating into a loss-of-containment accident are also listed. From a cyberse-
curity perspective, the HAZOP scenario can define an attack vector by deliberately 
generating the CAUSE while simultaneously disabling all the SAFEGUARDS through 
external control of the industrial control system (ICS) equipment. Based on the authors’ 
analysis and the paucity of cyberattack examples that have caused physical damage, 
this cyber-exposed position is rarely present in well-designed process facilities and 

Figure 4-1.  Sample HAZOP worksheet.
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45Chapter 4 – Process Hazard Analysis Overview

can virtually always be designed out. If a situation does not exist in which CAUSE 
initiation and SAFEGUARD disabling can occur as the result of an ICS attack, then the 
plant is inherently safe against cyberattack.

Process Safety Information
The HAZOP process begins with assembling documents that define the plant equip-
ment and processing conditions. This information is collectively referred to as process 
safety information (PSI). PSI includes the following:

•	 Piping and instrumentation diagrams (P&IDs)

•	 Process flow diagrams (PFDs)

•	 Process block flow diagrams

•	 Material and energy balance (including stream compositions, temperatures, 
pressures, flow rates, etc.)

•	 Equipment specification sheets

•	 Instrumentation specification sheets

•	 Relief system design basis documentation

•	 Cause-and-effect diagrams

The information available for a HAZOP should include, at minimum, the P&IDs. 
If the P&IDs are not available, it is unlikely that the PHA study will be of any value. 
The other documentation does not necessarily have to be available to all study partici-
pants throughout the meeting. It is common to have a single set of some of these docu-
ments for the team to review on demand. It is also common to obtain documentation 
as required over the course of the study. Once the HAZOP facilitator accumulates all 
the required PSI, node definition and project setup begin.

Node Definition
The HAZOP then evaluates deviations from the design intent. The list of deviations 
from the design intent is quite significant. It is common to have 4 deviations and 8 
process parameters (for a total of 32 combinations). While it is possible to apply this 
set of deviations to each individual piece of equipment and pipe segment, it would 
result in a tedious and repetitive study with an interminable duration. Instead, 
HAZOP facilitators group equipment with similar operating conditions into nodes. 
The following factors are considered when deciding which pieces of equipment to 
group together:
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46 Security PHA Review

•	 Temperature

•	 Pressure composition

•	 Phase (e.g., liquid or vapor)

•	 Equipment design conditions

Once the equipment for a node is grouped together, the intention, design condi-
tions, and operating conditions of the node are documented (as shown in Figure 4-2).

Finally, the P&IDs (paper or digital) are marked, using highlighters or the elec-
tronic equivalent, to provide a visual indication of the extent of the nodes. An example 
of marking nodes on drawings is shown in Figure 4-3.

HAZOP Team
Once the facilitator has defined and marked the nodes, the actual study can proceed. 
The HAZOP is a team-based workshop for structured brainstorming, with “team” 
being the most critical part. A HAZOP is not intended to be a one-person desktop 
activity. Rather, it includes multiple members with diverse backgrounds in different 
disciplines. Only with this depth and breadth of knowledge, training, and experience 
can reasonable results be achieved. There is no fixed formula for how the HAZOP 
team should be selected, but the following staff should be considered:

•	 Facilitator (i.e., leader or chairman)

•	 Scribe (i.e., technical support engineer)

Figure 4-2.  Sample HAZOP node definition worksheet.
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47Chapter 4 – Process Hazard Analysis Overview

•	 Operations

•	 Operations management

•	 Process engineering

•	 Maintenance (e.g., rotating equipment)

•	 Process safety management

•	 Instrumentation and controls engineering

•	 Specialty equipment engineering (e.g., fired heaters)

While representatives from these disciplines can provide value, they are not 
required to attend an entire meeting, or in some cases, to attend at all. In the United 
States, in accordance with the OSHA PSM rule, the only persons absolutely required to 
attend a PHA meeting are the facilitator and a representative from operations.

Deviation Development
Once the team is collected for the workshop, they will analyze each deviation for every 
node and document the results of the discussion. The deviations that are applicable 
will vary from industry to industry and even from process to process. Each deviation 
is built from a process parameter that is important to the equipment in the scope of the 
study. Guide words are used to indicate how a parameter can diverge from the design 
intent. The following is a list of parameters that are commonly used in the process 

Figure 4-3.  Sample HAZOP node mark-up.
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industries (other industries will use other parameters, such as torque, force, and speed 
in the machine industries):

•	 Pressure

•	 Temperature

•	 Level

•	 Flow

•	 Composition

•	 Viscosity

Guide words are then applied to these parameters to create deviations from the 
design intent. As with parameters, the guide words are a function of the industry 
and type of analysis being performed. Some common guide words from the process 
industries include:

•	 High (more)

•	 Low (less)

•	 Reverse

•	 Misdirected

•	 Other than

•	 Abnormal

Once the deviations are built from the parameter and guide-word combinations, 
they are listed in the HAZOP documentation tool and addressed for each individual 
node. A typical deviation list is shown in Figure 4-4.

Building the Scenario
In the workshop setting, the HAZOP facilitator leads the team through the analysis of 
all node deviations. The facilitator begins by explaining the node and then moving to 
the first deviation, for instance, high pressure. The team considers whether develop-
ment of the deviation (e.g., high pressure) beyond the design constraints of the node is 
possible. If it is not, the team documents “no credible causes” and moves on the next 
deviation. If it is possible, then the team continues the analysis. Next, for each cred-
ible scenario, a consequence is identified and described, such as “high pressure will 

Marszal_Final.indb   48 16-01-2021   17:23:56

Copyright 2019. International Society of Automation. All rights reserved. 

Copyright 2019. International Society of Automation. All rights reserved. 



49Chapter 4 – Process Hazard Analysis Overview

exceed maximum allowable working pressure with the potential for rupturing a ves-
sel, releasing flammable material, and causing potential fire or explosion, which could 
result in a single fatality of a member of the exposed personnel.” The consequence is 
then assigned a category based on its severity. It is important to remember that this 
assessment is made assuming all safeguards will fail to operate. A typical table for 
ranking consequence severities is shown in Figure 4-5.

Next, the causes of the deviation (high pressure in this case) are determined and 
documented. For example, the cause of high pressure might be excessive upstream 
pressure feeding into this process section or an external fire near the process equip-
ment. After the causes are documented, each cause is analyzed to identify what safe-
guards are present that might prevent the cause from propagating into the unwanted 
accident or loss-of-containment scenario. Some safeguards that might prevent the 
overpressure of process equipment include pressure relief valves, SISs that isolate or 
stop pressure sources, and operator intervention based on alarms. All applicable safe-
guards are listed. This assessment is done on a cause-by-cause basis because safe-
guards that are applicable to one cause might not apply to a different cause. Once the 
causes and safeguards are all documented, the team evaluates the likelihood that the 

Figure 4-4.  Sample HAZOP deviation list.
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50 Security PHA Review

event and its associated consequence will occur, considering all safeguards that are 
available. This assessment is usually done using a likelihood table similar to the one 
shown in Figure 4-6.

After the scenario’s consequence and likelihood are defined, the overall risk 
posed by the scenario can be determined as it is a function of the combination of 
consequence and likelihood. Most operating companies use a risk matrix (such as the 

Figure 4-5.  Sample HAZOP consequence ranking table.

Figure 4-6.  Sample HAZOP likelihood ranking table.
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51Chapter 4 – Process Hazard Analysis Overview

one shown in Figure 4-7) to represent risk tolerability of the various consequence and 
likelihood pairs.

Each intersection in this matrix represents a statement about the tolerability of a 
given cause/likelihood pair. For the example criteria shown in Figure 4-7, if the con-
sequence severity was a category 4 and the likelihood was a category 1, then the table 
shows an orange risk–level 2. In the example criteria, only green risk–level 0 is toler-
able. As a result, the HAZOP shows the risk associated with this scenario is not toler-
able according to the operating company’s guidelines. Therefore, the HAZOP team 
must make recommendations that, if implemented, will result in a tolerable level of 
risk being achieved.

The result of the analysis would be a completed worksheet row as shown in Figure 
4-8. After the analysis for a deviation is complete, the next deviation is considered. 
Once all deviations are analyzed, the next node is considered. And finally, after all 
nodes are assessed, the study is complete.

Figure 4-7.  Sample HAZOP risk matrix.
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Summary
Understanding and analyzing the risks of the industrial process controlled by an ICS 
is a critical part of a well-designed cybersecurity program. Analysis of the computer-
based control equipment alone will not provide a sufficient understanding of the 
hazards because the scenarios in which accidents occur can only be understood by 
analyzing the process, not the potential ICS failure modes. Understanding the hazards 
of industrial processes requires a thorough and systematic analysis of all potential 
hazard scenarios with attendant ranking of risks.

Industrial process hazards can be identified and assessed using myriad methods, 
but the most common ones include checklist, what if, FMEA, and HAZOP. The HAZOP 
method is the most flexible workhorse; it provides the most detail and is especially 
useful for situations in which the risk is high or the process and its hazards are not 
well understood. A HAZOP considers deviations from the design intent that can occur 
in industrial processes, such as higher pressure or reverse flow. If the HAZOP team 
determines the deviation is possible, they analyze the scenario. The team identifies 
and ranks the consequence severity, identifies the initiating causes for the scenario and 
the safeguards that are present, and then evaluates the overall risk. The overall risk is 
compared against the risk criteria tolerability and if the scenario’s risk is deemed unac-
ceptable, the team proposes recommendations to reduce it.

PHA, in a formal and documented program, has been successfully applied in the 
process industries for over 40 years. The methods are well established and effective, and 

Figure 4-8.  Sample HAZOP report row for high-pressure deviation.
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53Chapter 4 – Process Hazard Analysis Overview

engineers, plant managers, and regulators alike respect the recommendations. A logical 
extension of the current framework is to examine existing work for necessary insights in 
developing cybersecurity programs. While the process industries have a head start, all 
industries will benefit from this type of analysis, not only to improve their cybersecurity 
position but also to better understand and control their hazards in general.

Exercises
4.1	 What is the technique for applying safeguards to hazardous industrial pro-

cesses using “best practice” rules based on past experience without specific 
analysis of the hazards present?

A.	 Performance-based

B.	 Prescriptive

C.	 Quantitative risk analysis

D.	 Hazard and operability study (HAZOP)

4.2	 Under what circumstances would a checklist-style process hazard analysis 
(PHA) be an appropriate choice for assessing the hazards associated with an 
industrial process?

A.	 Common equipment with low risk

B.	 Novel equipment with low risk

C.	 Common equipment with high risk

D.	 Novel equipment with high risk

4.3	 What is the most common form of PHA used in the process industries?

A.	 Failure modes and effects analysis (FMEA)

B.	 Desktop safety review (DSR)

C.	 Checklist

D.	 HAZOP

4.4	 A HAZOP considers deviations from the design intent of the equipment under 
study. What level of detail is usually applied to the study?

A.	 Deviations are analyzed for each piece of equipment and pipe segment.

B.	 Deviations are analyzed for each piece of equipment, but pipe segments are 
associated with pieces of equipment and are not analyzed separately.
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C.	 Deviations are analyzed for nodes, which are collections of equipment and 
pipe segments with similar process conditions and hazards.

D.	 Deviations are analyzed once for each process plant.

4.5	 Which of the following categories of personnel are required to attend a PHA 
meeting?

A.	 Process safety management

B.	 Instrumentation and control engineering

C.	 Information technology

D.	 Operations

4.6	 What is the most important document to include in a set of process safety 
information (PSI)?

A.	 Safety instrumented system (SIS) network diagram

B.	 Cause-and-effect diagram

C.	 Instrumentation specifications

D.	 Piping and instrumentation diagrams (P&IDs)

4.7	 What is the prompt for brainstorming in a HAZOP, such as high pressure or 
misdirected flow, called?

A.	 Deviation

B.	 Process parameter

C.	 Guide word

D.	 Checklist question

4.8	 What assumptions about safeguards should be made when selecting an appro-
priate consequence and consequence severity category for a HAZOP scenario?

A.	 Assume all safeguards fail or are not effective.

B.	 Assume that only adequately maintained safeguards will operate.

C.	 Assume that only safeguards that are inherently safe against cyberattack 
will operate.

D.	 Assume that all safeguards will operate.
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4.9	 What approach is typically used during a HAZOP to define the amount of risk 
that an organization is willing to tolerate?

A.	 Target maximum event likelihood tables

B.	 Risk matrices

C.	 Cost-to-benefit ratio limits

D.	 Risk decision arrays

4.10	 If the risk for a HAZOP scenario is unacceptably high, what is the most appro-
priate response for the HAZOP team?

A.	 Engineer a solution for the problem.

B.	 Cause operation of the plant to stop.

C.	 Provide recommendations for safeguards or redesign to reduce risk to a 
tolerable level.

D.	 Abandon the plant design because its risk is too high.
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