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Virtual Machine Security



So you have migrated your VMs to azure,

but you are asking ... 0
A

"How do we make sure they are secure?”




Key pillars to secure!

B 3

Secure identity Protect against Update Virtual machine Control

authentication & malware & attacks management security posture Networking
authorization




Secure identity
authentication &
authorization

Use Multi-factor authentication (MFA) on accounts
All accounts should have MFA

Why? Prevents attackers from taking over an account.

Ensure least privilege access using role-based
access control (RBAC)

Resource, Resource Group, Subscription, Management Groups

Why? If by some chance, attacker gets an account they are limited to which
resources that user can access

Use Privileged Identity Management (PIM)
Limit standing administrator access to privileged roles

Why? For admin accounts, ensures they don’t have permanent access and
can enforce approval process.



Sign in to Windows virtual machine in Azure using
Azure Active Directory authentication (Preview)

You need to configure Azure RBAC policy to determine who can log in @& e e T x
to the VM. Two RBAC roles are used to authorize VM login: _ -
Virtual Machine Administrator Login: Users with this role comavrtaimaing 8
assigned can log in to an Azure virtual machine with administrator st o Sty Con s i
privileges. N oo O
Virtual Machine User Login: Users with this role assigned can log Oon @or
in to an Azure virtual machine with regular user privileges Tm— —" v
You can enforce Conditional Access policies such as multi-factor st o o,
authentication or user sign-in risk check before authorizing access to  |[memome
Windows VMs in Azure that are enabled with Azure AD sign in. To — -
apply Conditional Access policy, you must select "Azure Windows VM B ®on Oon
Sign-In" app from the cloud apps or actions assignment option and o] [t
then use Sign-in risk as a condition and/or require multi-factor

authentication as a grant access control.



Use Antimalware and monitor with
Azure Security Center (ASC)

AV/AM to cover all the basic attacks (viruses, spyware)

PrOteCt againSt Why? The basics still exist out there

malware & attacks , o
Use ASC Standard for Adaptive Application Control

Next level to prevent malware.
Why? It will (if you let it) block the malicious applications



Configure endpoint security

Computer systems that interact directly with users are considered endpoint systems
Endpoint systems are typically vulnerable to security attacks

Azure Security Center provides the tools you need to harden your network, secure your
services, and solidify your security posture

First step: Protect against malware
= Install and integrate your antimalware solution with Security Center
Second step: Monitor the status of antimalware

= Security Center monitors the status of antimalware protection and reports this under the
Endpoint protection issues blade

General Purpose



Update
Management

Apply System Updates
Use Update Management to automate deployment

Why? Patch security vulnerabilities and reduces your risk

Use the latest Operating System images when deploying
new machines

Why? Latest OS includes new security features

Plan for Business Continuity and Disaster Recovery (BCDR)

Backup your VMs using Azure Backup OR Have a plan to rapidly redeploy
(ARM / DevOps)

Why? Recovery may be required dependent on the attack



Configure update domains

Create availability set

Microsoft does not automatically
update your laaS VMs Basics

An Availability Set is a logical grouping capability for isolating VM resources from each other when they're deployed. Azure

U pd ate d O m a i n S m a n a g e i n‘te n‘tio n a I makes sure that the VMs you place within an Availability Set run across multiple physical servers, compute racks, storage units,
and network switches. If a hardware or software failure happens, only a subset of your VMs are impacted and your overall
m OVES to ta ke d OWﬂ O n e (O r m O re) Of solution stays operational. Availability Sets are essential for building reliable cloud sclutions. Learn more about availability sets
your servers to provide critical
updates
)

To provide redundancy to your ‘

. . Resource group * (O N
application, we recommend that you Create new
group two or more virtual machines in Instance detail

O

an availability set Name * © |

Advanced  Tags  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (O ‘ Visual Studio Enterprise - MPN v

. . Region * | (US) Central US v
The underlying Azure platform assigns g . 2
. . Fault domains @
an update domain and a fault domain o - -
. . o pdate domains (1) ———
to each virtual machine in your et gt s e D)

availability set



Azure Update Management

The Azure Update Management solution is
part of Azure Automation. And with Azure
Update Management you can manage
operating system updates for your Windows
and Linux computers in Azure, in on-premises
environments, or in other cloud providers.
That is right, it is not only for your Azure VMs,
it also works with all your environment and
provides you with a single pane of glass for
your Update Management. It allows you to
quickly assess the status of available updates
on all virtual machines and servers, and
manage the process of installing required
updates for servers.

Review update QQ

assessment, define
deployment schedule,
& review update
deployment status

Report status

MMA Windows
Agent or
OMS Linux Agent

Check for
maintenance window
and deployment

Hybrid
Runbook Worker




Home > Automation Accounts >

Add Automation Account AUtomation ACCOU nt

Name * © . hz?ﬂli\o?}cgmation | Update management With an Automation
« account, you can
Subscription * & Overview = E Update Management authent|cate FunbOOkS by
l Visual Studio Enterprise - MPN hd I reyies I Enable consistent control and compliance of your VMs with Update Management, managing resources in
o, Access control (IAM)

° This service is included with Azure virtual machines and Azure Arc machines. You only pay for logs stored in Log eith e r AZU re Reso u rce
Tags

Analytics.

| LabAutomation ¢|

|}J Search (Ctrl+/) 1

Resource group *

l Sensalab W | & Diagnose and solve problems This service requires a Log Analytics workspace and this Automation account. M a n a g e r O r th e C | a SS i C
Create new Configuration Management Log Analytics workspace location @ deployment mOdeI. One
L] Inventory West Europe g Automation ACCOU nt Can

Location * =] Change tracking Lo . _—
g Analytics workspace subscription (0
l West Europe v B state configuration (DSC) I visual Studio Enterprise - MPN v I Mmana g € resources across
Update management *Log Analytics workspace () a | | reg IO n S a n d

Create Azure Run As account * (O E1 Update management | LogAnaWorkSpaceSensa ~ | Su bSC Il ptlonS fOI’ d g Iven

Process Automation Automation account @ tena nt'

.ﬁ. Runbooks

. . Jabs
This will create Azure Run As m

%<

account in the Automation account & Runbooks gallery
which are useful for authenticating
with Azure to manage Azure g2 LabAutomation | Update management
resources from Automation Automation Account
runbooks. NOte that the creation Of l? Search (Ctrl+/) I « E Schedule update deployment + Add Azure VMs d Add non-Azure machine ,od Manage machines
Azure Run As account may affect R
the secu r|ty of the & Overview @ 1 machine does not have ‘Update Management' enabled. Click to manage machines
Subscript]on.Lea rn maore E Activity log Non-compliant machines Machines need attention (0) © Missing updates (0) Failed update deployments (@ Learn more
Ao Access contral (|AM) O o Critical and security 0 Critical 0 O 0 Update Management
? out of 0 Other o Security 0 out of 0 in the past six Provide feedback
Tags Not assessed 0 Others 0 months
2 f' Diagnose and solve problems
Learn more about Automation [ Machines (0)  Missing updates (0) ~ Deployment schedules  History
pricing. Configuration Management
& Inventory Filter by name Compliance: All ~ Platform: All v Qperating System: All v
= Change tracking Machine name Compliance Platform Operating system Critical missing updates Security missing updates Other missing updates  Update agent readiness

B state configuration (DSC) Mo machines currently appear assessed. For the machines connected just recently it might take a few minutes to start reporting first data. Turned-off machines do not report any data.

Update management

B Update management
Create




How to onboard Azure laaS VMs

r3 LabSensaWin10 | Update management »

On boa rd i ng AZU re VM S to Azu re Virtual machine
U pd ate M a n a g e m e nt iS fa i rly Si m p | e ‘ X Se‘arch (Cul+/) « o Please do not navigate away from this page until deployment starts.

-

and there are many different ways & Neworkin

& Connect Y5l Update Management
you can enable Update Management . o -
fo r a n AZU r‘e V M ° B size Enable consistent control and compliance of this VM with Update Management.

O Securit This service is included with Azure virtual machines and Azure Arc machines. You only pay for logs stored in Log

y Analytics.
. . W Advisor recommendations This service requires a Log Analytics workspace and an Automation account. You can use your existing workspace and

i From a VI rtua | maCh I ne T Eytensions account or let us configure the nearest workspace and account for use.
[ J

From browsing multiple machines A o
. % Availability + scaling

*  From your Automation account & Confgurator

*  With an Azure Automation

"I Properties
runbook p

@

£ Locks

= Export template

Operations
e N
X\ Bastion

2 Auto-shutdown



VM Security
Posture

Review missing OS security settings

Remediate using Group Policy, DSC, Deploy VM custom image with policy
built in

Use disk encryption

Protect data at rest

Assess and remediate vulnerabilities

Why? Vulnerable applications provide a target for attackers

Detect threats with ASC Standard which includes MDATP
for servers

Provides advanced detections and endpoint detection and response

Why? Endpoints are still where most attacks occur



Azure Storage encryption for data at rest

- Azure Storage automatically encrypts your data when it is
persisted it to the cloud. Azure Storage encryption
protects your data and to help you to meet your

2 : : ) Securing Azure Storage
organizational security and compliance commitments

Subscription

Data in Azure Storage is encrypted and decrypted

transparently using 256-bit AES encryption, one of the @\o @ Resource Group
strongest block ciphers available, and is FIPS 140-2 Clans st cj i Tramsit

compliant. Azure Storage encryption is similar to BitLocker
encryption on Windows.

- Azure Storage encryption is enabled for all new storage
accounts, including both Resource Manager and classic

storage accounts. Azure Storage encryption cannot be
disabled

Encryption does not affect Azure Storage performance.
There is no additional cost for Azure Storage encryption

- You can rely on Microsoft-managed keys for the
encryption of your storage account, or you can manage
encryption with your own keys.

General Purpose 18



Azure Disk Encryption for VMs

- Azure Disk Encryption helps protect and safeguard your data
to meet your organizational security and compliance
commitments. It uses the Bitlocker feature of Windows to
provide volume encryption for the OS and data disks of Azure
virtual machines (VMs), and is integrated with Azure Key Vault
to help you control and manage the disk encryption keys and
secrets.

Azure VM Disk Encryption

- We can use BitLocker to encrypt Windows VM running on

Azure, for Linux VMs, we can use DM-Crypt to encrypt virtual
disks

- Azure Disk Encryption is not available on Basic, A-series VMs,
or on virtual machines with a less than 2 GB of memory.

- Azure Disk Encryption is also available for VMs with premium
storage

General Purpose



Azure Key Vault

Azure Key Vault enables Microsoft Azure applications and
users to store and use several types of secret/key data:

v Cryptographic keys: Supports multiple key types and
algorithms, and enables the use of Hardware Security
Modules (HSM) for high value keys.

v' Secrets: Provides secure storage of secrets, such as
passwords and database connection strings.

v Certificates: Supports certificates, which are built on top
of keys and secrets and add an automated renewal
feature.

v' Azure Storage: Can manage keys of an Azure Storage
account for you. Internally, Key Vault can list (sync) keys
with an Azure Storage Account, and regenerate (rotate)
the keys periodically.

Administrator with
Azure subscription
creates and manages
vault and keys

7YY

URIs for keys E .
g At

Azure developer

Azure Key Vault

General Purpose

Usage logging for keys a .
gd T J =

Security administrator



Bitlocker

- Connect-AzAccount

- Register-AzResourceProvider -ProviderNamespace "Microsoft.KeyVault«

- New-AzKeyVault -Location " West Europe” -ResourceGroupName MyRG -VaultName
SensaVMKV1 -EnabledForDiskEncryption

- Set-AzKeyVaultAccessPolicy -VaultName SensaVMKV1 -Objectld XXXXXXXXXXXXXXXX =
PermissionsToKeys create,import,delete,list -PermissionsToSecrets set,delete —PassThru

objectid should replace with the actual objectid value of the currently logged in global admin account

Add-AzKeyVaultKey -VaultName SensaVMKV1 -Name "SensaVMKey" -Destination "Software«

The next step of the configuration is to encrypt the VM.
1. Azure Key Vault Resource ID
2. Azure Key Vault URI
Get-AzKeyVaultKey -VaultName SensaVMKV1 -Name SensaVMKey
3. Azure Key vault key ID
Get-AzKeyVaultKey -VaultName SensaVMKV1 -Name SensaVMKey

Set-AzVMDiskEncryptionExtension -ResourceGroupName MyRG -VMName "SensaVMo1" -DiskEncryptionKeyVaultUrl
(value of Azure Key Vault URI) -DiskEncryptionKeyVaultld (value of Azure Key Vault Resource ID) -KeyEncryptionKeyUrl
(value of Azure Key vault key ID) -KeyEncryptionKeyVaultld (value of Azure Key Vault Resource ID)



W Govern your VM's traffic patterns with multi-dimensional

segmentation
Multi-layered el ntamatboundary
segmentation
e Ve e -
T E e H .
Control
Networklng Limit Access to Management Ports

Use Just in time VM Access (Integrated with Azure Firewall and NSG) or use
Azure Bastion

Why? Reduce the risk of exposed management access

Use Adaptive Network Hardening

ML makes your job easier



Manage virtual machine access using just-in-time

Brute force attacks commonly target management
ports as a means to gain access to a VM. If
successful, an attacker can take control over the VM
and establish a foothold into your environment.

One way to reduce exposure to a brute force attack is
to limit the amount of time that a port is open.

Management ports don't need to be open at all ome > Security Center - Just in time VM access > JIT VM access configuration
1 s ' JTVM fi ti
times. They only need to be open while you're e garstion
connected to the VM, for example to perform + Add  [5] save
management or maintenance tasks. When just-in- s T R P T e e e
time is enabled, Security Center uses network . Prange  Time range ...

security group (NSG) and Azure Firewall rules, which
restrict access to management ports so they cannot

5985 (Recommended)
be targeted by attackers. e

3389 (Recommended)

General Purpose


https://docs.microsoft.com/bs-latn-ba/azure/virtual-network/security-overview#security-rules

Azure Bastion — Managed jump box

<"'> Customer’s Virtual Network

Allow 3389/22 Target VM Subnet(s)
from Bastion

- host
e Private IP 4‘_’ @
M Port: 3389/22

A AzureBastionSubnet’ Azure VM
Only TCP 443 is No public
exposed to the IPs
Internet
Remaote Protocol
(RDE 55H, et al) @
Azure Wi

Vnet-injected

Mahnag ed AzureBastionSubnet
appliance

a5l

Ca “ 443, Internet ‘ " ! - ﬂ

Azure Portal Azure Bastion Arure WM




Subscription Security



Manage Azure Subscriptions

Resource tags Resource locks

Azure
Resource Naming

policy Resource groups Azure automation | standards

& audit

Role- :
ole-based access Azure Security Center
controls -

axmn
¥ N
Subscriptions
Account/enterprise agreement




Azure management groups
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Root Management Group

I ;l
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Subscription
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IT Marketing
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Free Trial
Subscription
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EA Subscription  EA Subscription

L

. }

EA Subscription  EA Subscription

Free Trial
Subscription

'

EA Subscription

Organizations with many subscriptions may need a way
to efficiently manage access, policies, and compliance for
those subscriptions.

Azure management groups provide a level of scope
above subscriptions. You organize subscriptions into
containers called "management groups" and apply your
governance conditions to the management groups.

All subscriptions within a management group
automatically inherit the conditions applied to the
management group.

Management groups give you enterprise-grade
management at a large scale no matter what type of
subscriptions you might have. All subscriptions within a
single management group must trust the same Azure
Active Directory tenant.



RBAC Roles

@ Azure AD
admin roles

Global admin Azure Active
Application admin Directory tenant
Application developer

Billing admin

® Global admin/User Access Admin
Root {elevated access)

® Azure RBAC Root
B roles [ﬂ] management group

Owner
Contributor
Reader
User Access Admin Management group
® Class_lc subscription Subscription
admin roles
Service admin

Co-admins [.‘ J Resource group

g QS‘.‘ i Resource

Azure RBAC roles
Manage access to Azure resources
Supports custom roles

Scope can be specified at multiple levels (management

group, subscription, resource group, resource)

Role information can be accessed in Azure portal, Azure
CLI, Azure PowerShell, Azure Resource Manager
templates, REST API

@ .
“ Account admin

Azure account g

Azure

Azure RBAC roles

Azure AD administrator roles

Manage access to Azure Active Directory resources

Supports custom roles

Scope is at the tenant level

Role information can be accessed in Azure admin

portal, Microsoft 365 admin center, Microsoft Graph,
AzureAD PowerShell

Azure AD

&>

Office 365

Azure AD
administrator roles



Resource Manager Locks

You may need to lock a subscription, resource
group, or resource to prevent other users in your
organization from accidentally deleting or
modifying critical resources.

Associate the lock with a subscription,
resource group, or resource

Locks are inherited by child resources

Read-Only locks prevent any changes to the
resource

Delete locks prevent deletion

@ AutomationLabRG - Locks

B

Deployrments
Policies

Froperties

Locks

o Export template

Cost Management

0 Cost analysis

L4

+ Add ﬁ Subscription C_J Refresh

Add lock
Lack name Lock type
AutemationLock]
Read-only
MNote
Delete




Container and Serverless Security



Understand virtualization, containers, and serverless computing

- Virtualization creates a simulated, or virtual, computing environment, as opposed to a physical
environment

- Each virtual machine can then interact independently and run different operating systems or
applications

- A container is a modified runtime environment that prevents a program from accessing
protected resources

- A container interacts directly with the host operating system (OS) and augments the
containment functions

- Serverless computing is the abstraction of servers, infrastructure, and operating systems
- When you build serverless apps, you don't need to provision and manage any servers

- Azure Functions is a serverless application platform

- Azure Logic Apps allows developers to add workflows to support their Azure functions



Azure compute services — container services

Containers are a virtualization environment. However, unlike virtual machines, they do not include
an operating system. Containers are meant to be lightweight, and are designed to be created,
scaled out, and stopped dynamically. Examples of Azure services for containers include:

- Azure Container Instances: A PaaS offering that allows you to

m upload your containers, which it then will run for you
pap - Azure Kubernetes Service: A container orchestrator service for
pIpp managing large numbers of containers
il



Configure container security

- Networking in a container deployment is a special area that you must address in security
scenarios

- A container image is a lightweight, standalone, executable package that includes everything
needed to run an application

- When an app is containerized, the app and the components needed to run the app are
combined in a single image

- Containers are not inherently vulnerable

- The kernel is shared among all containers and the host

- An attacker who gains access to a container should not be able to gain access to other
containers or the host



Scanning Containers

- Secure DevOps Kit for Azure (AzSK) (https://azsk.azurewebsites.net/) + Twitslock
- Scan dell'immagine durante Cl

Twi twistcli scan §
@ Twistiock twistcli sca Previous task Next task Scan details
Image t-image:ia
e TR D sha256:34eB14e2elaB84509502112d54497Mbad173e45121ce9255b934013921538499
Task Twistlock twistcli scan - ~
Description : Task to scan container images using twistcli within Azure DevOps Build & Release pipelines 05 distibution Ubuntu 18.04.2 LTS
Logs Summary Tests Version 1.0.0 Digest $ha256:017eef0b616011647b26905c65826e2e2, e5d1fBcle56b3599Midfabecs
Author Twistlock (created by Mario Weigel)
Help Scan Status @ Passed
Agent job Job A — — Vulnerability threshold  critica

2827114e-4bcB-4fed-a3a7-83726790785 exists true
[command] /usr/bin/twistcli images scan —address https://console-demo.jpadams.p. twistlock.com/ —tlscacert /home/vsts/work/_tem;
Vulnerabilities

Compliance threshold critica

Pool: Hosted Ubuntu 1604 »

Prepare job - succ Inoge o Package Vulnerabilities Compliance Layers Package Info
Initiafize job - suc test-image:latest  OdeSlde2efaB845d  (VE-2018-10844  gnutls28 (used in libgnutls3e) Risk Foctors
test-image:latest  9deBlde2efaB84Sd  (VE-2018-19591  glibc (used in libc-bin, 1ibc6)
Checkout - succes 94eBl4e2efaBBASd  (VE-2018-16869  nettle (used in libhogweedd, libnettles) T ——
94e814e2efaB8450  C(VE-2019-9893 libseccomp (used in libseccomp2)
Build docker image - inage 94e814e2¢1288450 o systend (used in Uibsystesdo, libudev) | medium systemd (used nli fy. vide ceais

94eB14e2efa8845d gnut1s28 (used in libgnutls3e)

94eB14e2e1a8845d gnut1s28 (used in libgnutls3e)

94eBld4e2efaB84sd  (VE-2018-10846  gnutls28 (used in libgnutls3e)

O4eBl4e2efaBB4Sd  C(VE-2019-3829  gnutls28 (used in libgnutls3e)

O4eBld4e2efaBBdsd  C(VE-2019-7309  glibc (used in libc-bin, 1ibc6)

O4eBlde2efaBBASd  (VE-2018-7169  shadow (used in login, passwd)

Twistlock twistcli sca 6 9deB14e2efaBB4Sd  CVE-2013-4235 shadow (used in login, passwd)
94e814e2efa8845d CVE-2016-5011 util-linux (used in l1ibblkidl, libmountl, fdisk, libsmartcolsl, mount

Download serverless.; 94e814e2efa8845d CVE-2016-2779 util-linux (used in libblkidl, libmountl, fdisk, libsmartcolsl, mount
94e814e2ef28845d CVE-2016-2781 coreutils

Twistcli - succeeded O4eB14e2efa8845d  CVE-2015-8985 glibc (used in libc-bin, 1ibc6)

: latest 94e814e2efa8845d CVE-2018-20482 tar
Vulnerability threshold check results: PASS

Universal download of Severity Package CVE Grace Period  Vendor Status Risk Factors ~ Description

e =2 4B + 8 0

medium  systemd (usedin  CVE-2019-3842 fixed in o In systemd before v242-rcd, It was discovered that pam_s
fibsystemdo, 237-3ubuntutO, ystemd does not properly sanitize the environment before
libudevt) °) using the XDG_SEAT variable. It is possible for an attacker
. in some particular configurations, to set a XDG_SEAT en
vironment variable which allows for commands to be chec

Move twistcli to /usr/t

ked against polkit policies using the \"aliow_active\" elem
ent rather than \"allow_any\".

medium nettle (used in libhogweedd, libnettie6) version 3.4-1 has 1 vuinerabillty. Show detais
Post-job: Checkout «
e medium libseccomp (used in libseccomp2) version 2.3.42:1ubuntud has 1 vulnerabllity. Show detais

medium gnutis28 (used in libgnutis30) version 3.548-tubuntut has 5 vulnerabllities. Show detais

O 000 00O0O0O0CO0OCOO0

Compliance

Finalize Job - succy

Inage m Severity  Description medium glibe (used in libe-bin, 2.27-3ubuntut has 3 . Show details

[ ] test-image:latest  94e814e2efa884S5d  high (CIS_Docker_CE_v1.1.8 - 4.1) Image should be created with a non-root user

Compliance threshold check results: PASS



https://azsk.azurewebsites.net/

Scanning Containers

- Azure Security Center + Qualys
- Image Quarantine
- Integrazione del processo in Azure DevOps (API-Powershell)

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Security Center - Recommendations > Vulnerabilities in Azure Container Registry images should be remediated (powered by Qualys)

Vulnerabilities in Azure Container Registry images should be remediated (powered by Qualys)

Unhealthy registries Severity
ﬁ, 1/1 | High

~ General Information

Recommendation score 0730

Recommendation impact (+30)

Userimpact Low

Implementation effort Moderate
~ Threats

* Data exfiltration
* Data spillage
* Account breach

o Elevation of privilege
~ Remediation steps

Manual remediation:

To resolve container image vulnerabilities:

Total vulnerabilities

10

Vulnerabilities by severity

High 1 -
Medium 9
Low 0

1. Navigate to the relevant resource under the ‘Unhealthy’ section and select the container image you are looking to remediate.

2. Review the set of failed security checks found by the scan, which are sorted from high to low risk.

3. Click on each vulnerability to view its details and explicit remediation instructions and scripts.

4. Remediate the vulnerability using the provided i
5. Upload the new remediated image to your registry. Review scan results for the new image to verify the vulnerability no longer exist.

6. Delete the old image with the vulnerability from you registry.

described in the '

' field.

Registries with most vulnerabilities

imagescanprivatepreview

10

Total vulnerable images

2

Out of 3

Home > Security Center - Compute & apps

® Snowing subscription ‘ASC

@ overview

EMO

£ Getting started

'I' pricing & settings
POLICY & COMPLIANCE

2 Coverage

© Secure score

G Security policy

4. Regulatory compliance
RESOURCE SECURITY HYGIENE
— Recommendations

& Compute & apps

¥, Networking
% 10T Hubs & resources
& Data & storage
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Configure security for serverless computing

- Serverless computing moves the responsibility for server management from the application
owner to the platform provider

- This helps eliminate security issues, such as servers with known security variabilities that have
not been updated

- However, there are some security issues and challenges in serverless computing, as you're still
responsible for:

- Your application code

- Data management

- Data encryption

- ldentity management

- Authentication/authorization

- Configuration of services and role-based access control (RBAC)
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