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GemsEventMonitor:start: exception: invalid
name or password

01/04/2020

(Raffaele Granito * mailto://angeloraffaele.qranito@telecomitalia.it -- 20200403 )

INTRODUCTION

Six months ago, we integrated thirty TIBCO EMS Server instances with corporate LDAP (TIM IAM Light) for
external authorization, as per corporate security requirements.

The authentication module (IAM Light) is configured with OTP (One-Time-Password).

The EMS Administrator user accesses a OneTimePassword service, each time he requests it he receives a
passwort (OTP) from it, with which he authenticates himself to the EMS server and opens a working session
with it. The session ends with a user logout.

To date, using the tibadmin command line client, everything has gone well.

However, we need to use the GEMS Graphical Client for some monitoring activities.

With GEMS we have encountered the problem described in the next paragraph.

Summary of interactions.

Users/EMSClient (tibadmin|GEMS) - [pwd:0TP] -> EMSServer -> LDAP -> IAMLight (Auth/O0TP)
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Operating environment.

Information about operating environments and software versions :

Hostname/IP Machine Software Version

Server TIBCO EMS Client/Server 7.0 (production)
10.41.119.47 (SunOS) 8.5 (test)
Client — User Station Gems 5.1 (build 343)
37502307 @100FOOPFOVAEHM (Debian10/Win10) | JavaRuntime 1.7.0 55

On the user station (WIN10) GEMS is started with the following startup script, configuration file (server.xml
and properties / PROPS)

—run script GEMS 5.1 (C:\User\37502307\Desktop\Gems\rungems-IAMLIGHT.cmd)

@echo off

REM +++add Raffaele 2020-04-02 per fargli usare la JRE 1.7 inclusa in GEMS
REM set JAVA_HOME=C:\Users\37502307\Desktop\Gems\tibcojre\1.7.0

REM set PATH=C:\Users\37502307\Desktop\Gems\tibcojre\1.7.0\bin

[ c=cososscssoss0ss00s0000050050000050550550550000000000000000000

set PATH_GEMS=C:\Users\37502307\Desktop\Gems
rem set the EMS root installation directory here (only client libraries required)

set TIBEMS_ROOT=%PATH_GEMS%\ems
set JMS_JAR=jms-2.0.jar

rem Uncomment if EMS version is pre 8.0
rem set JMS_JAR=jms.jar

set PROPS_FILE=gems-IAMLIGHT.props
IF NOT "%1"=="" set PROPS_FILE=%1

rem ##

rem ## Set classpath to client 1libs (EMS client and JFreeChart jars required)
rem ##

echo TIBEMS_ROOT=%TIBEMS_ROOT%

IF EXIST %TIBEMS_ROOT%\clients\java set TIBEMS_JAVA=%TIBEMS_ROOT%\clients\java
IF EXIST %TIBEMS_ROOT%\1lib set TIBEMS_JAVA=%TIBEMS_ROOT%\1lib

if NOT EXIST %TIBEMS_JAVA%\tibjms.jar goto badenv
if NOT EXIST %TIBEMS_JAVA%\tibjmsadmin.jar goto badenv
if NOT EXIST %TIBEMS_JAVA%\%JMS_JAR% goto badjms

set
CLASSPATH=Gems . jar ; %TIBEMS_JAVA%\%JIMS_JAR%; %TIBEMS_JAVA%\jndi.jar;%TIBEMS_JAVA%\tibjms.jar;%TIBEMS_J
AVA%\tibcrypt.jar;%TIBEMS_JAVA%\tibjmsadmin.jar

rem ## Libs required for SSL connections and password encryption:
if EXIST %TIBEMS_JAVA%\slf4j-api-1.5.2.jar (

set CLASSPATH=%CLASSPATH%;%TIBEMS_JAVA%\slf4j-api-1.5.2.jar;%TIBEMS_JAVA%\slf4j-simple-1.5.2.jar
) else (

set CLASSPATH=%CLASSPATH%;%TIBEMS_JAVA%\slf4j-api-1.4.2.jar;%TIBEMS_JAVA%\slf4j-simple-1.4.2.jar
)

rem ## Charting libs required, download from www.jfree.org/jfreechart and place Gems 1ib folder
set CLASSPATH=%CLASSPATH%;1ib\jcommon-1.0.23.jar;lib\jfreechart-1.0.19.jar

%PATH_GEMS%\tibcojre\1.7.0\bin\java -classpath %CLASSPATH% -Xmx512m -Dswing.metalTheme=steel -
DPlastic.defaultTheme=DesertBluer com.tibco.gems.Gems %PROPS_FILE%




rem JGoodies L&F theme may be set on the command line as below:

rem java -classpath %CLASSPATH% -Xmx128m -DPlastic.defaultTheme=DesertBluer com.tibco.gems.Gems
gems.props

rem JGoodies themes available:

rem BrownSugar, DarkStar, DesertBlue, DesertBluer, DesertGreen, DesertRed,

rem DesertYellow, ExperienceBlue, ExperienceGreen, ExperienceRoyale, LightGray,

rem Silver, SkyBlue, SkyBluer, SkyGreen, SkyKrupp, SkyPink, SkyRed, SkyYellow,

IF ERRORLEVEL 1 goto err

goto end

:badenv

echo

echo Error: TIBEMS_ROOT variable is not set or does not correctly specify
echo the root directory of the TIBCO Enterprise Message Service software.
echo Please correct the TIBEMS_ROOT variable at the beginning of this script.
echo

pause

goto end

:badjms

echo .

echo Error: JMS_JAR variable is not set or does not correctly specify
echo the JMS jar file in the EMS installation.

echo Please correct the JMS_JAR variable at the beginning of this script.
echo .

pause

goto end

lerr
echo

echo Error starting Gems

echo Ensure you have Java 1.6 or higher in your path (1.7 for EMS8)
echo

pause

rend

- configuration file (C:\User\37502307\Desktop\Gems\servers-IAMLIGHT.xml)

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<EMS-Servers>
<ConnectionNode alias="EMS-PADOVA-B15 (BPMMM - DUMBO)"
autoConnect="true"

logDir="./log"
logServerInfo="WarnLimits"
url="ssl://10.41.119.47:22152"
user="37502307"
password="5816989932894"
queueNamePattern="&gt;"
queueStoreFilter=""
topicNamePattern="g&gt;"
topicStoreFilter=""
userNameFilter="">

<SSLParam name="com.tibco.tibjms.ssl.trusted_certs"
type="string"
value="certs\IT_Telecom_Private_root_CA.pem"/>

<SSLParam name="com.tibco.tibjms.ssl.expected_hostname"
type="string"
value="EMS-PADOVA-B"/>

<SSLParam name="com.tibco.tibjms.ssl.trace"
type="boolean"
value="true"/>

<WarnLimits AsyncDBSize="1000000000"




Connections="1000"
DiskReadRate="1000000"
Durables="1000"
InMsgRate="1000"
MsgMem="100000000"
PendingMsgSize="100000000"
PendingMsgs="10000"
Queues="2000"
RespTime="500"
Sessions="10000"
SyncDBSize="1000000000"
Topics="2000"/>

<ErrorLimits AsyncDBSize="4000000000"
Connections="2000"
DiskReadRate="10000000"
Durables="5000"
InMsgRate="2000"
MsgMem="300000000"
PendingMsgSize="300000000"
PendingMsgs="100000"
Queues="5000"
RespTime="1000"
Sessions="20000"
SyncDBSize="4000000000"
Topics="5000"/>

<EventMonitor enabled="true"
maxDisplayedEvents="50">
<EventSubscription monitorTopic="$sys.monitor.limits.*"/>
<EventSubscription monitorTopic="$sys.monitor.server.warning"/>
</EventMonitor>

</ConnectionNode>

</EMS-Servers>

- Gems Property File (C:\User\37502307\Desktop\Gems\gems-IAMLIGHT.props)

| tried to change some parameters, raising those related to Timeout, Trace level. Those highlighted in
YELLOW.

#Gems Property File
#Fri May 13 11:04:33 BST 2005

# Server connections configuration file:
ServerConfigFile=servers-IAMLIGHT.xml

# Set UIManager Look and Feel class name (default: javax.swing.plaf.metal.MetallookAndFeel)
# JGoodies L&F library is shipped with Gems in the 1ib directoy.

# JGoodies theme may be customized on command line, see rungems.bat

LookAndFeel=com. jgoodies.looks.plastic.PlasticXPLookAndFeel

# Other JGoodies L&F options:

#LookAndFeel=com. jgoodies.looks.plastic.Plastic3DLookAndFeel
#LookAndFeel=com. jgoodies.looks.plastic.PlasticLookAndFeel
#LookAndFeel=com. jgoodies. looks.windows.WindowsLookAndFeel

# Standard Swing L&F classes:
#LookAndFeel=com.sun. java.swing.plaf.windows.WindowsLookAndFeel
#LookAndFeel=javax.swing.plaf.metal.MetallLookAndFeel

# Allow view operations only, default = true if property removed
ViewOnlyMode=false

# Allow message read operations, such as browse queue, subscribe to topic and browse durable in view

only mode
AllowMsgReadInViewOnlyMode=true




# Display auto refresh in seconds (also determines data collection frequency for charting)
# Minimum value 10 secs
DisplayRefresh=30

# Display width
DisplayWidth=1200

# Display height
DisplayHeight=600

# For better efficiency, use these properties to reduce the number of destinations being monitored.
# Only show queues that match given pattern. The pattern may contain the wildcards "*" and ">"
QueueNamePattern=>

# only show topics that match given pattern. The pattern may contain the wildcards "*" and ">"
TopicNamePattern=>

# Only show connections, consumers etc for given user name

UserNameFilter=

# 0Only show destinations with permanence type (EMS4.4 or higher),; 4=Al1l,3=No
Tempories, 2=Dynamic, 1=Static
PermType=3

# Comma separated list of views to hide

(ACLs,Bridges, Channels, Connections, Consumers,Durables, Factories, Groups, Producers, Queues, Routes, Store
s, Topics, Transactions, Transports, Users)

HideViews=

# Show Totals on server monitor view
ShowTotals=true

# Show the path in the title bar
ShowPathInTitleBar=true

# When ShowPathInTitleBar is true determines if root node is shown or not
ShowRootInTitleBar=false

# Show extended message properties; JMSExpiration, JMSPriority
ShowExtendedProperties=true

# Highlight when there are pending messages for topics,queues and durables
ColourPendingMsgs=true

# Message browser read delay in milliseconds
MsgReadDelay=50

# Message view order:
ViewOldMessagesFirst=false

# Maximum display size for bytes messages
MaxDisplayBytes=102400

# Debug on/off
#Debug=false
Debug=true

# Sets the TCP connect timeout in milliseconds

# If you are connecting to a remote EMS server you may need to increase this
#ConnectTimeout=500

ConnectTimeout=10000

# Admin command timeout in milliseconds

# If you are connecting to a remote EMS server you may need to increase this
#AdminTimeout=5000

AdminTimeout=10000

# Allow admin operations to standby server
#AllowStandbyOperations=false
AllowStandbyOperations=true

# Sets default for use of sever timestamps for calculating response time in

# Request/reply monitor. When false timestamps from original messages are used
# 1e timestamps as set by sending clients. When true timestamps from monitor

# messages are used ie timestamps set be EMS server.

UseServerTimestamps=false

# Comma separated list of column widths on details panel (eg: TopicName:200, QueueName:250)
DetailPanelColWidths=




# DateTime format used for timestamp in server info logs
LogDateTimeFormat=EEE MMM dd HH:mm:ss SSS zzz yyyy

# Delimiter used as separator between values in CSV file output
CSVFileDelimiter=,

# Constantly retrieving 1000's of queues/topics can be slow. Test carefully before increasing these
values.

# Alternatively use QueueNamePattern/TopicNamePattern to reduce the number of destinations being
monitored.

# Disables the main queues display when the EMS server reports more than this many queues
MaxQueues=1000

# Disables the main topics display when the EMS server reports more than this many topics
MaxTopics=1000

# Disables the main consumers display when the EMS server reports more than this many consumers
MaxConsumers=9999

# Disables the main producers display when the EMS server reports more than this many producers
MaxProducers=9999

# Columns positions for server info display (eg AsyncDBSize:5,SyncDBSize:6)

# Note, columns are moved to the specified position index, when specifying multiple columns previous
columns may be moved from positions specified.

# You cannot move the Alias column.

ServerInfoColPositions=

# Use to prevent auto reconnect after admin timeouts due to unresponsive EMS server
DisableAutoConnectAfterTimeoutException=true
#DisableAutoConnectAfterTimeoutException=false

# When an FT URL is used and the 1st server in the URL is in standby mode, will attempt to auto
reconnect to active server by swapping server names in the FT URL.

#AutoReconnectToPrimary=true

AutoReconnectToPrimary=false

# Monitoring high volume destinations can cause backlogs in the EMS server, this property
automatically stops destination monitors when the max message backlog limit is reached
MaxMonitorBacklog=1000

# Cursor size for getTopics/getQueues queries. Retrieving a large number of Topics/Queues 1is done
with several cursored calls, this defines max count of destinations to return for each call.
DestCursorSize=100

# For EMS Appliance V2.1 and higher shows state as FULLY_OPERATIONAL instead of REPLICATING
ShowApplFullyOp=false

# When false delays the auto connect until after the main display is shown
AutoConnectOnStart=true
#AutoConnectonStart=false

# Hides queues and topics lists from tree view
HideTreeDests=true

# Maximum number of events for destination monitors and queue browsers
MaxMonitorEvents=1000000

# SubStation Properties

# Sets the SubStation timeout in milliseconds
#SSTimeout=5000

SSTimeout=10000

# SubStation Counters Errors High Threshold
SSCountersgerrorsTH=10

# SubStation Counters Transaction High Threshold
SSCountersHighTH=100000

# SubStation Counters Transaction Warn Threshold
SSCountersWarnTH=10000

# SubStation Stress Error Threshold
SSStressErrorTH=100000

# SubStation Stress Warn Threshold
SSStressWarnTH=10000

# SubStation Interface Busy Error Threshold
SSBUSyErrorTH=1000

# SubStation Interface Busy Warn Threshold
SSBusyWarnTH=10




Starting GEMS / Connecting to ServerEMS / Error

The launch of GEMS (execution of the% PATH_GEMS% / rungems-IAMLIGHT.cmd script) produced the
following console LOG. The main process opens the TCP / SSL session with the server (evidence), and finally
makes the application connection that ends correctly (evidence) with the message

Debug: Got connection, id: 4350282
Debug: Got serverInfo, version 7.0

When the C/S TibEMS connection takes place, it is approximately 2020-04-02 17: 31: 53.022 (last
reported timeout).

After 5 seconds (5000ms) - | noticed that this interval of 5 seconds (5000ms) is systematic - a thread starts
trying to open a new TCP / SSL session with the server with a positive result. Then try the application
connection which clearly goes wrong because the password being an OTP is no longer usable. The server
clearly responds

GemsEventMonitor: start: Exception: invalid name or password

Below is the complete trace.

Debug: JRE Version = 1.7.0_55
TIBCO Gems v5.1Debug: Build: 343

TIBCO Enterprise Message Service
Copyright 2003-2014 by TIBCO Software Inc.
All rights reserved.

Version 8.1.0 V10 4/11/2014

JMS2.0 API available

Debug: Default socketConnectionTimeout: 3000

Debug: Setting socketConnectionTimeout: 10000

JGoodies Looks: I have successfully installed the 'Desert Bluer' theme.

Debug: SSLParam: com.tibco.tibjms.ssl.trusted_certs=certs\IT_Telecom_Private_root_CA.pem

Debug: SSLParam: com.tibco.tibjms.ssl.expected_hostname=EMS-PADOVA-B

Debug: SSLParam: com.tibco.tibjms.ssl.trace=true

Connecting to: ssl://10.41.119.47:22152

2020-04-02 17:31:52.246 [5511938 main] [TIBCO EMS]: [J] [SSL] initializing security with vendor
'j2se-default’

2020-04-02 17:31:52.425 [5511938 main] [TIBCO EMS]: [J] [SSL] client version 8.1.0, security
version 2.18.0.003, SSL initialized with vendor 'j2se'

183 [main] INFO com.tibco.security.impl.np.SecurityVendor - Initializing JSSE's crypto provider
class com.sun.net.ssl.internal.ssl.Provider in default mode

2020-04-02 17:31:52.440 [5511938 main] [TIBCO EMS]: [J] [SSL] reading trusted certificate(s) from
file 'certs\IT Telecom Private root CA.pem', format=PEM

2020-04-02 17:31:52.456 [5511938 main] [TIBCO EMS]: [J] [SSL] adding trusted certificate
[CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 17:31:52.602 [5511938 main] [TIBCO EMS]: [J] [SSL] client identity not set, using empty
identity.

2020-04-02 17:31:52.887 [5511938 main] [TIBCO EMS]: [J] [SSL] received server certificate

[Cer tCN=EMS-PADOVA-B, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 17:31:52.887 [5511938 main] [TIBCO EMS]: [J] [SSL] received server certificate
[CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 17:31:52.887 [5511938 main] [TIBCO EMS]: [J] [SSL] VerifyHostName: expected CN: [EMS-
PADOVA-B], certificate CN: [EMS-PADOVA-B]

2020-04-02 17:31:53.022 [5511938 main] [TIBCO EMS]: [J] [SSL] selected cipher:
SSL_RSA_WITH_RC4_128_SHA

Debug: Got connection, id: 4350282

Debug: Got serverInfo, version 7.0

2020-04-02 17:31:58.181 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] reading trusted certificate(s)
from file 'certs\IT_Telecom_Private_root_CA.pem', format=PEM

2020-04-02 17:31:58.181 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] adding trusted certificate
[CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 17:31:58.181 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] client identity not set, using




empty identity.

2020-04-02 17:31:58.272 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] received server certificate
[Cer tCN=EMS-PADOVA-B, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 17:31:58.272 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] received server certificate
[CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 17:31:58.272 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] VerifyHostName: expected CN:
[EMS-PADOVA-B], certificate CN: [EMS-PADOVA-B]

2020-04-02 17:31:58.373 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] selected cipher:
SSL_RSA_WITH_RC4_128_SHA

GemsEventMonitor:start: Exception: invalid name or password

Here is my video screen with trace and console open.

After the failure of this second attempt by Thread-3 the color of the server label (EMS-PADOVA) changes
from being GREEN to being YELLOW
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The first session would appear to be active, even after the second failed connection attempt. | don't know
why GEMS tries a second connection.

After about 2 hours | ask for the list of QUEUES, which appears to me, without writing anything in the LOG
to the GEMS Console. The QUEUE list is probably data preloaded on the first connection or recovered at the
moment on the open channel. [?]

If | try to read the contents of a non-empty queue, try to open a new session, the TCP / SSL one ends
correctly, at the application connection the same error message "invalid name or password" appears (this
time as a user popup).
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GemsEventMonitol : Exception: invalid name ez
2020-94-02 19:23:47. [16173918 AWT-EventQueue-1] [TIBCO EM
2020-04-02 19:23:47. [16173918 AWT-EventQueue-1] [TIBCO

2020-04-092 19:23: [16173918 AWT-EventQueue-1]
19 . [16173918 AWT-EventQueue-1]
19:23: [16173918 AWT-EventQueue-1] [TIBCO

19:23: [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] VerifyHostName: expected CN: [EMS-PADOVA-B], certificate CN: [EMS-PADOVA-B]
19:23: [16173918 AWT-EventQueue-1] [TIBCO EMS]: [3] [SSL] selected cipher: SSL_RSA WITH RC4_128_SHA

Below, the trace lines written on console

Connecting to: ssl1://10.41.119.47:22152

CcuT
Debug: Got connection, id: 4350282
Debug: Got serverInfo, version 7.0
2020-04-02 17:31:58.181 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] reading trusted certificate(s)
from file 'certs\IT _Telecom Private_root_CA.pem', format=PEM
2020-04-02 17:31:58.181 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] adding trusted certificate
[CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]
2020-04-02 17:31:58.181 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] client identity not set, using
empty identity.
2020-04-02 17:31:58.272 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] received server certificate
[CertCN=EMS-PADOVA-B, IssuerCN=I.T. Telecom Private CA 1]
2020-04-02 17:31:58.272 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] received server certificate
[CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]
2020-04-02 17:31:58.272 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] VerifyHostName: expected CN:
[EMS-PADOVA-B], certificate CN: [EMS-PADOVA-B]
2020-04-02 17:31:58.373 [12724288 Thread-3] [TIBCO EMS]: [J] [SSL] selected cipher:
SSL_RSA_WITH_RC4_128_SHA
GemsEventMonitor:start: Exception: invalid name or password
2020-04-02 19:23:47.693 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] reading trusted
certificate(s) from file 'certs\IT Telecom Private root CA.pem', format=PEM
2020-04-02 19:23:47.715 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] adding trusted
certificate [CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]
2020-04-02 19:23:47.715 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] client identity not set,
using empty identity.
2020-04-02 19:23:47.782 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] received server
certificate [CertCN=EMS-PADOVA-B, IssuerCN=I.T. Telecom Private CA 1]
2020-04-02 19:23:47.782 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] received server
certificate [CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]
2020-04-02 19:23:47.782 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] VerifyHostName: expected
CN: [EMS-PADOVA-B], certificate CN: [EMS-PADOVA-B]
2020-04-02 19:23:47.898 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] selected cipher:
SSL_RSA_WITH_RC4_128_ SHA




At GEMS startup, if | provide (intentionally) the wrong password, the message received is different.

Connecting to: ssl://10.41.119.47:22152

2020-04-02 19:54:38.365 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] reading trusted
certificate(s) from file 'certs\IT _Telecom Private_root_CA.pem', format=PEM

2020-04-02 19:54:38.365 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] adding trusted
certificate [CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 19:54:38.381 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] client identity not set,
using empty identity.

2020-04-02 19:54:38.465 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] received server
certificate [CertCN=EMS-PADOVA-B, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 19:54:38.465 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] received server
certificate [CertCN=I.T. Telecom Private CA 1, IssuerCN=I.T. Telecom Private CA 1]

2020-04-02 19:54:38.465 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] VerifyHostName: expected
CN: [EMS-PADOVA-B], certificate CN: [EMS-PADOVA-B]

2020-04-02 19:54:38.581 [16173918 AWT-EventQueue-1] [TIBCO EMS]: [J] [SSL] selected cipher:
SSL_RSA_WITH_RC4_128_SHA

com.tibco.tibjms.admin.TibjmsAdminException: Unable to connect to server. Root cause:
javax.jms.JMSSecurityException: invalid name or password, or not authorized to connect as
administrator

Server side tracking

Analyzing the tracking of the server, | realize the perfect correspondence between C/ S. The following is
what happens on the server side from when it is activated until the client (GEMS) connects with an OTP.
The green lines trace the successful C /S connection, followed 5 seconds (5000ms) after a reconnection. At
the server level, authentication translates into an ldap_simple-bind_s whose outcome arrives at the
bottom, as the last event of the tracking (both highlighted in red).

TIBCO Enterprise Message Service.
Copyright 2003-2013 by TIBCO Software Inc.
All rights reserved.

Version 7.0.1 V4 2/27/2013

2020-04-03 00:03:53.074 Process started from 'bin/tibemsd64'.

2020-04-03 00:03:53.074 Process Id: 26026

2020-04-03 00:03:53.074 Hostname: ibrm-domgz0@1

2020-04-03 00:03:53.074 Hostname IP address: 10.6.224.141

2020-04-03 00:03:53.075 Hostname IP address: 10.6.224.141

2020-04-03 00:03:53.075 Reading configuration from 'conf/tibemsd.IAMLight.ESE.conf"'.
2020-04-03 00:03:53.080 Logging into file 'data/datastore/logfile’

2020-04-03 00:03:53.081 Server name: 'ems-server-iamlight-prod'.

2020-04-03 00:03:53.081 Storage Location: 'data/datastore’.

2020-04-03 00:03:53.081 Routing is disabled.

2020-04-03 00:03:53.081 Authorization is enabled.

2020-04-03 00:03:53.159
ldap_simple_bind_s("uid=APP_INFOBUS_TIBEMS, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni, dc=telecomitali
a, dc=locale", *******)

2020-04-03 00:03:53.159 Accepting connections on tcp://ibrm-domgz01:7222.

2020-04-03 00:03:53.160 Recovering state, please wait.

2020-04-03 00:03:53.162 Server is active.

2020-04-03 00:06:05.436
ldap_simple_bind_s("uid=APP_INFOBUS_TIBEMS, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitali
a, dc=locale", *******)

2020-04-03 00:06:05.436 ldap_search_ext_s(10068cddo,

"ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia, dc=locale",
LDAP_SCOPE_SUBTREE, "(&(uid=37502307)(objectclass=EDSPerson)(enable=TRUE) (! (attr45=FALSE)))",
[NULL], ©, [NULL], [NULL], ©)

2020-04-03 00:06:05.450 LDAP response resulting from checking existence:

2020-04-03 00:06:05.450  dn:




uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni, dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.450 objectClass: person

2020-04-03 00:06:05.450 objectClass: inetOrgPerson

2020-04-03 00:06:05.450 objectClass: organizationalPerson

2020-04-03 00:06:05.450 objectClass: EDSPerson

2020-04-03 00:06:05.450 objectClass: top

2020-04-03 00:06:05.450 attr45: TRUE

2020-04-03 00:06:05.450 cn: GRANITO

2020-04-03 00:06:05.450 sn: GRANITO

2020-04-03 00:06:05.450 creationDateEDS: 20191127131249+0100

2020-04-03 00:06:05.450 lastLoginEDS: 20200401202405+0200

2020-04-03 00:06:05.450 status: Attivo

2020-04-03 00:06:05.451 mail: angeloraffaele.granito@telecomitalia.it

2020-04-03 00:06:05.451 enable: TRUE

2020-04-03 00:06:05.451 employeeNumber: 37502307

2020-04-03 00:06:05.451  uid: 37502307

2020-04-03 00:06:05.692
ldap_simple_bind_s("uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitali
a, dc=locale", *******)

2020-04-03 00:06:05.705
ldap_simple_bind_s("uid=APP_INFOBUS_TIBEMS, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitali
a, dC:locale", *******)

2020-04-03 00:06:05.705 ldap_search_ext_s(10068cddo,

"ou=profile, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia,dc=locale",
LDAP_SCOPE_SUBTREE,
"(&(uniquemember=uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia,d
c=locale)(objectClass=groupOfUniqueNames))", [cnh, uniquemember, NULL], ©, [NULL], [NULL], ©)
2020-04-03 00:06:05.718 Results of searching for dynamic groups:

2020-04-03 00:06:05.718  dn:

ch=GA_ADMIN, ou=profile, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=locale
2020-04-03 00:06:05.718 cn: GA_ADMIN

2020-04-03 00:06:05.718 uniquemember :

uid=10806300, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=1locale
2020-04-03 00:06:05.718 uniquemember:

uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.718 uniquemember :

uid=COMFAGGI, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=1locale
2020-04-03 00:06:05.718 uniquemember:

uid=UE018990, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.718 uniquemember :

uid=UE020643, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=1locale
2020-04-03 00:06:05.718 uniquemember :

uid=X1002983, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.718 uniquemember :

uid=X1028003, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=1locale
2020-04-03 00:06:05.718 uniquemember :

uid=X1033967, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.718 ldap_search_ext_s(10068cddo,

"ou=profile, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia,dc=locale",
LDAP_SCOPE_SUBTREE, "(&(cn=GA_ADMIN)(objectclass=groupofuniquenames))", [NULL], ©, [NULL], [NULL],
0)

2020-04-03 00:06:05.731 LDAP response resulting from getting attributes for group 'GA_ADMIN':
2020-04-03 00:06:05.731  dn:

cn=GA_ADMIN, ou=profile, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia, dc=locale
2020-04-03 00:06:05.731 objectClass: groupOfUniqueNames

2020-04-03 00:06:05.731 objectClass: top

2020-04-03 00:06:05.731  uniqueMember:

uid=10806300, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=1locale
2020-04-03 00:06:05.731 uniqueMember :

uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731  uniqueMember:

uid=COMFAGGI, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni, dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731 uniqueMember :

uid=UE018990, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731 uniqueMember:

uid=UE020643, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni, dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731 uniqueMember :

uid=X1002983, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731 uniqueMember :

uid=X1028003, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni, dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731 uniqueMember:

uid=X1033967, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=1locale
2020-04-03 00:06:05.731 cn: GA_ADMIN

2020-04-03 00:06:05.731  ou: GA_ADMIN

2020-04-03 00:06:05.731 ldap_search_ext_s(10068cddo,

"ou=profile, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia, dc=locale",
LDAP_SCOPE_SUBTREE,
"(&(uniquemember=cn=ga_admin, ou=profile, ou=infobus_tibems, ou=motp, dc=applicazioni,dc=telecomitalia,d




c=locale) (objectClass=groupOfUniqueNames))", [cn, uniquemember, NULL], O,
2020-04-03 00:06:05.744 Results of searching for dynamic groups:

[NULL], [NULL], 0)

2020-04-03 00:06:10.930 ldap_simple_bind_s("uid=APP_INFOBUS_TIBEMS, ou=INFOBUS_TIBEMS,
ou=MOTP, dc=applicazioni,dc=telecomitalia, dc=locale", *******)

2020-04-03 00:06:10.930 ldap_search_ext s(1005edf10,

"ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni,dc=telecomitalia, dc=1locale",
LDAP_SCOPE_SUBTREE, " (&(uid=37502307)(objectclass=EDSPerson)(enable=TRUE) (! (attr45=FALSE)))",
[NULL], ©, [NULL], [NULL], ©)

2020-04-03 00:06:10.945 LDAP response resulting from checking existence:

2020-04-03 00:06:10.945 dn:

uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP, dc=applicazioni, dc=telecomitalia, dc=1locale

2020-04-03 00:06:10.945 objectClass: person

2020-04-03 00:06:10.946 objectClass: inetOrgPerson

2020-04-03 00:06:10.946 objectClass: organizationalPerson
2020-04-03 00:06:10.946 objectClass: EDSPerson

2020-04-03 00:06:10.946 objectClass: top

2020-04-03 00:06:10.946 attr45: TRUE

2020-04-03 00:06:10.946 cn: GRANITO

2020-04-03 00:06:10.946 sn: GRANITO

2020-04-03 00:06:10.946 creationDateEDS: 20191127131249+0100
2020-04-03 00:06:10.946 lastLoginEDS: 20200401202405+0200
2020-04-03 00:06:10.946 status: Attivo

2020-04-03 00:06:10.946 mail: angeloraffaele.granito@telecomitalia.it
2020-04-03 00:06:10.946 enable: TRUE

2020-04-03 00:06:10.946 employeeNumber: 37502307

2020-04-03 00:06:10.946 uid: 37502307

2020-04-03 00:06:11.133 ERROR: unable to bind to LDAP server as:

'uid=37502307, ou=people, ou=INFOBUS_TIBEMS, ou=MOTP,dc=applicazioni,dc=telecomitalia,dc=locale’,
Invalid credentials

2020-04-03 00:06:11.133 ERROR: LDAP authentication failed for user '37502307', status = 27
2020-04-03 00:06:11.133 [37502307@100FOOPFOVAEHM]: connect failed: not authorized to connect

Analyzing GEMS code

After a quick analysis of the GEMS code contained in the Gems.jar (5.1) it would seem that the error
returned

GemsEventMonitor:start: Exception: invalid name or password

It is generated by the startMonitor () method of the GensEventMonitor class (com \ tibco \ gems \
GemsEventMonitor.class)

\com\tibco\gems\GemsEventMonitor.java

01 public synchronized void startMonitor() {

02 if (this.m_subscriptions.size() == 0) {

03 System.err.println("GemsEventMonitor:start: No subscriptions found");

04 return;

05 3

06 try {

07 this.m_connection = ((TopicConnectionFactory)

07 new TibjmsTopicConnectionFactory( this.m_cn.m_url,

07 (String)null, this.m_cn.m_sslParams)).createTopicConnection(this.m_cn.m_user,




this.m_cn.m_password);
this.m_sess = this.m_connection.createTopicSession(false, 22);
for (int i = @; i < this.m_subscriptions.size(); ++i) {
final GemsEventMonitor.subscription subscription = this.m_subscriptions.get(i);
final TopicSubscriber subscriber = this.m_sess.createSubscriber
(this.m_sess.createTopic(subscription.m_dest),
subscription.m_sel, false);
subscriber.setMessagelListener ((MessagelListener)this);
this.m_subscribers.add(subscriber);
Gems.debug("GemsEventMonitor:start: Adding subscription: " +
subscription.m_dest);
}
this.m_connection.start();
this.m_running = true;

3
catch (JMSException ex) {

System.err.println("GemsEventMonitor:start: Exception: " + ex.getMessage());
if (ex.getMessage().equals((Object)"Not permitted")) {
System.err.println("To use EventMonitor for " + this.m_cn.m_url +
" please add subscribe permission for user " + this.m_cn.m_user + " to topics:");
for (int j = 0; j < this.m_subscriptions.size(); ++j) {
System.err.println(((GemsEventMonitor.subscription)
this.m_subscriptions.get(j)).m_dest);

Now, | don't know how to go on

HELP :-P

Is it possible to configure GEMS to avoid the second connection to the EMS server? The OTP, the second
time, is not valid

Many thanks for your attention and for help

Regards
Raffaele




