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Set Up Federated Login for LastPass Using Azure Active
Directory

This guide provides setup instructions for using LastPass with Azure Active Directory
(Azure AD) for your LastPass Enterprise or LastPass Identity account.

Summary
LastPass supports the following provisioning features:

Create Users

Update User Attributes
Sync User Groups
Deactivate or Disable Users

Federated login for LastPass Enterprise and LastPass Identity accounts allows users to
log in to LastPass using their Azure AD account (instead of a username and separate
Master Password) to access their LastPass Vault.

System Requirements
The enable federated login for LastPass using Azure AD, the following is required:

e An active Premium subscription to Microsoft Azure AD

e An active trial or paid LastPass Enterprise or LastPass Identity account

e An active LastPass Enterprise or LastPass Identity admin (required when
activating your trial or paid account)

The LastPass Azure AD SCIM endpoint for federated login does not require any
software installation.

Before you begin...

e Itis required that you enable the “Permit super admins to reset Master
Passwords” policy for at least 1 LastPass admin (who is also a non-federated
admin) in the LastPass Admin Console. This ensures that all LastPass user
accounts can still be recovered (via Master Password reset) if a critical setting
is misconfigured or changed for federated login after setup is complete.

e |tis helpful to open a text editor application so that you can copy and paste
values that will be used between your LastPass Admin Console and the Azure
AD Admin portal.
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https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038

Step #1: Generate a Provisioning Token

1. Access the LastPass Admin Console by opening a web browser and navigating
to either of the following:
o For accounts using US data centers:
https://lastpass.com/company/#!/dashboard
o For accounts using EU data centers:
https://lastpass.eu/company/#!/dashboard
Enter your administrator username and Master Password, then click Log In.
Select Settings > Directory integrations in the left navigation.
Click on the Azure AD tab.
Under Connection, copy the URL and paste it into your text editor application.
Click the Create Provisioning Token to generate it, then copy the Token and
paste it into your text editor application.
Important: If you navigate away from the Azure AD tab within the Directory
Integrations page, the Provisioning Token will no longer be accessible through
the LastPass Admin Console. If the Token is lost, a new one can be generated,
but this will invalidate the previous code. Any process that used the old Token
will need to be updated with the new one. A new Provisioning Token can be
generated by navigating back to the Azure AD tab and clicking Reset
Provisioning Token.

ok ownN

LastPass«e«| Directory Integrations

AD Connector

AZURE AD

Automatically provision users 1o LastPass from your Azure Active Directory (AD) account by establishing a SCIM
connection. Capy the URL and bearer token below, and finish the setup process on Azure AD.

CONNECTION

URL

httpssazure-seim. lastpass.comifscimapis

Token

Directory integrations

Youw have not yert created your provisioning token. Click the link below to creare your token.
Make sure to save your token in a secure place, such as your wault. If you lese it you will need e
reset it here.

CREATE PROVISIONING TOKEN
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Step #2: Configure Azure AD with LastPass

Once you have acquired the URL and Provisioning Token, you will need to enter them
into the Azure AD Admin portal.

1. Login to your Azure AD portal with your administrator account credentials at
https://portal.azure.com.

2. Navigate to Azure Active Directory > Enterprise Applications > New
application > All > Non-gallery application.

3. Enter a name for your application (LastPass) and click Add to create an app

object. The application object created is intended to represent the target app

(for which you would be provisioning and setting up single sign-on, not just as

the SCIM endpoint).

Select the Provisioning tab in the left navigation.

For Provisioning Mode, use the drop-down menu and select Automatic.

Under Admin Credentials, enter the following:
a. Locate the “Tenant URL” field and paste the URL you copied from the

LastPass Admin Console.
b. Locate the “Secret Token” field and paste the Provisioning Token you
copied from the LastPass Admin Console.

7. Click Test Connection to have Azure AD attempt to connect to the SCIM
endpoint. If the attempts fail, error information is displayed.

8. If the connection test succeeds, click Save to store the admin credentials.

9. Next, select Mappings.

10.Click Synchronize Azure Active Directory Users to <app name> to modify user
object mappings.

m p S ——— *n'i(e"' Sodors td‘” |

Home » LegMeln USAlne. > Enterprise applications - All applications > Categaries > Add an application » LastPass Adrian Testl - Provisioning

rian Testl - Provisioning

ok

Test Connection
(0 Deplayment Plan ' !
K Disgnose and sobve problems Haotification Email (0|

"] Send an email notification when a failure oceurs
Manage

! Properties

&5 Owners

“~ Mappings

&5 Users and groups

o Single sign-on tappings

D) Provisioning Mappings allow you to define how data should flow between Azure Active Directory and customappsso,
Name Enabled

T Application proxy

_ Synchronize Azure Adive Directory Groups to customappsss Yos

C Solf-sevice
Synchronize Azure Active Directory Users to customappsso Yes

Security

|| Restare default mappings
" Conditional Access = Rpng

o Parmissions

@ Token encryption
Activil

it Settings

D sign-ing Start and stap provisiening to LastPass Adrian Testl, and view provisianing status.
fil Usage & insights [Preview)
H Auditlags o —
Provisioning Status (D On mu
& Provisiening lags (Preview)

Aceess reviews Current Status Statisties to date

Troubleshooting + Support

T Virual assistant (Preview)
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11.Modify the User mappings with the following:
a. Check the box for Show advanced options at the bottom of Attribute

Mapping.
b. Click Edit attribute list for <app name>.
Attribute Mapping O X
H X
Source Object Scope
All records ?

Tanget Obgect Actions
| Create

| Update
| Delate

Attribute Mappings

attribute mappings defing how attributes are synchronized between AzZure Active
Directory and customappsso

AIURE ACTIVE DIRLCTORY ATTRIBUTE CUSTOMARPS..  MATCHING ..

objectid externalld 1

switch(lsSoftDeleted], , “False”, True™, “Tr active E=
displayMame desplayMame m
userPrin:quNnme useriame te
Join(" °, [givenMame], [surname]) name.forma... m

Add New Mapping

Show advanced options

Supported Attributes

Wiew and edit the list of attributes that appear in the source and target attribute lists for
this application.

The attnbute list for zure Active Directory is up to date with all supported attnbutes.
Request additional attributes you would like to see supported here.

Ecit attnbute list "III'C_EIZSf'I'IEp,‘:E-Eﬁ

c. In the Edit Attribute List, make the following selections:
e Name = id, Type = String - Check the boxes for Primary and

Required

e Name = userName, Type = String - Check the box for
Required

e Name = externallD, Type = String - Check the box for
Required

d. Click Save and return to Attribute Mapping.
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Edit Attribute List

]
b

Hisze X Discad

customappsso User Attributes

HALEE

wd

Betive
displayName
LEeriamsa

axternalid

TYFL FEIMAL. .. RIQUSE._. MLATI-.. EXACT ... AFTEXPFEES SN ELFERINCED DRIE...

v | Dekete |
Eoalean m
string | Dkete |
“ | Detete |
Sting - | pccte |

12.Under the "Attribute Mapping” section, Azure may have created mappings
already, but those can be modified and/or deleted.

Important: Only the required 4 mappings should be present after editing,
and must be configured correctly. You MUST delete all extra mappings
except for the ones listed below, otherwise you will encounter
synchronization issues.

13.Modify the User Attributes as follows:

a)

ExternallD - Use the objectID attribute from Azure AD and set this
as a matching attribute with Precedence set as 1.

e Note: This should be the only mapping with any Precedence
set. In order to change the ExternallD Precedence to 1, you
may heed to modify another attribute that might already
have a Precedence set to 1. After you find such attribute,
you can change its precedence from 1 to 2, then go back to
ExternallD and set its Precedence to 1. Finally, to remove
the Precedence entirely from the other attribute (now set to
2), you can now edit it once again and set the "Match
objects using this attribute” to No.

b) Active - The default Azure AD mapping can be used, or a custom
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one which will be used to set the user as enabled/disabled in
LastPass.

DisplayName - Use any property from Azure AD. This should be a
string which will be the synchronized user’s name in LastPass.
UserName - Map the user’s email address from Azure AD. Please
note that the userPrincipalName might not be equal to the email
address. In this case, use an attribute from Azure AD which
contains the email address the user will utilize and can read (e.g.,
Mail or in most cases, userPrincipalName should be fine).

Important: If you already have users in LastPass, their email address
MUST match the Azure AD attribute mapped to the userName value.
If this is not mapped correctly, a duplicate user will be created for
every existing user in LastPass.



Attribute Mapping *  Edit Attribute O =
A FRAEE e i STk Pt TR BTIAR T O
H Save x Discard ?w’-ap;ing e o
O R L S ALV LUy = [rass -
| User A '
= Source attnbute O
Source Object Seope 5 chjectid hd
Al reconds . .
Default value if null (apticnal] @
tENLISren Lerp 20 er | * Target alnbute O
externalld w
Target Objact Actions ’ )
@ Crate hiatch objects wsing this attnbute
_E] Update [ Yes o
[v] Delete -
Matching precedence g
Attribute Mappings 1
Attribute mappings define how attributes are synchronized between Azure Actide
Dirgstedy and custornappiss _-‘mpph.r this mapping &
ﬁh\:aﬁ W

ATURL ACTIVT DIERICTORY ATTRIEUTE

abjecttd

Switchi[lsSoftDeleted]. . "False™, “Tnee™, “Tr adtive

displayName
ugerMrincipalName

Add New Mapging

14.Click Save, then return to the Provisioning settings and select Mappings

CUETOMAFFL..  BMATCHING ...

externalid

displayhame

updidlanmi

(from Step #9 above).
15.Click Synchronize Azure Active Directory Groups to <app name> to
modify group object mappings.

= Microsoft Azure

Harme » LegMeln USAlne. > Enterpri

O Search resources, services, and docs (G+/) I

LastPass Adrian Testl - Provisioning

Enterprae Application

«
B Ovenview
[ Deployrent Plan
A Diagnose and sohe probiems
Manage

! Properties

- All applications > Cateqaries > Add an application » LastPass Adrian Testd - Prosisioning

Sl Save X Discard

| Test Connestion ]

Notification Email (3] ]

[7] Send an email natification when a failure accurs

& Owners
£ Users and groups
D

Single sign-on

o

Provisianing

a

Application prosy
C Seif-service
Security

% Conditional Access

« happings
Mappings
Mappings allow you to define how data should flow Between Azure Active Directory and custamappssa,
Name Enabled
| Synchranize Azure Active Directory Groups to customappsse Yes.
Synchronize Azure Active Directory Lisers to customappsso Yes
i:| Restore default mappings

& Permissions

© Token encryption
Activity

D sign-ins

il Usage & insights Preview)
E Auditlags

& Provisioning lags (Preview)
= Access reviews

Troublesheoting + Support

= Wirtual assistant (Preview)

Settings
Start and stop previsioning te LastPass Adrian Testl, and view provisioning status.

Pravisioning Status (D) On

Current Status Statisties to date
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16.Next, modify group object mappings as follows:
a) Check the box for Show advanced options at the bottom of
Attribute Mapping.
b) Click Edit attribute list for <app name>.
c) In the Edit Attribute List, make the following selections:
e Name = id, Type = String - Check the boxes for Primary and

Required

e Name = externallD, Type = String - Check the box for
Required

¢ Name = displayName, Type = String - Check the box for
Required

e Name = members, Type = Reference - Check the box for
Multi-Valued, then set referenced objects for:
o urn:ietf:params:scim:schemas:core:2.0:Group
o urn:ietf:params:scim:schemas:extension:enterprise:2
.0:User
d) Click Save and return to Attribute Mapping.

Attribute Mapping X Edit Attribute List

Hsme X Duzeed

customappsso Group Attributes

abjectid

17.Under the "Attribute Mapping” section, Azure may have created mappings
already, but those can be modified and/or deleted.

Important: Only the required 3 mappings should be present after editing,
and must be configured correctly. You MUST delete all extra mappings
except for the ones listed below, otherwise you will encounter
synchronization issues.

18.Modify the Group Attribute Mapping rules as follows:

a) ExternallD - Use the objectID attribute from Azure AD and set this
as a matching attribute with Precedence set as 1. This should be
the only mapping with any Precedence set.

b) DisplayName - Use any attribute for group name.

c) Members - User members from Azure AD.
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Attribute Mapping *

Souril Clpedt JO0pE
: >

All records

Target Object Adtion:

w'| Craate
v | Update

| Delete
Attribute Mappings

Aitribite mappings define how attributes are synchrenized Between ATure Astive
Directody and customappsso

ATURE ACTIVE DHRECTORY ATTRIEUTE CUSTOMAPPS... BMATCHIMNG

ohjectid externalid 1

displayMame displayhiame

membars mambers [ Decte |

Add New Mapping

19.Click Save, then return to the Provisioning settings.

20.Under Settings, the Scopefield defines which users and or groups are
synchronized. Selecting Sync only assigned users and groups
(recommended) will only sync users and/or groups assigned in the
Users and groups tab.

e Note: If syncing only assigned users and groups (recommended), be
sure to select the Users and groups tab and assign the users and/or
groups you wish to sync.

21.0nce your configuration is complete, enable the Provisioning Status by
clicking On.
22.Click Save to start the Azure AD provisioning service.
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Step #3: Capture the Application ID and OpenID Connect from Azure

AD

=

In the Azure AD portal, navigate to your directory.

2. Select App registrations in the left navigation, then select the name of your
app. You will then be redirected to the Overview page.

3. With Overview selected in the left navigation, copy the Application (client) ID

field contents and paste it into your open text editor.

4. Click Endpoints in the top navigation to expand the menu on the right.
5. Copy OpenlD Connect metadata document field contents and paste it into your

open text editor.
6. Proceed to the next step below where these items will be used.
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Step #4: Configure Federated login settings in LastPass

Hw

Federated Login

Active Diregtany Federated Services [(ADFS) Arure AD Okra Faderated Usars

Go back to the LastPass Admin Console, then select Settings > Federated login
in the left navigation.
Select the Azure AD tab, then enter the following:
e |n the "Directory (tenant) ID" field, paste the OpenlD Connect metadata
document from Step #3 (in the previous section).
e In the "Application (client) ID" field, paste the Application (client) ID
from Step #3 (in the previous section).
Check the box for Enabled.
Click Save Settings when finished.

Provision users to LastPass from your Azure Active Directony. They'll log in to LastPass with their AD credentials instead of their
master password.

Follow these instructions.

COMFIGURE AZURE AD

Complete this form using infermation from your Azure portal.

https:ffleginmicreseftonline comfEmmm = 2.0 well-knownjepenid-configuration

Enabled

SAVE SETTINGS
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Step #5: Configure a Redirect URI in Azure AD

uhobhe

8.

= e

In the Azure AD portal, select App Registrations, then select your <app name>.

Click Authentication, then click Switch to the Old Experience.
Select Overview in the left navigation.

Under Redirect URI in the upper-right navigation, click Add a Redirect URI.

Add the first Redirect URI, as follows:
e For the Type column, use the drop-down menu and select Web
e For the Redirect URI column, enter either of the following:
i. For accounts using US data centers:
https://lastpass.com/passwordreset.php
ii. For accounts using EU data centers:
https://lastpass.eu/passwordreset.php
Add the second Redirect URI, as follows:
e For the Type column, use the drop-down menu and select Web
e For the Redirect URI column, enter
https://accounts.lastpass.com/federated/oidcredirect.html
Under the Implicit Grant settings, check the boxes to enable the following
settings:
e Access tokens
e ID tokens
Click Save when finished.

Hame & LP LU AT - Authentication

_3 LP EU AT - Authentication S
h (e 7} e Esve X piscard Iq-" Swilch 10 the 04 expesience I'i..‘? ot feedback?

B overdiew .

Platform configurations
F oudatat

Ciepending on the platiorm or device ths SpECaton is Wngetng. o tonal conl{uraton may be reguined suth it
Manage rechingct LB, spexific auihentication setSngs, o feldi wpecifc 1o the platform,
= Beanding [ dd a gaifeem
D muthentiation

~ T e |
Cenficanes & Lecrets Wekb iy oS
IF Teken cenfiguration [predesd Redinest URls
E AP permissen, The LIRS we will aooept a5 destinations when retumeng authenbication resporses okens) atier successfully authenticating users. Ao reterred as
weply URLY, Lear mase sbout mecinect 1384 and B reitrichiony

& [wpoue an AP
. Owren =

o Poler g admeandnrahons P

M Manden

hnprsAastpai oy puiiwaid it php

bt Lttt cemytedeated oidirediseet bl

Add URI

Suppert + Treubleshooting

Logout URL

£¥ Troubleshoating

Thit it where we tend a request 16 hiee tha application clear The uer's setiion dats, Thiv s eequined for tingle tign-cul 1o werk cormstly,

s New LUpport nedquet

1. hitgryapn comiageul

Implisit grant

Aligws an applcation o eguest a foken drectly from the authosization endpont. Recommended on®y if the apploation Fas a single page
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B 1D eskens
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Step #6: Configure API permissions in Azure AD

1.
2.
3.
4,
permission settings:
e email
e openid
e profile

= ot o BT

Heerie » LPEU AL « AF1 pebdiis i

= LP EU AT - AP permissions
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§ Cuidkaran

Manage

B Brasding

D muthentication
Cerirtaates & serels

1! Tocen configuration [provies]

AR parhiciiond

S Expose an AR

B Gumens

w Holey snd sdminbutrationt (Pred

H nanitest

Seppart = Troublnbeating

£ Troubleshaoting

o Mew sopport request

L) ety

Canfigured parmbssions

ot are auoriced 1o call APH when they are g
all st parmitions. the application nesdt. Leam mare s

Add  permivion (GIRAE WTHR N
AR Permindiony name Trpe
o Werrasah Grash (51
erral Delega
penid Dedega
wrutie Delega
Ut Ppaud Celega
Unae FasdWritn Delega

Requast APl permissions

Microsodt Graph
'E‘ hitgafigraphmenssatiiom Docy o7

Wihat type of permissicns. does your spplication requine?

Driggated prmaisra
o applcation reeds 1 2008 e AR a0 the sigrad-isuse.

Selad] permisdiced

Tygar 8 earchs
Petmitiiss

(oo |

Wiew et el addeess (0

cifine_sccens

oL SO B8 (RN Yo Bl G f B0 10 (2

oprad
IEE |

[@ |

Wi i b prsiSle [

¥ Ascaiiliview

# dadminitira reelini

¥ Agreemenifcceptance
¥ Agreement

» Aaiytics

* AppCanaiog

¥ hpplaaon
 AgpRolefuiignment
> Agpreval Requedt

il oo

—

In the Azure AD portal, select APl permissions in the left navigation.
Click the Add a permission button, then select Microsoft Graph.

In the right navigation, select Delegated permissions.
Under the Permission menu, check the boxes to enable the following

AR aEan T Lo,
Vinst Ol 0N 1 4% 4
Hgred-in uaer

5. Under the User menu, check the boxes to enable the following user settings:

e User.Read
e User.ReadWrite
6. When finished, click Add permissions.
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7. Under Configured Permissions, click Grant <your LastPass application name>
to finish configuring API permissions for your LastPass app.

-5 LP EU A1 - API permissions

:/'3 Search {Cmd +/)
B Ovenview

& Quickstart
Manage

= Branding

D Authentication
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Configured permissions
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Certificates & secrets “ Microsoft Graph (5)
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M Manifest
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Step #7: Add users to the LastPass app in Azure AD

1. In the Azure AD portal, with your LastPass application selected, go to
Overview > Enterprise applications in the left navigation.

Select your newly created LastPass application.

Select Users and groups in the left navigation.

Click Add user.

Locate each of the users and/or groups in the list, then click Select to grant
access to the LastPass app.

uhobd

Home > LogMeln USA Inc. » Enterprize applications - All applications > LP EU A1 - Users and groups
@ LP EU Al - Users and groups

Entenprse Applcation
w . A =T B SRy - siale ==
T Adduser § Edit [0 Remove o Update Credentials == Columns

HL Overview
0 The application will appear on the Access Panel for assigned users. Set ‘visible to users?' 4

I} Deployment Plan
| First 100 shewn, to search all users 8 groups, enter a display name

#. Diagnose and solve problems
Display Mame Object Type
Manage
Mo application assignments found

1" Properties

L8 Qwners

FA Users and groups I

3 Single sign-on

2 Pravisioning
Application proxy

0 Self-service

Security

Step #8: Set up Multifactor Authentication on Azure AD (optional)

If desired, you can set up Multifactor Authentication at the Azure AD (Identity
Provider) level.
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You're all set!

You have successfully set up your LastPass Enterprise or LastPass Identity account to
use federated login with your Azure Active Directory. All of your newly populated
federated users will receive a Welcome email informing them that they can now log in
to use LastPass. Please note that your LastPass users must log in using the LastPass
web browser extension in order to use federated login for their Azure AD account
with LastPass.

e To learn more about deploying the LastPass web browser extension to your
organization, please see Install LastPass Software Using the Admin Console.

e To see your end users' experience, please see Federated Login Experience for
LastPass Users.

e If your end users have linked personal accounts associated with their federated
login account, please see How do | verify my linked personal account?

e To convert a non-federated user to a federated user, please see How do
| convert an existing LastPass user to a federated (Azure AD) user?

Troubleshooting & Tips

e |tis required that you enable the “Permit super admins to reset Master
Passwords” policy for at least 1 LastPass admin (who is also a non-federated
admin) in the LastPass Admin Console. This ensures that all LastPass user
accounts can still be recovered (via Master Password reset) if a critical setting
is misconfigured or changed for federated login after setup is complete.

Contact Us

If you have not started a LastPass Enterprise or LastPass ldentity trial, please contact
our Sales team at lastpass.com/contact-sales for more information.

For additional help, please see Set Up Federated Login for LastPass Using Azure
Active Directory, and if desired, select a contact option at the bottom of the article.
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https://support.logmeininc.com/lastpass/help/install-lastpass-software-using-the-admin-console-lp010069
https://support.logmeininc.com/lastpass/help/federated-login-experience-for-lastpass-enterprise-users-lp010056
https://support.logmeininc.com/lastpass/help/federated-login-experience-for-lastpass-enterprise-users-lp010056
https://support.logmeininc.com/lastpass/help/how-do-i-verify-my-linked-personal-account
https://support.logmeininc.com/lastpass/help/how-do-i-convert-an-existing-lastpass-enterprise-user-to-a-federated-azure-ad-user
https://support.logmeininc.com/lastpass/help/how-do-i-convert-an-existing-lastpass-enterprise-user-to-a-federated-azure-ad-user
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://www.lastpass.com/contact-sales
https://support.logmeininc.com/lastpass/help/how-do-i-set-up-federation-services-for-my-lastpass-enterprise-account-using-azure-active-directory
https://support.logmeininc.com/lastpass/help/how-do-i-set-up-federation-services-for-my-lastpass-enterprise-account-using-azure-active-directory
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