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Introduction

Bluetooth® has become a Standard feature in all
smart phones and tablets allowing communication
with Bluetooth enabled headphones, speakers,
cameras, watches and other devices. With so
many devices in operation, pairing your phone to
the correct device can be troublesome. Pairing
the device with your smart phone or tablet consists
of setting the Bluetooth enabled device into
discoverable mode, generally by pressing and
holding a button for an extended period, then
inquiring for devices within range on your phone
or tablet and selecting your device from a
potentially long list.

The Bluetooth Special Interest Group (SIG)
defines “secure simple pairing” with four different
association models. One of these models uses
out of band (00B) channels such as near field
communication (NFC). NFC can be used to simplify
and enhance the user experience by removing the
need for the inquiry process and also allowing
for a specific application to be opened after
reading the NFC message. The NFC Forum™

and Bluetooth SIG have collaborated on an
application document titled “Bluetooth Secure
Simple Pairing using NFC” which provides
examples and solidifies the message formatting
for out of band pairing using NFC. This paper will
discuss how the information in the NFC Forum/
Bluetooth SIG document can be utilized with
Texas Instruments (Tl) RF430CL330H dynamic
NFC transponder to allow for a seamless
pairing process.
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Simplifying the Bluetooth®
pairing experience using a
dynamic NFC transponder

RF430CL330H dynamic transponder

The RF430CL330H is an NFC type 4B transponder which also implements an I°C and SP! interface.
This allows a connected host microcontroller to update the 3k bytes of SRAM memory available
for the NDEF message. All NFC protocol handling is implemented in the ROM code of the device,
which means that the developer must only implement configuration of the device and the NDEF
message data structure, which speeds their time to market. An interrupt pin is also available to in-
dicate to the host controller when the NDEF memory has been written to or read from. As you can
see in the schematic (Figure 1), there are minimal external components required for the dynamic
tag functionality. For a Bluetooth enabled product utilizing NFC for simplifying the connection and
pairing process, the RF430CL330H offers significant benefits from a standard passive tag, which
does not implement any wired interface:

e Not required to program tag over the air in manufacturing environment
e [2G/SPI communication interface offers more interaction with the host controller
(wake up host, turn on Bluetooth radio, etc.)
e |C and antenna coil can be added directly to existing PCB for lowest cost implementation

C3 |, 1uF
VIN 3.3V
C1 IJ‘I uF
S
RF430CL330H 5
= ANT1
) 1 Vce Vss 14 I|.
S |Lc 5| ANT! Veore |- MOSVSDA
©
T sl wosson EURED e
Q 5 10 SCK
= EO SCK
c 6 9Cs
< 7| El CS '8 INTO R2 | 0.47uF
‘ E2 INTO 4.7K | 4.7K H
-Q 1 GND —= — GND
= E .
EE Icg Veo. 3.3V
<< —
External Antenna
*C5 value dependent upon antenna coil inductance

Figure 1: RF430CL330H schematic (I°C Mode)
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PC communication [°C mode is selected when the CS pin is tied to ground at power up. The 7-bit I°C address contains the four upper
interface bits hard coded to 0x0101, and the lower 3 bits programmed by the state of the EO, E1 and E2 pins.
Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
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Figure 3: FC write access

For a data write access, the device is addressed using the specified I°C device address with the R/W =0
followed by the upper 8 bits of the first address to be written and the lower 8 bits of that address. Immediately
after that (without a repeated start), the data to be written starting at the specified address is received. With each
data byte received the address is automatically incremented by 1. The write access is terminated by the STOP

condition on the I°C bus.
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Typical usage
scenario
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Figure 4: FC read access

For a data read access, the device is addressed using the specified device address with the R/W=0

followed by the upper 8 bits of the first address to be written and then the lower 8 bits of that address.
Afterwards a repeated start condition is expected with the I°C device address and R/W=1. The device will then
transmit data starting at the specified address until a non acknowledgment and a STOP condition is received.

A typical usage scenario is as follows:

1.
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Write capability container and message(s) into the NDEF memory (starting from address 0) via
the serial interface.

. Enable interrupts for End of Read and End of Write.

Configure the interrupt pin INTO as needed and enable the RF interface.

Wait for interrupt signaled via INTO pin.

When interrupt is triggered, disable RF interface.

Read interrupt flag register to determine interrupt source(s).

Clear interrupt flags. INTO should go back into inactive state.

Read and modify NDEF memory as needed.

Enable RF interface again (keeping INTO settings unchanged) and continue with “Wait for interrupt” loop.
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The capability container and NDEF message should be formatted as shown in the code snippet below for an
example Bluetooth 00B connection handover.

unsigned char NDEF Application Data[] =
{
//NDEF Tag Application Name

0xD2, 0x76, 0x00, 0x00, 0x85, 0x01, 0xO01,
//Capability Container ID

0xE1l, 0x03,

//Capability Container
0x00, 0xOF, //CCLEN
0x20, //Mapping version 2.0

0x00, 0x3B, //MLe (49 bytes); Maximum R-APDU data size

0x00, 0x34, //MLc (52 bytes); Maximum C-APDU data size

0x04, //Tag, File Control TLV (4 = NDEF file)

0x06, //Length, File Control TLV (6 = 6 bytes of data for this tag)
0xEl, 0x04, //File Identifier

0x0C, 0x02, //Max NDEF size (3072 bytes)

0x00, //NDEF file read access condition, read access without any security

0x00, //NDEF file write access condition; write access without any security
//NDEF File ID
0xE1l, 0x04,

0x00,
0xD2,
0x20,
0x21,
0x61,

0x44, NLEN; NDEF length (68 byte long message)
//MB=1b, ME=1b, CF=0b, SR=1b, IL=0b, TNF=010b
//Record Type Length: 32 octets

//payload length: 33 octets;
0x70, 0x70, 0x6C, 0x69, 0x63,
0x6E, 0x64, 0x2E, 0x62, 0x6C, 0x75,
0x65, 0x70, O0x2E, Ox6F, Ox6F, 0x62,
tooth.ep.oob

0x21, 0x00, //00B optional data length: 33 octets

0x06, 0x05, 0x04, 0x03, 0x02, 0x01, //bluetooth device address:
01:02:03:04:05:06 (example address only)

0x0D, //EIR Data Length: 13 octets

0x09, //EIR Data Type: Complete Local Name
0x48, 0x65, 0x61, 0x64, 0x53, 0x65, 0x74, 0x20,
Bluetooth Local Name: HeadSet Name

0x04, //EIR Data Length:
0x0D, //EIR Data Type:
0x04, 0x04, 0x20, //Class of Device:
Audio, 0x04:Major

0x61, 0x74, 0x6F, O0x6E, 0x2F, 0x76,
0x65, 0x74, 0x6F, 0x74, 0x68, O0x2E,
//Record Type Name: application/vnd.blue

0x69,
0x6F,

0x4E, 0x61,0x6D, 0x65, //
4 octets

Class of device

0x20:Service Class=

0x04:

Device Class=Audio/Video, Minor Device Class=Wearable

Headset Device

0x05, //EIR Data Length: 5 octets
0x03, //EIR Data type: 16-bit Service Class UUID list (complete)
0x1E, 0x11l, 0x0B, 0x11l //16-bit Service Class UUID list (complete) ;0x111E —
HFP-HF, 0x011B — A2DP-SNK
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With the °C/SPI interface to a host controller, TI's RF430CL330H dynamic NFC transponder allows for a
simplified method of programming an NFC transponder for out-of-band pairing for Bluetooth. The addition of an
interrupt pin provides the host controller with additional information which can be used to trigger different actions
such as turning on the Bluetooth radio or allowing a specific process to start. While this paper discusses just one
of the applications for which the RF430CL330H transponder is well suited, this is a versatile device that offers
opportunities for other NFC applications, typically not possible with standard, passive NFC transponders.

For additional details on TI's NFC products, please visit www.ti.com/nfc.

Resources  Biuetooth Secure Simple Pairing Using NFC:
http://www.nfc-forum.org/resources/AppDocs/NFCForum_AD_BTSSP_1_0.pdf

RF430CL330H Datasheet: www.ti.com/lit/slas916

Important Notice: The products and services of Texas Instruments Incorporated and its subsidiaries described herein are sold subject to Tl's standard terms and conditions of sale.
Customers are advised to obtain the most current and complete information about Tl products and services before placing orders. Tl assumes no liability for applications assistance,
customer’s applications or product designs, software performance, or infringement of patents. The publication of information regarding any other company’s products or services does
not constitute Tl's approval, warranty or endorsement thereof.

The platform bar and Bluetooth are trademarks of Texas Instruments. E010208

All other trademarks are the property of their respective owners.
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, enhancements, improvements and other
changes to its semiconductor products and services per JESD46, latest issue, and to discontinue any product or service per JESDA48, latest
issue. Buyers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All semiconductor products (also referred to herein as “components”) are sold subject to TI's terms and conditions of sale
supplied at the time of order acknowledgment.

Tl warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI's terms
and conditions of sale of semiconductor products. Testing and other quality control techniques are used to the extent Tl deems necessary
to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not necessarily
performed.

Tl assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.

Tl does not warrant or represent that any license, either express or implied, is granted under any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI components or services are used. Information
published by TI regarding third-party products or services does not constitute a license to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual property of the
third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of significant portions of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration
and is accompanied by all associated warranties, conditions, limitations, and notices. Tl is not responsible or liable for such altered
documentation. Information of third parties may be subject to additional restrictions.

Resale of TI components or services with statements different from or beyond the parameters stated by Tl for that component or service
voids all express and any implied warranties for the associated TI component or service and is an unfair and deceptive business practice.
Tl is not responsible or liable for any such statements.

Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of Tl components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards which
anticipate dangerous consequences of failures, monitor failures and their consequences, lessen the likelihood of failures that might cause
harm and take appropriate remedial actions. Buyer will fully indemnify Tl and its representatives against any damages arising out of the use
of any Tl components in safety-critical applications.

In some cases, Tl components may be promoted specifically to facilitate safety-related applications. With such components, TI's goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.

No TI components are authorized for use in FDA Class Il (or similar life-critical medical equipment) unless authorized officers of the parties
have executed a special agreement specifically governing such use.

Only those Tl components which Tl has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components
which have not been so designated is solely at the Buyer's risk, and that Buyer is solely responsible for compliance with all legal and
regulatory requirements in connection with such use.

Tl has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, Tl will not be responsible for any failure to meet ISO/TS16949.
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