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Disclaimer

This presentation outlines our general product direction and should not be relied on in making a
purchase decision. This presentation is not subject to your license agreement or any other agreement
with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or to
develop or release any functionality mentioned in this presentation. This presentation and SAP's
strategy and possible future developments are subject to change and may be changed by SAP at any
time for any reason without notice. This document is provided without a warranty of any kind, either
express or implied, including but not limited to, the implied warranties of merchantability, fithess for a
particular purpose, or non-infringement. SAP assumes no responsibility for errors or omissions in this
document, except if such damages were caused by SAP intentionally or grossly negligent.
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SAP In-memory computing
and SAP HANA



Breakthrough innovation with in-memory computing

In-memory computing is a technology that analyzes massive quantities of data in local memory
so that the result of complex analysis and transactions is available at your fingertips
— and business decisions can be executed without delay

e /

Breakthrough analytics Amazing new applications Dramatic simplification
Deliver real-time insight and Drive rapid innovation and Reduce complexity to
manage ‘big data’ meet strategic challenges with lower cost and accelerate
with SAP HANA a new wave of in-memory value delivery from IT

business applications
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In-memory computing orchestrates technology innovations

Software and hardware innovations now make it possible to deliver on SAP’s vision
of a real-time enterprise with in-memory business applications

SAP software technology innovations
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Column store Compression No aggregates Partitioning

Hardware innovations
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SAP In-memory strategy

“Transformation”

“Innovation® /
“Introduction” /

Side-by-Side Primary Persistence One Store
SAP HANA real-time SAP BW powered by SAP SAP Business Suite optimized
operational analytics HANA for in-memory computing
Capabilities Complete Bl Suite with Bl 4 runs SAP HANA platform for in- SAP HANA only persistence
on SAP HANA memory apps layer for SAP Business Suite

Further optimization of Bl 4 Suite
for SAP HANA

Industry and LOB Analytic Apps

Benefits Flexible real time analysis of Primary persistence and Reduced landscape complexity
operations on detail level optimized for SAP BW Value chain transformation

This is the current state of planning and may be changed by SAP at any time.
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Traditional security architecture
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SAP HANA scenarios

HANA as persistence Data-mart scenarios
“classical” architecture analytics only
e.g. BW on HANA e.g. analytics on replicated data from ERP
SAP GUI

Bl Client

Client

Business Objects
Enterprise (BOE)

Application Server

SAP HANA SAP HANA

Replication
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SAP HANA security

Security approach



SAP HANA — security approach
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SAP HANA security

Security architecture and functions



SAP HANA — security architecture

Application Server 31d Party

A Bl Client

SQL
MDX

XSEngine
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Database
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SAP HANA
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SAP HANA - authentication and single sign-on

User name and password
— Password policy
Kerberos

— Incl. delegation

SAML

— Bearer token XSEngine

Authentication/

: S D
SSO Services Analytical 'l App

Framework
Cryptography

Identity Store

Logging
Framework
Security
Administration

SAP HANA Database
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SAP HANA —user and role management

Privileges control what users can do
Privileges or roles can be assigned to users

Roles are used to bundle and structure privileges
— E.g. business roles (Modeler)
— Role hierarchies

XSEngine

Authentication/
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SAP HANA Database

Logging
Framework
Security
Administration
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SAP HANA - authorization framework

System privileges: Authorize execution of administrative actions
SQL privileges: Authorize access to data and operations on database objects

Analytical privileges: Authorize read access on views at run-time; row-level access based on
dimensions of the respective view (analytical, calculation, attribute)

Repository privileges: Authorize access in the repository (modeling) at design time

XSEngine
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Security
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SAP HANA Database
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SAP HANA — secure communication and encryption

Communication encryption
— SSL

Encryption at rest
— On the roadmap

XSEngine
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SAP HANA - audit logging (I)

Logging of critical events for security and compliance
— Users/roles

— Authorization

— Configuration

Data access logging

— On the roadma :
- XSEngine
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SAP HANA — audit logging (1)

Audit logging infrastructure
Creates audit trails
— Logging of successful and unsuccessful events
Audit policies

Audit logging of critical events
Create/drop user/role
Create/drop analytic privilege
Grant/revoke SQL/system/analytic privilege
Grant/revoke role
Enable/disable audit policy
User connects to the database
Configuration changes
License key installation

© 2012 SAP AG. All rights reserved.
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SAP HANA — security administration

Security management and administration via SAP HANA Studio
— Authentication policies
— User/role management etc.

SQL interface for user/role management
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Framework
Security

Database
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SAP HANA
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SAP HANA - application services (l)

Rationale:
Enable application development and deployment — minimize “layers’

For applications with an http-based Ul (browser, mobile apps)

Applications run directly on SAP HANA, without an additional external
application server => minimizes TCO

Leverages the built-in strengths of the SAP HANA database for the best
possible performance

Browser

HANA XS

SAP HANA
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SAP HANA - application services (ll)

Application services security is based on the SAP HANA database security model

Authentication and single sign-on
User name/password (HTTP Basic Authentication)
SAML, SPNego (Kerberos) and SAP Logon Tickets on roadmap

User and role management
Based on SAP HANA database user management

Authorization
Based on SAP HANA database authorization system

Secure communication and encryption
SSL support (server authentication)
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SAP HANA security

Data center integration and compliance



SAP HANA — data center integration

SAP HANA supports standard interfaces to enable integration with customer security network
and datacenter infrastructures

Secure set-up of SAP HANA appliance and network integration

_______________________________

Single-Sign On | * Integration into standards-
Infrastructure ~ based SSO infrastructure,
SENNES. o (. MS-ADS
__________ ldentity
Management | Kerberos R Logging
Infrastructure | SAML - LiEsineLE
Integration with existing Database audit trail
provisioning solutions SQL syslog written to standard
Out-of-the-box connector for syslog infrastructure
SAP NetWeaver |dM SAP HANA

SQL interface for integration
with other IdM solutions
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Summary



Summary

SAP HANA comes with security features that allow implementation of different security policies
SAP HANA is used in different scenarios

Security architecture of the scenario determines security approach
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Further Information

SAP Public Web

http://help.sap.com/hana appliance -> Security Guide | T —
http://experiencehana.com "

? SAP HAMA Database ?
- User Administrati nd Authenticat

- —| User Iy 9’
s 1

In vir e 154

Aul 1’

Concept of the SAP HANA Databs S

nnnnn

o Bl
Py o P

for Activated OBJECS ...t 2O
Network ommunication Security........ . 2
BN SECUFY evrr oo eresseses e 2

Secure communication '3%1
Vol A T 0 0 SR AN g e A MLt

Watch SAP TechEd Online
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Feedback

Please complete your session evaluation for SIS201.

Contact information:
Andrea Kristen (andrea.kristen@sap.com),
Holger Mack (holger.mack@sap.com)
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express
permission of SAP AG. The information contained herein may be changed without prior notice.

Some software products marketed by SAP AG and its distributors contain proprietary software components of
other software vendors.

Microsoft, Windows, Excel, Outlook, PowerPoint, Silverlight, and Visual Studio are registered trademarks of
Microsoft Corporation.

IBM, DB2, DB2 Universal Database, System i, System i5, System p, System p5, System x, System z, System
710, z10, z/VM, z/OS, OS/390, zEnterprise, PowerVM, Power Architecture, Power Systems, POWER?7,
POWERG6+, POWER6, POWER, PowerHA, pureScale, PowerPC, BladeCenter, System Storage, Storwize,
XV, GPFS, HACMP, RETAIN, DB2 Connect, RACF, Redbooks, OS/2, AlX, Intelligent Miner, WebSphere,
Tivoli, Informix, and Smarter Planet are trademarks or registered trademarks of IBM Corporation.

Linux is the registered trademark of Linus Torvalds in the United States and other countries.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are trademarks or registered trademarks of Adobe
Systems Incorporated in the United States and other countries.

Oracle and Java are registered trademarks of Oracle and its affiliates.
UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame, and MultiWin are trademarks or
registered trademarks of Citrix Systems Inc.

HTML, XML, XHTML, and W3C are trademarks or registered trademarks of W3C®, World Wide Web
Consortium, Massachusetts Institute of Technology.

Apple, App Store, iBooks, iPad, iPhone, iPhoto, iPod, iTunes, Multi-Touch, Objective-C, Retina, Safari, Siri,
and Xcode are trademarks or registered trademarks of Apple Inc.

IOS is a registered trademark of Cisco Systems Inc.

RIM, BlackBerry, BBM, BlackBerry Curve, BlackBerry Bold, BlackBerry Pearl, BlackBerry Torch, BlackBerry
Storm, BlackBerry Storm2, BlackBerry PlayBook, and BlackBerry App World are trademarks or registered
trademarks of Research in Motion Limited.
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Google App Engine, Google Apps, Google Checkout, Google Data API, Google Maps, Google Mobile Ads,
Google Mobile Updater, Google Mobile, Google Store, Google Sync, Google Updater, Google Voice,
Google Mail, Gmail, YouTube, Dalvik and Android are trademarks or registered trademarks of Google Inc.

INTERMEC is a registered trademark of Intermec Technologies Corporation.
Wi-Fi is a registered trademark of Wi-Fi Alliance.

Bluetooth is a registered trademark of Bluetooth SIG Inc.

Motorola is a registered trademark of Motorola Trademark Holdings LLC.
Computop is a registered trademark of Computop Wirtschaftsinformatik GmbH.

SAP, R/3, SAP NetWeaver, Duet, PartnerEdge, ByDesign, SAP BusinessObjects Explorer, StreamWork,
SAP HANA, and other SAP products and services mentioned herein as well as their respective logos are
trademarks or registered trademarks of SAP AG in Germany and other countries.

Business Objects and the Business Objects logo, BusinessObjects, Crystal Reports, Crystal Decisions, Web
Intelligence, Xcelsius, and other Business Objects products and services mentioned herein as well as their
respective logos are trademarks or registered trademarks of Business Objects Software Ltd. Business Objects
is an SAP company.

Sybase and Adaptive Server, iAnywhere, Sybase 365, SQL Anywhere, and other Sybase products and services
mentioned herein as well as their respective logos are trademarks or registered trademarks of Sybase Inc.
Sybase is an SAP company.

Crossgate, m@gic EDDY, B2B 360° , and B2B 360° Services are registered trademarks of Crossgate AG
in Germany and other countries. Crossgate is an SAP company.

All other product and service names mentioned are the trademarks of their respective companies. Data
contained in this document serves informational purposes only. National product specifications may vary.

The information in this document is proprietary to SAP. No part of this document may be reproduced, copied,
or transmitted in any form or for any purpose without the express prior written permission of SAP AG.




