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The basics

= Policy, regulation and guidance is the
foundation of Army operations.
Although Social media is still a new and
evolving communication tool, it is not
without it's own set of policies and
guidelines.

= The Army’s social media Slideshare
site is an invaluable source of social
media information and guidance. The
site offers operating procedures,
memorandums and a variety of other
tools.

Social Media Fact . . .
Standing operating procedures, memorandums, = This edition of the Social Media

regulations and guidance. You can find it all at Roundup will breakdown and discuss
the Army’s slideshare site: the major social media documents and
highlight the main takeaways.
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DTM 09-026

= DTM 09-026 paved the way for Army
social media. It laid the groundwork for
what has become a powerful and
effective social media communication
strategy.

= Major takeaways of DTM 09-026:

» The DoD DTM opens up access to social
media platforms across the NIPRNET.

= Restrictions to social media sites are
authorized but should only be done
“temporarily” and restrictions must
be commensurate with the risks. That means
commanders still have the authority to shut
down social media access but they must have
a clear justification, and if they consider a
long-term restriction, the risk needs to justify
it.

=  Public Affairs Officers should be aware of
official social media presences but don’t have
ultimate responsibility for every one.

B0 &4

http://slidesha.re/bVpWO0G

4 WWW.ARMY.MIL

m THE OFFICIAL HOMEPAGE OF THE UNITED STATES ARMY



http://slidesha.re/bVpW0G�

DEPARTMENT OF THE ARMY
OFFICE OF THE CHIEF OF PUBLIC AFFAIRS
OMILINE AND SOCIAL MEDLA DIVISION
1500 ARMY PENTAGON
WASHINGTON DC 203011500

(01 November 2010

SUBIECT: Standardizing official U.S. Army extemal official presences {social media)

I. References:
a. Secretary of the Army Memorandum — Delegation of Authority — Approval of External
Official Presences, 21 Oct. 2010
b. Directive Type Memorandum DTM 08-026, Responsible and Effective Use of Internet
Based Capabilities, 25 February 2010
¢, CIO¥GH Memorandum, Responsible Use of Internet Based Capabilities, 2010

2. The purpose of this memarandum is to standardize Army-wide External OfTicial Presences
{EQPs) (aka social media sites).

3. 1AW Delegation of Authonty memorandum (referenced above) commands are authorized o
establish EOPs,

4. U5, Army Family Readiness Groups may establish an official presence with the approval of
their command, It 15 possible the unit’s efficial page also serves the dual purpose as a platform
fon 115 Family Readiness Group to disseminate information. however, if the command elects 1o
have separate pages they must adhere o the same standards,

3. AILLS, Army BEOPs, o include pages on Facebook, Twitter, Flickr, YouTube, blogs and any
wther platform must adhere o the following standards:

. must be categorized as o government page

b. include the Commander approved names and logos (i.e. 1" Brigade, 25" Infaniry
Divigion [Family Readiness]). not nickname nor maseot (i,e not the “dragons”)

c. hmm‘ling {official name and Itsgm‘h across all social media pl;lIFnrms {i.c. Facchook,
Twitter) are uniform

d. include a statement acknowledging this is the “official [Facebook] page of [enter your
unil o organizations name here] [Famnily Readiness]”

e. Facebook pages must default 1o the “Just [vour unit or organization’s]"™ on the wall (Do
this by selecting “edit page,” then “manage penmissions.” Drop down under the “wall
tabs page” and select “only post by page”). This results in command infommation being

http://slidesha.re/dkQ7ul
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Standard Operating
Procedure

This standard operating procedure
deals specifically with standardizing
Army-wide external official presences to
include Facebook, Twitter, Blogs,
YouTube, etc.

Major takeaways:

» All external official presences must adhere to
list of established standards.

» The Office of the Chief of Public Affairs has
the right to deny any page during the approval
process if one or more of these guidelines are
not followed.

= All social media presences must be registered
through the Army at
www.army.mil/socialmedia

= U.S. Army Family Readiness Groups may
establish an official presence with the
approval of their chain of command.
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Delegation of Authority

= This regulation delegates the authority
to approve the establishment of
external official presences.

= Major takeaways:

» This regulation clarifies who can approve
external official presences.

= This regulation includes the authorization of
social networking services and other
collaborative tools.

= Unless prohibited, individuals responsible for
approving external official presences can re-
delegate authority to a subordinate general
officer or member of the senior executive
service.

http://slidesha.re/dkQ7ul
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Strategy Guides

» The U.S. Army Social Media
Slideshare site houses
downloadable social media
strategy guides for all the
major platforms.

» These documents details
what the Army aims to
achieve by using these
platforms and helps
organizations get a better
feel for what right looks like.

» Guides include strategy for:
= Facebook
= Twitter
= YouTube
= Flickr
= Blogs
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OPSEC guidance

OPSEC is always a primary
concern among leadership.

It's important to know that
social media is a quickly
evolving means of
distributing information and
that means OPSEC is more
important than ever before.

This document offers basic
OPSEC guidelines for Social
media and it too can be
found on the Slideshare site.
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OPSEC AND SoclaL NETWORKING SITES

SOOI L NETWORKIMG SITES (5ME), like Facebook® and Twitter®, are softwars applications that connect
peaple ard Information in spontareous, Interactive ways, While SKS can be useful and fun, they can
provide adversaries, such as terrorists, spies and criminals, with critical information needed to harm
wou ar disrupt your mission, Fracticing Operatiens Security (OFSEC) will help vou to recognize your

critical information and protect it from an adversary. Here are a Few Safeny Tips To get you sparted,

Personal Information

Do yous:

— Kpap sensiiiva, workrelaied nformation COFF
o profika?

— Kpap your plans, schedules and keaion data
10 yoursali?

— Prates tha names ard infarmation of
cawarkars, frenas, and family mambers?

Tell fiends to ba careful when posting photos
ard infarmation abowt you and your family?

Posted Data

Before posting, did you;

— Chack all phosos for indicatons in the
hackgraund or refleciie surfaces?

Check filenames and fie tags for sensihe data
[yaur name, crganization o other detais)?

Passwonds

Aure they:
— Uniqua fram your other online passwords ™
Sufficiently hard o guess?

Adequately prajected {rol shaned or grean
away]?

SAFETY CHECKLET

Sattings and Privacy

Did wour:

— Canafully lnok for and 581 all your privacy and
shourity optians?

— Dwiprmire Bath your prodile ard seanch
wisibality 7

— Sort “fiards’ iren groups and netaarks, and set
ACCRSS PRIMISSIONS accordingly™
‘Werify through other channels that a “friend”
reques! was aciually from your Siend?

Add “urirusted” pecple o the group with the
owast permissians and accesses?

Security
Remember ra;
Keep your artkvirus sofware updabed.

Besware of lirks, dowrleads, and attachmenis
st as you would ine-mails.

— Beware ol “apps” ar pluging, whick am oflen
waritten by urkrawn third parties wha might use
them w0 acosss your data and friends.

— Loak for HTTPS and the lock ican thal indicate
aclive transmission securily bafore logging in or
artaring sensilive dals [especially when usirg
wi-fi hotspots)

THeK BEFORE vOU pOsT! Remember, your information could become public at any time due to hacking,

conliguration ermard, Lodial enginearing of the butiness practice of elling or sharing user data. Foar
mare information, visit the Interagency OPSEC Support Stafi™s website.

http://slidesha.re/c|FKx1
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Planning documents

U, Arriy Sacial Media Strategy for the week of: _ Week
Moneday Tuesday Wednesday Thursday Friday
Thiome: CuEsEan Fac bk featusne Skaring staries Wiomen's Equality Doy solders and Familes
1 H anline
u P OStI n g CO nte nt to SOC I al LOE: Strategic Environment Equip and Train Equip and Traim Strategc Ermironment Soldiers & Families
- Flickr: Full 3-5 photos from variows Pull 3.5 phatas from Pull 2.5 phatos fram Pull 3.5 phatos Full 3.5 photos highlighting
m ed I a p I atfo rm S S h 0 u | d n Ot sifrs various sites warous stes highhghting women imthe  Military families
Ay
- - - Flatoal day:  “Corvoy Fights off Insurgent “Thie wall Hanger" “In the Early Marning “Don't Look Down® 6,086 SclderfFamily Oriented
be a I aSt m I n ute d eC I S I 0 n Ambush” 6075 total wiews 7,373 total views Light" 3 BBE total views | total wiews
.
Fost bk AL Phaata af the Dy AL Phato of the Dy #1: Phaotos of thes Dy AL: Phato of the Day AL: Phobo of the Dy
. . Al AZ: Cuestion: “Army #2: Highlight "Ft. Benning”  #2: G/'B Video (armvy H2: Women in Amry #2: Family Tour BCT
Irespiration” {over 1,450 H4: Promate &rmy Videcs | Modemizabon) History farmrg. i womend | (anmymil feature]
= To maximize the | e e B o e o e N
#3: Ginthplace af Natianal Erquality Dy Winman 5oldiar Ini supporting Military Family
effectiveness of a social I b
Tweels A1: Fhoto of the Day H1: Photo of the Da’; I1 Photo of the Cay Hl Pl'vobooilhz_'t_; l'l “hata af the Day
. . Ly #1: A2 Triwiaa 7 Care Values [ouer H2: e
med la Cam pa|gn It's a2 reapanes) penning) )5, Army Social Medla Strategy: October 6, 2010 MOH
) = A3 Quiestion: “Anmy A3 Prod
Ircplration” {over 25 er T | Theme: Medal of Honor raciment S50 Aabest Miler
important to plan ahead B s - ———
' e Rt S e e
. . . mspiration {Armey T Fomia {ewcluging Official MOH pasfer]
. : . R
= The Online and Social Media | s oo s Pk 1 ot e Ot o)
Fascebook posi 2: Stall Sergeant Miler's extrmordinary valor ulimalely saved the ves of
. . . . gn - — seven memiers of his o fearm and 1§ d-hﬁdﬂNdnmaMl?ﬂy Seldiers in Barkawt,
Cimal: o educate & engage with Ter prcimy Atghanistan, Wislt ta leam move abeul 556G
DIVISIOn useS SpeCIfIC audienoe initiative MiNer s fo wisw the baarua:qne - & widio fe-cragbion of his acts of heraiam and
p— salllagzness.
- Measure af FB: 3 pasts; 629 lkes, 120 F8: 3 poe merg S50 Robert Mier gradugbed from the 4
documents to p|an for MAJOr | Fecieies oo o e ot Gotos o 3 004 S P
Twitler: A twesls; A2 re-tweels | Twiller: g&"mms n;fﬁm,jmﬁw?&ﬁiﬁ; E;ET:AE?;‘M:‘W stcg
Blog: 3148 page views [t ita)
Arl I Iy eve ntS . It al SO p I an S B 31 Twlttar: #LISAmmy Fhoto of the Day: "Weak! of Honor™ Aozl jebgmysE. Today, President

Obama wil posthumousiy awand ihe Medal of Honar

social media strategies for Vit ik e et 50 M

Iy ferszs: Pz Fives smiruifes, SSGW.\S um’u:pnst:\ust awvarded e Meds of Hanor.
Walch the ceremany hiir

e aC h We e k . Speating of #USAMTy SS5 Miler, Fresident Obama said, “The cauvage he diplayed

ihat diay rellacts svery wirue it defines fis i~

Prasident Obams fo #USAmmy 5556 MWers Family: You gave your only son fa Amenca

» These templates are B

Blog: Repuposed Army's STAND-To! inclded hypeinks fo STAND-TO!, microsie, and
Fiigkr page (MOH phata sl

available on the Slideshare oy S T

Live giresarm of White Houss carsmony featured on Army.mi Homepage
site.
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Presentations

» There are multiple audiences
interested in using social
media. In addition to Army
units and commanders, other
entities like Family Readiness
Groups often request
information about social
media.

» The Slideshare site maintains
over a dozen social media
presentations that can be
downloaded and repurposed.

= These slide decks are
designed and presented by
the Online and Social Media
Division. What you can learn from the Reddit community
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I Outreaching Internet Communities
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Conclusion

= Social media guidance is just a click away.
The Army’s Slideshare site is an excellent
resource. It provides social media
regulations, memorandums, guidance, best
practices, and presentations — all in one
spot.

= Users can also find more social media
guidance on the DoD Social Media Hub.
This site was designed to provide social
media guidance from all branches of the
military.

= Social media is an exciting space, but
operating within the regulations and
established policies can mean the
difference between a successful social
media campaign and a public relations http://socialmedia.defense.gov/
nightmare.
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Contact information

Have gquestions? Please feel free to
reach out to us at the Online and
Social Media Division

Email:
Ocpa.osmd@us.army.mil
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