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Introduction to GMS

SonicWall® Global Management System (GMS) is a Web-based application that can configure and manage
thousands of SonicWall firewall appliances and NetMonitor non-SonicWall appliances from a central location.

SonicWall GMS is:
e easy to install
e easy to configure
e easyto license
e easy to add devices to
e easy to monitor and manage your GMS instances using Intelligent Platform Monitor (IPM)

GMS can be used as a Management Console in an Enterprise network containing a single SonicWall appliance,
and it can also be used as a Remote Management System for managing multiple unit deployments for Enterprise
and Service Provider networks consisting of hundreds and thousands of firewalls, Email Security appliances, and
Secure Mobile Access (SMA) appliances. This dramatically lowers the cost of managing a secure distributed
network. GMS does this by enabling administrators to monitor the status of and apply configurations to all
managed SonicWall appliances, groups of SonicWall appliances, or individual SonicWall appliances. GMS also
provides centralized management of scheduling and pushing firmware updates to multiple appliances and to
apply configuration backups of appliances at regular intervals.

GMS provides monitoring features that enable you to view the current status of SonicWall appliances and
non-SonicWall appliances, pending tasks, and log messages. It also provides graphical reporting of firewall, SMA,
and Email Security (ES) appliance and network activities for the SonicWall appliances. A wide range of
informative real-time and historical reports can be generated to provide insight into usage trends and security
events.

Network administrators can also configure multiple site VPNs for SonicWall appliances. From the GMS user
interface, you can add VPN licenses to SonicWall appliances, configure VPN settings, and enable or disable
remote-client access for each network.
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Installing GMS

Before You Begin

Installing the GMS OVA File

Setting Up the Network Configuration

Configuring the System

Setting the Install Mode

Registering GMS

Adding Devices
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Before You Begin

Review these sections for information before installing your SonicWall GMS Virtual Appliance:
e System Requirements

e Installation Quick Start

System Requirements

The SonicWall GMS Virtual Appliance comes with a base license to manage either 5, 10, or 25 nodes. You can
purchase additional licenses on MySonicWall. For more information on licensing additional nodes, visit:
https://www.sonicwall.com/en-us/support/contact-support/licensing-assistance.

To determine the hardware requirements for your deployment, use the Capacity Planning Tool at
https://www.sonicwall.com/en-us/products/firewalls/management-and-reporting/global-management-system.

System Requirement Minimum Requirements

SonicWall GMS Virtual Appliance ESXi 6.5

A CPU greater than quad core level

16 GB RAM (more is recommended for increased performance)

250 or 950 GB available disk space (depending on number of devices)
thick provisioning

NOTE: GMS is not supported as a VMware virtual machine running in a
cloud service, such as Amazon Web Services EC2.

Hard Drive e Spindle Speed: 10,000 RPM or higher
e Cache: 64 MB or higher
e Transfer rate: 600 MBs or higher
e Average Latency: 4 microseconds or lower
Java e Java 8.0 plug-in
Browser e Google Chrome 42.0 and higher (recommended browser for
dashboard real-time graphics display)
e Mozilla Firefox 37.0 and higher
e Microsoft Edge 41 or higher
e Microsoft Internet Explorer 10.0 and higher
NOTE: Internet Explorer version 10.0 in Metro interfaces of Windows 8 is
currently not supported.
NOTE: When using Internet Explorer, turn off Compatibility Mode when
accessing the GMS management interface.
NOTE: Internet Explorer is not supported for Angular-based flow reports.
Network e access to the Internet

e either:
e an IP address automatically assigned through DHCP
e astatic IP address

SonicWall Appliance and Firmware e SonicOS 6.2 and higher
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Installation Quick Start

Installing GMS requires only these major steps:

1 2 3 4
Installing the Setting Up the  Configuring the Setting the
GMS OVA File Network System Install Mode

Configuration
Install GMS If needed, Use the Set the mode to
virtual appliance customize the easy-to-use be used by GMS
on your system. configuration for wizard to to monitor your

GMS to operate  configure GMS  devices:

in your network using the default Flow-based,
environment. settings. Syslog-based, no
reporting.

5

NOTE: SonicWall GMS provides monitoring support for non-SonicWall TCP/IP- and SNMP-enabled devices
and applications. See the documentation that came with your device for more information.

6

Registering GMS  Adding Devices

(Console Only)

Register GMS
using its serial
number and
your
MySonicWall
account.

Record Configuration Information

If you will be installing GMS using a static IP address, record the following configuration information from your
system for your reference before proceeding with your installation. You might not be prompted for this if you

are installing using a DHCP-generated IP address.

Information Needed Description

Add the devices
you want to
monitor and
maintain using
GMS using either
Basic or
Advanced Mode.

Your Configuration Information

SMTP Server Address The IP address or host name of your Simple
Mail Transfer Protocol (SMTP) server. For

example, mail.emailprovider.com.

HTTPS Web Server Port The number of your secure (SSL) Web

server port if customized. The default port

is 443.

GMS Administrator Email1  The email address of a GMS administrator

who receives email notifications from
GMS.

GMS Administrator Email2  The email address of an additional GMS
administrator who receives email
notifications from GMS. This field is
optional.

Sender Email Address The email address from which the email
notifications are sent by GMS.
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Installing the GMS OVA File

Before installing the SonicWall Global Management System, please read Before You Begin for the system

requirements and other useful information.

To install GMS:

1 Select the ESXi server on which you want to deploy the virtual machine that will run GMS.

> [ w2052228
» [ w0828 2

i cGM
oM
oM
oM
i cGM
B c5M
U c5M
& Ceu
B Gl
i et
i Gmy
i Gmy
B GM3
i oMy
B oM3
5y 4
B om
I Hich)
& sonk
& Sond
Gsw

& Test
& visnl

~|[] 10208a=

Ll OM-Datar

[ Actons - w206287
B Mew Virtual Machine..
13 Deploy OVF Template..,

B new Resource Poal.,

Maintenance Mode -
Connection >
Power 3
Cortificates L4
Storage 3

3 add Netwarking

st Profiles 3
Settings
Move To.

L
Tags & Custom Attributes L4

Remove from Inventory

Add Permission

2 Choose the .ova file you want to install in the location where it is stored and click Next.

A Review details
5 Select storage
G Select networks

Deploy OVF Template
st anove tempie

2 Select @ name and Tolder

Select an OV template from remote URL or 10Cal Nle system

3 Selact @ compute resource

CO/OVT drive
@ urL

7 Ready to complete

W Lacal file

Enter a URL ta download and install the OVF package from the Intermet, or browse oa

lacation accessible from your computer, such a5 a local haed drive, a nebwark share, or a

Choose Files | sw_gmsvp_wn_e  Babit-pg ava

CANCEL A NEXT
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3 Change the name of the virtual machine and select the datastore.

Deploy OVF Template

+ 15elect an OVF template

3 Select a compute resource

4 Review detalls

5 Select storage

6 Select networks

7 Ready to complete

Select a name and folder
Specify a unique name and target location

Virtual machine name.  sw_gmsvp_vm_end_9.0.9008 1087 25068 640i-gg

Select a location for the virtual maching,

~ [ vCenters-1.5v.us sonkcwall.com
~ [15an Jose
=11
» [ Autemation
> OEs
~ [ Manish
> [ Dev
» [h DM-CataCenter
¥ [ Dew Test
» C1GMS
> [ Hadoop
» COGa
» [ Shanghai

CAMNCEL

4 Select the ESXi resource to be used and click Next.

Deploy OVF Template

+ 15elect an OVF template
« 2 Select a name and folder

4 Review details

5 Select storage
6 Select networks

7 Ready to complete

Select a compute resource
Select the destination compute rescurce for this operation

~ [ OM-DataCenter
~ [ oM-Custera
[y wo.203.20m
[ w.203.2012
> @ Apoiiols
> @ Bulg-Automation
> @ Datastax
> @ Desh
> @ DM-Experment
> @ SonicCore
> B Templates
> B Test

Compatitdity

W' Compatipiity checks succeedsd.

CANCEL
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The .ova file you chose will be validated. When the validation has been completed and is successful,
click Next.

Deploy OVF Template

+ 15elect an OVF template
« 2 5Select a name and folder

3 Select a compute resource

4 Review details

5 Select storage

6 Select networks

7 Ready to complete

[ O F &F o
Validating...

CAMNCEL

Verify the template details for your installation and click Next.

Deploy OVF Template

w 1Select an OVF template Ruview details
w 2 Select a name and folder  Merily the template details
w 3 Select a compute resource

Publisher No certificate present
& Solect storage T -
7 Select networks
Size an disk 1.3 GE (thin prévisoned)

8 Ready to complete

250.0 GB (thick provisioned)

CANCEL BACK NEXT
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7 Agree to the license agreement by clicking Next.

Deploy OVF Template

w 1Select an OVF template Licamse agresments
w 2 Select a name and folder  The end-user license agreement must be accepted
w 3 Select a compute resource

v 4 Review details Read and accept the terms for the license agreement

SonicWall End User Product Agreement u

7 Select networks

8 Ready to complete FLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALUNG OR USING THIS PRODUCT, YOU ACCEFT AND AGREE
TQ THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR DEUVERIES QUTSIDE
THE UNITED STATES OF AMERICA. PLEASE GO TO

HTT

5L AW SOMICWALL COM/LEGALSEURA ASEXR TO VIEW THE AFFLICABLE
VERSION OF THIS AGREEMENT FOR YOUR REGION. IF YOU DO NOT AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE
VERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD,
INSTALL OR USE THIS PRODUCT,

This SonkcWWall End User Proguct Agreement (the “Agreement”) is made Detwesn

¥ 1 accept all heense agreements.

CANCEL BA NEXT

8 Choose the datastore, virtual disk format, and virtual machine storage policy to be used and click Next.
These will be checked for compatibility with SonicWall GMS.

Deploy OVF Template

+ 1Select an OVF template Select storage
+ 2 Select a name and folder Select the datastore in which 1o store the configuration and disk files
+ 3 Select a compute rescurce

o 4 Review detalls Sediect virtual disk format w
+ D License agreements VM Storage Policy: v &
Name Capacity 51 Free Type
7 Select networks
8 Ready to complete =] Compelient:DM-GMSVo... 10 T8 1526 T8 anTe L
fj dm-gme-0-RAIDA-Locall 2N25 G 947 G8 26178 G Vi

]

Compatibility

' Compatibility checks succeeded

CANCEL BACK -
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9 Select the network interface to be assigned to the virtual machine. You can use the IP allocation settings
default values unless your local network configuration requires custom settings.

Deploy OVF Template

+ 1 5elect an OVF template Select networks
+ 2 Select a name and folder Select a destmation network for @ach source network.

+ 3 Select a compute resource
+ 4 Review detalls Saurce Neowark T Destination Nerwark T
' 5 License agreements WM MNetwork
+ B Select storage

DPomnGroup-10.202.3.X w

1 rems

8 Ready to complete

IP Allocabion Setlings
1P allocation: Static - Manual - P address:

IP pratocal Bva

CANCEL BACK NEXT

10 Click Finish to complete the installation of GMS from the . ova file. A progress bar displays showing the
status of the installation completion.

Deploy OVF Template

+ 1Select an OVF template Ready to complete
" 2 Select a name and folder Chck Fush to start creaton.

~ 3 Select a compute resource
+ 4 Review detalls

+ 5 License agreements Frovisioning type Dueploy fram temglate
+ G Select storage

Name sw_gmsvp_vm_eng_9.0. 90081087 25068 64Dit-pg
" T Select networks
Temglale name sw_amsvp_vm_enqg_9.0,.9008.1087 25068 64bit-pg
Folder D-DataCenter
Resouree 10.203.2012
Lucation Compelient-OM-GMS-\ol01

CANCEL BACK FINISH

11 Select the instance of the virtual machine and power it on.

(TR

B ContosT. Template (h Actons - sw_gmevp_vm_eng_9.0.9000.1087 26060640400
B rahat-89 f— .
B Redhat-7 4-Desh-Appfiow-1

B saltServer CuEstos "
% soniceone_dewsloper_vrmwans_o Snapshots »

B sonicimx-dual-nic-test
% SonicWal_NSA_Dect!
D sw_gmsvp_vm_eng_5.0 8008101 & Midrate..

W Upen Hemote Console

The installation of your GMS is now completed. Next, you will need to configure the network settings for your
GMS. See Setting Up the Network Configuration for more information.
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Setting Up the Network Configuration

After installing GMS, you will need to configure its network settings.

To set up the network configuration for GMS:

1 Launch the remote console.

B sw_gmsvp_vm_eng_9.0.9008.1087.250GB.64bit-pg

2 If your network configuration has a DHCP server, an IP address will be automatically assigned to the
virtual machine

SONICWALL | SONICWALL § SONICWALL

Current System IP: [ 10.202.3.245 1

This is gms.example.com (Linux x86_64 3.18.44-snul-UMWarg
gms.example.com login: java.lang.StringIndexOutOfBoundsE
ut of range: -2

at java.lang.String.substring(String. java:1967)

at com.sonicwall.sgms.util.TEAV.decryptText (TEAV

at com.sonicwall.sgms.flow.daemon.FlowHealthMoni
ealthMonitor. java:186)

On . SONnicuy

() | NOTE: If a DHCP server is not present, you will need to use the command-line interface to manually
assign an IP address to the virtual machine.

SonicWall Global Management System 9.1 Getting Started Guide
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3 Open a web browser and enter the IP address of the GMS installation in this format: https://<IP
address>.

4 Log in the GMS console using the default administration account:
e Username: admin

e Password: password

G) Please log in

Use default User:"admin" and
Password:"password” to login

Username

Password

LOGIN Forgot Password?

SonicWall Global Management System 9.1 Getting Started Guide
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Configuring the System

This section guides you through the configuration of the IP address, gateway address, preferred time setting,
and the domain for your GMS installation.
To configure the GMS system:

1 If you are not already logged in to GMS, log in using the default administration account.

The first page of the System Configuration Tool displays.

System Configuration Tool

Introduction Welcome to the System Configuration wizard
Network Settings Configuring the system involves setting Host name, IP address, DNS, Time
9 and other system specific parameters.
Time Settings Tthis wizard will guide you through the process of configuring a host, step by
step.
Summary

| Next > || Cancel

2 Click Next to proceed with the configuration.

3 When configuring with DHCP, you can update the values for the host Name, Domain, and the DNS servers
to those required for your network environment. The Host IP address/Subnet mask and the Default

SonicWall Global Management System 9.1 Getting Started Guide
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gateway are automatically populated by the DHCP server. You can opt to select the “Static” radio button
to configure a static Host IP address / Subnet mask and the Default gateway address. Click Next.

System Configuration Tool

Introduction Step 2. Network Settings

Select IP type: ® DHCP ) Static

Network Setti
etwo Tt + 1Pv4 Network Settings

Time Settings Mame: |gm5 | e.g.: hostname
ST Domain: |example.com | e.g.: domain.com

Host IP address: / Subnet ‘f

mask:

Default gateway: | |

DNS server 1: |10.50.129.148 |

DNS server 2: | 10.50.129.149 |

| < Back | | Mext = | | Cancel |

4 If necessary, update the Time, Date, and TimeZone for your GMS installation and click Next.

System Configuration Tool

Introduction Step 3. Time Settings

Time

13 v 437 267
Network Settings (Rh:mm:ss):
. Date: August Y 07 * 2018 ¥

Time Settings

TimeZone: | (GMT-08:00) Pacific Time (US & Canada); Tijuana v
Summary

¥ Set time automatically using NTP
Note: Automatically adjusts clock for daylight saving time

To continue, click Next.

< Back Next = Cancel

SONICWALL

5 Verify the settings provided by your system. If you need to change any of the configuration settings that
you entered on previous pages, click Back.

SonicWall Global Management System 9.1 Getting Started Guide
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System Configuration Tool

Introduction Step 4. Summary
Network Settings
Network Settings Hostname gms91-aio-flow
Domain eng.sonicwall.com
. IP address 10.206.23.198
Time Settings Default gateway 10.206.23.1

Subnet mask 255.255.255.0
DNS server 1 10.50.129.148

Summary DNSserver2  10.50.129.149
Time Settings
Time
TimeZone (GMT-08:00) Pacific Time (US & Canada); Tijuana

Click "Apply" and proceed to complete the setup process.

;=Back..Appﬂy‘.Ca1ce|‘

SOMICWWAILIL

e If no changes are required, you can click Cancel to continue with setting up GMS without
restarting the virtual machine.

e |f you need to change any settings from their default values, click Apply to accept your
configuration settings. If you need to change any of the configuration settings that you entered on
previous pages, click Back.

The virtual machine might reboot after you apply your configuration settings. If it does, you will
need to enter your username and password again in order to continue.

NOTE: If the DHCP server has been configured correctly, the values for the DNS-related fields are filled in
automatically.

®

Performing Basic Tasks and Manual Host
Configuration

This section describes how to manually power on and configure basic settings on the GMS Virtual Appliance,
including virtual hardware settings and networking settings when no DHCP server is available.

The following tasks are required to configure your GMS Virtual Appliance before registering it:
1 Power the Virtual Appliance On on page 18
2 Configure Host Settings on the Console on page 19
3 Configure Host Settings on the Appliance Management Interface on page 20
This chapter also contains information on:
e Viewing the Settings Summary on page 21

e Editing The Virtual Machine Settings on page 22

Power the Virtual Appliance On

There are multiple ways to power the GMS Virtual Appliance on (or off).

To power the virtual appliance on (or off), complete one of the following steps:

SonicWall Global Management System 9.1 Getting Started Guide
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Right-click the SGMS Virtual Appliance in the left pane and navigate to Power > Power On (or Power >
Power Off) in the right-click menu.

Select the GMS Virtual Appliance in the left pane and then click Power on the virtual machine (or Shut
down the virtual machine) on the Getting Started tab in the right pane.

Select the GMS Virtual Appliance in the left pane and then click Power On (or Shut down guest) on the
Summary tab in the right pane.

nfigure Host Settings on the Console

NOTE: This feature is only applicable when a DHCP Server is not available to grant an IP to the deployed
virtual machine, or when you wish to configure a Static IP.

After powering on the GMS Virtual Appliance, complete the following steps to open the console and configure

the IP
1

O© 00 N O

10

address and default route settings:

In vSphere, right-click the GMS Virtual Appliance in the left pane.

Guest OS

Snapshots

vm vSphere Client

[®F Open Remote Console

=] @ & Migrate...

5% Flow Analyzer 8.2 Gloha

{9 GMS-Analyzer-VA; Fault Tolerance
3 SMA 500v Virtual
& SonicwWall SMA 50

VM Policies >

Select Open Remote Console in the right-click menu.
When the console window opens, click inside the window, type snwicli at the login: prompt.

Press Enter. Your mouse pointer disappears when you click in the console window. To release it, press
Ctri+Alt.

The console might display warning messages that can be ignored, and then displays a second Login:
prompt. Type admin at the Login: prompt.

Press Enter.
Enter password at the Password: prompt.
Press Enter. The SNWLCL 1> prompt is displayed.

Configure the local IP address for the virtual appliance by entering the following command, substituting
your IP address and subnet mask for the values shown here:

interface ethO 10.208.112.175 255.255.255.0

You can also configure IPv6 address at this step by using the interface command. Or, use the /appliance
(System) interface Network > Settings screen to do the IPv6 configuration.

Configure the default route for the virtual appliance by typing the following command, substituting your
gateway IP address for the value shown here:

route --add default --destination 10.208.112.1

You can test connectivity by pinging another server or your main gateway, for example:

SonicWall Global Management System 9.1 Getting Started Guide
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ping 10.208.111.1
ping 10.0.0.1
Press Ctrl+c to stop pinging.
11 Enter exit to exit the CLI.

12 Close the console window by clicking the X.

Configure Host Settings on the Appliance
Management Interface

After configuring the IP address and default route settings on the GMS Virtual Appliance console, the next steps
are to configure the host name, network, and time settings in the appliance management interface.

The Host Configuration Tool is a wizard that takes you through several basic steps to get your GMS Virtual
Appliance configured for your network.

@ NOTE: This wizard can be skipped if no changes are required or when an IP has already been dynamically
assigned.

The wizard starts automatically after you log in for the first time. You can cancel the wizard at this time, which
leaves the default configuration on the virtual appliance and prevents the wizard from automatically starting
again.

@ NOTE: If you log out of the appliance management interface without actually cancelling the wizard, it
starts automatically on your next login.

You can manually start the wizard at any time by clicking Wizards at the top-right corner of the page.

To complete host configuration for the virtual appliance, complete the following steps:
1 Launch a browser and enter the URL of the virtual appliance, such as:
https://10.208.112.175
2 Onthe appliance interface login page, enter the default credentials:
User—admin
Password—password
Click Submit to log in.
The login page re-displays with the default login credentials pre-populated.
Click Submit.

The Host Configuration Tool wizard starts automatically. In the Introduction screen, click Next.

N oo o W

In the Network Settings screen, configure the following network settings for the GMS Virtual Appliance.
e Name — A descriptive name for this virtual appliance
e Domain — In the form of “sonicwall.com”; this domain is not used for authentication
e Host IP Address — The static IP address for the ethO interface of the virtual appliance
e Subnet Mask — In the form of 255.255.255.0

e Default Gateway — The IP address of the network gateway — this is the default gateway and is
required for networking purposes.

e DNS Server 1 —The IP address of the primary DNS server

SonicWall Global Management System 9.1 Getting Started Guide
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e DNS Server 2 (Optional) — The IP address of the secondary DNS server
8 Click Next:
9 In the Time Settings screen, select values for the following system settings on the virtual appliance:

e Time (hh:mm:ss) — Hours, minutes, and seconds of current time; this field is disabled if the NTP
option is selected

e Date — Month, day, and year of current date; this field is disabled if the NTP option is selected
e TimeZone — Select from the drop-down list

e Set time automatically using NTP — Select this checkbox to use an NTP server to set the virtual
appliance time; a default NTP server is pre-configured

10 Click Next:

11 In the Summary screen, verify the settings.

12 Click Back to make changes on a previous screen, or click Apply to accept the settings.
A dialog warns you that the virtual appliance is rebooting.

13 Click OK.

14 Wait for the settings to be applied, possibly for a few minutes. The screen displays a progress bar until it
finishes, and then displays the status.

@ NOTE: If you modified the DNS settings, the services on the appliance restart when changes are
applied, causing a momentary connectivity loss to the Web server. Your browser is redirected to
the appliance management interface login page.

If you modified the Time settings, the virtual appliance reboots. Use your browser to reconnect to
the appliance management interface.

Viewing the Settings Summary

When the GMS Virtual Appliance is selected in the left pane, the Summary tab of the vSphere interface displays
pertinent information such as memory, powered on/off state, hard disk storage usage, network subnet settings,
and other settings.

@l NOTE: This page might incorrectly indicate that VMware Tools are not installed.

A short list of commands are also provided on this page, including Power On and Edit Settings.
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When using vSphere with vCenter Server, the Migrate and Clone commands are also available in the Actions
drop-down.

o () 8 ) % GMS-Analyzer-VA-64-bit-40GB | actions ~

% GMS-An.. Summary Menitor Configure Permissions Datastores Networks
5 SMA 50.. "
(3 Sonicwa.. Guest 05: Other 2.6.x Linux (32-bit) O CPU USAGE 5
£ SonicWa. Compatibility Esx."f_sm 4.0.and later (VM version 7) 62 MHz
. VMware Tools: Running, version:2147483647 (Guest Managed)
5 Sonicwa. Wore info. - MEMORY USAGE
> @ u-ux DNS Mame: snwl.example.com 163 MB
> @ vish-sonico... = IP Addresses:  192.168.168.169 STORAGE USAGE
- Host: esx-sjc-17.eng.sonicwall.com 5
> @ www Launch Remote Console @ : < 8 56.11 GB
5 GEODATA__.
2 SonicOs-D.. 7 -
Recent Tasks Alarms ¥
Task Name v Target v Status v Initistor v Queued For ~  Start Time ~  Completion Time v Server -
Power On virtual 0B/072M8, 2:30012 08/0772018, 2.30:14 <
ﬁ kmaott-12.21.005... " Completed S\Vieng_chef 2ms voenterf-prev.us.son. | S
machine PM PM
Power On virtual 080772018, 2:30012 08/07/2018, 2:30:13
1 kmott12.21-005... ~" Completed SVieng_chef 2ms voenterB-prsv.us.son.
machine PM PM
Pawer On virtual 08/07/2018, 2:30:42 08/07/2018, 2:30:45 -
L o—— 1991 ANE o Famnlatad SvAann rhal % eree rimatacts nr exsise £
Al = More Tasks

Editing The Virtual Machine Settings

You can use the vSphere client to edit settings for the GMS Virtual Appliance, including memory, CPUs,
descriptive name, datastore, and resource allocation.

To edit virtual machine settings:

1 Inthe vSphere client, right-click the GMS Virtual Appliance in the left navigation pane and select Edit

Settings.
Edit Settings GMS-Analyzer-VA-64-bit-40GB b4
Virtual Hardware VM Options =
» CPU 4~ o
» Memory =
» Hard disk 1 40 GB
» Network adapter 1 102022025 ~ | Connected
» Video card 4 MB
WVMCI device Device on the virtual machine PCl bus that provides support for the

virtual machine communication interface -

cancEr n

2 Inthe Virtual Hardware window, see the settings for CPU, memory, hard disk, and other hardware. Click
the row in the table to access the editable settings in the right pane.

3 Click the VM Options tab to view and edit the GMS Virtual Appliance name, location (datastore), guest
power management (for standby), and other settings.

4 When finished, click OK.

SonicWall Global Management System 9.1 Getting Started Guide 22
Configuring the System



The Install Mode wizard allows you to select between a Single Server deployment vs Distributed deployment.

You must decide the type of deployment your application is going to make before the installation procedure
begins. You should know whether this deployment is going to be for a single server (All-In-One) or a multi-server
(with Consoles and Agents) deployment. The steps that follow show the Wizard sequence and where each

screen leads.

Setting the Install Mode

Decide which of the two installation options best match your requirements.

Topics:

e Single Server Deployment on page 23

e Distributed Deployment on page 25

Single Server Deployment

To set the Install mode for a Single Server deployment:

1 If you are not already logged into GMS, login using the default administration account.

The first page of the Install Mode Selection Tool displays.

Install Mode Selection Tool

Introduction

Install mode

Distributed mode

Database

Role configuration

Reporting type

Summary

Welcome to the Install Mode Selection tool

In order to use the application installed on this system, it is necessary to
select the install mode for this appliance. Mode selection is an important
step in the setup operation. Choosing the mode allows role configuration to
be completed either automatically with default settings or manually with
custom configuration.This wizard will guide you through the process of
selecting an installation mode, step by step.

SONICWALL
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2 Click Next. The Install mode page of the Install Mode Selection Tool displays.

Install Mode Selection Tool

Introduction Step 2. Install mode

Please choose the type of install this is.

Install mod
L e ® Is this a Single Server deployment?

This mode will automatically choose the AIO (All In One)/Default install
Distributed mode mode. In this express install operation, no inputs are required from the

user. It is configured as a standalone single server "All In One" appliance.
Database ' Is this installation part of a distributed deployment?

This mode will allow the user to choose the role for this server in this

Role configuration deployment. The installation will then continue as a Custom install.

Reporting type

Summary
< Back Next >

SONICWALL

3 If you are installing for a single server deployment, choose Is this a Single Server deployment? and click
Next.

Installation roles (in the configuration files) also vary for these installation modes. These apply to the
Primary server in the deployment.

4 Select the Reporting type you will use for this deployment.

Install Mode Selection Tool

Intreduction Step 6. Reporting type
Please select a report type that will be used in report generation for units
Install mode added to the system.
istributed mod ¢ Flowb
] e Reports are generated using IPFIX packets for units that have reporting
licensed and enabled. The Analytics feature will be available with this
Database selection.
Syslog based
Role configuration Reports are generated using Syslog packets for units that have reporting

enabled. Live Monitor feature will be available with this selection.

Reporting type None
Management only mode, Reports are disabled.
Summary

< Back Next >

SONICWALL"

® Flow based - this mode includes management plus flow-based (IPFIX) reporting and analytics
e Syslog based - this mode includes management plus syslog-based reporting
e None - this mode provides management only of the GMS with no reporting

5 Click Next. The Summary page of the Install Mode Selection Tool displays.
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Install Mode Selection Tool
Introduction Step 7. Summary
You have selected Default as the installation mode, Flow based as
Install mode reparting option and All In One - Flow Server as the role.
Distributed mode Click "Apply" and proceed to complete the setup process.
Database
Role configuration
Reporting type
Summary
< Back Apply
SOMNICYWAALL-

6 Click Apply. A status bar displays.
@ | NOTE: The configuration of the GMS may take up to 15 minutes to complete.

‘ Install Mode Selection Tool

Introduction Summary

Install mode Applying Install Mode and Rale configuration settings. Please Wait...

Distributed mode
Performing database operations {(applying db scripts, updates, ...)

Database
Role configuration
Reporting type

Summary

< Back Apply

SONICWWAILL®

7 Click OK. The system reboots to complete the installation process.

The SenicwWall Universal Management Appliance is restarting.

E ]

Please wait...

8 Login into GMS again using the default administration account.

Distributed Deployment

GMS 9.1 supports Ease of Installation for a distributed setup. GMS simplifies the installation process even when
multiple servers (instances) are required for a larger deployment. The selection screen for this type of
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deployment is applicable to Distributed Mode only. After you have chosen a distributed installation during the
Install Mode process, these options appear.
To set the Install mode for a Distributed deployment:

1 If you are not already logged into GMS, login using the default administration account.

The first page of the Install Mode Selection Tool displays.

Install Mode Selection Tool

Introduction Welcome to the Install Mode Selection tool

In order to use the application installed on this system, it is necessary to
Install mode select the install mode for this appliance. Mode selection is an important
step in the setup operation. Choosing the mode allows role configuration to
o be completed either automatically with default settings or manually with
Distributed mode custom configuration. This wizard will guide you through the process of
selecting an installation mode, step by step.

Database
Role configuration
Reporting type

Summary

Next >

SONICWALL

2 Click Next. The Install mode page of the Install Mode Selection Tool displays.

Install Mode Selection Tool

Introduction Step 2. Install mode

Please choose the type of install this is.

Install mod
mode Is this a Single Server deployment?

This mode will automatically choose the AIO (All In One)/Default install
Distributed mode mode. In this express install operation, no inputs are reguired from the
user, It is configurad as a standzlone single server "All In One" appliance.

Database * Is this installation part of a distributed deployment?

This mode will allow the user to choose the role for this server in this

Role configuration deployment. The installation will then continue as a Custom install.

Reporting type

Summary
<Back | | Next>
SONICWALL

3 When you are installing for multiple servers as a distributed deployment, choose Is this installation part
of a distributed deployment? and click Next.

4 Choose the type of Installation, a Console or an Agent.
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Install Mode Selection Tool

Introduction Please choose the type of install.

Install mod * Is this a Console?

n mode The Conscle role is used in a multi-server GMS deployment. In this role,
the server is configured to run all GMS Services.

Distributed mode s this an Agent?
Pleass provide the location of the Primary Console. Primay Console is the

Database Primary host that will provide Database, License and other information to
configure this agent.

Role configuration Host IP or Name:

Reporting type

Summary

<Back | | Next>

SONICWALL

Console Installation

1 The Primary server's installation is as a Console. The Database should also be configured here. Either the
embedded MYSQL can be used locally, or a remote SQL SERVER can also be connected. The database
configuration page appears in the next step, which is available only for this selected mode. This is the
screen for a MYSQL database type. The data fields are auto-populated.

MySQL Database

Install Mode Selection Tool

Introduction Step 4. Database
Enter the database parameters for the selected role: Console
Install mode
Database Type: MYSQL v
P Databece Host: lochost
Database Database Port: =
Role configuration Database User: _
Reporting type Database Password: _
Cotmpss
Summary Password:
Detabase Driver: orgmariadbjdbcOriver
Database URL: idbcimysal/flocalhosti3306

<Back || Next > |

SONICWALL
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SQL Server Database

Install Mode Selection Tool

Introduction Step 4. Database

Enter the database parameters for the selected role: Console
Install mode

Database Type: SQL SERVER ¥
Distributed mode Database Host:
Database Database Port: 1433
Role configuration Database User: gmsuser
Reporting type Database Password:

Confirm Database
Summary Password:

Database Driver: com.microsoft.sglserver.jdbe. SQLServerDrive

Database URL: jdbe:sglserver://:1433

| <Back | | Next>
SONICWALL

Select the Database Type; SQL SERVER.

Enter the Database Host name or IP address.

Enter the Database Port. The default is 1433.

Select the Database User.

Enter and confirm a Database Password.

The Database Driver and Database URL should fill automatically.
Click Next. Missing information will return an error message.

Select the Reporting type you will use for this GMS.

Install Mode Selection Tool

Intreduction Step 6. Reporting type
Please select a report type that will be used in report generation for units
Install mode added to the system.
@ Flow based
Distributed mode

Reports are generated using IPFIX packets for units that have reporting
licensed and enabled. The Analytics feature will be available with this

Database selection.
) Syslog based
Role configuration Reports are generated using Syslog packets for units that have reporting

enabled. Live Monitor feature will be available with this selection.
Reporting type " None
Management only mode, Reports are disabled.

Summary

< Back Next >

SONICWALL"

e Flow based - this mode includes management plus flow-based (IPFIX) reporting and analytics

e Syslog based - this mode includes management plus syslog-based reporting
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e None - this mode provides management only of the GMS with no reporting

10 Click Next. The Summary page of the Install Mode Selection Tool displays.

Install Mode Selection Tool

Introduction Step 7. Summary
Following is a summary of the distributed environment settings:
Install mode
Install mode
Distributed mode Install mode: Custom
Report type: Flow based
Database Role: Console
) Database
Role configuration
Database type: MySQL
) Database Host: localhost
R Database Port: 3306
Database User: gmsuser
Summary Database Password: Rk R AR

Click "Apply" and proceed to complete the setup process.

= Back Apply

SONICWALL

For Console registration information, see Registering GMS.

Agent Installation

Use this option for other servers in the deployment, such as a redundant console, agents, flow agents, and so
on.

When installing an agent, pointing to the primary console is all that is necessary. The agent installation queries
the web services module to gather all the information needed to complete this server's installation without
requiring any further input from you, this also includes all licensing information for the agent to function.

Install Mode Selection Tool

Introduction Step 3. Distributed mode

Please choose the type of install.
Install mod;

n moce / Is this a Console?
The Console role is used in a multi-server GMS deployment. In this role,

Distributed mode the server is configured to run all GMS Services.

® Is this an Agent?
Database

Please provide the location of the Primary Console. Primay Console is the
Primary host that will provide Database, License and other information to

Role configuration configure this agent.

Host IP or Name: (10.206.23.18§

Reporting type

Summary

< Back Next >

CONICYWAIALL
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The wizard requests you enter the Host IP/Name of the server that is already setup as a Primary Console. The
host being installed then contacts the Primary Console at the specified address to capture additional
information to complete the setup. You do not have to re-enter these settings. GMS automatically figures out
the details by contacting the Primary Console. See the Web Services interface for additional details.

The database configuration, reporting mode configuration, and the licensing information are collected from the
primary server and used during the next steps of the installation. The collection of this information from the
primary server happens after the Next button is clicked. See Easy Licensing for more information.

A valid hostname or IP address must be specified. In the event of a failure, an error message displays.

Role Configuration

This screen only applies to Agent Installation. After you have chosen the distributed installation in the previous
step selecting Agent only. A list of the applicable roles for a distributed setup appears. For Flow-based
deployments the following roles are available.

Install Mode Selection Tool

Introduction Step 5. Role configuration

Select one of the following role(s):
I (s " Console (Redundant) Details

O Agent Details
Distributed mode ) Monitor Details

) Event Manager Details
Database ®  Flow Server Details
Role configuration To continue, click Next.
Reporting type
Summary

< Back ’ ‘ Next >

SONICWALL

@ | NOTE: The All-In-One option does not appear as a role in this step.

Click Details to see additional content per selection.
1 Select the desired role for this Agent instance.

2 Click Next.
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Install Mode Selection Tool

Introduction Step 7. Summary

You have selected Custom as the installation mode, Flow based as
Install mode reporting option and Flow Server as the role.
Primary host for the Agent is 10.206.23.188

Distributed mode
Click "Apply" and proceed to complete the setup process.

Database
Role configuration
Reparting type

Summary
= Back Apply
SONICWALL
3 Click Apply. A status bar displays.
® | NOTE: The configuration of GMS could take up to 15 minutes to complete.

‘ Install Mode Selection Tool

Introduction Summary
Install mode Applying Install Mode and Role configuration settings. Please Wait...
Distributed mode

Performing database operations {(applying db scripts, updates, ...)
Database

Role configuration
Reporting type

Summary

< Back Apply

SORICWAALL®

4 After Install mode and the Role Configuration settings are completed, click Finish.
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Install Mode Selection Tool

Introduction Step 7. Summary
Install mode and Role configuration settings have beean applied
Install mode @ successfully.
Please click Finish to perform a restart of the system for the changes to
Distributed mode ke soct = = =
Database
Role configuration
Reporting type
Summary

| Finish

SOMNICWALL"

5 The system reboots to complete the installation process.

The SenicwWall Universal Management Appliance is restarting.

E ]

Please wait...

6 Login into GMS again using the default administration account.

You have completed the configuration of the reporting mode. Next, you will need to configure GMS. See
Configuring the System for more information.

Easy Licensing
GMS 9.1 is designed for Ease of Use, manual registration of one or more distributed instances is not necessary
when the Primary server is already registered to a specific account.

The application automatically registers all distributed instances using the same serial numbers and MySonicWall
accounts that were used to register the primary server during deployment.
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Registering GMS

Registration for GMS agents is handled by the Easy Licensing feature introduced in GMS 9.1, and is automatically
completed during the agent installation process. For a Console Installation or a Single Server Deployment, you

must manually register GMS by logging into MySonicWall and completing the steps that follow.

Topics:

e GMS Registration

GMS Registration

This section guides you through registering your GMS installation.

To register GMS (Console Only):

1 Enter your MySonicWall userid and password.

SONICWALL'| Universal Management Appliance 9.1

(D Please register your SoricWall product
seral Nurber: Nok Registered

mySonicWall.com Login

mySonicWall.com is a one-stop resource for registering all your SonicWall Internet Security Appliances and managing all your SonicWall security service
upgrades and changes. mySonicWall provides you with an easy to use interface to manage services and upgrades for multiple SonicWall appliances. For
more information on mySonicWall, please visit the EAQ). If you do not have a mySonicWall account, please click here to create one.

Please enter your existing mySonicWall.com username (or email address) and password below:

MySonicWall username/email: Groriowal
Password: [revrend |

Forgot your Username or Password?

If you do not already have a MySonicWall account, you will need to create one before continuing.
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https://mysonicwall.com

2 Enter your Serial Number and Authentication Code for this GMS installation from the Licenses page and
click Submit.

SON|CWALL'| Universal Management Appliance 9.1

Serial Number: Not Registered
Follow the instructions below for the product being registered and hit Submit when done

* GMS Deployment: Enter your 12-character serial number, authentication code and a friendly name.
If you want to use your 8 character serial number (SGxooox) instead, click here.
Serial Number: 00401027816E
Authentication Code: JC2N  -Q73C  What is this?

Friendly Name:  [GMS Consclel |

Submit

If you do not have a license, you can get a trial license from the Free Trial Software page.

3 When your GMS is successfully registered, a confirmation message displays.

SONICWALL | Universal Management Appliance 9.1

Serial Number: 00401027816E

This product has been registered successfully.
Thank you for Registering.

E=S

4 Click Continue.
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7

Adding Devices

After you complete the installation and configuration of GMS, you can begin adding SonicWall network security
appliances and other devices.

GMS support these modes for adding units:
e Basic Mode

e Advanced Mode

Basic Mode

Basic mode provides a simplified process for adding devices to GMS. When adding a device in Basic mode, GMS
does not need to receive a heartbeat from the device as it can reach it directly by its IP address.

@ | NOTE: You do not need to change any settings on the appliance itself in order to add it to GMS.

To add units to GMS in Basic mode:

1 If you are not already logged in to GMS, log in using your administration account:

G) Please login

Username
Password

2 Click the plus (+) sign at the top left of the GMS management interface. The Add Unit dialog box displays.

Add Unit x|
Basic 2|

Ut Name: [NSA 3600
Sertal Number; |COEAE4841468.

1P Addres: 10,5422

Login Name: | admin

Password: I-.u..

<

HTTPS Management Port: 443
Reporting: @ Flow based () Disabled
Flow Server Agent 1P [10.206.23.188

4 | 3

Advanced

[ Yo || 3 cocat |
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3 Enter the basic information about the device you are adding to GMS:
e Unit Name: (a user-friendly name for the device)
e Serial Number:
e |P Address:
e Login Name: (The default login name is admin.)
e Password:
e HTTPS Management Port: (The default port is 443.)

4 If GMS was installed with a reporting mode, but you do not want reporting for this device, select
Disabled for Reporting.

5 Enter the Flow Server Agent IP address.

6 Click OK. GMS begins the acquisition process for the device.

Status Information for Unit Node: PW
Aequisition Wistory
* unin Satup L]
A Setting up device parameters
Device parameters setup in Gobal Management System compieted.
@ Feach Bcenses for unt
Licenses fetched successhutly.
@ Check unit boenses
Untis bcensed for Management and Reporting
* unit Acquisition L]
A Eablnid communication with the usit.
Comerurcatinn weh unt dueeriful

* Ruporting and Analytics Setup L ]
A Check unit for Fow Reparting asd Analytics feature support
Un supports Flow Repartng.
A Check boenses for Fiow Reperting and Anahytics
Uni s bcensed for Flow Reportig
A Chack f Flow Agent was selected
A Fiow Agent has been sebected for this et
@ Check deplayment for Flaw Agent instance
Atieast ane Fiow Agent found in the depioyment.
A Perform Figw Server assgrment
Flow Agent assignmant complete
@ Perform canfiguratios for Fiows on snt
Fiow Configuration sn unit complete.
¥ Finkbad L]
W Firesbing uret deperprrt
Unt juciriifuly asded o Syitemn. st it now kil

7 When the device has been successfully acquired, you can begin managing it through GMS.

Advanced Mode

Advanced mode provides a more customized process for adding devices to GMS.

To add units to GMS in Advanced mode:

1 If you are not already logged in to GMS, log in using your administration account.

G) Please login

Username

Password
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2 Click the plus (+) sign at the top left of the GMS management interface. The Add Unit dialog box displays.

Add Unit x|

Basic (=]

Unit Name: |NSA
Serial Number: | COEAE4841468

IP Address: | 10.5.34.22

Login Name: |admin

Password:

HTTPS Management Port: 443

<>

Reporting: @ Flow based () Disabled
Flow Server Agent IP: | 10.206.23.188 v

[ Yo || 32 concat |

3 Enter the basic information about the device you are adding to GMS:
e Unit Name: (a user-friendly name for the device)
e Serial Number:
e [P Address:
e Login Name: (The default login name is admin.)
e Password:
e HTTPS Management Port: (The default port is 443.)

4 If GMS was installed with a reporting mode, but you do not want reporting for this device, select
Disabled for Reporting.

5 Enter the Flow Server Agent IP address.

6 Click the double down arrows to the right of the Advanced heading. Additional installation options
become visible.

Add Unit [x]

Basic 1%]

Unlt Name: | NSA 3600
Serlal Number: | COEAE4841488

Login Name: ;:admln

Reporting: @ Flow based (7 Disabled
Flow Server Agent IP; | 10.206.23.188 ~

Advanced &/
Managed Address: () Determine automatically

@ Spacify manually: 10.5.34.22

[ Make manual address sticky
Management Mode: () Using Existing Tunnel or LAN
() Using Managemant Tunnal
@ Using SSL
Management Port: | 443 =

Agent IP Address: |

Standby Agent IP: | None

L
L

Properties | |2, Assign Privileges |
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7 Enter the advanced information about the device you are adding to GMS:
e Managed Address
e Management Mode
e Management Port
e Agent IP Address
e Standby Agent IP

8 Click the Properties button to assign specific properties to the device:

Add Unit > Modify Properties (]
Department: Enginesring w
State: California v
Country: USA w
Company: SonicWALL ¥

| Yok || 3% cancel |

e Department
e State

e Country

e Company

9 Click the Assign Privileges button to assign specific access privileges to the device.

Add Unit > Assign Privileges (%]
Specify Users who can have read-write privileges for
unit:
Note: Administrators have access to all units.
¥ & All Users

» ' LocalDomain

7 0K || $¢ Cancel |
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10 When you have finished setting the options for the device, click OK. GMS begins the acquisition process
for the device.

Status Information for Unit Node: PW
Acquisition History
* unin Satup L]
A Setting up device parameters
Device
@ Feach Bcenses for unt
Licenses fetched successhutly.
@ Chack unit beenses
Untis bcensed for Management and Reporting
* unit Acquisition L]
A Eablnid communication with the usit.
Comenurication with unit sucorshl

™ Ruporting and Analytics Setup L]
A Check unit for Flow Reporting and Analytics feature support
Unt supports Fow Repsring.
A Check boenses for Fiow Reperting and Anahytics
Uni s bcensed for Flow Reportig
A Chack i Fiow Agent was selected
& Flowr Agent has been sebeched for ths wnt.
@ Check deplayment for Flaw Agent instance
Atieast one Fiow Agent found i the deployment.
A Perform Figw Server assgrment
Flow Agent assignmen compiete
@ Perform canfiguratios for Fiows on snt
Fiow Configuration sn unit complete.
* Finished L]
@ Pirishing uret deployrsees
Unt juciriifuly asded gement Syiterm. U i now inilible

11 When the device has been successfully acquired, you can begin managing it through GMS.

After you are done adding devices, you can begin monitoring and managing them using GMS. See Using GMS for
more information.

SonicWall Global Management System 9.1 Getting Started Guide
Adding Devices



Using GMS

Using the GMS Management Interface

HOME View

MANAGE View

REPORTS View

ANALYTICS View

NOTIFICATIONS View
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Using the GMS Management Interface

This chapter introduces the SonicWall® GMS user interface navigation and management views.

SONICWALL  Global Management System 9.1 HOME REPORTS ~ ANALYTICS ~ NOTIFICATIONS @@@ | Fiewal ~ 37 )
%_ GlobalView / System Status GMS Workflow  Try for freer | User: admin@LocalDomain | Administrators | Logout
~ Status Information for Global Node: GlobalView =
Updates
»  Firmware & Backup Firewall
» Licensing Firewalls in the System 1
Firewalls that are Not Registered 0
Current Status Firewalls with VPN Upgrade 1
| sptemstates ____J Firewalls that support MSSP 0
* User Sessions Firewalls with Global VPN Client Upgrade 0
SonicPoint Stations
Management
Firewalls that are Down o
Toals Firewalls that are Unacquired ]
8 Tools Firewalls with Pending Tasks [}
MNetwork Diagnostics Firewalls managed by Remote Instances 0
Network Topology Firewalls managed using
» Monitors Existing Tunnel/LAN (1]
Test Capture ATP Management Tunnel (1]
S5L 1
Connectivity Firewalls with DHCP Server Enabled 1
» 3G/4GModem Firewalls currently on Wireless (1]
Topics:

Centralized Management and Monitoring
Distributed Intelligent Platform Monitoring
Navigating the GMS Management Interface
Console View

Understanding GMS Icons

Centralized Management and Monitoring

Topics:

Centralized Management Control Center

To enhance scalability and availability, GMS systems can now be deployed in a distributed setup. Multiple GMS
instances with specific role configurations can be deployed in order to scale accurately. Previously, each GMS
instance provided a UMH interface in order to configure or maintain the GMS instances. Centralized
Management and Monitoring now improves on that ability.
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To maintain good system health and still achieve system-wide control, the new Centralized Management and
Monitoring feature empowers you to perform system-wide operations and monitor your system’s health within
a single-user interface.

@ NOTE: The Centralized Management & Monitoring feature is only available on a SonicLinux-based GMS
virtual machine.

LIS
eoe L | ==
L |
Sw=)
fi N
E] GMS Instance GMS C luster GMS Instance E]
(Monitor) (Agent) h

GMS Instance
(Event)

—
(Sm=]

The Centralized Management and Monitoring feature relies on an underlying clustering architecture that
interconnects all GMS instances (deployment) to form a GMS cluster. GMS maintains the membership of a
cluster, meaning it can detect when a node (a GMS instance) has joined or left the cluster. So indirectly, it
detects the up/down state of a GMS instance. Each icon on top of the Console instance represents the new
functionality that Centralized Management and Monitoring can provide.

The eoe represents the new Distributed IPM feature as described in the Distributed Intelligent Platform
Monitoring section that follows.

The @ represents the operations you can perform on any GMS instance (including the Console itself). For
example, the start/stop a service feature, upgrading the GMS firmware, and so on.

The represents your ability to examine system-level data on any GMS instance. For example, by
downloading a log file from a GMS instance.
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Centralized Management Control Center

The Centralized Management & Monitoring Control Center, is accessible by clicking the Gear icon in the top right
corner of GMS and selecting Control Center.

a

Control Center

Appliance
gms9i-installation-ca-fs @
Workflow
» Change Orders Serial: 00401027816E
b Taske IP Address: 10.206.23.188
as Role: Console - Flow Server
os: Linux (amd64-3.18.44-snwl-
Current Status ' VMWare-x64)
Alerts Memory: 16064 MB
] CPU: Intel Xeon (2.60 GHz) Cache:
Sessions : 30720 (4 Logical CPUs)
Snapshot Status
Web Services ‘ﬁ
Threshold Settings
Tools .
Service Management Realtime Monitor
Deb! Setti
ugLog nas Log Management Historical View
Request Snapshot Firmware Upgrade
View Log

Each tile-based panel represents a separate GMS instance. Identifying information of the GMS instance is clearly
listed in the panel. The core functionality is represented in the drop-down menu when you click the Gear icon.
There are four feature functions:

IPM

For more information about the IPM feature, see Distributed Intelligent Platform Monitoring as well as the
following images:
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Threshold Settings

| Instance (00401027816E)

Threshold Settings

CPU/Processor

Severity: Medium

I

75%  Reset Apply

60 B0
Severity: High
L& ] 90%  Resel Apply
85 95
Memory/RAM

Severity: Medium

I 75% | Reset Apply
60 80
Severity: High
L& ] 90%  Reset Apply
85 95

Storage/Disk
Severity: Medium
L& ] 65%  Reset Apply
50 75
Severity: High
L& ] 85%  Reset Apply
80 95

Estimated Capacity

Severity: Medium

65% Reset Apply

50 75
Severity: High
& 85%  Reset | Apply
80 95

Capacity Estimation Settings

Enforce Disk Capacity Estimation  Apply
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Realtime Monitoring

==

System Resource Real-Time Monitor

M o wait

Utilization (%)

P T R RO SR UEED WP G WA NI Y

19:21

19:20:50 19:21

19:21:10 19:21:20 19:21:30 19:21:40

.Fnae

Utilization (%)

19:21:10 19:21:20

19:21:40

19:21:50

19:21:30
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Historical Data View

Instance (004010277F72) x

Memory/RAM

l:l Used Free

100

gp - Threshold: Critical

80
| Theeshold: Wemina.__ ..ol SRR
70
60 |
50 -

40

Utilization (%)

30

20

10

15:57:31 15:58:01 16:00:03

Storage/Disk

[T used Free -

Service Management

Through the service management user interface, all the installed service(s) of a GMS instance are listed in a
tabular format. You can START/STOP service(s) by selecting the checkbox(es) of the service(s) you would like to
include and click “Enable/Start,” or “Disable/Stop” to execute the actions.

Instance (004010277F72) x

Service Management

= Service Status Port

D SonicWall Universal Management Suite - Scheduler Started (Enabled) 2999 5
SonicWall Universal Management Suite - Reports Scheduler Started (Enabled) 21001

D SonicWall Universal Management Suite - Monitoring Manager Started (Enabled) 21005

|:| SonicWall Universal Management Suite - Syslog Collector Started (Enabled) 21004

SonicWall Universal Management Suite - Flow Summarizer Started (Enabled) 21026

D SonicWall Universal Management Suite - Event Manager Started (Enabled) 21010

D SonicWall Universal Management Suite - Web Server Started (Enabled)

D SonicWall Universal Management Suite - Database Started (Enabled) 3306

|:| SonicWall Universal Management Suite - Flow Server Started (Enabled) 9064

Disable/Stop
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Log Management

Log Management provides a convenient way for you to download the log files of a GMS instance system. The
Log Management user interface allows you to select a single or multiple log files from a predefined directory list.
All the log files are zipped into a .ZIP file and can then be downloaded onto your file system.

Instance (004010277F72) x
Log Management Q| Search Text... (=]
Category = File Name File Size Modified Da...

-
Application Logs |:| aman-asxi-gmsvp21.eng.sonicwall.com.err 63,793,665 Mon Jul 09 2...
Application Logs D appflow.log 5,910,466 Mon Jul 09 2.
Application Logs appflow.log.1 10,520,403 SatJul 07 20...
Application Logs |:| appflow.log.2 10,519,231 Sat Jul 07 20...
Application Logs appflows.log 250,058 Mon Jul 09 2...
Application Logs D archive.log 28,368 Mon Jul09 2.
Application Logs D BEPostUpdateManager0.log 3,265,302 Mon Jul09 2.
Application Logs |:| DbgAppliance0.log 2,706,173 Mon Jul 09 2...

(o I i SRR TR T

Indude the Technical Suppert Report (TSR) anni@d Logs &

Firmware Upgrade

Firmware Upgrade provides you with capability of upgrading the firmware version of a GMS instance. This
functionality is available within a drop-down menu of a GMS instance.

Instance (00401034ACB4) x |

Firmware Upgrade/Service Pack/Hotfix

Choose the file
[ o |

gmsvp-updater-patch-GMSVP9.1-1440-x64-release-IB-pg.sh  760.523 MB n

Distributed Intelligent Platform Monitoring

Topics:

e Centralized Management
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e Distributed LED State
e Enhanced Informative Tooltip Display

GMS provides Distributed Intelligent Platform Monitoring (DIPM), a set of real-time monitoring tools that
extends intelligent platform monitoring (IPM) to a clustering environment for improved central management. It
can also provide you with an historical view of system resource usage. IPM automatically adapts to the available
resources.

The status indicators are visible in the upper right section of the GMS management interface.

@@@  Firewall ~ o 2 7]

User: admin@LocalDomain | Administrators | Logout

From left to right, the status indicators display the current status of:
e CPU/Processor usage
e Memory/RAM usage
e Storage/Disk usage

The possible visible states of these indicators are:

0 Initial
0 Normal
Q Warning
o Critical

The threshold values for each of these states can be set from the Threshold Settings section of the IPM >
Settings page for each appliance.

Centralized Management

The following figure provides a high-level overview of the new feature. DIPM is based on existing clustering
framework. the GMS console and agents join the same cluster in order to establish the communication
channels. The collected clustering information is stored in the SGMS DB database. Each agent includes an IPM
monitor (SAR) that runs in the background to collect and store specific information into a file-based database
(represented by a journal icon in the figure). The GMS console sends requests to its associated agents to gain the
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data used in Settings, Real-time Monitor, and the Historical View. The agent, on the other side, pushes the
real-time data back to the console in order to reflect the LED status.

i ::l e ::l e ]

——— S 1
Agent Agent Agent

Reguest/Pugh
[ |
Request,Pust - N E—— ,‘_Hf-‘q'-ﬂ‘m'i‘ui-'r
GMS Console
SGMS DB

Distributed LED State

LED status involves two differing communication perspectives (Agent and Console) as shown in the following
figures.

Agent Perspective

Agent Perspective (fapplaince)

L LK GMS Agant

;mg_'m

SAR metrics database
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Console Perspective

| console Perspective (/sgms)

GMS Agant

|

GMS Agant

’ . . . GMS Carsole \ d

|r|

S o005

GMS Agant

The functionally of the agent perspective LEDs (/appliance) has not changed. The local IPM monitor pushes the
latest metrics to the IPM Manager on the GMS agent and, if a client or browser connects to it, the data is used to
reflect the LED status.

The highest severity from all the data is shown only in the outer ring of the LED. The LED status changes
depending on the average of all the agent's data over a period of 24 hours.

The communication channel between the client or browser and the web server is abi-directional, making the
push from web server to client possible.

Enhanced Informative Tooltip Display

In the figure that follows, the top section shows the overall memory utilization (as an average) as well as the
threshold settings. The individual agent instances display current usage in a grid-based fashion that
automatically reflect the latest updated values. An informative tooltip showing the LEDs on the console has
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been enhanced to display valuable information in a distributed fashion as well. This figure provides a general

impression of how the tooltip might appear.

= @

FICATIONS @ % @@  Fireval v
| Memory/RAM (Click for details) i_
Logy
Memory/RAM x
| System Wide Status
Status: [ Normal |
Current Utilization: 19.59%
344 Threshold Warning: 75%
3.9  Threshold Critical: 0%
mg
B Individual Instance Status
Y
_LZJ
100%:
] oms_91_250GE_DHCP
Tty (004010277F72)
] 50% Status: | Normal |
Current Utilization: 25.79%
0% Threshold Warning: 75%
Threshold Critical: 0%
gms 91 250GB DHCP
(004010277F72)
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Navigating the GMS Management Interface

SONICWALL Global Management System 9.1 HomE [UNEYEM REPORTS  ANALYTICS  NOTIFICATIONS (XX )] Firewall + o 7 ]
= GlobalView / System Status GMSWorkllaw  Try for freel | User: admin@LocalDomain | Administrators | Lopout
_— ~ Status Information for Global Node: GlobalView "
s
¥ Firmware & Backup Firewall
b Licensing Firewalls in the System 1
Firewalls that are Not Registered 0
Current Status Firewalls with VPN Upgrade 1
Firewals that support MSSP 0
b User Sessions Firewalls with Global VPN Client Upgrade 0
SanicPaint Stations
Alerts o
Firewalls that are Down 0
Tools Firewalls that are Unacguired 0
pp— Firewalls with Pending Tasks o
e . Firewalls managed by Remote Instances (1]
Network Topok Firewalls managed using
bR Existing Tunnel/LAN 0
Test Capture ATP Management Tunnel 0
SsL 1
Connectivity Firewalls with DHCP Server Enabled 1
» 3G/4G]Modem Firewalls currently on Wireless o

The GMS management interface consists of these panes:

e Left pane: Use this pane to manage and group units for management and reporting. (This panel is not
available in Console, Appliance, and Notifications views.)

e Middle pane: Use this pane to access settings and functionality available depending on which view you
have selected at the top of the window.

Use the drop-down list on the upper right of the GMS management interface to choose the type of units you
want displayed in the left pane.

@@@  Firewall ~ o 2 7]

User: admin@LocalDomain | Administrators | Logout

The GMS Management Interface contains these major views:
e HOME View
e MANAGE View
e REPORTS View
e ANALYTICS View
e NOTIFICATIONS View

e Console View

HOME View

The HOME view displays the Dashboard, the current status of the system, and summary charts for several
different reporting topics.

®

NOTE: The items available on the HOME view will be different depending on the Reporting Mode with
which you installed GMS. See for Setting the Install Mode more information.

For more information about using the HOME view, see HOME View.
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MANAGE View

The MANAGE view is used to configure SonicWall appliances. From the screens on this view, you can apply
settings to all SonicWall appliances being managed by the GMS, all SonicWall appliances within a group, or
individual SonicWall appliances.

For more information about using the MANAGE view, see MANAGE View.

REPORTS View

NOTE: The REPORTS view is only available if you installed GMS with the Reporting Mode set to either
Flow based or Syslog based. See for Setting the Install Mode more information.

The REPORTS view is an essential component of the network security that is used to view and schedule reports
about critical network events and activity, such as security threats, inappropriate Web use, and bandwidth
levels.

For more information about using the REPORTS view, see REPORTS View.

ANALYTICS View
®

NOTE: The ANALYTICS view is only available if you installed GMS with the Reporting Mode set to Flow
based. See for Setting the Install Mode more information.

The ANALYTICS view provides you with access to detailed information about the activity handled by your
devices.

For more information about using the ANALYTICS view, see ANALYTICS View.

NOTIFICATIONS View

The NOTIFICATIONS view helps you monitor, and provide you with notifications about the status of, the
SonicWall appliances and other network devices managed by your GMS.

@ NOTE: The items available on the NOTIFICATIONS view will be different depending on the Reporting
Mode with which you installed GMS. See for Setting the Install Mode more information.

For more information about using the NOTIFICATIONS view, see NOTIFICATIONS View.

Console View

To access the Console settings for GMS, click the gear icon 2 |ocated in the top right section of the GMS
management interface.

To return to the Appliance view, click the gear icon again.
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Understanding GMS Icons

This section describes the meaning of icons that appear next to managed appliances listed in the left pane of the
SonicWall GMS management interface.

Status Icon Descriptions

Status Icon Description

i | One blue box indicates that the appliance is live and communicating with GMS. The appliance is
accessible from the SonicWall GMS, and no tasks are pending or scheduled.

Two blue boxes indicate that appliances in a group are live and communicating with GMS. All
appliances in the group are accessible from SonicWall GMS and no tasks are pending or
scheduled.

N

Three blue boxes indicate that all appliances in the global node of this type (Firewall/SMA) are
live and communicating with GMS. All appliances of this type are accessible from SonicWall GMS
and no tasks are pending or scheduled.

One blue box with a lightning flash indicates that one or more tasks are pending or running on
the appliance.

Two blue boxes with a lightning flash indicate that tasks are currently pending or running on two
or more appliances within the group.

Three blue boxes with a lightning flash indicate that tasks are currently pending or running on
three or more appliances within the group.

One blue box with a clock indicates that one or more tasks are scheduled on the appliance.

Two blue boxes with a clock indicate that tasks are currently scheduled to execute at a future
time on two or more appliances within the group.

Three blue boxes with a clock indicate that tasks are currently scheduled to execute at a future
time on three or more appliances within the group.

0@ B @ @ 8 O

One yellow box indicates that the appliance has been added to SonicWall GMS management
(provisioned), but not yet acquired.

Two yellow boxes indicate that two or more appliances in the group have been added to
SonicWall GMS management, but not acquired.

Three yellow boxes indicate that one or more of the appliances of this type (Firewall/SMA) have
been added to SonicWall GMS management, but not acquired.

One yellow box with a lightning flash indicates that one or more tasks are pending on the
provisioned appliance.

8@ o

Two yellow boxes with a lightning flash indicates that tasks are pending on two or more
provisioned appliances within the group.

Three yellow boxes with a lightning flash indicates that tasks are pending on three or more
provisioned appliances within the group.

&

A green circle with the number 1 in the middle indicates that the unit is in an HA pair and is
currently the Primary unit.

A yellow circle with the number 2 in the middle indicates that the unit is in an HA pair and is
currently on backup.

One red box indicates that the appliance is no longer sending heartbeats to SonicWall GMS.

Two red boxes indicate that two or more appliances in the group are no longer sending
heartbeats to SonicWall GMS.

Three red boxes indicate that three or more of the global group of appliances of this type
(Firewall/SMA) are no longer sending heartbeats to SonicWall GMS.

O go el e
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Status Icon Descriptions (Continued)

%a One red box with a lightning flash indicates that the appliance is no longer sending heartbeats to
SonicWall GMS and has one or more tasks pending.

% Two red boxes with a lightning flash indicate that two or more appliance in the group are no
longer sending heartbeats to SonicWall GMS and have one or more tasks pending.

@ Three red boxes with a lightning flash indicates that the appliances are no longer sending
heartbeats to SonicWall GMS and have three or more tasks pending.

25 A box with a dot in the top-left corner indicates that the appliance is being managed by GMS
using a static IP address.

1 This icon indicates a fail over to a secondary Ethernet port.

,‘g* This icon indicates the a modem is connected using a dialup.

i:':': This icon indicates the wireless is connected using WWAN.

£ This icon indicates the unit’s Task Pending status is “Immediate.”

) This icon indicates the unit’s Task Pending status is “Scheduled.”

0 Use this icon to switch between the Console, Appliance, or System views.
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HOME View

What you see on the HOME view depends on the Reporting Type you set when you installed GMS. (See Setting
the Install Mode for more information.)
Topics:

e HOME View (Flow Based)

e HOME View (Syslog Based)

e HOME View (Management Only)

HOME View (Flow Based)

The HOME view is the default view managing an appliance through GMS. From it can access these pages:

Topics:
e Status
e Dashboard
e Summary by Topic

e Live Monitor

Status

The Status page displays the current system status for the appliance, along with any applicable statistics and
licensing information:

e Firewall
® Management
e Subscription

e Firewall Models
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Status Information for Unit Node: LAB - NSA5600 (D376)
Acquisition History

Sessions " Unit Setup o
Traffic * Unit Acquisition [ ]
Threats » Reporting and Analytics Setup @
:::Lcked * Finished .
Flows

Monitor

Dashboard

The Dashboard page provides a view intended to work as a customizable dashboard where you are able to
monitor the latest happenings with your SonicWall GMS deployment, your network, the IT and Security World,

as well as the rest of the world.

© ihow | 6houn [T3RGEE] Todey | 30ey | 70w | 30Dy | 90 0 | Custom | Start: B8 Aug-2018 001258 | End: A aoe 20 | ©) @ LEE =
e Traffic
ntos 10 »
= s h
= a0des g ] : H ||| |i|
A0 55 |II [ || ||| I
: ’ : : N[ A |
Bandwidth P Usage G A | | ||| II | \ | ILIII|| ||
= w g I'I\ II”I ||I'|I | I| | ‘ | \ {\ A | ”I |\
| | { |
. 0\ I ;. ;Il A A | | I
5 vl Gl S (ol (U A |
i WW Ll Illk Wi - WYYV VWL
o ' o
2
Conmections Usage Conmectson Rate \’_‘ﬁ d.y$ @ﬁ (\,&‘
§ Satmb. 7 451 v |
::_ s‘ o000k Tutal Connections it WA i
) ‘o ‘ 1° 1-1 MB Wﬁ:'m“l ]
Risk Index Block Percentage Total Data Transferned Applications. Intrussons.
Threats
Infermatn Technokgy Computer
0 0 0 0
Wiruses Intrusion Spyware Botnet
‘Web Categores. Wiruses
=} 5] @ ah = I & c]

Upon initial login, you see a default Dashboard view. You are able to further customize this page by configuring

and adding preferred components.

Summary by Topic

The Summary by Topic section provides access to these summary reports:

e Applications

e Blocked
e Threats
e Users
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e Viruses

e |Intrusions

e Spyware

e Web Categories

e Sources

e Destinations

e Source Locations

e Destination Locations
e BW Queues

e Botnet

Live Monitor

The Live Monitor page provides a real-time, multi-functional display with information about hardware
multi-core utilization, applications, bandwidth usage, packet rate, packet size, connection rate, connection
count, and memory usage.

MSA 5600 - DITE.153 | Live Monitar Uber: pSenSLoCHTmN | Adminatrators | LogE
L4180 30 24

[T e - o B e Range | 10 minutes » | a
a

Aoplications = = sy Cl ]

I l
* Lagencis

a

Ingress Bandwidth® [ Comems 2 R T T I e T

L L WiEs e T o1 o 13 e

|
8
Ingress Packet Rate® [ Foent e [N [T z Fiwhambes v dm g uIEI
a

#7777 | fgrmss Packet Hute®  [[Fmer nee e e [Ty

[ ingress Packet Sizm® [ vt aen i e T e -] fevaun Tl

@ | NOTE: For more information on using the features of the Live Monitor, see SonicOS 6.5 Monitor.

HOME View (Syslog Based)

The HOME view is a customizable executive summary of your GMS deployment. The Dashboard tab provides
powerful network visualization reporting, monitoring, and search filtering tools consolidated into one area of
the management user interface.
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Upon initial login, you see a default Home view. You are able to further customize this view by configuring and
adding preferred components. The HOME view also provides administrators with a centralized location to create
Universal Scheduled Reports for reporting solutions.

From it can access these pages:

Topics:
e Universal Dashboard
e Universal Scheduled Reports

e My Default Page

Universal Dashboard

The Universal Dashboard page provides the administrator—upon initial login with factory defaults—a
geographical map displaying GMS deployment information.

Description St Schdied Tt oal) Appllance Name Ve Tranderred
Py A0 SPL TS ) e BT

g fUelae it with seySarcWA. _ £... Db L3, 2011 Tue [S0007 4] ES000 B0BAEIT 6D e W

A s M Cct: mitch fos .. 5., Do, 201 Tha [ b04) ot 240 a0 ame |

Save tremal el e 5. MMEDIATE e iiowied 1,00 o |

Sirew freal pecf Fle: P IMEDIATE PR 130 4300, 2 wem |

R T BMEDIATT

Son fresal ek e . IMMEDIATE

e tremalcref e £ PMEDATE

The Geographical View displays the following SonicWall GMS elements graphically:
e SonicWall GMS-managed units—such as Firewall, SMA, and Email Security (ES) appliances

e SonicWall GMS-host servers—such as UMH hosts in server, console agent, or database role
configurations

e Auto-discovered units behind the SonicWall GMS remotely-managed units—such as configured network
address objects like public servers

Depending on the administrative access privileges that a logged in user has, the right subset of objects in the
previous image are displayed on the geographical map.

®

NOTE: See “Using the Universal Dashboard” in the GMS 9.0 Administration Guide for more information
about using and configuring the Universal Dashboard.

Universal Scheduled Reports

The Universal Scheduled Reports page displays the results of any Universal Scheduled Reports. It provides
management interfaces to let the user setup schedules and configure reports to be exported in a periodic
fashion and in various report formats. The Universal Scheduled Reporting application streamlines the
configuration processes to unify and enhance the existing functionality to the system-wide usage patterns. This
allows the user to collect report data from multiple appliances and create a single global report.

@ NOTE: See “Using the Universal Scheduled Reports Application” in the GMS 9.0 Administration Guide for
more information about using and configuring the Universal Dashboard.
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My Default Page

My Default Page Includes a default settings widgets page.

HOME View (Management Only)

The HOME view is a customizable executive summary of your GMS deployment. The Dashboard tab provides
powerful network visualization reporting, monitoring, and search filtering tools consolidated into one area of
the management user interface.

Upon initial login, you see a default Home view. You are able to further customize this view by configuring and
adding preferred components. The HOME view also provides administrators with a centralized location to create
Universal Scheduled Reports for reporting solutions.

From it can access these pages:

Topics:
e Universal Dashboard

e My Default Page

Universal Dashboard

The Universal Dashboard page provides the administrator—upon initial login with factory defaults—a
geographical map displaying GMS deployment information.

I Geopraphic View  [Nodhi: s34 L ET DesidD Cobie:T]
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S el s e T BMEDIATE WOk % e |
Spen Fromalpray e 1. BMEDIATE
Save sty e e PMEDATE
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The Geographical View displays the following SonicWall GMS elements graphically:
e SonicWall GMS-managed units—such as Firewall, SMA, and Email Security (ES) appliances
e SonicWall GMS-host servers—such as UMH hosts in server, console agent, or database role
configurations

e Auto-discovered units behind the SonicWall GMS remotely-managed units—such as configured network
address objects like public servers

Depending on the administrative access privileges that a logged in user has, the right subset of objects in the
previous image are displayed on the geographical map.

@ NOTE: See “Using the Universal Dashboard” in the GMS 9.0 Administration Guide for more information
about using and configuring the Universal Dashboard.
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My Default Page

My Default Page Includes a default settings widgets page.
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MANAGE View

The MANAGE view is used to configure SonicWall appliances. From the screens on this view, you can apply
settings to all SonicWall appliances being managed by the GMS, all SonicWall appliances within a group, or
individual SonicWall appliances.

To open the MANAGE view, click the appropriate appliance at the top of the SonicWall GMS management
interface and then click the MANAGE view.

Topics:
e Updates
e Current Status
e Tools
e Connectivity
e Policies
e System Setup
e Security Configuration

e Logs and Reporting

Updates

The Updates page allows you to manage your:
e Firmware & Backup: firmware upgrade installation

e Licensing: register SonicWall appliances, service licenses, search licenses, license sharing, and used
activation codes

@ | NOTE: For more information on using the features of the Updates page, see SonicOS 6.5 Updates.

Current Status

The Current Status section provides you with information about:
e System Status: current system status
e User Sessions: active users
e SonicPoint Stations: status of any attached SonicPoint units

e Alerts: system status alerts
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Tools

The Tools section provides you with access to tools to:
e System Tools: restart your appliances, gather diagnostics information, synchronize your appliances
e Network Diagnostics: perform diagnostics for your network
e Network Topology: display the current network topology
e AccessPoints FloorPlan: displays the location of any SonicPoint or SonicWave access points
e Monitors: connections, CPU, processes, and VPN

e Test Capture ATP: upload files to be scanned

Connectivity

The Connectivity section allows you to manage:
e 3G/4G/Modem: base settings, advanced settings, and connection profiles

e Access Points (SonicPoint/SonicWave): base settings, floor plan view, IDS, advanced intrusion and
detection (IDP), Virtual Access Point, FairNet, and wi-fi multimedia connections

e VPN: base settings, configuration, and L2TP server

e SSLVPN: server settings, portal settings, client settings, and client routes

@ | NOTE: For more information on using the features of the Connectivity page, see SonicOS 6.5 Connectivity.

Policies

The Policies section allows you to manage:
e Rules: rules for network access, routing, address mapping, and VPN access

e Objects: address and service objects

@ | NOTE: For more information on using the features of the Policies page, see SonicOS 6.5 Policies.

System Setup

The System Setup section allows you to set up these features:

e Appliance: base settings, SNMP, passwords, login security, web management, certificates, and system
time and schedules

e Network: interfaces, PortShield interfaces and X?]Series switches, failover and load balancing, zones,
VLAN translation, DNS, DNS proxy, routing, ARP, neighbor discovery, MAC-IP anti-spoof, DHCP server, IP
helper, web proxy, and dynamic DNS

e DHCP: base settings, DHCP over VPN, dynamic ranges, static entries, option objects and groups, and
trusted agents

e Switching: VLAN trunking, link aggregation, and port mirroring
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VolIP: consistent NAT and SIP and H.323 settings

Virtual Assist: allows users to support customer technical issues without having to be on-site with the
customer

Users: user authentication, local users and groups, guest services and accounts, web login, RADIUS
accounting, customized pre- and post-login banners, acceptable use policies, and login pages, partitions
(adding authentication partitions and partition selection policies)

High Availability: base setup, advanced settings, and monitoring settings

WAN Acceleration: status, TCP acceleration, WFS acceleration, and web cache

NOTE: The pages available in the System Setup section may vary depending on the features available and
supported on the managed device.

NOTE: For more information on using the features of the System Setup page, see SonicOS 6.5 System
Setup.

Security Configuration

The Security Configuration section allows you to configure:

Firewall Settings: firewall settings, flood protection, multicast, Quality of Service mapping, SSL control,
and advanced settings

Deep Packet Inspection (DPI): SSL client deployment and SSL server deployment
DPI-SSH: configure
Anti-Spam: base setup and real-time blacklist filter

Security Services: general settings, Content Filter Service (CFS), client AV enforcement, Gateway
Anti-Virus, intrusion prevention, Anti-Spyware, Geo-IP filter, and botnet filter

External IDS:

Content Filter: general settings, policies, exclusion list, custom list, custom categories, web features, and
special settings for N2H2 and Websense Enterprise

NOTE: For more information on using the features of the Security Configuration page, see SonicOS 6.5
Security Configuration.

Logs and Reporting

The Logs and Reporting section allows you to set options for GMS reporting:

®

Appflow Settings: Flow reporting, GMS Flow Server, Appflow Server

Log Settings: base setup and name resolution

NOTE: For more information on using the features of the Logs and Reporting page, see SonicOS 6.5 Logs
and Reporting.
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REPORTS View

The REPORTS view is an essential component of the network security that is used to view and schedule reports
about critical network events and activity, such as security threats, inappropriate Web use, and bandwidth
levels.

NOTE: The REPORTS view is only available if you installed GMS with the Reporting Type set to Flow based
or Syslog based. Reporting is not available if you set the Reporting Type to None. See Setting the Install
Mode for more information.

What you see on the REPORTS view depends on the Reporting Type you set when you installed GMS. (See
Setting the Install Mode for more information.)
Topics:

e REPORTS View (Flow Based)

e REPORTS View (Syslog Based)

REPORTS View (Flow Based)

To open the REPORTS view, select the Firewall view at the top of the SonicWall GMS user interface and then
click REPORTS.
Topics:

e Status

e Reports by Topic

e Scheduled Reports

e Live Reports

Status

The Status page displays the current system status for the appliance, along with any applicable statistics and
licensing information:

e Acquisition History
e Firewall
e System

e Flow Management
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Reports by Topic

The Reports by Topic section provides access to reports of these types:
e Applications
e Users
e Viruses
e |Intrusions
e Spyware
e Web Categories
e Sources
e Destinations
e Source Location

e Destination Locations

e BW Queues
e Botnet

e Blocked

e Threats

The reports are available with these views:

e Chart
e Table
e Timeline

Scheduled Reports

The Scheduled Reports section allows you to:
e On Demand: view reports immediately

e Archive: access archived reports

Live Reports

The Live Reports section and page displays historical data for the usage of the system, applications, and network
interfaces.
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REPORTS View (Syslog Based)

To open the REPORTS view, select the Firewall, Email Security, or SMA view at the top of the SonicWall GMS
user interface and then click REPORTS.

These categories are available:
e Data Usage
e Applications
e User Activity
e Web Activity
e Web Filter
e VPN Usage
e Intrusions
e Botnet
e Geo-IP
e Gateway Viruses
e (Capture ATP
e Spyware
e Attacks
e Authentication
e Up/Down Status
e Custom Reports
e Analyzers
e Configuration

e Events
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ANALYTICS View

The ANALYTICS view provides you with access to detailed information about the activity handled by your
devices.

NOTE: The ANALYTICS view is only available if you installed GMS with the Reporting Type set to Flow
based. It is not shown in Syslog-based installations. See Setting the Install Mode for more information.

Topics:
e Status
e Sessions
e Flows

Status

Status Information for Unit Node: LAB - NSA5600 (D376)
Acquisition History

Sessions * Unit Setup .
Traffic * Unit Acquisition (]
Threats » Reporting and Analytics Setup [ ]
URL
Blocked * Finished [ ]
Flows
Monitor

The Status page displays the current system status for the appliance, along with any applicable statistics and
licensing information:

e Acquisition History
e Firewall
e System

e Flow Management
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The Sessions section displays flow logs from the device for these items:
e Traffic
e Threats
e URL
e Blocked

Filters can be created and applied to help you locate specific data within the logs.

Traffic

The Traffic page displays all of the sessions going through the firewall.

Threats

The Threats page displays information about the sessions that are marked as Threats by the firewall based on
virus, spyware, or intrusion.

URL

The URL page lists all of the sessions that are accessing URLs.

Blocked

The Blocked page displays information about all of the sessions blocked based on the policies configured in the
MANAGE | Policies section.
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Flows

The Flows section provides you with access to these pages:

e Monitor

Monitor

The Monitor page lets you visualize the traffic data by applications, users, URLs, initiators, responders, threats,
VolP, VPN, devices, or contents. Filters can be created and applied to help you locate specific data.
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NOTIFICATIONS View

The NOTIFICATIONS view helps you monitor, and provide you with notifications about the status of, the
SonicWall appliances and other network devices managed by your GMS.
Topics:

e Tools

Tools

The Tools section contains a selection of tools you can use to monitor the status of the SonicWall appliances and
other network devices managed by your GMS.
Topics:

e Net Monitor page

e Real-Time Syslog

e Live Monitor

Net Monitor page

The Net Monitor page displays information about your licensing of the GMS Net Monitor.

The GMS Net Monitor periodically tests the status of SonicWall appliances and other network devices. When
configured, it enables you to monitor the status of your network and immediately respond when SonicWall
appliances and other network devices become unavailable.

The Net Monitor enables you to categorize different groups of SonicWall appliances or other network devices.
You can categorize them by device type, geography, or any other organizational scheme. Additionally, you can
assign devices within each category a high, medium, or low priority.

Real-Time Syslog

@ NOTE: The Real-Time Syslog page is only available if you installed GMS with the Reporting Type set to
Syslog based. See Setting the Install Mode for more information.

The Real-Time Syslog page displays real-time data from the syslog reports.
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Live Monitor

NOTE: The Live Monitor page is only available if you installed GMS with the Reporting Type set to Syslog
based. See Setting the Install Mode for more information.

The Live Monitor section and page provides access to the Live Monitor reporting results.

Live Monitoring allows you to monitor a network through the correlation of syslogs received from appliances
throughout a deployment. The syslogs are received by the Event Manager Receiver Service that then feeds them
into an Event Correlation Engine. The engine sends the messages through user-defined rules, and if a rule
condition is met, the engine forwards the object to be turned into an alert for Live Monitoring.

These alerts are sent to email, traps, other user-defined destinations, and to the new Live Monitoring user
interface, if a user is currently monitoring. Viewing alerts in the Live Monitoring interface provides greater
flexibility to monitor a network, and to analyze traffic based on protocols, web usage and productivity, or even
to detect viruses and attacks in the network.

Live Monitoring is a powerful tool when rules are created properly, allowing you to monitor various amounts of
information on the unit(s) efficiently. Be aware that while the alerts keep you updated with what is being sent
and received, this might bombard your inbox or trap listener with a heavy amount of notifications. This happens
only when the rule is lenient; if the rule is strict, there is not a large number of notifications.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract and to customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation
View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information
Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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