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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward-looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.
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“Our partnership with Splunk is
incredibly important for our
customers. Customers love AWS
agility with Splunk visibility.”

» Andy Jassy, CEO, Amazon Web Services
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Splunk’s AWS Credentials
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Why is Splunk Important for AWS Customers?

Best Practices for Securing Assessing the Risk: Yes, the Amazon Web Services
Workloads in {-\mazon Web Cloud Can Be More Sequre Than “Intro to AWS Security”
Services Your On-Premises Environment _ _
Gartner, Neil MacDonald, Greg IDC, Pete Lindstrom AWS Summit Series
Young
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Shared responsibility model

Customer responsibility will be
determined by the AWS Cloud
services that a customer selects

Security IN
the Cloud

AWS is responsible for
Security OF  protecting the infrastructure that
the Cloud runs all of the services offered
Custome in the AWS Cloud

AWS
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Traditional on-premises security model

Customers are
responsible for
end-to-end security in
their on-premises data
centers

Customer content

Client-side data Server-side data Network traffic
encryption encryption protection

Platform, applications, identity & access management

Operating system, network & firewall configuration

Software

Compute Storage Database Networking

Infrastructure
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AWS [/ Customer shared responsibility

Infrastructure as a Service (laaS)

Customer’s responsibility

Software

over responsibility
from customers
Availability Zones Regions Edge Locations
Infrastructure
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Splunk’s Approach to Cloud Monitoring

Cloud Migration Manage Hybrid One Consolidated Cost, Capacity, and
Infrastructure Solution Resource Management
Get visibility at all Hybrid infrastructure Splunk takes the Understand how your
stages of the creates a complex place of the multitude resources are
migration process — monitoring of monitoring tools performing — and how
whether before, environment. Legacy because sometimes many are being used
during or long after. tools can't keep up. one is better than — then optimize
Splunk can. many. utilization and billing
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Company overview

REI is a national outdoor retail co-op dedicated to inspiring, educating, and outfitting its members and
the community for a lifetime of outdoor adventure and stewardship.

$2.6B 17M 154

2016 Revenue Co-op members Retalil stores in
36 states
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Challenges

REI needed to extend its security posture to include edge protection of its Amazon Virtual Private
Clouds (VPCs) as it migrated application to AWS.

It was determined that REI previously lacked:

A solid investigation workflow that included its AWS deployment
A secure ingress path for migrating applications to AWS

A clear path for implementing a DevSecOps practice across all REIl accounts and VPCs

splunk> m
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Splunk is available in AWS Marketplace

Options for Splunk Cloud & Splunk Enterprise

AWS Marketplace Ease of Sale

_______________________________________________________

Splunk Specifics

Easily discover & deploy software
& SaaS

Simplified buying process and
consolidated AWS Billing reduces
time to procure

\&/awsmarketplace
Automatic renewals
One consolidated AWS bill

Potential impact and “draw-down” on
AWS EDP (Enterprise Discount

Program) Contracts Explore AWS Marketplace

New! Splunk Insights for Infrastructure Pay-as-You-Go

Annual contract subscriptions &
automatic discount for multi-annual
options

Buy Splunk Cloud in increments of
5GB to 100GB across all supported
regions

Easily upgrade Splunk license

Marketplace seller private offers
available for larger index volumes,
apps and add-ons

Splunk Enterprise licensing
available via AWS Marketplace seller
private offers

_______________________________________________________
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The AWS & Splunk solution

AWS Services Used: Splunk Products Used:

Amazon Virtual Private Cloud Splunk Cloud
AWS Application Load Balancer (ALB) Splunk Enterprise Security
Amazon GuardDuty
AWS Config

Amazon CloudWatch

Amazon GuardDuty Add-on for Splunk
Splunk App for AWS

Splunk Add-on for Amazon Web Services

______________________________________________________________________________________________________________

“The largest gain was through securing at the edge. This removed the need for individual dev teams to come up with edge
protection models for public-facing endpoints. Splunk is helping us aggregate the Amazon VPC flow logs, AWS Application Load
Balancer logs and Amazon GuardDuty logs for easy correlation, visualization and alerting.”

David Bell, Manager, Infrastructure and Cloud Services, REI
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Splunk GuardDuty dashboard

Overviewv  Topology  Timeline e Securityw  Insightsv  Bilingv  Searchv  Configure Splunk App for AWS

GuardDuty - Moved Amazon GuardDuty

: findings to Splunk App for AWS
N N to give security engineers a

4GuardDu'cyFmdmgs-ByAccount fuardDutyFmdlngs-ByType S|ng|e Source Of |nformat|on_

2 . . . 2 l —— - Created panels to quickly see
. number of findings per account

MonAug20  TueAug2l  WedAug22  ThuAug23  FriAug 24 Sat Aug 25 SunAug26  Mon Aug 27 MonAug20  TueAug2l  WedAug22  ThuAug23  FriAug 24 SatAug2s  SunAug26  Mon Aug 27
2018 2018

and overall numbers per finding

Q4 i O <amag

GuardDuty FINDINGS - ALL REGIONS ty p e

Recon:EC2 UnauthorizedAccess:IAMUser

07 07 - Implemented dropdowns for

. . time frame and to select
individual AWS accounts.

Finding Provenance

m
e <
@) °

=
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GuardDuty Findings - By Account

4

MonAug20  Tue Aug 21
2018

Wed Aug 22

GuardDuty FINDINGS - ALL REGIONS

Recon:EC2

0v

b U

Findings By Instance

account © | awsresource

Finding Provenance

f

detailregion

us-west-2

us-west-2

us-west-2

us-west-2

us-west-2

us-west-2
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Splunk GuardDuty dashboard

ThuAug23  FriAug 24 Sat Aug 25

_time

UnauthorizedAccess:IAMUser

0v

N

detail.type
Recon:EC2/PortProbeUnprotectedPort

Recon:EC2/PortProbeUnprotectedPort

Recon:EC2/PortProbeUnprotectedPort

Recon:EC2/PortProbeUnprotectedPort

Sun Aug 26

L IAMU:

Guard Duty Findings - By Type

4

1 -

[ Recon:EC2/...tectedPort
Unauthorized...xfiltration

Mon Aug 27 MonAug20 TueAug2l  WedAug22  ThuAug23  FriAug 24 SatAug25  SunAug26  Mon Aug 27

2018
_time

detail.severity | detail description detail.service.count

EC2 instance has an unprotected port which is being probed by a known malicious host -
EC2 instance has an unprotected port which is being probed by a known malicious host. -
EC2 instance has an unprotected port which is being probed by a known malicious host. 5
1
1

EC2 instance has an unprotected port which is being probed by a known malicious host.

Credentials created exclusively for an EC2 instance using instance role infra-domain-join have been used from external IP address 1

2

£

2

2
- Credentials created exclusively for.an EC2 insiance using instance role SharedServices have been used from extemal IP address
]

gd_object © | history
EC2 A

EC2
EC2 i/ &
EC2 ~ L
IAMUser A

IAMUser A

event
time
08/24/18
05:06:30

08/23/18
23:01:05

08/23/18
17:02:56

08/23/18
13:16:03

08/22/18
08:21:03

08/22/18
08:21:03

Updated hidden drill down
panel to work with new custom
panels.

Quickly gives security
engineers information
concerning AWS accounts,
Amazon EC2 instances, and
AWS IAM roles.
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Splunk GuardDuty data flow

- AWS GuardDuty analyzes
information from Route 53,
CloudTrail, and VPC Flow
Logs.

AWS Route

53 - AWS Cloudwatch Event

. triggers a Lambda.
AWS I l

Immediately for the first alert,
every six hours afterwards.
: CIounatch . i
CloudTrail AWS GuardDuty Svent amaca T PO tor Lambda function sends

(event-based) (HEC) CloudWatch data to a Splunk
HTTPS Event Collector.

- Note: The Splunk Lambda
blueprints and video was

VPC Flow extremely helpful in getting this
rogs configured.

Lambda
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REI gained:

L NN

Real-time visibility
across applications,
services, and security
infrastructure

Business benefits

1
[Qyj
<7 Ng
'q R
'e D

T

Threat intelligence,
alerting, security monitoring,
and troubleshooting

Enhanced edge security
as applications migrate to
AWS

© 2019 SPLUNK INC.

78
&

Faster time-to-value and
ease of use which reduces
staffing challenges
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Splunk and AWS

Web
Services

GPS
@ Location
Networks <>
‘ RFID
AWS -
CloudTrail o
- Call Detail
‘ﬁ Records

AWS Config

Amazon

Amazon Kinesis

%

Packaged
Applications

Messaging

Databases

ot
S

Data

Firehose

@ i

@\

Ad hoc Monitor Report and Custom Developer
search and alert analyze dashboards Platform

AWS App & Add-on

APP
Custom ~
Applications
Real-Time >
Ill Machine Data
Amazon EC2

DA E:;@.cg References — Coded fields, mappings, aliases

Dynamic information — Stored in non-traditional formats
- Environmental context — Human maintained files, documents
mo @ System/application — Available only using application request
= Intelligence/analytics — Indicators, anomaly, research, white/blacklist
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Splunk’s approach to AWS migration

0
N

AWS Migration

Get visibility at all stages of
the migration process —
before, during, and after.

Baseline performance and
cost metrics.

Manage Hybrid
Infrastructure

Hybrid infrastructure creates
a complex monitoring
environment. Splunk enables
you to keep up.

One Consolidated
Solution

Manage security and IT Ops.

Monitor service-level down to
system-level in a single view.

N

Cost, Capacity, and
Resource Management

Understand how resources are
performing — measure against
baselines — then optimize
utilization and billing.
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Splunk Portfolio of AWS Solutions

End-to-End AWS Visibility

splunk>

App for AWS

Q

AWS Quick Starts
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Architecture Layers

3 Primary Components
 Ingestion (Data Acquisition)
* Index/Search (Map Reduce/Query)

 Management

Company ABC
Splunk Users

Company ABC Users

MANAGMENT TIER

INDEX/SEARCH TIER

INGESTION TIER



Search Tier

Architecture
Tips
Splunk — Indexer Data
Replication (IDR)

Adding new indexers in response to data growth is expensive [ High cost
Searches typically run over only on a partial subset of data [1 Inefficient

utilization
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S pl U n k - Smal't StO re (SZ) (Only available for Splunk 7.2 and above)

Search Request for C |Search Tier

Cache

Manager

amazon

webservices
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Splunk AWS QuickStart (IDR only) — Splunk in 45 mins

Splunk indexer cluster with the
number of indexers you specify (3-10)

Splunk search heads, either
stand-alone or in a cluster

Splunk license server and indexer
cluster master

Splunk search head deployer

(Optional) User-provided Splunk apps
and/or add-ons

)

i , \/internet gateway
Neenns” )
[ k! R |
‘ . _ | 0
Elastic Load
Balancing
Deployer SH1 SH2 SH3
____________________ > So— L] Search head
cluster
\ ) L= o Sy
.................... » < me d o [ Indexer
cluster
Clustermaster, Indexert Indexer2 Indexer3
license ma ster
Public subnet 1 Public subnet 2 Public subnet 3
\ 10.0.1.0/24 4 \ 10.0.2.0/24 - 10.0.3.0/24

Virtual private cloud 10.0.0.0/16

AWS Region

/
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HA & DR Strategy

» Determine required level of failure tolerance:

> | | Combination thereof
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Instance Type Selection Strategy

Selecting a base instance type is a balancing act
between compute, storage and cost.

C5, M5 and I3 types are good choices for Indexers and
Search Heads.

EBS, though redundant in the backend, cannot replace
indexer clustering and for some instance types is
mandatory

SSD ephemeral storage for D and | instance types
performs very well but should be used only in clustered
deployments

Compute

Storage

Cost
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Instance Selection Examples

1TB -> 4 IDX

When using Splunk premium solutions, such as Splunk® Enterprise Security (ES) or Splunk® IT
Service Intelligence (ITSl), we recommend indexer instance types with a larger memory footprint.
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Storage Selection Examples

© 2019 SPLUNK INC.

SPLUNK

Bucket Stage Description Searchable
Contains newly indexed data. Open for EBS gp2

Hot writing. One or more hot buckets for each | Yes 9p .
. Instance Storage
index.
Data rolled from hot. There are many EBS ap?

Warm warm buckets. Warm buckets are read- Yes 9P .

Instance Storage

only.

Cold Data rolled from warm. There are many Yes EBS gp2
cold buckets. Cold buckets are read-only. EBS st1 or sc1
Data rolled from cold. The indexer deletes

Frozen frozen data by default, but you can also NG S3
archive it. Archived data can later be Glacier
thawed.
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Splunk AWS QuickStart (IDR only) — Splunk in 45

ming

Splunk indexer cluster with the
number of indexers you specify (3-10)

Splunk search heads, either
stand-alone or in a cluster

Splunk license server and indexer
cluster master

Splunk search head deployer

(Optional) User-provided Splunk apps
and/or add-ons

N/

\ )

.

licensema ster

\/Internet gateway

Elastic Load
Balancing

Deployer SH1
\— N

SH2

SH3
Search head
cluster

N '
Clustermaster, Indexert

_____ > Indexer
cluster
_
Indexer3

Public subnet 1
10.0.1.0/24

4

Public subnet 2
@ 10.0.2.0/24 4

Virtual private cloud 10.0.0.0/16

Public subnet 3
10.0.3.0/24

)

AWS Region

/
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Company overview

FINRA - the Financial Industry Regulatory Authority - is the largest independent regulator for all
securities firms doing business in the United States. FINRA's mission is to protect investors by making
sure the US securities industry operates fairly and honestly.

wo 9B 1,369 $66.8M

Financial transactions Fraud cases referred to Restituted to harmed
monitored every day the SEC (U.S. Securities investors in 2017
and Exchange
Commission) in 2017
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Challenges

FINRA needed to integrate its processes into a DevSecOps workflow in order to keep up with
the constantly evolving security industry.

It was determined that FINRA previously lacked:
- An automation pipeline for both its operational workflow and security posture

- A way to effectively stay ahead of compliance guidelines and security best practices

- The ability to scale up and down at any time, to match surges in compute and storage
capacity needs
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More data & analytics on AWS than anywhere else
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Splunk is available in AWS Marketplace

Options for Splunk Cloud & Splunk Enterprise

AWS Marketplace Ease of Sale

_______________________________________________________

Splunk Specifics

Easily discover & deploy software
& SaaS

Simplified buying process and
consolidated AWS Billing reduces
time to procure

\&/awsmarketplace
Automatic renewals
One consolidated AWS bill

Potential impact and “draw-down” on
AWS EDP (Enterprise Discount

Program) Contracts Explore AWS Marketplace

New! Splunk Insights for Infrastructure Pay-as-You-Go

Annual contract subscriptions &
automatic discount for multi-annual
options

Buy Splunk Cloud in increments of
5GB to 100GB across all supported
regions

Easily upgrade Splunk license

Marketplace seller private offers
available for larger index volumes,
apps and add-ons

Splunk Enterprise licensing
available via AWS Marketplace seller
private offers

_______________________________________________________
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The AWS & Splunk solution

FINRA has been able to bridge the gap between its security and operations teams.

FINRA:

Moved into serverless computing environment on AWS
Started leveraging AWS Lambda to run code without provisioning or managing servers
Began ingesting and logging more data than ever from over 170 applications

Integrated Amazon Kinesis Data Firehose to deliver real-time streaming data to Splunk

“The insights from Splunk allow us to use more AWS services. We are putting our crown jewels — our ability to take every
transaction every day on almost every U.S. stock and options market and analyze that data in the cloud — and we are using Splunk to
assure that it is secure. Splunk and AWS together give us an unparalleled ability to protect investors.”

Gary Mikula, Director, Cyber and Information Security, FINRA
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Getting Data from AWS

]
~
Heavy Forwarc sQ
Heavy Forwarder S

£~
(&) J)—,\ZUD
n (& E_;/‘, /
="

Legacy (API Pull) SQS Based S3 Lambda Kinesis Firehose

Server Serverless
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Architecture
Tips
Splunk — SQS based

S3 vs. Legacy Modular
Input

Legacy Modular Input does not have fault
tolerance. If one HWF goes down, then it
can no longer collect the data and send it

to get indexed

Each HWF must maintain state, which
means that upon failure you will have to

move the input to another working node

The data collection cannot be load

balanced across tiers

© 2019 SPLUNK INC.

"~ AWS CloudTrail  AWS Config

|

splunk>cloud
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SQS Based S3 vs. Legacy Modular Input

SQS Based S3 input is a more scalable approach to collect AWS Data

Cloudtrail Config
Fault tolerant data collection. If one node fails, 2
another node will collect the data. N
Once data is in S3, event is posted to SQS. Any : §Q

of HWF can then pickup SQS Msg and get data.

Each HWEF is stateless and will not impact the
data collection from any other node.

Data collection can be load balanced across
multiple heavy forwarder nodes.
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SQS-Based S3

Example Flow

Simple Notification Service (SNS)[l 3 ¢(SQS) Simple Queuing Service
£ ']
2
—— :
CloudTrail S3 Splunk HWF Splunk IDX(s)

& AWS TA
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General guidance when collecting AWS Data

\, gl u Y
AWS CloudTrail  AWS Config AWS CloudWatch ~ Amazon Kinesis

Metrics v L

di

-

\’,
< / Streams

Amazon Lambda

(Splunk Logging
Function)

T N e
Splunk HTTP Input

Collect AWS data using a Splunk Heavy
Forwarder for SQS Based S3 and other modular
inputs (Billing, Inspector, Config Rules,
Description etc.) (Managed in Splunk Cloud)

Collect high volume data using Lambda Function
to Splunk HTTP Event Collector (HEC)

Kinesis Firehose can collect data in real-time with

a built in buffer plus a “splash back” to an S3
bucket.

splunk>cloud
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Trumpet 2.0
Automated AWS Configuration for Splunk Add-On

. . L]
i Firehose delivery streams (7] AWS API Call Events
Kinesis Firehose delivery streams continuously collect, transform, and load streaming data into the destinations that you specify. .AWS M a n a q e m e nt CO n SO | e S | q n_| n
- o Events
Y Filter or search by name Viewing 1 - 2 of 2 delivery streams > 'AmaZOH ECZ EVGntS
s s ot Name - sttus - Created + | Sourss 4 | Record <k 2 *AWS Systems Manager Events
splunk-trumpet- Active 2018-10-31T11:53-0700 Direct PUT and... splunk-trumpet... ' Splunk .
AWS Config Notifications « CWEFirehoseDeliveryStream- 'AmaZOH ECZ Malnteﬂance
AWS Config Snapshots I .
/S CloudTrail « splunk-trumpet-flowlogs- Active 2018-10-31T12:30-0700 Direct PUT and... splunk-trumpet... Splunk VVI n d OWS Eve ntS
PYRT— « VPCFirehoseDeliveryStream- .Amazon ECS Events
i oot Bverit oo « Viewing 1 - 2 of 2 delivery streams 'AmaZOH Gual’dDUtV EventS
e e AWS Console *AWS Health Events

*AWS KMS Events

*Amazon Macie Events
*Scheduled Events

*AWS Trusted Advisor Events

Trumpet 2.0 Cloudformation Template

Values Count %

aws:cloudtrail 9,197 92.33% H

ans:cloudwatchlogs:vpeflow 135 7.379% |

ans:config:notification N 8.11% . *7::

aws:guardduty: firehose 10 8.1% m v -
CWE

Splunk Firehose Splunk
Dynamically generated CloudFormation sets up customized Firehose transport 'f'g%plunk
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pagerduty
PagerDuty-at-a-Glance

...............
---------------

Founded in 2009

Cloud-based incident resolution Based in San Francisco 200,000+ Users
N
\VZ
Eﬁ.,
I amazon | Partner
webservices | Network
ADVANCED TECHNOLOGY PARTNER J j
9,000+ customers Advanced Technology Partner Quarter million incidents per day 200+ Native Integrations

Startups to Fortune 500
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PagerDuty’s Security Challenge

PagerDuty needed to take a more elastic security stance to investigate and respond quickly in order
to:

« Monitor and triage threats

* Maintain security posture

« Mitigate risk

* Ensure optimal customer experience and minimize service interruption

* Meet operational analysis needs

PagerDuty had previously relied on a logging solution that output data—not answers, and couldn't
scale to meet the growing business needs.
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The Solution — Why Splunk?

PagerDuty adopted Splunk Cloud running on AWS in order to:

« Speed incident investigations and response times

* Provide analysts with rich contextual info for informed decision-making
« Mitigate risk

* Provide high availability of its services

« Scale to meet customer demand as needed

* Reduce cost by 30% over previous solution

splunk> m
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Splunk is available in AWS Marketplace

Options for Splunk Cloud & Splunk Enterprise

AWS Marketplace Ease of Sale

_______________________________________________________

Splunk Specifics

Easily discover & deploy software
& SaaS

Simplified buying process and
consolidated AWS Billing reduces
time to procure

\&/awsmarketplace
Automatic renewals
One consolidated AWS bill

Potential impact and “draw-down” on
AWS EDP (Enterprise Discount

Program) Contracts Explore AWS Marketplace

New! Splunk Insights for Infrastructure Pay-as-You-Go

Annual contract subscriptions &
automatic discount for multi-annual
options

Buy Splunk Cloud in increments of
5GB to 100GB across all supported
regions

Easily upgrade Splunk license

Marketplace seller private offers
available for larger index volumes,
apps and add-ons

Splunk Enterprise licensing
available via AWS Marketplace seller
private offers

_______________________________________________________
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Enterprise-wide Visibility and High Availability

Security e —

~ splunk App for AWS

User Activity swouriters et || Epon v

Ensures product security; fast time to investigate, minimizes risk and - —

downtime 24 4,40 3,425

outof 7923 events outof 7923 events

C o m p I i a n ce U*j":iviWWEml Name Over Time

— — — I AuthorizeSecurityGroupingress

Automated daily searches ensure compliance across a range — -‘ - q : —

Events

I DeleteUserPolicy

e M OTHR
N ey

FriJun 30 Sunjul 2 Tue Jul 4 Thujul 6 Runinstances
" " . " 2017 M Startinstances
requirements with no manual intervention
User Activity by User Name Over Time
o ti
I 1,000 bill_williams
£ M godfrey_sullivan
H ax0r
@ arry._ellison
- - - - - 500 I marisa_mayer
IV r r ] I r ] r ‘ r r ] I V I rVI I meg_whitman
cott_mcnealy
teve_jobs.
FriJun 30 Sun Jul 2 Tue Jul 4 Thu Jul 6 inknown
2017 I xxx
I N Time
WO r d W I d e Most Recent User Activity Grouped by Event Name
Event Name Time Count ARN Unauthorized Function Region Account ID Username
Ll u ‘Startinstances 2017-07-07 16:58:33 +0000 1 am:awsiam:987654321955:user/gnelson 0 Instances US West (Oregon) 987654321955  gnelson
Application Development - T T T e
‘Startinstances 2017-07-07 16:52:54 40000 1 am:awsiam:987654321955:user/bitcoin_miner 0 Instances US West (Oregon) 987654321955  bitcoin_miner
GetObjectTorrent 2017:07-07 16:52:24 40000 1 amawsiam:063605715280:user/zebra 0 S3Datavent US East (N. Virginia) 063605715280  unknown
. . . . . e ay aps . DeleteSecurityGroup 2017.07:07 16:51:38 40000 am:awsiam: 063605715280 user/rgin 0 SecurityGroups U (London) 063605715280~ rgin
Enables DevOps/ Distributed Operations with real time visibility into R | T T
DeleteNetworkinterface 2017-07-07 16:50:24 +0000 arm:aws-cn:iam:823930231170:ro0t 0 VPC China (Beijing) 823930231170 splunk
DeleteUser 2017:07-07 16:5021 +0000 1 amawsiam:987654321955:user/meg_whitman 1AM US East (N. Virginia) 087654321955  meg_whitman
HeadObject 2017-07-07 16:46:15 40000 1 am:awsiam:063605715280:user/zebra 1 S3DataEvent US East (N. Virginia) 063605715280  unknown
. .
rO d I I Ct I O n e n V I rO n m e n ts PutObject 2017-07-07 16:45:49 +0000 1 am:awsiam:063605715280:user/zebra 0 S3Data Event US East (N. Virginia) 063605715280  unknown
p «prev 1 £ % 4 &8 6T 8§ % 0 e
Q& i0O mmip
About  Support  FileaBug  Documentation Privacy Policy ©2005:2017 Splunk inc. Al ights reserved.
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Enhancing Security and Compliance

Prior solution provided data...but not answers

Made our security program more effective and easier to run

Threshold-based alerts helps minimize alert fatigue, prioritize investigations

Dashboards quickly pinpoint anomalies warranting further investigation

Eliminates need for disparate tools

 AWS App provides change mgt./change tracking audit trail for compliance
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Powering Engineering and Distributed Operations

Delivering new product securely with speed and
agility

Historical trending helps team understand
where to invest energy

Keep engineering resources focused on running
the business and customer satisfaction versus

" splunk>  App: Application Lifecycle v Administrator v Messages v  Settings v Activity veip~ (D
to O I S m a I n te n a n Ce Application A - Middleware Overvi Middleware Development v Application Lifecycle

Project A Development Overview

Development Average RT Development Maximum RT
183.44 ms 1656.87 ms
lopment TOX Test Results Development Jenkin Build Status by Branch

Errors
I Tests

75
50
- - - - It==
= -
—
le: Branch

—4 4 1 1 |
9:00 PM 1:00 AM 5:00 AM 9:00 AM 1:00 PM 5:00 PM 9:00 PM
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Business Analytics and Beyond

Finance team using platform for visibility into
customer usage trends
« Leading indicator of renewals/ at-risk

accounts

Execs and Product Management use Splunk

for view into overall business health

Operational Intelligence

Search and Proactive Operational %uwsl;r:;ns‘se
Investigation Monitoring Visibility

Insights

[ D &
®@ R LL S
Smartphones Web
and Devices Services

Custom

Security Applications Networks  Databases  Servers

Any Machine Data
s 4 s
e | &
Public Cloud Private Cloud Hybrid Cloud
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Summary of Results

PagerDuty deployed Splunk Cloud as its platform for operational visibility and triage across the
business—from IT operations monitoring to security and compliance.

With Splunk Cloud, Engineering has a solution for monitoring and alerting, and then can dig deeper into
the source of issues and resolve them quickly.

« Ensured customer satisfaction and highly available cloud services

» Reduced IT & security incident resolution from hours to minutes & seconds

» Realized 30% cost savings over prior service

splunk> EEINE)



Architecture
Tips
SplunkCloud - SaaS

* You only have one Primary
Concern: Send data to
SplunkCloud which runs in
Splunk’s AWS Account.

« Data can be sent to Splunk
Cloud using a Splunk
forwarder (Universal
Forwarder).

* You can use the REST API,
HEC, and SDKs with Splunk
Cloud.

SplunkCloud AWS Account/VPC

& N |

4
I w
‘‘‘‘‘ ] ;
}—
I 4
w
l 2
] 0
<
| g
l 2
I
I
[ &t x
- - w
' +
Company ABC /| ! T
Splunk Users /| * 8
| o
| 7
‘ X
Il o w
' (a]
I r4
|
| Company ABC AWS Account/VPC

L

g
: 1| prvate Subnet
| A

1 '

|

Company ABC Users

INGESTION TIER



© 2019 SPLUNK INC.

Managing Splunk Is More Than Just Software

Purchase/rent HW

Customer

AWS

Splunk

Rack and stack, cable, network all HW Customer AWS Splunk
Install Splunk Customer Customer Splunk
Admin Install OS Customer AWS* Splunk
tasks: Configure Splunk (create users, load apps, configure Customer Customer Splunk
. Configure indexes Customer Customer Splunk
One-time ;
Setup HA/clustering Customer Customer Splunk
setup Setup disaster and recovery Customer Customer Splunk
Configure forwarders Customer Customer Joint
Onboard data Customer Customer Joint
Integrate with LDAP/AD Customer Customer Joint
Scale up HW Customer Customer Splunk
Install Splunk patches / upgrades Customer Customer Splunk
Install OS patches / upgrades Customer Customer Splunk
Monitor deployment / health checks Customer Customer Splunk
Manage forwarders Customer Customer Customer
Create users / roles Customer Customer Customer
Manage indexes Customer Customer Customer
Onboard additional data Customer Customer Customer
Load search head only apps Customer Customer Splunk
Load distributed apps Customer Customer Splunk
Load premium apps Customer Customer Splunk
Export data Customer Customer Splunk
Search, alerts, reports, dashboards Customer Customer Customer
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A growing digital software catalog

v/ aws marketplace

» Deploy software on demand
* 1,400+ ISVs
. , AWS Marketplace is a digital catalog with thousands of software
o 300 Secu r|ty ISV S listings from independent software vendors that make it easy to
find, test, buy, and deploy software that runs on AWS.
» Over 4,800 product listings
e 200,000 active customers

Find. Buy. Deploy.

« 100,000 + active security subscriptions Popular Categories
* Over 650 million hours of EC2 deployed monthl — ’ -
million e ployed monthly S B R
* Deployed in 18 regions .lgl-
» Offers 39 categories == \
9 2% =3 &

* Flexible consumption and contract models

« Easy and secure deployment, almost instantly
* One consolidated bill

« Always evolving

CAA)
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Largest ecosystem of security partners and solutions

Identity & Configuration Logging

Infrastructure securit - : L
y access control & vulnerability analysis & monitoring

ALERT LOGIC’
; \ @iMPERW @OKta / \ eeeeee ity. Compliance. Cloud. @ v

ALIEN VAULT

o & cavirin
oalto enelogin & CloudCheckr splunk>
Em =
M Pingldentity’ .

# CloudPassage sumologic

\ f Barracuda
SOPHOS hDome() G evident.io F::RTINET
(2 Check Point Data
protection @ Qualys.  RedLock
\/ Symantec o~
atfren]e @ SsAvivnt - Otenable
cisco. gemalto’
Fi:RTINET @ wREND. Vormetric threat stack & TUrbOT
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Demo

Services v Resource Groups v * ['\ AdminiRole/ialek-Isengard @ 5... N. Virginia v Support v
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Add Tags 6. Configure Security Group 7. Review
. : Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS,
our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Q splun X
Quick Start (0) 1 to 14 of 14 Products
splunk Senterprise -
My AMis (0) Splunk Enterprise Select
& #% (12)| 7.3.2 Previous versions | By Splunk Inc.
AWS Marketplace (14) . .
Bring Your Own License + AWS usage fees
Community AMIs (32) Linux/Unix, Amazon Linux 2018.03 | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 10/10/19

The Splunk Enterprise AMI accelerates the speed at which organizations deploy Splunk Enterprise in AWS. Splunk

Enterprise is the leading platform for Operational Intelligence, ...
¥ Categories i oE kS g

More info
All Categories
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Flexible software build and delivery
AWS Marketplace deployment options

Amazon Machine CloudFormation
SaaS API
Image Template

* Ideal for single * Third-party software * Your SaaS solution with + Designed to integrate
instance solutions combined with AWS subscription and tiered directly to an
deployed directly into services contract options, application
customer’s VPC including annual and

multi-year contracts

« You can offer * You can offer complete « Enables you to * You can offer
customers maximum solution implementation, integrate AWS customers
flexibility with BYOL, including multi-instance, Marketplace discovery high-consumption API
pay_for_what_you_use, tie-ins to AWS Services and procurement products with simple
free trials and curated ~ and high-availability cluster  directly to your SaaS pay-as-you-go pricing
Open Source options architectures solution
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Accelerate your migration to AWS

AWS I\/Iarketplace by finding matching software in

AWS Marketpl
Migration Mapping P

Assistant Run a bulk search and find matching
software from existing inventory
of on-premises applications

—————————

Software is available to purchase
and deploy from AWS Marketplace

_ Find alternative products in the same category if
—7 matching software is not available

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Splunk“> m



Always evolving

¢ aws marketplace

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

® ® ®

B
oS

2

&

Machine Learning for
AWS Marketplace

Private
Marketplace

AWS Marketplace Seller
Private Offers

Consulting Partner Private
Offers

AWS Marketplace Flexible
Payment Scheduler

SaaS Contracts with
Consumption

© 2019 SPLUNK INC.

AWS Marketplace for
Containers

Enterprise Contract
for AWS Marketplace

&P\ AWS Marketplace Migration
Mapping Assistant

——\ AWS Marketplace Private
Image Build (Public Beta)

Subscribe >
Configure > Launch
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AWS Marketplace Solutions Finder

w/ aws marketplace
Categories « Delivery Methods + Solutions v

Solutions in AWS Marketplace Security  Security resources

Learn more: AWS Marketplace security resource hub

Webinars Whitcpapers KickStart Kits

Discover mazsares you can take E Leam about solutions that can Explors ways that can accelorate
that can Impsove yoer socurity () boost cloud socurity in your AWS AWS Markatplace security solution
posture in AWS. amdronmant. deploymants.

Security use cases

Structural awareness

Cloud compliance and best Instance and container Virtual private network Secure data in AWS
practices visibility (VPN) cnvironments

continuity at risk

Learn more: n more

Learn more:

sment

Vulnerability a
and management (VAM)

—=H

Learn more:

Situational awareness

Enterprise firewalls and Wieb application firewall Endpoint detection and Operational intelligence
proxics (WAF) response (EDR)

Solutions in AWS Marketplace Securlty  Firowalls and prudes

Enterprise Firewalls and Intrusion
Prevention Systems (IPS)

Get granular inspection capabilities for protection against attacks and
malware.

ore comprehensiv

0, web filtering, anti-

application cont

Next
poten

neration
th

k traffic and act C 1]
all play | ‘[‘U (H::\ o0

capab NGFWs ar

accordingly. Applical

support on-t

n, as do performas

encryption and ad

ced threat intelligence.

Solutions

Fortinet

Webinar: How to Protect Enterprise Systems with Cloud-Based Firewalls
Explore key features of cloud-based firewalls and how to manage firewalls in AWS.

Fortinet secures icare's applications in Amazon Web Services
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1. Splunk and AWS partner across data ingestion, cloud
migration and AWS best practices to ensure joint
customer success

2. Splunk provides both poll-based and streaming data
Takeaways ingestion options to derive IT, Security, Cost Management

and loT insights

3. You can get started with Splunk Cloud or Splunk
Enterprise on AWS Marketplace.

4. Using QuickStart you can deploy reference architecture in
less than an hour

splunk> EEINE)



-

k>
splun




