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USER FRIENDLY by Illiad

Columbia Internet Tech Support. Hello. How secure Very secure,
Greg speaking, please state the IS my e-mail?

nature of your problem. / \/\/\

Well, I'm a centerfold model Phew. Thank you.

and my husband is overseas That's a relief. Say, what's your
and we send account number?

e We're the only
each other very ones who can
steamy letters. r get to your § } t ‘

My privacy
IS important
to me.

Copyright (c) Illiad 1997, 1998
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About you?

* Who...
...thinks SSL is just about encryption?
...troubleshooted SSL traffic before?
...knows the purpose of each handshake message?
...tried to decrypt SSL traffic before?
...and ran into problems decrypting?
...troubleshooted client authentication problems?

, Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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» Started SYN-bit in 2009

» Application Delivery Networking Consultant &
Troubleshooter (F5 Networks, Cisco ACE, Alteon)

* Have used SSL extensively in customer projects

» Using Ethereal since 1999, developing since 2006,
member core-developers since 2007

* Enjoy scuba diving and art-house movies
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Challenges

> Confidentiality
—Encryption and Decryption

* Message Int
—Message Di

ity

d Me ignin

* Endpoint Au 0 ep

—(Certificates and Certificate Authorities

. Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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» Cryptology overview

* The SSL protocol

* Analyzing SSL with Wireshark

» Analyzing SSL with Tshark

» Common SSL connection problems
* Further reading

» Questions & Discussion

Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12



mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl

» Cryptology overview

. Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12

woensdag 27 juni 12


mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl

Symetric Encryption

» Same key for encryption and decryption Q
» Computatively "cheap”

» Short keys (typically 40-256 bits)

* DES, 3DES, AESxxx, RC4

> Confidentiality? M

M
* One-to-many? #g *
A =

Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Asymetric Encryption

* One key for encryption, second key for decryption
(both keys form a pair)

» Computatively "expensive"
» Long keys (typically 512-4096 bits)
» RSA, DSA

M

+ Confidentiality? F

* Authentication?
(V5 - MY

* One-to-many?

. Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Hashing / Message Digest

* Irreversible
—original text not reproducable from the digest

* Collision-resistance

—"Not possible" to create a message M' so that it has the same
digest as message M

» MD5, SHA-1, SHA-2

=

N

4fe7addl
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Message Signing

» Create digest of message
» Encrypt digest with private key

» Authenticity and sender of message can be checked
with public key

=

N

dfe7ad4dl

3e7bcdoa

Sake Blok
12

4fe7addl 4fe7laddl

» | 3e/bcdoa
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Digital Certificates

"In cryptography, a public key certificate (or identity
certificate) is an electronic document which utilizes a
digital signature to bind together a public key with an
identity."

(From http.//en.wikipedia.org/wiki/Digital_certificate)

But who Is signing???

., Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Certificate Authorities

» Mutually trusted by sender and receiver
» "Solves" key exchange problems
» CA's can be chained

» Top of chain is "self-signed”
(and is called the "Root CA")

., Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Creating a certificate

4feT7addl
3eTbcdba
3e7bg46a 3e7bg46a
. Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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* The SSL protocol

. Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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SSL History

» SSLv1 by Netscape (unreleased, 1994)
* SSLv2 by Netscape (v2-draft,1994)

» SSLv3 by Netscape (v3-draft, 1995)

» TLSv1.0, IETF (REC 2246, 1999)

» TLSv1.1, IETF (REC 4346, 2006)

» TLSv1.2, IETF (REC 5246, 2008)

» Risks and differences explained at:
http://www.yaksman.org/~Iweith/ss|.pdf

Sake Blok sake.blok@SYN-bit.nl
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Place in TCP/IP stack

» Between transport and application layer
* Protocol independent

Sake Blok
18

HTTP

SMTP

SSL/TLS

handshake

change
cipherspec

application
data

TCP

SSL record layer

IP

sake.blok@SYN-bit.nl
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SSL Record Layer

* Provides fragmentation (max size 2*14)

* Multiple SSL messages (of one content type) per SSL
Record allowed

» SSL Record can be split over multiple TCP-segments
(24 > MSS!)

* One TCP-segment can contain multiple SSL Records
(or fragments)

., Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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SSL Content Types

» Handshake Protocol (0x16)
—responsible for authentication and session key setup

> ChangeCipherSpec Protocol (0x14)

—Notify start of encryption

» Alert Protocol (0x15)

—Reporting of warnings and fatal errors

» Application Protocol (0x17)
—Actual encryption and transport of data

., Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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» Analyzing SSL with Wireshark

. Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Lab setup

Client Sharkfest Lab Root CA
WinXP - Firefox

Sharkfest Lab Server CA

Client-cert 1: Neo
Client-cert 2: Trinity

CN:public.sharkfest.local

g CN:private.sharkfest.local
1 Sharkfest Lab Client CA
CN:Neo
192.168.3.0/24
e 4 CN:Trinity

(virtual) Server 1 (virtual) Server 2
Ubuntu - Apache Ubuntu - Apache
Server—-cert: Server—-cert:
public.sharkfest.local private.sharkfest.local
Require Client-Certificate

Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Choosing the right settings

INAF Decode IPv4 TOS Field as DiffServ Field:  [v]
m C Reassemble fragmented IP datagrams:
IPMIJATCA Show IP summary in protocol tree:
- TOTY T NT e JTTaTeaT ?’ mT 'JI WULOCOUT LT u
TCAP
Yalidate the TCP checksum if possiblm\
TCPENCAP Allow subdissector to reassemble TCP stream>
TDS
Analvze 10 P sennence numhers: (V]
JJJJJ SEecure Socket Layer — ———
35H Reassemble SSL records spanning multiple TCP segment
SSL >
STANAG 5066 eassemble SSL Application Data spanning multiple SSL record
‘-_J'arTPam Wl W | | C
ip.defragment: TRUE

tcp.check checksum

: FALSE

tcp.desegment_tcp streams: TRUE
ssl.desegment_ssl records: TRUE
ssl.desegment_ssl _application_data: TRUE

Sake Blok
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Analyzing the SSL record layer (1)

No. -~ Time Source Destination Protocol Info &
4 0. - - S . e Client Hello
5 0.011876 192.168.3.3 192.168.3.1 TCP https > 18736 [ACK] Seg=1 Ack=71 wWin=5840 Len=0
6 0.017431 192.168.3.3 192.168.3.1 TLSVL server Hello,
7 0.017782 192.168.3.3 192.168.3.1 TLSvl Certificate, Server Hello Done
8 0.017890 162.168.3.1 192.168.3.3 TCP 18?36 > https [ACK] Seq= 71 Ack 2426 W'ln 128000 Len= 0 3

Frame 4 (124 bytes on wire, 124 bytes captured)
Ethernet II, Src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_5d:c5:66 (00:0c:29:5d:c5:66)
Internet Protocol, Src: 192.168.3.1 (192.168.3.1), Dst: 192.168.3.3 (192.168.3.3)
Transmission Control Protocol, Src Port: 18736 (18736), Dst Port: https (443), Seq: 1, ack: 1, Len: 70
Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 65
+ Handshake pProtocol: Client Hello

=+ [+

&

i

0000 00 0cC 29 5d ¢5 66 00 50 56 cO 00 01 08 Q0 45 00 S R ] =27 E.

0010 00 6e 42 29 40 00 80 06 31 0c cO a8 03 01 cO a8 = L B

0020 03 03 49 30 01 bb 21 62 08 73 02 3e 54 89 50 18 BN (o FORNORY 4 o O~ ] =

0030 fa 00 67 eb 00 0016 03 01 00 41 /01 00 00 3d 03 are ) e ararars oo Mka s a My

0040 01 49 eb 46 Se dd 81 95 16 fc 5d dd do 97 42 8d 5 (g ~WRR SRS S PSR -

0050 41 0d 78 52 e2 57 Se 2e 89 03 cd b3 31 ¢7 63 dc PR W a e meaaidin e

0060 a% 00 00 10 00 84 00 35 00 41 00 04 00 05 00 2F ....... P « g /

0070 ISR @ 00090909090 . ....... L.

|o File: "C:\cyawinihome\sablo\sharkfest\2009traces\session-reuse.cap” 13 KB 00:02:17 Packets: S6 Displayed: 56 ... | Profile: ..
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Analyzing the SSL record layer (2)

Sake Blok sake.blok@SYN-bit.nl

o5 Time Source Destination Protocol Info A
ST 3.3 192.168.3.1 https > 187 [ACK] Seq=1 Ack=71 wWin=5840 Len=0
6 0. - s - Ssindk server He
7 0.017782 192.168.3.3 192.168.3.1 TLSvl cCertificate,\JAServer Hello Done
8 0.017890 1562.168.3.1 192.168.3.3 TCP 18736 > htyps [ACK] Seq=71 Ack=2426 win=128000 Len=0
9 0.026711 192.168.3.1 192.168.3.3 TLSvl Client Key Exchange, Change Cipher Spec, Encrypted Handsha
T R AR SRR S At T T 162 1TAR 2 1 TI Sl ~hanmna ryhher Sner Encrwntend Handshake mMmes<ane v
fEiFrame 6 (1514 bytes on wire, 1514 bytes captured)
'# Ethernet II, Src: vmware_5d:c5:66 (00:0c:29:5d:c5:66), Dsy: vmware_c0:00:01 (00:50:56:c0:00:01)
'® Internet Protocol, Src: 192.168.3.3 (192.168.3.3), Dst: Z92.168.3.1 (192.168.3.1)
i&lTransmﬁssion Control Protocol, Src Port: https (443), DEt Port: 18736 (18736), Seq: 1, ack: 71, Len: 1460
'@ Secure Socket Layer
B TLSvl Record Layer: Handshake Protocol: Server Hello
(0030 01 6d ba ae 00 00 HEREGEEFENP =l
Q040 (el — .k *
cos0 H0x091c = 2332 bytesg
o060 WL ___ -~ ______[3
la a8 d5 f1 bb eb 9 1f 84 8f 6a 2f
77 00 35 00pESINeE: 1c Oh 00
00 04 02 01
02 01 01 01 s llauaua T
%L Saseselin Bisssdlicss
SNEEZOS: SlEEssND
ord-Hol1 andl.O..
.U....Sh arkfest
Eabl B.w «lowwaSh
arkfest Lah Serwv
30 er Cal!'0O ...¥%.H..
» 16 12 73 6f 40 73 68 61 7267 66 65 ...... so @sharkfe |
0150 73 74 2e 6C OT 630Gl A0 30 ladr—0T ) 30 33 st.local 0...0903 ’ . o)
@ Record laver (ssl.record), 79 bytes Packets: 56 Displayed: 56 ...  Profile: ..

SHARKFEST 12
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Analyzing the SSL record layer (3)

Mo, - Time Source Destination Protocol Info A
6 0. 017431 152.168. 3. 3 192 168.3. 1 TLSvl Server Hella,
: : . 3. g Sid Certiticate, Server Hello Done
N M 74N TG 1A 2 1 1TQ7 168 2 2 T D TR72A -~ htrtrne Tarvw]l Sam=71 acl=2A2A wain=12200N0 1| an=N v
@ Frame 7 (1019 bytes on wire, 1019 bytes captured)
+ Ethernet 3, ] T e e B e e N e T S, P e e T TCLPS © 10750 LAarg
+InternetJ 6 0.017431 192.168.3.3 192.168.3.1 TLSvl Server Hello, [Unreassemb1ed Packet]
_ - 7 0.017782 192.168.3.3 1592.168.3.1 TLSvl Ignored Unknown Record -
# Transmis 71, Len: 965
= [Reassembled TCP Segments (2346 hytes): #6(1381), #7(96
[Erame: 7, payload: 1381-2345 (965 bytes)]
= Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Certificate
content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 2332
# Handshake Protocol: Certificate
= TLSvl Record Layer: Handshake Protocol: Server Hello Done (5+2332) +( )_ 2346
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 4
+ Handshake Protocol: Server Hello Done
0000 00 50 56 cO 00 01 00 Oc 29 5d c5 66 08 00 45 00  .PV..... 3 R
0010 03 ed 6b 5 40 00 40 06 43 dl c0 a8 03 03 c0 a8 .k.e@ <C....... |
0020 03 01 0L 2493002 3¢ 523d 2162 08 bO 3018 ....10.5 z-ib ;P v
Frame {1019 bytes) | Reassembled TCP {2346 bytes) ‘
O File: "C:\cyawinihomelsablo\sharkfest\2009\traces\session-reuse.cap” 13 KB 00:02:17 Packets: 56 Displayed: 56 ...  Profile: ..
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Analyzing the SSL handshake

* Normal RSA handshake
 Ephemeral RSA (or DH) handshake
» SSL session with client authentication

* Reusing SSL sessions
—Reused SSL session (partial handshake)

—Expired SSL session
—No SSL reuse

_ Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Normal RSA handshake

. Sake Blok

CIientHe”O

serverHello

I: Certificate

gerverHelloDoNe

—

CIientKeyExchange
ChangeCipherSpec

Client

|
Server

:

Finished (encrypted)

‘

ChangeCipher>pet

I:: Finished (encrypted)

sake.blok@SYN-bit.nl SHARKFEST 12
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Mo, - Time Source Destination Protocol Info
1 0.000000 152.168.3.1 192.168.3.3 TCP 18736 > https [S¥YN] Seqg=0 win=65535 Len=0 MSS=1460 ws=1
2 0.000309 192.168.3.3 152.168.3.1 TCP https > 18736 [SYN, ACK] Seg=0 Ack=1l win=5840 Len=0 MSS=1460 ws-
3 0.000357 192.168.3.1 152.168.3.3 TCP 18736 > https [ACK] Seg=1l Ack=1l win=128000 Len=0
4 0.011511 192.168.3.1 192.168.3.3 TLSvl Client Hello
5 0.011876 192.168.3.3 192.168.3.1 TCP https > 18736 [ACK] Seg=1l Ack=71 win=5840 Len=0
6 0.017431 152.168.3.3 1592.168.3.1 TLSv1l server Hello,
7 0.017782 192.168.3.3 192.168.3.1 TLSvl Certificate, Server Hello Done
8 0.017890 1592.168.3.1 1592.168.3.3 TCP 18736 > https [ACK] Seq=71 Ack=2426 win=128000 Len=0
9 0.026711 192.168.3.1 192.168.3.3 TLSvl Client Key Exchange, Change Cipher Spec, Encrypted Handshake mes
10 0.038327 192.168.3.3 162.168.3.1 TLSv1l <cChange Cipher Spec, Encrypted Handshake Message
. 4
Sake Blok sake.blok@SYN-bit.nl SHARKFEST ‘12
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ClientHello

Ma Secure Socket Layer

=] TLSvl1 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 65
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 61
Version: TLS 1.0 {(0Ox0301)
= Random
gnt_unix_time: Apr 19, 2009 17:43:26.000000000
random_bytes: DD819516FCSDDDD0O97428D410D7852E2579E2E8903CDEB331. ..
Session ID Length: ©

Cipher Suites Length: 16
= Cipher Suites (8 suites)
Cipher Suite: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0Ox0084)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0Ox0035)
Cipher Suite: TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0Ox0041)
Cipher Suite: TLS_RSA_WITH_RC4_128_MD5 (0Ox0004)
Cipher Suite: TLS_RSA_WITH_RC4_128_SHA (0Ox0005)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (0Ox002f)
Cipher Suite: SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA (Oxfeff)

Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
Compression Methods Length: 1
= Compression Methods (1 method)
Compression Method: null (0)
Extensions Length: 4
= Extension: SessionTicket TLS
Type: SessionTicket TLS {(Ox0023)
Length: O

Data (0 bytes)

Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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ServerHello

- Secure Socket Layer
= TLSv1l Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 74
= Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 70
version: TLS 1.0 (0x0301)
= Random
gmt_unix_time: Mar 16, 2009 02:30:23.000000000
random_bytes: D6EF56969813144FDB2340A273F419E463BF915549B0740DF. ..

Session ID Length: 32
session ID: DBOOCZ2AAD7OCFDALOSCE4F65A9801AA8DS5F1IBBEBOELFS848F. ..

Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Compression Method: null (0)

Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Certificate (1)

= Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 2332

= Handshake Protocol: Certificate

Handshake Type: Certificate (11)
Length: 2328

Certificates Length: 2325
= Certificates (2325 bytes)
Certificate ngth: 1079

¥ Certificate
Certificate Length: 1240
¥ Certificate ()

# TLSvl Record Layer: Handshake Protocol: Server Hello Done

T

Sake Blok sake.blok@SYN-bit.nl
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Certificate (2)

= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2328
Certificates Length: 2325
= Certificates (2325 bytes)
Certificate Length: 1079
- Certificate ()
= signedCertificate
( J

version: v3

serialnNumber: 2
# signature (shawithRSAEnCryption)
# issuer: rdnsegquence (0)
# validity
# subject: rdnsequence (0)
# subjectPublickeyInfo

# extensions: 4 items
= algorithmidentifier (shawithRSAEncCryption)
Algorithm Id: 1.2.840.1135459.1.1.5 (shawithRSAEnCryption)

Padding: 0

Certificate Length: 1240
# Certificate ()

encrypted: 739D20C79873ADD406545E824AE1304525EEALASELSSFBOB. ..
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Certificate (3)

® validity
= subject: rdnsSequence (0)
= rdnsSequence: 5 items ()
- RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 2.5.4.6 (id-at-countryName)
CountryMame: NL
- REH:eunnF:: 1 item ()
- RelativeDistinguishednNan
Id: 2.5.4.8 (id-at-st
= Directorystring: pritr
printablestring:
=] RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 2.5.4.10 (id-at-organizationnName)
= Directorystring: printablesString (1)
prwntdLTEString: Sharkfest Lab
=] RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 2.5.4.3 (id-at-commonnName)
- Directorystring: printablestring (1)
printablestring: public.sharkfest. local
=] RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 1.2.840.113549.1.9.1 (pkcs-9-at-emailaddr
SyntaxIASString: co@sharkfest. local
# subjectPublickeyInfo

(=
ateorProvincenama)
ntablestring (1)
loord-Hol land

~
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Certificate (4)

= certificate O A

- signedCertificate
version: v3 (2)
serialNumber:
+ signature (shawithrsaencryption)
4 rdnseguence: 5 items
# RDNSequence: 1
# RDNSequence: 1
# RDNSequence: 1
< RDNSequence: 1 %
= RelativeDistinguishedName
20 Z2aaads
= Directorystrin
printableString:
# RDNSequence: 1
& validity
# subject: rdnSeguence
£ subjectrublickeyinfo
+# extensions: 4 items
# algorithmIdentifier

Padding: 0

encrypted:

certificate (

= signedCertificate

version: v3

" '
<)

serialNumber: 1

rdnSeguence:

H# RDNSequenc

# RDNSequence:

RDNSequence:

+

RDNSequenc

RelativeDistinguishedname
4,

= Directorystring:

s 4 el

printablesString:

739D20C79873ADD4 0654 0EB24AEL3 0452 5EEATASELBSFBOB. ..

Certificate Length: 1240

ighature (shawithRSAEN

rdnsequence (0)

5 items ()

1
1
1
1

3 (id-at-«

Q
item (O
item ()
item ()
item ()

mmonName)

g: printablestring (1)

item ()

4}

(shawithRSAEncryption)

ryption)

item ()
item ()
item ()
item ()

3 (id-at-commonName,
printablestring (1)
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ServerHelloDone

= Secure Socket Layer

# TLSvl Record Layer: Handshake Protocol: Certificate

= TLSvl Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)

Length: 4
= Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: O
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ClientKeyExchange

= Secure Socket Layer
= TLSv1l Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)

Length: 134
= Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 130

# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
# TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
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ChangeCipherSpec (C)

= Secure Socket Layer
# TLSvl Record Layer: Handshake Protocol: Client Key Exchange
= TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher sSpec (20)
version: TLS 1.0 (0x0301)
Length: 1
Change Cipher Spec Message

# TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
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Finished (C)

Without decryption:

= Secure Socket Layer

# TLSvl Record Layer: Handshake Protocol: Client Key Exchange

# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TLSvl Record Layer: Handshake Protocol: Encrypted Handshake message

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 48

Handshake Protocol: Encrypted Handshake Message

(]

With decryption:

= Secure Socket Layer

# TLSvl Record Layer: Handshake Protocol: Client Key Exchange
TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TLSvl Record Layer: Handshake Protocol: Finished

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

i F

Length: 48
= Handshake Protocol: Finished
Handshake Type: Finished (20)

Length: 12
verify Data
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ChangeCipherSpec (S)

= Secure Socket Layer
= TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher spec (20)
version: TLS 1.0 (0x0301)
Length: 1
Change Cipher Spec Message

# TLSvl Record Layer: Handshake Protocol: Encrypted Handshake message

Sake Blok sake.blok@SYN-bit.nl

SHARKFEST 12

woensdag 27 juni 12

40


mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl

Finished (S)

Without decryption:

= Secure Socket Layer

# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=) TLSvl Record Layer: Handshake Protocol: Encrypted Handshake message
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48

Handshake Protocol: Encrypted Handshake mMessage

With decryption:

= Secure Socket Layer

+# TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
= TLSvl Record Layer: Handshake Protocol: Finished

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 48
= Handshake Protocol: Finished
Handshake Type: Finished (20)
Length: 12

verify Data
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Ephemeral RSA (or DH) handshake

Sake Blok
42

Client

ClientHel|o

serverHello

certificate

ServerkeyExchanee

1

gerverHelloDONe

1

CIientKeyExchange

Cha”gECipherSpec

'

Finished (encrypted)

ChangeCipheroPe-

I: Finished (eﬂcrvpted)

Server
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No. - Time Source Destination Protocol Info
1 0.000000 192.168.3.1 192.168.3.3 TCP 42370 > https [SYN] Seq=0 win=65535 Len=0 MSS=1460 wsS=1
2 0.000577 192.168.3.3 192.168.3.1 TCP https > 42370 [S¥YN, ACK] Seq=0 Ack=1l win=5840 Len=0 MS5=146
3 0.000618 1592.168.3.1 1592.168.3.3 TCP 42370 > https [ACK] Seg=1l Ack=1l win=128000 Len=0
4 0.026109 192.168.3.1 192.168.3.3 SSL Client Hello
5 0.026465 192.168.3.3 192.168.3.1 TCP https > 42370 [ACK] Seg=l Ack=107 win=5840 Len=0
6 0.070925 192.168.3.3 192.168.3.1 TLSvl Server Hello
7 0.071108 192.168.3.3 192.168.3.1 TLSvl certificatef Server Key Exchange;)Ser‘ver‘ Hello Done
8 0.071172 192.168.3.1 192.168.3.3 TCP 42370 > https =2828 win=128000 Len=0
9 0.090279 152.168.3.1 192.168.3.3 TLSvl Client Key Exchange, Change Cipher Spec, Encrypted Handshak
10 0.090657 192.168.3.3 1982.168.3.1 TCP https > 42370 [ACK] Seq=2828 Ack=305 win=6912 Len=0
11 0.110454 152.168.3.3 192.168.3.1 TLSvl Change Cipher Spec, Encrypted Handshake mMessage
. £
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ServerKeyExchange

= Secure Socket Layer
# TLSv1l Record Layer: Handshake Protocol: Certificate
= TLSv1l Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)

Length: 397
= Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 393

# TLSvl Record Layer: Handshake Protocol: Server Hello Done
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Client Authentication

i Sake Blok

Client

ClientHe||o

ServerHello

Ce rtificate

Cer’t:iﬁcateP\eqUeS'Jt

1 11 1

gerverHelloDone

Cerﬁﬁcate

ClientKeyEXChange

CerﬁﬁcateVerify

ChangeCipherSpec

Finished (encrypted)

VS N

ChangeCipherspet

Finished (e“cwpted)

Server
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MNo. -  Time Source Destination Protocol Info

1 0.000000 1952.168.3.1 192.168.3.4 TCP 14980 > https [SYN] Seq=0 win=65535 Len=0 MSS=1460 ws=1

2 0.000372 192.168.3.4 192.168.3.1 TCP https > 14980 [SYN, ACK] Seq=0 Ack=1l win=5840 Len=0 MSS=14¢

3 0.000400 192.168.3.1 192.168.3.4 TCP 14580 > https [ACK] Seq=1l Ack=1l win=128000 Len=0

4 0.015645 192.168.3.1 192.168.3.4 SSLvZ Client Hello

5 0.015824 192.168.3.4 192.168.3.1 TCP https > 14980 [ACK] Seqg=l Ack=52 win=5840 Len=0

6 0.017894 1592.168.3.4 192.168.3.1 SSLv3 Server Hello

7 0.017988 152.168.3.4 192.168.3.1 ssLv3 cCertificate Certificate Request Server Hello Done

8 0.018015 192.168.3.1 192.168.3.4 TCP 14980 > https = 590 win=128000 Len=0

0 4.089191 152.168.3.1 192.168.3.4 TCP [TCP segment of a reassembled PDU]

10 4.089622 192.168.3.4 192.168.3.1 TCP i $O80 [ACK] Seq=2590 Ack=

11 4.085949 152.168.3.1 1592.168.3.4 SSLv3 Tient Key Exchange hant

12 4.107141 192.168.5.4 192.168.3.1 SSLV3 AeepEa grier Spec, Encrypted Hand

. £
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Certificat

eRequest

= Secure Socket Layer
# SSLv3 Record Layer:
= SSLv3 Record Layer:
Content Type: Hand
version: sSsL 3.0 (
Length: 167

(]

Handshake Type:
Length: 159

Handshake Protocol:

Handshake Protocol: Certificate

Handshake Protocol: Multiple Handshake Messages
shake (22)

0x0300)

Certificate Reguest
Certificate Request (13)

Certificate types count: 2
= Certificate types
Certificate tyje: RbA Sign (1)
Certificate type: DSS Sign (2)
Distinguished Names Length: 154
= Distinguished nNames (154 hytes)
Distinguished mame Length: 152
3 Distinguished wName: ()

# RDNSequence: 1 item ()
# RDNSequence: 1 item ()
¥ RDNSequence: 1 item ()
+ NSequence: 1 item ()
- F[H_gq lence: 1 item ()

+ Handshake Protoco1. Sserver Hello Done
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Certificate (C)

= Secure Socket Layer
= SSLv3 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
version: sSsL 3.0 (0x0300)
Length: 2579
= Handshake Protocol: Certificate

Handshake Type: Certificate (11)
Length: 2309
Certificates Length: 2306

= Certificates (2306 bytes)

Certificate Length: 1060
3 Certificate (O
Certificate Length: 1240
# Certificate ()
# Handshake Protocol: Client Key Exchange
# Handshake Protocol: Certificate verify
# SSLv3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
# SSLv3 Record Layer: Handshake Protocol: Encrypted Handshake mMessage
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CertificateVerify

= Secure Socket Layer
= SSLv3 Record Layer: Handshake Protocol: Multiple Handshake mMessages
Content Type: Handshake (22)
version: sSsL 3.0 (0x0300)
Length: 2579
# Handshake Protocol: Certificate
# Handshake Protocol: Client Key Exchange
= Handshake Protocol: Certificate verify
Handshake Type: Certificate verify (15)
Length: 130
# SSLv3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
# SSLv3 Record Layer: Handshake Protocol: Encrypted Handshake message
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Reusing SSL sessions

* Key negotiation "expensive"
» Cache session keys and re-use for new TCP sessions
» SSL session ID is used as Index

* Timeout on SSL session ID is an "absolute timeout" not
an "Idle timeout”

—0ld IE; 2 minutes, now 10 hours
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Handshake of a Reused Session

ClientHel|o
|
serverHello
le— . C
rSpe
o Changerhe P =
C
o | . ted) e
S Finished (encryb &
le—
Chan :
e
8€CipherSpec
Finish
ed
(encrypteq)
MNo. - Time Source Destination Protocol Info
23 39.68772¢ 192.168.3.1 192.168.3.3 TCP 18774 > https [SyYN] Seq=0 wWin=65535 Len=0 MSS=1460 ws=1
24 39.68810]1 192.168.3.3 192.168.3.1 TCP https > 18774 [SYN, ACK] Seq=0 Ack=1l wWin=5840 Len=0 MS5=1460 WS-
25 39.68814¢ 192.168.3.1 192.168.3.3 TCP 18774 > https [ACK] Seg=1l Ack=l win=128000 Len=0
26 39.688711192.168.3.1 192.168.3.3 TLSvl Client Hello
27 39.68898: 192.168.3.3 192.168.5.1 TCP https > 18774 [ACK] Seg=1l Ack=103 win=5840 Len=0
28 39.659430]1 192.168.3.3 192.168.3.1 TLSvl Server Hello, Change Cipher Spec, Encrypted Handshake Message
29 39.71735¢192.168.3.1 192.168.3.3 TLSvl Change Cipher Spec, Encrypted Handshake Message, Application Dat
. £
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SSL session reuse

(new, reused and expired)

Filter: | ssl.handshake ¥ Expression... Clear apply

Mo, - Time Source Destination Protocol  ssl-id |ene—ael-id Info
4 0.011511 192.168.3.1 192.168.3.3 SSL 0 CTHent Hello
6 0. o S I Scioal - Server Hello,
7 0.017782 192.168.3.3 192.168.3.1 TLSvl Certificate
9 0.026711 152.168.3.1 1592.168.3.3 TLSvl Client Key Exchange, Change Cipher Spec, ENcry
10 0.038327 192.168.3.3 152.168.3.1 TLSx —Change Cipher Spec, Encrypted Handshake Messac
26 39.688711 192.168.3.1 192.168.3.3 L (32 DBOOCz CTHent Hello
28 39. P, B W | T N T el e W | - S I e T, Bl o T T | -~y . . e T T N e P m B I = = — el Sf:'e‘:, Enl:r,}'..F:l.tel:i H-E
29 39. bl Handshake Messac
3131, iﬂ # Inter-Process Session Cache:
44 111|% Configure the SSL Session Cache: First the mechanism
46 111/ # to use and second the expiring timeout (in seconds). Cipher spec, Encry
47 111 §SSLSessionCache dbm: /var/run/apache2/ssl scache e Handshake Messac

SSLSessionCache shmcb: /var/run/apache2/ssl scache (512000)

—esmmsmonoesn SSLSessionCacheTimeout 60

Protocol Proti

ssl-idlen Custoge(ssl.handshake.session_id_length)

ssl-id Custom (ssl.handshake.s ' =

Info Information B e

- Properties

Format: |Custom v | Field name: | ssl.handshake.session_id
. 4
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No SSL session reuse

No. - Time Source Destination Protocol  ssl-id len  ssl-id Info
4 0.011833 162.168.3.1 192.168.3.3 TLSvl 32 5186BC Client Hello
6 0. . «3.3 . - Eodl Server He
7 0.019128 162.168.3.3 192.168.3.1 TLSvl Certificate
9 0.026392 152.168.3.1 192.168.3.3 TLSvl Client Key Exchange, Change Cipher sSpec, Encryp
10 0.037500 152.168.3.3 1592.168.3.1 TLSvl Change Cipher sSpec, Encrypted Handshake Message

# Frame 6 (1514 bytes on wire, 1514 bytes captured)
# Ethernet II, src: vmware_S5d:c5:66 (00:0c:29:5d:¢c5:66), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)
# Internet Protocol, Src: 162.168.3.3 (1592.168.3.3), Dst: 192.168.3.1 (152.168.3.1)
# Transmission Control Protocol, Src Port: https (443), Dst Port: 17788 (17788), Seq: 1, Ack: 103, Len: 1460
= Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 42

= Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 38
version: TLS 1.0 (0x0301)
# Random

Session ID Length: 0O

Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Compression Method: null (0)
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TLS session Tickets (1)

* TLS session tickets (RFC 5077)

» Do not keep state on server, only on client

» TLS extension in ClientHello and ServerHello

* New SSL HandshakeType: NewSessionTicket
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TLS session Tickets (2)

ClientHe||o (ext Ien=0)

Client

—)
servertello (ext len=0) Cli
| .
Certificate —LtHello (ticket)
|lobon€e —
L serverHe ServerHe\\o _
[

. . o hangeCipher>pet -1 =
C“entKeyEXChan s = Chang s
Changec; == — g O Finished (encrypted) — CIEJ

'pherSpec N 1 7
Finished — C i
(encrypted) ha”geC'Pherspec
— Finished —>

- sessioricket (encrypteq)

—
ChangeCipherSPe-
Finished (encrypted)

i Sake Blok
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TLS session Tickets (3)

6 0.032365 74.125.132.19 192.168.1.22 TLSv1
7 0.032767 74.125.132.19 192.168.1.22 TLSv1
9 0.033752 192.168.1.22 74.125.132.19 TLSvl
10 0.051851 74.125.132.19 192.168.1.22 TLSv1
22 2.363423 192.168.1.22 74.125.132.19 TLSvl
26 2.383264 74.125.132.19 192.168.1.22 TLSv1

1484 Server Hello

350
252
292
360
199

Certificate, Server Hello Done

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
Client Hello

Server Hello, Change Cipher Spec, Encrypted Handshake Message

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 89
Version: TLS 1.0 (0x0301)

b[¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 53
b Version: TLS 1.0 (0x0301)
P Random
b Session ID Length: ©
Cipher Suite: TLS RSA_WITH RC4 128 SH|
b Compression Method: null (0)
- Extensions Length: 13

P Extension:
P Extension:

server_name
renegotiation_info

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)

Length: 285
Version: TLS 1.0 (0x0301)
Random

Session ID Length: 32

Session ID: 73d2a649bedS42fefe7bSch6f4bl15bSad48ae87f7597390b0. . .
Cipher Suites Length: 20

Cipher Suites (10 suites)

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 192

Extension: server_name

Extension: SessionTicket TLS

v Extension: SessionTicket TLS Type: SessionTicket TLS (0x0023)
v TLSvl Record Layer: Handshake Protoq Length: 164

Content Type: Handshake (22) Data (164 bytes)

Version: TLS 1.0 (0x0301) r

Length: 174

v Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
Length: 170
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Analyzing SSL Alerts

Without decryption:

14 12.494568 192.168.3.1 192.168.3.3 TLSw1 Application Data

15 12.495834 192.168.3.3 192.168.3.1 TLSw1 Application Data, Application Data
17 27.530927 192.168.3.3 192.168.3.1 TLSv1 Encrypted Alert

20 32.811207 192.168.3.1 192.168.3.3 TLSv1 Encrypted Alert

=) Secure Socket Layer
-] TLSw1 Record Layer: Encrypted Alert
Content Type: Alert (21)
Version: TLS 1.0 (0x0301)
Length: 32

Alert Message: Encrypted Alert

With decryption:

14 12.494568 192.168.3.1 192.168.
15 12.495834 192.168.3.3 192.168.
b mrpgmsle e Al o s 192.168.
20 32.811207 192.168.3.1 192.168.

HTTP GET 7/ HTTP/1.1
HTTP HTTP/1.1 200 OK (text/html)

(TR ET TRy |
- o e ie
(FT QS ararY

TLSwv1 Alert (Level: Warning, Description: Close Notify)
TLSwv1 Alert (Level: Warning, Description: Close Notify)

-] Secure Socket Layer
=] TLSv1 Record Layer: Alert (Level: Warning, Description: Close Notify)
Content Type: Alert (21)
Version: TLS 1.0 (0x0301)
Length: 32
- Alert Message
evel : Warning (1)
Description: Close Notify (0)
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Analyzing SSL Application Data

11 0.040173 192.168.3.1 192.16

8. TLSv] 491 Application Data
12 0.042446 162.168.3.3 192.168.

8.

8.

< e
3.1 TLSv1 496  Application Data, Application Data
3.3 TLSv1 491 Application Data
3.1 TLSv1 496  Application Data, Application Data

29 39.717354 192.168.3.1 192.168.3.3 TLSv1 550 Change Clpher Spec, Encrypted Handshake Message, Application Data

"L"r’;.".l» S. :, ! 192 Im ( ““ '!.. TLSv]1 40€ : f: .,f : snlic ~,-v-1\ﬂ Data

14 12.494568 192.168.3.1 192.16
15 12.495834 192.168.3.3 192.16

48 111 230987 192. 168. 3 1 192. 168.
49 111.233419 192.168.3.3 192.168.

.3 TLSv1 491 Apphcatlon _D_a;ta
i TLSv1 496 Application Data, Application Data

ww.

v Secure Sockets Layer
¥ TLSvl Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 94c662e11c5c01813955dfc675754583ab4a70d65fddf8e9. ..
¥ TLSvl Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 48
Encrypted Application Data: 635e2a228ddclaaSd7a2a89c809e6e693ec0lfdcfS746fee. ..
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Decrypting SSL traffic

* Provide server private key to Wireshark

» Only works when whole session (including full
handshake) is in the tracefile

* Does not work with Ephemeral RSA or DH ciphers
(ServerKeyExchange present)

* Does works with Client Authentication

., Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12
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Providing the server private key (1)

ooH

S5 RSA keys list: | 192.168.3.3,443, http,c:ikey.pem|

STANAG 5066 SSL debug file: | c:\templssl-debug.log

S5SH

551 RSA keys list: | 192.168.3.3,443, http,c:\bublic.pkes12, sharkfest
STANAG 5066 SSL debug file: | c:\temp\ssl-debug.log

StarTeam

Wireshark preferences file:

ssl.keys list:

ssl.debug file:

192.168.3.3,443,http,c:\key.pem
c:\temp\ssl-debug.log

When using Tshark:

-0 ssl.debug file:"c:\ssl-debug.log" -V -R http

tshark -r file.cap -o ssl.keys 1ist:192.168.3.3,443,http,"c:\key.pem" \

Sake Blok
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Providing the server private key (2)

SSCOP ~ | Secure Sockets Layer
SSH RSA keys list: < Edit...
STANAG 5066 SSL debug file: |/tmp/ssl-debug.log 1 Browse...
StarTeam
eNOo \ SSL Decrypt - Profile: Default

. N owas |

|P address |Port |Protoco|

Key File

Password

1192.168.3.3 443 http

'/Users/sake/tmp/ssI—deflate.Key'

S

$ cat ~/.wireshark/ssl keys
# This file is automatically generated, DO NOT MODIFY.
"192.168.3.3","443","http","/Users/sake/tmp/ssl-deflate.key",""

“ Clear

Sake Blok

</ Apply

@ Cancel ‘ <JoK

sake.blok@SYN-bit.nl
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Providing the server private key (3)

SSL debug log:

ssl init keys string:
192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl load key: can't import pem data

ssl init found host entry 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key
ssl init addr '192.168.3.3' port '443' filename 'c:\temp\public.sharkfest.local.key' password(only for pl2 file) ' (null)'

PEM keyfile *without™ passphrase:

MIICXgIBAAKBgQDrHdbb+yGE6m6EZ03bXURpZCjch2H6g97ZAkJIVGrjLZFfettBA
EYa8vYYxWsf8KBpEZeksSCsDAOMNUZ2H6QD ) zgdOnaSWfeXMAr40sCOpauStpreq’
glhk8i0gy+f4KijRrhWplhlQW1A8gtSIgl37pyUhW+Ws fwxKwmz jGIC1SwIDAQAR
AOGBAMneA9U6KIxXjb+JUg/99c7ThOW6wEVTYHNTX] f6psWA+hpuQ82E65/2JdszL6

b6QKMh16r5wd6esmQ+CmhOEnNgqyTS5AIwwl2RIr9GbfIpThbtbRQwW/EcQOCx9wFiEfo
tGSsEF172rHK+DpJgRIYAKEAT72gdyXRgPfGOS3rfQ3DBcImBQVvDSCBadculUlXJl/
M093a8v9Vij87/yDmdxsBDsoz2PyBepawHV1IvZ6jDD0aXw==

PEM keyfile *with* passphrase:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,F6C218D4FA3C8B66

FR2cnmkkFHH45DcstylgDiIUy/uXn+9m/xeQMVRxti1i SAMBmnUDUFIFCDDiDcOyif
ER0k2jPr2BzRAazl15RBxS2TY/+7x0/dHD11sF3LnJUoNruo77TERxqgzOI0W1VDRA

ygw5Js1xgiN18F36E/cEPS5rKvVYVvIEPMa6IsiRhfZkl1jLAuZihViwc7JodDf+6RKV
yBXrK/bDtdEih+bOnYu+ZDvjAzVz9GhggCW4QHNboDpTxrrYPKk ) 5Nw==
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Converting keys

Removing passphrase:

root@mgmt# openssl rsa -in encrypted.key -out cleartext.key
Enter pass phrase for encrypted.key: <passphrase>

writing RSA key

root@mgmt#

Converting from DER to PEM (and removing passphrase):

root@mgmt# openssl rsa -inform DER -in der.key -out pem.key
Enter pass phrase for encrypted.key: <passphrase>

writing RSA key

root@mgmt#

Converting from PEM to PKCS12 (and adding passphrase):

root@mgmt# openssl pkcsl2 -in pem.cert -inkey pem.key -export -out cert.pkcsl2
Enter Export Password: <new-passphrase>

Verifying - Enter Export Password: <new-passphrase>

root@mgmt#

Sake Blok sake.blok@SYN-bit.nl
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Decryption in Action

‘@ Frame 11 (491 bytes on wire, 491 bytes captured)

= Secure Socket Layer

= TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
version: TLS 1.0 (0x0301)
Length: 432

= Hypertext Transfer Protocol
¥ GET / HTTP/L.1\r\n
Host: 192.168.3.3\r\n

AcCcept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflatei\ryn
Accept-Charset: ISO-8859-1,utf-8;q=0.7,%;q=0.7\r\n
Keep-alive: 300%r\n
Connection: keep-alive\rin
Pragma: no-cache\r\n
Cache-Control: no-cache\r\n

\'\_ " \\ I

Encrypted Application Data: CODLC49ASESLLOFCLB2L1EF547592476DF61AALBALLCA4522. . .

l’ \_l
(-
-
0O
(-
)
~J
N

o
O

User-agent: Mozilla/s5.0 (windows; U; windows NT 5.1; en-us; rv:1.9.0.8) Gecko/

Accept: text/html, application/xhtml+xml, application/xml; g=0.9, */%;q=0.8\r\n

No, - Time Source Destination Protocol Info o
U U Us8s2F 19Y9Z.108,.35.5 19Y9Z2.108.5.1 ILSVL Cnange Cipner spec, Finisned

[ 0. 040 5 &= 5 =
12 0.042446 192.168.3.3 192.168.3.1 HTTP HTTP/1.1l 200 OK (text/html)
12 N 22WWENA 147 1A 2 1 107 148 2 2 Tro 12726 ~ httne Tarw]l San=7NA acl=7077 wWin=1274A02 | an=-N N

# Ethernet II, src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_5d:c5:66 (00:0c:29:5d:¢c5:66)
# Internet Protocol, Src: 192.168.3.1 (1592.168.3.1), Dst: 192.168.3.3 (192.168.3.3)

# Transmission Control Protocol, Src Port: 18736 (18736), Dst Port: https (443), Seq: 269, ack: 2485, Len: 43

Firefox/3.0.8\r\|

Sake Blok sake.blok@SYN-bit.nl

SHARKFEST 12

woensdag 27 juni 12

64


mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl

Decrypting IMAPS

Mo,

E B B

= TLSvl1l Record Layer: Application Data Protocol: imap

= * OK Dovecot ready.\r\n

- Time Source Destination Protocol Info

1 0.000000 192.168.1.46 192.168.1.20 TCP 22446 > imaps [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=1
2 0.001820 192.168.1.20 192.168.1.46 TCP imaps » 22446 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS5=1460 WS=7
3 0.001857 192.168.1.46 192.168.1.20 TCP 22446 » 1maps [ACK] Seq=1 Ack=1 Win=128000 Len=0

4 0.010231 192.168.1.46 192.168.1.20 SSL Client Hello

5 0.011625 192.168.1.20 192.168.1.46 TCP imaps » 22446 [ACK] Seq=1 Ack=103 Win=5888 Len=0

6 0.012351 192.168.1.20 192.168.1.46 TLSv1 Server Hello, Certificate, Serwver Hello Done

7 0.013831 192.168.1.46 192.168.1.20 TLSv1 Client Key Exchange, Change Cipher Spec, Finished

8 0.019822 192.168.1.20 192.168.1.46 TLSv1l Change Cipher Spec, Finished

9 0.168748 192.168.1.46 192.168.1.20 TCP 22446 > imaps [ACK] Seq=285 Ack=978 Win=127022 Len=0

0 0. . Al Sk Response: * QK Dovecot ready.

11 0.172574 192.168.1.46 192.168.1

.20 IMAP Request: g7fg CAPABILITY Vv
Frame 10 (96 bytes on wire, 96 bytes (s o

Ethernet II, Src: JuniperN_bb:di:3b (0 SSl. keys list: 192.168.1.20 p 993 p :l.map ,C: \key .pem
Internet Protocol, Src: 192.168.1.20 (rzz oo zuy; TSt ISz 100 190 (I5Z. 100, L.90)

Transmission Control Protocol, Src Port: imaps (993), Dst Port: 22446 (22446), Seq: 978, Ack: 285, Len: 42
Secure Socket Layer

Content Type: Application Data (23)

Version: TLS 1.0 (0x0301)

Length: 37

Encrypted Application Data: F8260B9ESDOS97A3CE3SEL76BAZEDB28DS8BEQQ4F6BS7F74. ..
Internet Message Access Protocol

Response Tag: *
Response: 0K Dovecot ready.
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Decrypting "STARTTLS" (1)

Filter: |smtp || ssl ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
4 0.021653 192.168.1.20 192.168.1.46 SMTP S: 220 brutus.netcc.local ESMTP Postfix (Ubuntu)
5 0.023320 192.168.1.46 192.168.1.20 SMTP C: EHLO HTRGQS3]
7 0.025077 192.168.1.20 192.168.1.46 SMTP S: 250-brutus.netcc.local | 250-PIPELINING | 250-SIZE 10240000 |
8 0.025868 192.168.1.46 192.168.1.20 SMTP C: STARTTLS
9 0.027373 192.168.1.20 192.168.1.46 SMTP S: 220 2.0.0 Ready to start TLS
11 0.262273 192.168.1.46 192.168.1.20 TLSv1 Client Hello
12 0.264832 192.168.1.20 192.168.1.46 TLSw1 Server Hello, Certificate, Serwver Hello Done
0. - SalE ks ange, Change Cipher Spec, Encrypted
14 0.281296 192.168.1.20 192.168.1.46 TLSwv1 Change Cipher Spec, Encrypted Handshake Message
Frame 13't236 bytes on wire, 236 bytes captured)

Ethernet II, Src: IntelCor_6l:3a:ad (00:1c:bf:61:3a:ad), Dst: Junipe ssl.keys list: —‘
Internet Protocol, Src: 192.168.1.46 (192.168.1.46), Dst: 192.168.1.zu (zoz. 100 L 20 —
Transmission Control Protocol, Src Port: 38477 (38477), Dst Port: smtp (25), Seq: 95, Ack: 1153, Len: 182
Secure Socket Layer
| TLSv1l Record Layer: Handshake Protocol: Client Key Exchange
| TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
| TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.0 (0Ox0301)
Length: 32
Handshake Protocol: Encrypted Handshake Message

& &

o &

+

i =
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Decrypting "STARTTLS" (2)

Filter: }smtpllssl ¥ Expression... Clear Apply
No. - Time Source Destination Protocol Info
4 0.021653 192.168.1.20 192.168.1.46 SSL Continuation Data
5 0.023320 192.168.1.46 192.168.1.20 SSL Continuation Data
7 0.025077 192.168.1.20 192.168.1.46 SSL Continuation Data
8 0.025868 192.168.1.46 192.168.1.20 SSL Continuation Data
9 0.027373 192.168.1.20 192.168.1.46 SSL Continuation Data
11 0.262273 192.168.1.46 192.168.1.20 SSL Client Hello
12 0.264832 192.168.1.20 192.168.1.46 TLSvl Server Hello, Certificate, Serwver Hello Done
13 0.266373 192.168.1.46 192.168.1.20 TLSvl Client Key Exchange, Change Cipher Spec, Finished
14 0.281296 192.168.1.20 192.168.1.46 TLSw1 Change Cipher Spec, Finished
ﬂf Frame 13 (236 bytes on wire, 236 bytes pawtoeads ]

# Ethernet II, Src: IntelCor_61:3a:ad (00|Ssl.keys list: 192.168.1.20,25,smtp,C:\key.pem
+ Internet pPOtOCO], Src: 192.168.1.46 (1 e LU0, L0, u:. I7C l00 L. W (IZC LO00. L. W)
+ Transmission Control Protocol, Src Port: 38477 (38477), Dst Port: smtp (25), Seq: 95, Ack: 1153, Len: 182
= Secure Socket Layer
# TLSvl Record Layer: Handshake Protocol: Client Key Exchange
# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=) TLSw1l Record Layer: Handshake Protocol: Finished
Content Type: Handshake (22)
Version: TLS 1.0 {(Ox0301)
Length: 32
Handshake Type: Finished (20)
Length: 12
Verify Data
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Decrypting "STARTTLS" (3)

Filter: | smtp || ssl ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
4 0.021653 192.168.1.20 192.168.1.46 SMTP S: 220 brutus.netcc.local ESMTP Postfix (Ubuntu)
5 0.023320 192.168.1.46 192.168.1.20 SMTP C: EHLO HTRGS3]
7 0.025077 192.168.1.20 192.168.1.46 SMTP S: 250-brutus.netcc.local | 250-PIPELINING | 250-SIZE 10240000 | .
8 0.025868 192.168.1.46 192.168.1.20 SMTP C: STARTTLS
9 0.027373 192.168.1.20 192.168.1.46 SMTP S: 220 2.0.0 Ready to start TLS
11 0.262273 192.168.1.46 192.168.1.20 TLSv1 Client Hello
12 0.264832 192.168.1.20 192.168.1.46 TLSw1 Server Hello, Certificate, Serwver Hello Done
Q. . sals . ke 1ent Key Exchange, Change Cip
14 0.281296 192.168.1.20 192.168.1.46 TLSw1 Change Cipher Spec, Encrypted Handshake Message

Frame 13 (236 bytes on wire, 236 bytes captured)
r : .
LR i I;::m?; ssl.keys list: 192.168.1.20,start tls,smtp,C:\key.pem
Transmission Control Protocol, Src Port: 38477 (38477), Dst Port: smtp (25), Seq: 95, Ack: 1153, Len: 182
-] Secure Socket Layer
# TLSv1l Record Layer: Handshake Protocol: Client Key Exchange
4 TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=) TLSv1l Record Layer: Handshake Protocol: Finished
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
| Length: 32
[~ & Handshake Protocols Fimished
Handshake Type: Finished (20)
Length: 12
verify Data

I+

+

[+

+/
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Decrypt-problem | (1)

Mo, - Time Source Destination Protocol Info
1 0.000000 192.168.3.1 192.168.3.3 TCP 18774 » https [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=1
2 0.000375 192.168.3.3 192.168.3.1 TCP https » 18774 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS5=1460 WS=4
3 0.000423 192.168.3.1 192.168.3.3 TCP 18774 » https [ACK] Seq=1 Ack=1 Win=128000 Len=0
4 0.000985 192.168.3.1 192.168.3.3 SSL Client Hello
5 0.001257 192.168.3.3 192.168.3.1 TCP https » 18774 [ACK] Seq=1 Ack=103 Win=5840 Len=0
6 0.006575 192.168.3.3 192.168.3.1 TLSwv1 Server Hello, Change Cipher Spec, Encrypted Handshake Message
7 0. 3.1 : S Re) Encryptead Handshake Message, Application Data
S N N2 0] {5y | Arnlacastaman Natas Armnlamat+aman Nata

4 Frame 7 (550 bytes on wire, 550 bytes captured)
# Ethernet II, Src: Vmware_c0:00:01 {(00:50:56:c0:00:01), Dst: Vmware_Sd:c5:66 (00:0c:29:5d:c5:66)
Internet Protocol, Src: 192.168.3.1 (192.168.3.1), Dst: 192.168.3.3 (192.168.3.3)
Transmission Control Protocol, Src Port: 18774 (18774), Dst Port: https (443), Seq: 103, Ack: 139, Len: 496
Secure Socket Layer
4 TLSwvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=) TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.0 (0Ox0301)
Length: 48

Handshake Protocol: Encrypted Handshake Message

4+ TLSvl1l Record Layer: Application Data Protocol: http

|+

-
!

ssl init keys string:

192.168.3.3,443,http, c:\temp\public.sharkfest.local.key

ssl init found host entry 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init addr '192.168.3.3' port '443' filename 'c:\temp\public.sharkfest.local.key' password(only for pl2
file) '"(null)'

Private key imported: KeyID B8:2B:EA:B8:F8:BD:62:50:E3:0C:2D:3D:06:09:91:64:...

ssl init private key file c:\temp\public.sharkfest.local.key successfully loaded

association add TCP port 443 protocol http handle 04086228
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Decrypt-problem | (2)

Checking ssl debug log:

[...]
dissect ssl enter frame #7 (first time)
conversation = 07411870, ssl session = 07411BCS8
record: offset = 0, reported length remaining = 496
dissect _ssl3 record: content_ type 20
dissect ssl3 change cipher spec
association find: TCP port 18774 found 00000000
packet from server: is from server - FALSE
ssl change cipher CLIENT
record: offset = 6, reported length remaining = 490
dissect_sslS_nac_cu:d-_c_onJ:anJ-_ﬂme 22

decrypt ssl3

azziziaigi— Make sure that the whole SSL session (which can be made out of
Secrypg <s13 multiple TCP streams) is in the tracefile. Starting with the
decrypt ssl13 handshake and up to the current frame.
chiggect g8l3

record: ofrset = o7, Ieporteud Ilenglll ICNdIIlng — 257

dissect ssl3 record: content type 23
decrypt ssl3 record: app data len 432 ssl, state 0x17
association find: TCP port 18774 found 00000000
packet from server: 1is from server - FALSE
decrypt ssl3 record: using client decoder
decrypt ssl3 record: no decoder available

association find: TCP port 18774 found 00000000
association find: TCP port 443 found 047AF518

[...]
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Decrypt-problem Il (1)

Checking ssl debug log:

ssl association remove removing TCP 443 - http handle 04086F30

ssl init keys string:

192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init found host entry 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

file) '"(null)'

Private key imported: KeyID FA:56:73:A4:38:9C:A1:4F:28:23:88:76:83:42:13:86:...
ssl init private key file c:\temp\public.sharkfest.local.key successfully loaded
association add TCP port 443 protocol http handle 04086F30

[...]

ssl decrypt pre master secret:RSA private decrypt

pcry private decrypt: stripping 0 bytes, decr len zd
decrypted unstrip pre master[128]:

6ba f£f7 2a 4b 45 17 72 47 c2 11 dl dd ad dc af b6

04 76 cb 3c 32 1c dl 01 57 4a 83 79 af d9 40 af

aa a8 71 1f bd 6f 70 d5 cc 49 e6 be 44 42 07 'c

45 b7 5b 5b 52 de 3e 58 d3 42 8d 5f bc 99 3e 13

£f5 7d 27 al 3e 7f b2 3f 8b 9d e5 fb 60 ec 40 26

87 8f 24 41 fb d4 ec f£7 Oe ea 04 46 c2 d7 5f 7b

4a d2 40 47 07 7b 0d 63 d8 d6 0f e6 9e 98 92 02

58 13 51 72 1b 85 69 04 52 42 74 12 40 e2 a5 bb

ssl decrypt pre master secret wrong pre master secret length (128, expected 48)
dissect ssl3 handshake can't decrypt pre master secret

ssl init addr '192.168.3.3' port '443' filename 'c:\temp\public.sharkfest.local.key' password(only for pl2
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Decrypt-problem |

= Secure Socket Layer
=] TLSwvl1l Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (0Ox0301)
Length: 2332

-] Handshake Protocol: Certificate

Handshake Type: Certificate (11)

Length: 2328
Certificates Length: 2325

= Certificates (2325 bytes)

Certificate Length: 1079

Wireshark: Export Raw Data

Save jn. l Jca

My Recent
Documerts

1

|

Desktop

L/

= Certif
4 sign

+ algo
Padd
encr
Certif

+ Certif

+ TLSw1l Record

0000
0010
0020
0030
0040
0050

Sake Blok

Expand Subtrees
Expand all
Collapse all

Follow TCP Stream

Follow SSL Stream

Copy

Export Selected Packet Bytes. ..

& wiki Protocol Page

{ul Filrer Field Referenrs

My Documenrts

sption) \!ig

1AE1304525E My Computes
«

:r Hello Do My Network

Places

File name: [oert.ded LI Save

Save az lype: [Raw data (" bin, ".dat, *.raw)

1079 butes of 1aw binary data will be written

sake.blok@SYN-bit.nl SHARKFEST 12

woensdag 27 juni 12


mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl

Decrypt-problem Il (3)

In wireshark preferences:

ssl.keys list: 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

Checking whether certificate and key match:

$ openssl x509 -in cert.der -inform DER -noout -text | grep "Subject:"

Subject: C=NL, ST=Noord-Holland, O=Sharkfest Lab, CN=public.sharkfest.local/
emallAddress=coldsharkfest.local

S

$ openssl
a29682a£f8!
$

$ openssl

Make sure that the private key matches the (server) certificate
that is used in the tracefile.

ce71158d3851a885314c264863142389

= = 3 U L

S

$ openssl rsa -noout -modulus -in private.sharkfest.local.key | openssl mdb
a29682af822b4cd064d39d4ccdlelebe

S
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Decryption Without The Private Key

» Using the unencrypted (pre-)Master-Secret

» First use: Debug version of Firefox/Chrome
(see: https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=4349)

» Second use: openss| s_client

» SSL preferences: (Pre)-Master-Secret log filename

RSA db00c2aad79cfdal 92cdc769c670baocfd8cfe756992ad435401a26d023590...£f360cl108dfl67cacbofd43f4d2b118delccadb8

RSA Session-ID:fbcf322128ed0al0...61523189639f5bal89%a Master-Key:bdabead72f6c39a9fcfdbdc...228eb85744c9bf7cf2
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openssl s_client

$ openssl s client -cipher AES256-SHA -no_ticket -connect imap.syn-bit.nl:993 | tee openssl-s client.txt
depth=1 C = GB, ST = Greater Manchester, L = Salford, O = COMODO CA Limited, CN = COMODO High-Assurance Secure
Server CA

verify error:num=20:unable to get local issuer certificate

verify return:0

CONNEQ TG SRR Ar 119 Resp.
ETT.] 17 2.631302 192.168.1.22 46.30.211.94 IMAP 140 Request: HELP
SST,—Sd 18 2.669607 46.30.211.94  192.168.1.22  IMAP 135 Response: * BAD invalid command
o P T Trrrrrrr
ij Frame 15: 119 bytes on wire (952 bits), 119 byte aptured (952 bit
S¢ P Ethernet II, Src: JuniperN_bb:d1:32 (00:12:1e:bb:d1:32), Dst: Apple_d8:87:48 (f8:1le:df:d8:87:48)

Sq4 P Internet Protocol Version 4, Src: 46.30.211.94 (46.30.211.94), Dst: 192.168.1.22 (192.168.1.22)
Ma b Transmission Control Protocol, Src Port: imaps (993), Dst Port: 64400 (64400), Seq: 2965, Ack: 425, Len: 53

§f<7 Secure Sockets Layer

PE v TLSvl Record Layer: Application Data Protocol: 1imap

s Content Type: Application Data (23)

cd Version: TLS 1.0 (0x0301)

St Length: 48

T4 Encrypted Application Data: 74a980b1955b4f74c1be949df97da0f 4a25f27704ed7b66a. . .

V< Internet Message Access Protocol
P * OK IMAP4 ready\r\n

* OK 1

HE—=

+ |5 awk '$1~"Session-ID:" {printf("RSA %s%s ",$1,$2)} $1~"Master-Key:" {printf("%$s%s\n",$1,$2)}' openssl-
QUs_client.txt > openssl-s_client.keys

pg ¢ cat openssl-s_client.keys

RSA Session-ID:5EF3E7EDCC46993E51935914ACC1ICBE6723259121248F958BC223D54FA84CFAQ Master-Key:
0665121ADB266864CDEF89E32A6F1A39677D540DB5B362BC351D3BO8EE3059800F9A218E6601710CE774AFB2CE3166C9

$ Lol [FEST JPL COJT 1T TTC MCJJ0HE AU TCTIUICOuUIolT COUOs Uvir—y TariJs]

(Pre)-Master-Secret log filename: | =

B

Frowse... |
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Export SSL Session Keys

* Export:
—File -> Export -> SSL Session Keys (1.6.x)

—File -> Export SSL Session Keys (1.8.x)
* Import:
—SSL preferences: (Pre)-Master-Secret log filename

Provide SSL decryption in Wireshark to a 3rd party
without having to share the private key!
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» Analyzing SSL with Tshark
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Analyzing SSL with Tshark (1)

» -\/ to show whole tree (and decrypted application data)

* tshark -G fields | fgrep "ssl."
tshark -R ssl.alerf_message

* tshark -G currentprefs | egrep "*#7ssl."
tshark -0 ssl.keys_list:<ip>,<port>,<proto>,<keyfile> \
-0 ssl.debug_file:<log-file>
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Analyzing SSL with Tshark (2)

tshark -r file.cap -o ssl.keys 1ist:192.168.3.3,443,http,"c:\key.pem" \

-0 ssl.debug file:"c:\ssl-debug.log" -V -R http

$ tshark -o ssl.keys 1ist:192.168.3.3,443,http,"c:\tmp.key" \

-r session-reuse.cap -R ssl.alert message
17 27.530927 192.168.3.3 -> 192.168.3.1 TLSvl Alert (Level: Warning, Description: Close Notify)
20 32.811207 192.168.3.1 -> 192.168
32 54.756406 192.168.3.3 -> 192.168.

.3. TLSvl Alert (Level: Warning, Description: Close Notify)
3.
-> 192.168.3.
3.
3.

TLSvl Alert (Level: Warning, Description: Close Notify)

3
1
3 TLSvl Alert (Level: Warning, Description: Close Notify)
1
3

35 62.809496 192.168.3.1
51 126.272833 192.168.3.3 -> 192.168. TLSvl Alert (Level: Warning, Description: Close Notify)
54 137.815000 192.168.3.1 -> 192.168. TLSvl Alert (Level: Warning, Description: Close Notify)
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» Common SSL connection problems

., Sake Blok sake.blok@SYN-bit.nl SHARKFEST 12

woensdag 27 juni 12 80


mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl
mailto:sake.blok@SYN-bit.nl

Common SSL problems | (1)

Mo. - Time Source Destination Protocol Info
2 0.000667 192.168.3.3 192.168.3.1 TCP https > 24269 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS 1460 WS=4
3 0.000716 192.168.3.1 192.168.3.3 TCP 24269 » https [ACK] Seqg=1 Ack=1 Win=128000 Len=0
4 0.020817 192.168.3.1 192.168.3.3 SSLv3 Client Hello
5 0.021173 192.168.3.3 192.168.3.1 TCP https » 24269 [ACK] Seq=1 Ack=65 Win=5840 Len=0
6 0.024816 192.168.3.3 192.168.3.1 SSLv3 Alert (Lewvel: Fatal, Description: Handshake Failure)
7 0.025488 192.168.3.3 192.168.3.1 TCP https » 24269 [FIN, ACK] Seq=8 Ack=65 Win=5840 Len=0
8 0.025536 192.168.3.1 192.168.3.3 TCP 24269 » https [ACK] Seq=65 Ack=9 Win=127992 Len=0
9 0.031750 192.168.3.1 192.168.3.3 TCP 24269 » https [FIN, ACK] Seq=65 Ack=9 Win=127992 Len=0
10 0.032001 192.168.3.3 192.168.3.1 TCP https » 24269 [ACK] Seq=9 Ack=66 Win=5840 Len=0

Secure Connection Failed

o -

An error occurred during a connection to public.sharkfest.local,
Cannot communicate securely with peer: no common encryption algorithm(s).

(Error code: ssl_error_no_cypher_overlap)

The page you are trying to view can not be shown because the authenticity of
the received data could not be verified.

s Please contact the web site owners to inform them of this problem.

Try Again
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Common SSL problems | (2)

©J about:config - Mozilla Firefox

File Edit View History Bookmarks Tools Help
@ w C 2 l ] | about:config vy ~ | I[Cl-
| about:config "X

security.ssl3.rsa_rc4

— = (O
— S G
e N Ine
Reconfigure SSLCipherSuite and/or SSLProtocol on the server or
adjust the SSL settings on the client.
O L] =g H N = | W
Main Tabs Content  Applications  Privacy  Security — Advanced
General | Metwork | Update | :EHCVYDUOH
: ~ - - - . Protocols
Use SSL 3.0 []useTLS 1.0
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Common SSL problems |

X

Certificate Viewer:"public.sharkfest. local”

1 0.028254

- 10
1

No., ~  Time Source General | Detais |
2 0.000539 192.168.3.3 . :
3 0.000589 192.168.3.1 R
4 0.017421 192.168.3.1 public. sharkfest.local
5 0.017725 192.168.3.3
6 0.020281 192.168.3.3
7 0.024457 192.168.3.1
- 8 0.025575 192.168.3.3
9 0.025644

0.027815

= Secure Socl
+ TLSwl Re
= TLSv1l Re
Conten
Versio
Length

=] Handsh
Hanc

Lenc

Cert

= Cert

Ci

@ C

+# TLSv1l Re

Sake Blok

Certificate Signature Algorithm

CA)

J‘. ]

=5840 Len=0 M55=1460 W5=4
D0 Len=0

0 Len=0
Done

F Win=5840 Len=0_

o

Configure Intermediate CA in Apache2 with

"SSLCertificateChainFile <ca-file>".
CHN = Sharkfest Lab Server CA
0 = Sharkfest Lab

ST » Noord-Holland
c HL

Close
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Common SSL problems il (1)

Certlflcate Viewer:"public.sharkfest. local”

.000415
026772
027083
.031544
.031832
.031886
.043789

mtn~uc\u1ht~ru
OOOOOOO

11 0.04472

T 04745

1 ) 2 .
192.
1l -
1= s
192.
11 -
To2%
- 10 0.044664 192.16:

1n=5840 Len=0 MS5=1460 WS=4
18000 Len=0

Could not verify this certificate because it has expired.

16 Issued To

i g Common Name (CN) public.sharkfest.local 840 Len=0

16 QOrganization (O) Sharkfest Lab

16 Organizational Unit (OU)  <Not Part Of Certificate> n=128000 Len=0
16 Serial Number 02 ificate Expir'ed)

Issued By

Issued On
Expires On

16-3-2009
16-3-2010

Fingerprints

-y s e 4 e R I T N T R N I Y

certificate and attach it to the server.

Renew the

Sake Blok

jeone

v be

Close
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Common SSL problems Il (2)

= Secure Socket Layer
=] TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0Ox0301)
Length: 92
= Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 88
Version: TLS 1.0 (Ox0301)

= Secure Socket Layer
= TLSvl1l Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 {(0x0301)

andom
gnt_unix_time: May 21, 2009 15:49:33} 000000000
random_bytes: E036DEDS36B73FC46F947D99ADA04196CEACAGROE42F3083

Cipher Suite: TLS_RSA_WITH_CAMELLIA_256
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_

C-ip|,-n..-. Cismdrm e TIC DCH LITTU ~OACI L TH 490
C1pH
; . . 900FBAB7...
Ciph Set the correct time on the client.
C1pH

Compresstom meorous corgoe T |
+ Compression Methods (1 method)

Extensions Length: 35
4 Extension: server_name
+ Extension: SessionTicket TLS
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Common SSL problems IV

Mo, -  Time Source Destination Protocol Info
-1 0.000000 192.168.3.1  192.168.3.3  TCP 28051 » https [SYN] Seq=0 Win=65535 Len=0 MS55=1460 WS=1 -
*:Z_Q.ﬂﬂgaﬁﬂj"a""g“ T 1a2 19 T 1 TrD httne - 29NCE1 TSN ACK] CSana=N A~ =1 Lla m=C2AN | ‘Bﬁéﬂflqusgg‘!.q,Gp‘ﬂsgﬁ_
3 0.000304
4 0.019417
5 0.019790

s | Secure Connection Failed

VA4

6 0.025173
). U 3
8 0.025376
- 30.055480
- 10 0.056264
11 0.056304

ww, sharkfest.local uses an invalid security certificate,

= Secure Sock

TSV RECOr = This could be a problem with the server's configuration, or it could be someone

Content T trying to impersonate the server,

Versio

Length ) : . . . . .

- Handsh| Make sure the site you are trying to visit is indeed the site you

Hand intended to visit.
Leng
CertiT

Certificates (2325 bytes)
Certificate Length: 1079
4 Certificate ()
Certificate Length: 1240
+ Certificate ()
4 TLSwv1l Record Layer: Handshake Protocol: Server Hello Done
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Common SSL problems V (1)

Mo. - Time Source Destination Protocol Info

1 0.000000 192.168.3.1 192.168.3.4 TCP 30245 » https [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=1

2 0.000289 192.168.3.4 192.168.3.1 TCP https » 30245 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460 WS=4

3 0.000314 192.168.3.1 192.168.3.4 TCP 30245 » https [ACK] Seq=1 Ack=1 Win=128000 Len=0

4 0.017233 192.168.3.1 192.168.3.4 SSL Client Hello

5 0.017657 192.168.3.4 192.168.3.1 TCP https » 30245 [ACK] Seq=1 Ack=99 Win=5840 Len=0

6 0.019863 192.168.3.4 192.168.3.1 TLSv1 Server Hello,

7 0.019939 192.168.3.4 192.168.3.1 TLSw1 Certificate, Certificate Request, Serwver Hello Done

8 0.019966 192.168.3.1 192.168.3.4 TCP 30245 » https [ACK] Seq=99 Ack=2572 Win=128000 Len=0

9 3.299274 192.168.3 1 192.168 3.4 TLSwv1 Certificate, Client Key Exchange, Certificate Verify, Change Ciph
[ o 004 E , R 2 i evel: Fatal, Description: Unknown

11 3.300763  192. 168 3.4 192.168.3.1 TCP https » 30245 [FIN, ACK] Seq=2579 Ack=1501 Win=8768 Len=0

12 3.300791 192.168.3.1 192.168.3.4 TCP 30245 » https [ACK] Seq=1501 Ack=2580 Win=127992 Len=0

13 3.310232 192.168.3.1 192.168.3.4 TCP 30245 » https [FIN, ACK] Seq=1501 Ack=2580 Win=127992 Len=0

14 3.310386 192.168.3.4 192.168.3.1 TCP https » 30245 [ACK] Seq=2580 Ack=1502 Win=8768 Len=0

Secure Connection Failed

-

An error occurred during a connection to private.sharkfest.local.
Peer does not recognize and trust the CA that issued your certificate.

(Error code: ssl_error_unknown_ca_alert)

The page you are trying to view can not be shown because the authenticity of
the received data could not be verified.

» Please contact the web site owners to inform them of this problem.

Try Again ]
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Common SSL problems V (2)

= Secure Socket Layer
4 TLSwl Record Layer: Handshake Protocol: Certificate
= TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 149
=) Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 141
Certifi
+ Cert
Dist
= Dist
D1
= D1
# RDNSequence: 1 1tem ()
4 RDNSequence: 1 1item ()
i+
=

Add the Root Ca to the certificate bundle that is pointed to by
"SSLCACertificateFile <trusted-ca-bundle>".

— printablesTring: SAarKTest Lab CT1ent CA
# RDNSequence: 1 item ()
+ Handshake Protocol: Serwver Hello Done

[Thu May 21 10:29:45 2009] [error] Certificate Verification: Error (2): unable to get
issuer certificate
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Common SSL problems VI

MNo.

u:ao\quUthuduﬂi
wOOOOOO

11
12
13

Time

0.
0.

3

B
.44379
3.
14 3.44598

000000

000178
.000214
.008474
.008656
.010907
.011001
.011040
.441257

44376
44583«

Source

192,
192.

192.
192.
192.
192.
192.
192.
192.

168,
168.

168.
168.
168.
168.
168.
168.
168.

Destination Protocol Info
3.1 1592.168.3.4  TCP 30824 > https [S¥YN] Seq=0 Win=65535 Len=0 MSS=1460 WS=1
3.4 192.168.3.1 TCP https » 30824 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS55=1460 'o\'S'4
3.1 192.168.3.4 TCP 30824 » https [ACK] Seq=1 Ack=1 Win=128000 Len=0
Sh-al 192.168.3.4 TLSwv1 Client Hello
3.4 192.168.3.1 TCP https » 30824 [ACK] Seq=1 Ack=99 Win=5840 Len=0
3.4 192.168.3.1 TLSw1 Server Hello,
3.4 192.168.3.1 TLSwv1 Certificate, Certificate Request, Serwver Hello Done
Sh-l 192.168.3.4 TCP 30824 » https [ACK] Seq=99 Ack=2726 Win=128000 Len=0
Sialk 192.168.3.4 TLSw1 Cert1f1cate, Client Key Exchange, Certificate Verify, Change Ciph
= J evel: Fatal, Description: Certiticate Unknown) |
=0

Secure Connection Failed

Configure the correct CA verify depth in Apache2 with
"SSLCertificateChainFile <ca-file>".

(Error code: ssl_error_certificate_unknown_alert)

The page you are trying to view can not be shown because the authenticity of

long

[Thu May 21 10:38:30 2009] [error] Certificate Verification: Certificate Chain too
(chain has 2 certificates, but maximum allowed are only 1)

Sake Blok

[ Try Again ]
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Common SSL problems VI

Tiem Cms s mm P obion olofmem [ o PP g | h P

bt = Secure Socket Layer
4+ TLSwv1l Record Layer: Handshake Protocol: Certificate
= TLSv1l Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (0Ox0301)
Length: 168
= H

(#

= Distinguished Names (154 bytes)
Distinguished MName Length: 152

Make sure the client has the Intermediate CA in it's certificate
store, so it can find a matching certificate.

o
byl 15

printableString: Sharkfest Lab Root CA

+ RDNSequence: 1 item ()

+ RDNSequence: 1 1item ()
+ RDNSequence: 1 item ()
+ RDNSequence: 1 item ()
+ RDNSequence: 1 item ()

' + Handshake Protocol: Serwver Hello Done

4+ TLOVI KELUOT W LdyEr . NdiusiidRE FrologrgT @ EMCTYPLEW NAruasiidreE MeESSdyge
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Common SSL problems Vil

No. - Time Source Destination Protocol Info
-1 0.000000 192.168.3.1  192.168.3.4  TCP 32123 » https [SYN] Seq=0 Win=65535 Len=0 M55=1460 W5=1 ;
2 0.000085 192.168.3.4 192.168.3.1 TCP https » 32123 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460 WS=4
3 0.000108 192.168.3.1 192.168.3.4 TCP 32123 » https [ACK] Seq=1 Ack=1 Win=128000 Len=0
4 0.009474 192.168.3.1 192.168.3.4 SSL Client Hello
5 0.009680 192.168.3.4 192.168.3.1 TCP https » 32123 [ACK] Seq=1 Ack=99 Win=5840 Len=0
6 0.011632 192.168.3.4 192.168.3.1 TLSwv1 Server Hello,
7 0.011719 192.168.3.4 192.168.3.1 TLSw1 Certificate, Certificate Request, Serwver Hello Done
8 0.011744 192.168.3.1 192.168.3.4 TCP 32123 » https [ACK] Seq=99 Ack=2591 Win=128000 Len=0
9 §5,275850 192.168.3.1 192.168.3.4 TCP [TCP segment of a r'eassemb'led PDU]
10 5.27588¢ = A8 = A8 : . hange Ciphe
11 5.276314
At
:’,"'13’"5 2844( """""""""""""
14 5. 2844«
- 15 5.2874.
16 5.2880¢

An error occurred during a connection to private.sharkfest.local.

The client needs to request a new certificate.

The page you are trying to view can not be shown because the authenticity of
the received data could not be verified.

1 PR | 1 N 1 s al £ a1 - 1.1

[Thu May 21 10:57:57 5609] [error] Certificate Verification: Error (23): certificate
revoked

[ TryAgan |
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Common SSL problems IX

= Certificates (2306 bytes)
Certificate Length: 1060
Mo = Certificate ()
= signedCertificate
version: v3 (2)
serialNumber: 1
4 signature (shawithRSAEncryption)
# 1ssuer: rdnSequence (0)
= wvalidity
= notBefore: utcTime (0)

+ H
algorithmIdentifier (shawithRSAEncryption)
Paddinan= N

[+

Make sure the CRL file pointed to by "SSLCARevocationFile <crl-
] file>" stays up to date.

serialNumber: 2
+_ signature (shawithRSAEncryption)

[Thu May 21 11:01:15 2009] [warn] Found CRL is expired - revoking all certificates

until you get updated CRL
[Thu May 21 11:01:15 2009] [error] Certificate Verification: Error (12): CRL has

expired

utcTime: 10-03-15 23:03:14 (UTC)
+ subiect: rdnSeaquence (0)
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* Further reading
* Questions & Discussion
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Further Reading about SSL

SSL and TLS: Designing and
Building Secure Systems

SSLand TLS
by Eric Rescorla

SSL and TLS Essentials:

55Land TLS  gecuring the Web
Essentials

24 by Stephen A. Thomas
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Secnuring the Weh
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Questions & Discussion
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FIN/ACK, ACK, FIN/ACK, ACK!

Thank You!

If you would like to receive the tracefiles (and keys!)
that | used, please mail me: sake.blok@.S YN-bit.nl
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