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Security Office 

• The security office in ITS provides 
assistance and information to all 
members of the UNI community 
seeking assistance in making 
computing more secure. 

• Respond to security-related 
incidents. 

• Work to ensure UNI is adequately 
protecting computer systems. 

• http://www.uni.edu/its/security/ 



About Me 

• Eric Lukens 
•  IT Security Policy and Risk 

Assessment Analyst 
•  ITS-Network Services 
•  eric.lukens@uni.edu 
•  security@uni.edu 
•  http://www.uni.edu/elukens/ 



This Presentation 

•  http://www.uni.edu/its/security/
onlinesafety.html 
– Links to relevant sites 
– Links to software mentioned 
– Copy of this PowerPoint 



Why Should I Care 

• Online predators 
•  Identity theft 
•  Lost data 
•  Lost time 
•  Lost money 
• Embarrassment 
• Slow computer 



Who are we protecting 
ourselves from? 



Who? 

•  Hackers (smallest group by far) 
•  Curious Individuals 
•  Illegitimate Businesses 
•  Semi-legitimate Businesses 
•  Organized Crime 
•  Foreign Governments 



Malware 



Malware 

• MALicious softWARE 
• A catch-all term 
• Virus, rootkit, trojan, worm, 

spyware, adware, etc. 
•  It is stuff you don’t want on 

your computer 



How Malware Enters Comp. 
•  Traditional, but still work 

– Email 
– Dirty files from other computers 
– Worms (self-spreading via security 

vulnerabilities) 
•  Modern 

–  “Dirty” websites 
– Flash drives 
– Bundled “extras” in software 

downloads 
– Brower exploits 



Traditional Prevention 
• Don’t open email 

attachments you weren’t 
expecting 

• Don’t trust files from 
computers or people you 
don’t know or trust 



Modern Prevention 
•  Traditional prevention 
•  Up-to-date software 
•  Download and install software only 

from websites you know and trust 
•  Run anti-malware software 

– Typically still called anti-virus 
software 

•  Stop. Think. Click. while browsing 
•  You are the most important part of 

keeping malware off your machine 



Anti-Malware Software (Windows) 
•  Plenty in the stores, most of those are 

fine. 
•  Free ones as well, they work fairly well. 

–  Avast 
•  http://www.avast.com/ 

–  AntiVir  
•  http://www.free-av.com/ 

–  Microsoft Security Essentials 
•  http://www.microsoft.com/

security_essentials/ 
–  AVG Free has problems, paid versions are 

fine. 
•  Non-commercial use only 



Additional Protection (Windows) 
•  In addition to typical anti-malware 

software, you can run these additional 
on-demand scanners. 
–  Malwarebytes 

•  http://www.malwarebytes.org/ 
–  Spybot Search and Destroy 

•  http://www.safer-networking.org/en/
index.html 

–  Ad-Aware 
•  http://www.lavasoft.com/ 

•  These scanners can pick up stuff your 
normal A/V misses. 



Anti-Malware not keeping-up 
•  Last couple years have seen 

exponential increase in the 
numbers of malware. 

•  New variants released hourly. 
•  Anti-malware software like 

vaccine, it can only prevent 
known, common infections. 

•  Bad guys always looking for 
new ways to trick you. 



500% increase this 
year compared to 

2008! 



http://www.antiphishing.org/ 



Browse at your own risk 
•  Exploits and problems have 

made “good” sites evil 
•  Good news, with good security 

settings you usually have a 
chance to stop it.  You’re 
usually going to have to 
approve the install of malware. 
– Not always true in the case of 

exploits. 



Stop. Think. Click. 
• Does what’s popped up on 

the screen make sense? 
• Research or ask if in doubt 
• Closing the browser and 

starting your web journey 
over again is probably a 
safe bet if your doubtful. 



Mac 



Your Browser 
•  Microsoft Internet Explorer 
•  Mozilla Firefox 
•  Apple Safari 
•  Google Chrome 
•  Opera 

•  They all have exploits.  The more 
common, the more they are 
exploited.  Cat and mouse game, 
but it does work. 



Google Chrome 



IE 8 



Plug-ins 
•  Every browser uses plugins, 

some are common across 
platforms and browsers. 
– Java 
– Adobe Flash Player 
– Adobe Reader 
– QuickTime/Real Player 

•  Use these programs built-in 
update features and don’t 
ignore them. 



Automatic Updates 
• Windows Update 
• Apple Software Update 
• Check them regularly and 

do as they prompt. 
• Do not disable them, do not 

put off their patches. 
• Same with other programs. 



Backups 

•  If the read/write head of a hard-
disk were a Boeing 747, and the 
hard-disk platter were the surface 
of the Earth: 
– The head would fly at Mach 800 
– At less than one centimeter from the 

ground 
– And count every blade of grass 
– Making fewer than 10 unrecoverable 

counting errors in an area equivalent to all 
of Ireland. http://janddstevenson.blogspot.com/2008/11/geek-morsel.html 



Backups (For Home Only) 
•  Many ways to backup data, 

depends on your particular 
needs. 
– Flash drives 
– Mozy (2GB Free) 
– External Hard Drives 

•  So many ways to lose your 
data, you need backups. 

•  Keep backups in a safe 
location 



Phishing 

•  “Fishing” for information 
•  The “Ph” makes it cool. 



Phishing 
•  Don't email personal or financial 

information—ever.  Any legitimate 
entity that asks you to needs to 
change their business practices. 

•  Don't reply to email or pop-up 
messages that ask for personal or 
financial information, and don't 
click on links in the message. 

•  Never provide your passwords to 
anyone. UNI will not ask for them, 
nobody else should either. 



Phishing 
•  If it sounds too good to be true, it 

probably is. 
•  Use sound judgment.  Ask yourself 

if a particular request received 
makes sense. 

•  While not universal trait, many 
phishing attempts include poor 
spelling and grammatical errors. 

•  Be very suspicious of any request 
to “verify your information.” 



Phishing 
•  Note the URL of websites you 

visit before providing 
information. 

•  If unsure, call using known 
good source or visit site directly 
using known good link. 

•  phishing@uni.edu 
– For reports of phishing emails 

that make it to UNI email 
accounts 



http://www.antiphishing.org/ 



Passwords 

•  The keys to the kingdom 
•  Only thing that stops people from 

getting into your stuff. 



Passwords 

•  Passphrases are better if you can 
use them 
– My cat Willow demands food at 

5:00AM. 
•  Creative passwords 

– Ittr@b0htrbikfa 
– I'm trying to read a book on how to 

relax, but I keep falling asleep. 



Bad Passwords 
•  1Letmein! 
•  P@ssw0rd 
•  Qqqqqq$1 
•  P@nathers1 
•  Password crackers are very fast at 

cracking common passwords. 
•  Avoid words, even with variations. 
•  Some password systems can be 

cracked faster then others. 
•  Security questions help. 
•  Different passwords on different 

systems 



Privacy Online 

•  Keep some things to yourself 
•  Research and be smart 
•  Nothing ever goes away on the 

internet 
•  Avoid using public computers 
•  Extra caution when using your 

computer in a wireless "hot spot" 



Privacy Online 

•  Familiarize yourself with your 
websites 
– Be cautious when changes appear 

•  SSNs, DLs, bank account #’s 
should rarely be typed online 



HTTPS 
•  Look for the lock and the “S” 
•  This means information between 

you and the site on the other end 
can’t be intercepted on its way 
there and back. 

•  Anyone can get an HTTPS site. 
•  New Extended Validation 

certificates can verify identity as 
well. 



Online Shopping 
•  Know who you're dealing with 

– Research 
•  Know exactly what you're buying 
•  Know what it will cost 
•  Pay by credit card 
•  Check out the terms of the deal 
•  Save records of your online 

transactions 



Online Banking 
•  Remember the phishing tips 
•  Protect your passwords 
•  Follow your bank’s advice 
•  Turn to unbiased sources when 

researching investments 
•  Don't let your browser 

"remember" your username 
and password information 

•  Careful with taxes online 



Identity Theft 
•  https://www.annualcreditreport.com 

– Not the other one with catchy tunes 
•  Check credit report annually for 

problems 
•  Always read account statements 
•  Report problems immediately to 

the account provider and the credit 
reporting agencies to put a fraud 
alert on your file 

•  Police report/report to FTC 



Get anything you want 



Signs of ID Theft 
•  Unusual or unexplainable charges 

on your bills 
•  Phone calls or bills for accounts, 

products, or services that you do 
not have 

•  Failure to receive regular bills or 
mail 

•  New, strange accounts appearing 
on your credit report 

•  Unexpected denial of your credit 
card 



Social Networking 

•  Should the info really be 
disclosed? 

•  Consider everything you post on a 
social networking site as being 
accessible to everyone 
– Employers 
– Coworkers 
– Family 
– Law Enforcement 



Social Networking 

•  Use the privacy settings 
•  Myspace has poor privacy settings 
•  Facebook has gotten better 
•  Do not post information about your 

day-to-day schedule 
•  Check the site daily to remove 

content you don’t want to be 
associated with. 



Social Networking 

• Avoid the camera 
• Don’t do things that would get 

you in trouble 
• Be kind to your friends and 

they’ll (hopefully) be kind in 
return 



MySpace 

•  Unless you’re promoting your 
band, only allow friends. 

•  Only post information you want 
everyone to see. 

•  Its pretty much everyone or just 
friends. 

•  Think of MySpace as a website. 



MySpace 
Privacy 
Settings 



MySpace Application Settings 



Facebook 

•  Granular privacy settings 
•  Can be a bit tricky to master them 
•  Still, assume everything can be 

seen by everyone 



















Fake Facebook 

http://www.f-secure.com/weblog/archives/00001796.html 



Fake Facebook 

http://www.f-secure.com/weblog/archives/00001796.html 

MALWARE 



More Information 
•  http://www.onguardonline.gov/ 
•  http://www.us-cert.gov/ 
•  http://www.staysafeonline.org/ 
•  http://www.lookstoogoodtobetrue.com 
•  http://getnetwise.org/ 
•  http://www.uni.edu/its/security/ 



Questions? 


