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The purpose of this document is to provide a set of instructions about how to recover a Cisco phone and load
SCCP Software. You do not need to have a Cisco Call Manager to run the recovery process.

There are several entries in different forums about that topic, but all T've consulted seem to miss a piece of
the whole challenge.

First of all, you need to be very patient during that process. Even you think the phone is "dead"”. In Reality,
the phone is requesting DHCP Address (if not set to permanent) followed by TFTP File requests.

STEP 1: Download the Cisco Phone Firmware

Go to www.cisco.com/go/software and find the right phone firmware. You will need to have a support
contract before you can download the firmware. There are other resources on the internet were you can get
those files as well.

Cisco Unified IP Phone 7961G

Download Software Y@ Download Cart (0 ems) (2) Helo
Select a Software Type =

H > Products > Voice and Unified C« > |P Telephony > IP Phones > Cisco Unified IP Phone 7900 Series >
Cisco Unified IP Phone 7961G

Configuration Assistant Software
Session Initiation Protocol (SIP) Software

Skinny Client Control Protocol (SCCP) Software Download Now cmterm-7941_7961-sccp.8-3-3.zip g A

Unified C. Manager Endpoints Locale Instalier Release Date: 23/0CT/2007
79417961 SCCP IP Phone firmware files only -
Compatible CUCM Versions: 3.3,4.0,4.1, 42
Size: 4136.94 KB (4236224 bytes)

T was using 8.3 (3) to have a compatible version for upgrading with my Cisco Call Manager 8.x after
registration. There is another TechTip telling about that issue *Authentication Fail when register with
cUCcMm”

Make sure you download the zip-file, as this is the best choice to upgrade outside of Call Manager.

— S — S — ~
i@ IZArc - \\192.168.10.100\engineering\Cisco Phone\cmterm-7941_7961-sccp.8-3-3.zip =8 =
File View Actions Tools Options Help
220 & O
New Open Add Extract Test Exit
h@ Bl E) \1192.168.10.100\engineering\Cisco Phone \cmterm-7941_7961-sccp.8-3-3.zip
3 amterm-7941_7961-5cp83-3.20 || Fije Name . Fie Type Modified size Ratio Packed CRC
| apps41.8-3-2-27.sbn SBN File 10/19/2007 9:09:16 AM 2,494,499 65% 866,141 C1126C4E
| nu41.8-3-2-27.sbn SBN File 10/19/2007 9:09: 14 AM 547,146 10% 490,856 8BYA4SF3
| cvm41scep.8-3-2-27.sbn SBN File 10/19/2007 9:09:20 AM 2,452,629 1% 2,438,447 84AA0500
|| dsp41.8-3-2-27.sbn SBN File 10/19/2007 9:09:18 AM 530,601 61% 207,119 81263E7C
__|jar41scep.8-3-2-27.sbn SBN File 10/19/2007 9:09:18 AM 315,827 27% 231,088 C66EA2B4
| SCCP41.8-3-3S.loads LOADS File 10/19/2007 9:09:08 AM 638 15% 540 AAES2753
| term41.default.loads LOADS File 10/19/2007 9:09:10 AM 642 15% 543 28812482
| term61.default.loads LOADS File 10/19/2007 9:09:12 AM 642 15% 544 2765F886
<« | »
Type: ZIP Files: 8 Packed: 4,235,278 Unpacked: 6,342,624 Ratio: 33% !

DISCLAIMER

This Technical Tip or TechNote is provided as information only. I cannot make any guarantee, either explicit or '
each Vendor for further information or suppor?. g

Although I believe the information provided in this document to be accurate at the time of writing, I reserve the |
and without notice. This technote has been created after studying the material and / or practical evaluation by my:
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STEP 2: Prepare your PC or Laptop to support the Upgrade

Freeware Tools, I have used:
a) TFTP Server to provide the firmware loads
http://1ftpd32.jounin.net/

tftpd32.323.zip (444 kB)

ist June 2007 va.23 tftpd32-3.23-setup.exe (480 kB)

Note:This version seems to be best fit and most likely smart and smooth working

b) WinDump to see packets coming in
http://www.winpcap.org/windump/default.htm

c) Observer (not a freeware) or Wireshark to packet analyze firmware load
http://www.networkinstruments.com/products/observer/expert.html

STEP 3: Install TFTP Server and make adjustments
The installation is simple forward. Just run the executable. After installation, place the extracted files in
the upload directory of your choice.

Moo rmone e -iDix]
‘ eoc | .~ Computer ~ Local Disk (C:) + Root-TFTP v Cisco_Phone_7961 v &3 | search Cisco_Phone_7961 @‘
Organize v Indudeinlibrary v  Sharewith v Burn  New folder = v ﬁ] @

Name “ Date modified Type Size I |
| apps41.8-3-2-27.sbn 10/19/2007 10:09 AM  SBN File 2,437KB
L cnu41.8-3-2-27.sbn 10/19/2007 10:09 AM  SBN File 535KB
| cvm41scep.8-3-2-27.sbn 10/19/2007 10:09 AM  SBN File 2,396 KB
| dsp41.8-3-2-27.sbn 10/19/2007 10:09 AM  SBN File S519KB
| jar41sccp.8-3-2-27.sbn 10/19/2007 10:09 AM  SBN File 309KB
|| SCCP41.8-3-3S.loads 10/19/2007 10:09 AM  LOADS File 1KB
| term41.default.loads 10/19/2007 10:09 AM  LOADS File 1KB
| term61.default.loads 10/19/2007 10:09 AM  LOADS File 1KB
(&) XMLDefault.cnf.xml 11/17/2011 10:13PM XML Document 1KB

J 9 items

XMLDefault.cnf.xml is not part of the Firmware Package.

You need create a new file or download from here: http://www.bemsel.com/tools/HelpFiles/XMLDefault.cnf.xml
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STEP 4: Create Default XML File and configur
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e for proper firmware load

[ C:\Root-TFTP\Cisco_Phone_7961\XMLDefault.cnf-xml - Notepad++ i -10( x|
File Edit Search View Encoding Language Settings Maco Run TextFX Plugins Window ? X
| e BHE o @[4dDM|2e(tn] 2tz BR(%1FROENRE|Eay =gV
B tem61 defaut loads | = XMLDefaut.cnf i I. XMLDefaut crfsami | [l XMLDefau crf x| Il XMLDefauk cof xmi |
- hiiag
2 [ <callManagerGroup> ——
s 5§ B @\ ) |-+ Computer + Local Disk (C:) ~ Root-TFTP + Gsco_Phane_7961
EE ] <member priority="0"> Organze v Indudenlibrary v Sharewith v Bum  New folder
S H <callManager> N |M 6 |'m — I
6 = <ports>
7 <ethernetPhonePort>2000</ethern Wpeil.832274n MVIS/2007 1009 AN SEM Ple e
- - P L 0w41.8-3-2-27.5bn 10/19/2007 10:09 AM  SBN File 535KB
A BT ’(;15‘__&“)2427(/115‘1!» ovm41sccp.8-3-2-27.5bn 10/19/2007 10:09 AM  SBN File 2,396 K8
10 <keepAlive>2428</keephlive> dsp41.8-3-2-27.5bn 10/19/2007 10:09 AM  SBN File 519K8
- L </mgcpPorts> L] jord1sccp.8-3-2-27.5bn 10/19/2007 10:09 AM  SBN File 209K8
| </ports> SCCP41.8-3-35Joads 10/19/2007 10:09AM  LOADS File 18
12
term4 1. default.loads 10/19/2007 10:09 AM  LOADS Fie 1K8
13 <processNodeName></processNo
B L </ SA1IMATAREES L] term61.default.loads 10/19/2007 10:09 AM  LOADS Fie 1K8
o et 240 =) XMLDefaut.cnf.xml 11/17/2011 10:13PM XML Document 18
5 B </member>
16 r </members>
k7 [__</callManagerGroup>
1 <loadInformation>SCCP41.8-3-35</loadInformation> I
<authenticationURL></authenticationURL>
20 <directoryURL></directoryURL>
21 <idleURL></idleURL>
22 <informationURL></informationURL>
23 <messagesURL></messagesURL>
24 <servicesURL></servicesURL>
25 -</Default>
26
kxmmwmﬁe henglh:ﬂl lines : 26 Ln:ls Col:33 Sel:0 LND( [ANSI IINT 4

The JoadInformation needs to be exactly the LOADS file from your firmware tftp upload directory

STEP 5: Configure DHCP Server if required

- Tftpd32: Settings
Base Dir
’( _,B ‘

x|

|C:\Root-TFTPACisco_Phone_7961

Tftpd32 by Ph. Jounin

I |
=

Syslog server

IV TFTPSeiver [v DHCP Server || [~ Fomard msgto pipe

I~ TFTP Client = ;“mm

I~ SNTP server ave syslog messages

I~ Syslog Server Tofile
~DHCP Options

™ Ping address before assignation |~ Persistant leases

IV Bind DHCP to this address 192.168.10.150 -
~ TFTP Security TFTP configuration————————————————

' None Timeout (seconds) 300

€ Standard Max Retransmit 5

C High Titp pott 63

 Read Only local ports pool

Advi TFTP Or Current Directory [C:\Root- TFTPACisco_Phone_7961
~Advanced ptions )

¥ Option negoliation ™ Hide Window at statup Serverintedeces [152168.10.150

I~ PXE Compatibilty I~ Create "di.tut" fles Thp Server DHCP server | Log viewer |

¥ Show Progress bar I Create md5 files IP pool starting address[10.0.0.100

[V Translate Unix file names I Beep for long transfer ;:‘::’d fio_

: 3

IV Bind TFTP to this address [is216810150  ~] WINSIDNS Server [T T30 — | o

IV Allow \' As vitual oot Default router [looosr v

I~ Use anticipation windowof [0 Bytes Mask [Boso50 . ©

Domain Name
0K | Defaut | Hep | Concel | Addiional Option  [150_ 0x69AABCO
[[stocatedat " T'iP | MAC [ renew at

DHCP Option 150 - see also next page
http://www.iana.org/assignments/bootp-dhcp-parameters/

bootp-dhcp-parameters.xml

Cisco Phone to load SCCP required TFTP Server Address; this is what Option 150 provides for DHCP

Requests. This needs to be provided by HEX in Reverse

VLU Expert |
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You can use the Programmer Calculator of Windows, or any other online tool. All you need to do is to convert
each Byte of the IP Address and put in reverse into the option value

192.168.10.105 -> 105.10.168.192 -> 0x69AA8C0
192.168.1.1 ->1.1.168.192 -> 0x0101A8C0

. | r T SRR
2] Calculator F = F[?'[ = o) Calculator ﬁ ”g_l_qg: X
—_— = - @ =
View Edit Help View Edit Help
0000 00O ©0Ge ©Gee 0000 o000 0008 0000 ©GOA 0000 0BG 0GOP 0RGe 00RG 0000
63 47 32 63 47 32
0000 0000 00D 00D 00eD 11ee o©eee 0000 0000 ©002 ©0CO 00O 0G0 1100 0000
31 15 e 31 15 e
Hex Mod A MC MR MS M+ M- ‘ @ Hex q_. Mod A MC MR MS M+ M-
@ Dec . B = E Dec : : B — = -
— - - / z
Oct ] ! Oct ’
Bin RoL |[RoR || C 7 8 9 / % Bin RoL [|RoR || C 7 8 9 / %
@ Qword or [[xor || D 4 5 6 || Yx @ Qword or || Xor || D 4 5 6 * || 1Ux
Dword ‘4‘ | Dword ™ - £ 1 > 3
Lsh Rsh - S| 5| =
Word 2 = B - 2 3 = _)Word -—
Byte Not ||And | F 0 + Byte Not || And || F 0 . +

STEP 6: Reset Cisco Phone 7961

Pull power on the phone (even if power is PoE).

Hold down the # key on the phone.

Continue holding down the # key and re-apply power

While still holding the # key wait for the Message Waiting Indicator (WWI) light on the handset to
start flashing amber.

5. Once the MWT light is flashing amber, release the # key and enter the following sequence exactly on
the keypad: 3491672850*#

The amber lights are turning red. That's when the phone deletes configuration and firmware.

7. Tt will reboot and tries to get an IP Address via DHCP. Option 150 does the Auto-Provision the TFTP
Server IP Address

Hwpe

o

For more DHCP options: http://www.iaha.org/assignments/bootp-dhcp-parameters/bootp-dhcp-parameters.xml

=1olx|

Custent Ditectory [C:\Root-TFTPACisco_Phone_7361 =l Biowse

Serverinterfaces [132168.10.105 | Show Dir

Titp Server_Log viewer |

Connection received from 10.0.0.101 on port 43152 [17/11 23:03:32.650]

Read request for file <termb1.default loads>. Mode octet [17/11 23:03:32.650]

Using local port 43208 [17/11 23:03:32.650]

<termB1.default loads>: sent 2 blks, 642 bytes in 0 5. 0 blk resent [17/11 23:03:32.650]

nection received from 10.0.0.101 on port 43153 [17/11 23:03:33.136]

Read request for file <jard1scep.8-3-2-27.sbrn>. Mode octet [17/11 23:03:33.196]

Using local port 43210 [17/11 23:03:33.196)

<jard1scep.8-3-2-27.5bn>: sent 617 blks, 315827 bytes in 1 5. 0 blk resent [17/11 23:03:34.943]

Connectior nveczrvedlmmwl)mm on port 49154 [17/11 23:03.35.95

Read request for file <cnu! 3-2:27.sbr>. Mode octet [17/11 23:03:35.957]

Using local port 43211 [I'IIH 23 03:35.957]

<ccrud1 83227 sbro- sent 1063 bkks. 547146 bytes in 4 . 0 bk resent [17/11 23.03:33.061)

Connection received from 10 0.0.101 on port 43155 [17/11 23:03:40.809) x|

Read request for file <appsd1.8-3-2:27.sbn>. Mode octet [17/11 23:03:40.809] File size : 2434439

Llsmglocalwl49212[|7lﬂ 23:03:40.809] 1079296 Bytes sent 179882 Bytes/sec

ANEEEEEEEE
Clear | _Copy | Cunent Action [Cistening on port 63
About Settings | Help
PACKETEER
Switc Net®oS
CERTIFIED EXPERT Performance Rrsc *
—— () XYLAN CERTIFIED SWITCH EXPERT
Certified ° ®
N ®
G CompTIA. NETWORK
Cartid Intrctor omp
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A few troubleshooting points.

Once this sequence has been entered on the IP Phone, if all the network criteria above have been met, it
should begin its recovery process. This process can take up to 15 minutes fo finish. The phone may appear to
be doing nothing during this time. However, if the phone does not recover after 20 minutes then it is
possible that the recovery is stuck. In this case, re-examine your network and verify that steps 1-4 are in
place, and then re-issue the factory reset sequence.

During my troubleshooting experience, I spanned the Phone Port to a packet analyzer to see what's going on
the wire.

7 192.168.10.105 10.0.0.101 11/18/2011 10!102m355404 0001 319 08758330 TFTP Error [5] --- UDP [33138 -> 49153] - IP(192.168.10.105-> 10.0.0.101) - ETHERTYPE
- 10.0.0.101 92.168.10.105 - 02m 35.619 0.. 109.846933 [TFT ques - LJDP [49154 >89 - |P(10.0.0.101 )19218810105 - ETHER

192.168.10.105 10.0.0.101 11/1a/2011 10h 02m 35.621 6.. 0002 852 09 843585 TFTP Data (3] - UDP[.>3133 -> 49154] - |P (192.168.10.105 -> 10.0.0.101) - ETHERTYPE
‘ID 10.0.0.101 192.168.10.105 88 11/18/2011 10h:02m 35.621 6... 0.000 006 09.843591 TFTP Ack [4] DP [49154 -> 33138] - ETHERTYPE
1 192.168.10.105 10.0.0.101 562  11/18/201110h:02m 35.6230... 0.001 322 09.850913 TFTP Data[3 UDP [33138 -> 49154] ) - ETHERTYPE
12 10.0.0.101 19216810105 68 1171872011 10h:02m 35.624 3... 0.001 332 09.852245 TFTP Ack [4] DP [49154 -> 33138] -- ETHERTYPE
13 192.168.10.105 10.0.0.101 562  11/18/201110h:02m 35.6256... 0.001 331 09.853576 TFTP Data (3] - UDP 33138 -> 49154] - IP (192.168.10.105 -> 10.0.0.101) -~ ETHERTYPE
14 10.0.0.101 19216810105 68 11/18/2011 10h:02m 35.627 0... 0.001 331  09.854307 TFTP Ack [4] - UDP [49154 -> 33138] - IP (10.0.0.101 -> 192.168.10.105) - ETHERTYPE
i5 152.168.15.105 18.0.8.101 562 1171872011 10m02m 35628 3... 0.001 332 08856233 TFTP Data{3] -~ UDP (33138 -» 45154] - 1P (152.168.15.105 > 10.0.0.101) -~ ETHERTYPE
16 10.0.0.101 192168.10.105 68 11/18/2011 10h:02m 35,629 6... 0.001 332 09.857570 TFTP Ack [4] -~ UDP [49154 -> 33138] - IP (10.0.0.101 -> 192.168.10.105) - ETHERTYPE
17 192.168.10.105 10.0.0.101 562 11/18/201110h:02m 35,630 9... 0.001 330 09.858301 TFTP Data (3] -~ UDP 33138 -> 49154] - IP (192.168.10.105 -> 10.0.0.101) -~ ETHERTYPE
18 10.0.0.101 19216810105 68 11/18/2011 10h:02m 35.632 3... 0.001 331  09.860232 TFTP Ack [4] - UDP 49154 -> 33138] - IP (10.0.0.101 -> 192.168.10.105) - ETHERTYPE
19 192.168.10.105 10.0.0.101 562  11/18/2011 10h:02m 35,633 6... 0.001 332 09.861564 TFTP Data[3] - UDP 33138 -> 49154] - IP(192.168.10.105 -> 10.0.0.101) - ETHERTYPE

< m

!' p8: 10.0.0.101 -> 192.168.10.105
\Tr" iF: 10.0.06.101 -> 152.168.10.105
= UDP. [49154] TFTP -> [69]
‘L @ Source port [49154]
(@ Destination port [69]
(@ UDP length 35
- [@ Checksum 0x0000 (not used)
a TFTP Section: 27 bytes
}~[@ Opcode 1; Read request
ta Filename XMLDefault.cnf.xml o
@ Mode octet

Remember the XMLDefault.cnf.xml file, you modified in Step 4.

Don't be afraid to re-run that procedure in the case, if you think it didn't finished successfully. I did it
several times in the first place.

Note: The factory reset sequence is a way for a phone to clear flash and still upload to a valid firmware
image. This is facilitated by the termxx.default.loads file, but requires that the image files listed in the
termxx.default.loads file are available in TFTP for the phone to download. Open the termxx.default.loads
file in any text editor. This loads file is essentially just a packing list showing all the OS and application files
the phone needs to function. The files include a cnu, cvm, dsp, app and jar files. Please make sure that these
files as listed in the termxx.default.loads file are in TFTP. ("xx" will be either "41" for the CP-7941 model,
or "61" for the CP-7961 model.)

—— NetoS

. XYLAN CERTIFIED SWITCH EXPERT

CEBE consns SO0 CompTIA. Blue&3Coat RNETWORK'

Us ExXPERT Secumy+ Cemﬁed WAN ACCELERATION PROFESSIONAL I“sm'l“!m

Certified

N
ENGINEERSM

Novelle




