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Supporting and Troubleshooting Mobile Devices

« Mobile Device Types
« Connect and Configure Mobile Device Accessories
« Configure Mobile Device Network Connectivity

« Support Mobile Apps

« Secure Mobile Devices

» Troubleshoot Mobile Device Issues
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Mobile Devices

« Smartphones and tablets used in the workplace need support, too.
« Mobile OSs (iOS, Android, or Windows Mobile).
« Store-based software ecosystems.
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Smartphones

« One-handed operation

« Touchscreen displays

« Screen sizes range from 4.5" to 5.7"
« Multicore CPUs

« 2to 6 GB system memory

« 16 GB+ flash memory storage

* Features:
 Digital cameras
e Input sensors
» Networking via Wi-Fi or cellular data
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Tablets

« Usually 7" or 10” screen

« Might be able to connect to a removable
physical keyboard

« Some laptops can also function as a tablet by
flipping the screen

« Usually connect to a Wi-Fi network; some have
cellular option

» Phablets—cross between a phone and a
tablet with 5.5" to 7" screen
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Mobile Devices vs. Laptops

Factor Description

Processors

Mobile devices:

» CPUs and chipsets are based on ARM microarchitecture.

 Dual- and quad-core CPUs are common, with some 64-bit CPUs available.
« Provide more power and thermal efficiency.

PCs and laptops:

« CPUs and chipsets are based on CISC and RISC microarchitecture.

* Dual- and quad-core CPUs are widespread, with many 64-bit CPUs
available.

System memory

Tablet RAM is a low power DDR SDRAM variant.
Works similarly to PC/laptop RAM.

Storage SSDs used in mobile devices instead of HDDs.

Component More FRUs for PCs and laptops.

replacements and Tablet components are soldered and glued, making it necessary to replace
upgrades the entire device.

OSs More OS options for PCs and laptops.

Mobile devices limited to the mobile OS they were designed to run.

CompTllA
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Mobile Display/Touch Interface

Touchscreen: A display screen combined with a digitizer that is
responsive to touch input.

Capacitive touchscreens support multitouch (sweep, pinch, etc.).
Haptic feedback provides a more realistic feel to the user.
Protected by scratch- and shock-resistant tempered glass.
Screen orientation is changeable.
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Mobile Device Form Factors

« Fewer field serviceable parts than PCs and laptops.

« Return to manufacturer for replacing screens, storage devices, and possibly
batteries.

« Some batteries can be replaced by the user.
« Some devices will have a SIM card port.

=5

CompTlA Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 8



E-Readers

e-reader: A tablet-sized device designed for reading, rather than
for general-purpose computing.

« E-ink technology creates EPD.

« Low-power, high-contrast display.

« Backlights often not needed, saving power.
« USB chargers.

« Wi-Fi connectivity for downloading e-books.
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Wearable Technology

 Smart watches
* Fitness monitors
* VR/AR headsets and smart glasses
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GPS Navigation Devices

Global Positioning System (GPS): Means of determining a
receiver's position on the Earth based on information received
from GPS satellites. The receiver must have line-of-sight to the
GPS satellites.

 Built into smartphones and other devices.

« Dedicated units for vehicles, cyclists, or walkers.

« Geolocation system, map, and local traffic information.
« Route planning and directions.

« Some provide live traffic information.

« Touch and voice controls available.
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Activity

)

Discussing Mobile Device Types
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Supporting and Troubleshooting Mobile Devices

- Mobile Device Types

« Connect and Configure Mobile Device Accessories
e Contigure Mobile Device Network Connectivity

« Support Mobile Apps

« Secure Mobile Devices

» Troubleshoot Mobile Device Issues
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Wired Connections for Accessories

« Apple devices:
« Apple Dock for older devices.
» Apple Lightning connector.
* Android devices:
* Micro-B USB connectors for most devices.
« Mini-B for older devices.
« USB-C on newer devices.
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Wireless Connections for Accessories (slide 1 of 2)

« Bluetooth I
« NFC i

Available devices

COMPTIA
IR .

COMPTIA-MOBILE is visible to nearby devices while
Bluetooth Settings is open.
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Wireless Connections for Accessories (slide 2 of 2)

Tethering Mobile hotspots

Bm 3 W4 u 2074

L.} ® % 46 4 @ 2005

¢ Tethering & mobile hotsp...

¢ Tethering & mobile hotsp...

USB tethering . Set up Wi-Fi hOtSPOt USB tethering

Tethered USB connected, select to tether
Network name

Mobile Wi-Fi hotspot COMPTIA-MOBILE-HOTSPOT Mobile Wi-Fi hotspot

Mobile hotspot COMPTIA-MOBILE- .
HOTSPOT active

- Security
Set up Wi-Fi hotspot WRA2 PSK
COMPTIA-MOBILE-HOTSPOT WPA2 PSK mobile
Wi-Fi hotspot Set up Wi-Fi hotspot
COMPTIA-MOBILE-HOTSPQOT WPA2 PSK mobile
ssssssssanns Wi-Fi hotspot

Password

Bluetooth tethering

Not sharing this phone's Internet

connection The password must contain at least 8 Bluetooth tethering
characters Not sharing this phone's Internet

connection

[J show password

Select AP Band
2.4 GHz Band

CANCEL SAVE
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Common Mobile Device Accessories

« External keyboard

« Headset

« Speaker dock

« Micro-SD slot

» Docking stations

« Protective covers and waterproofing
« Credit card readers

« Mobile power
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Activity

)

Discussing Mobile Device Accessory Connection and Configuration
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Supporting and Troubleshooting Mobile Devices

« Mobile Device Types

« Connect and Configure Mobile Device Accessories
« Configure Mobile Device Network Connectivity

- Support Mobile Apps

« Secure Mobile Devices

« Troubleshoot Mobile Device Issues
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Cellular Data Networks (Slide 1 of 4)

CompTllA

Cellular data: Connecting to the Internet via the device's cell
phone radio and the handset's cellar network provider.

wil vodafone UK & 18:56 7 % -
< Settings Mobile Data = 04 @ 1705
=  Datausage
Mobile Data {/
Usage

Mobile Data Options Roaming Or

157 MB mobile data

Turn off mobile data to restrict all data to Wi-Fi,

including email, web browsing and push notifications 6 Sep - 5 Oct
VODAFONE UK 0B - 500 MB
Wi-Fi Calling Off 300 MB data warning / 500 MB data limit
Carrier Services
Data Saver
off
Personal Hotspot
Mobile
MOBILE DATA
: e Mobile data
Current Period 3.6 GB
Current Period Roaming 458 MB Mobile data usage
151 MB used between 6 Sep - 5 Oct
85 ©
L4 624KB

Billing cycle
App Store \
2AMe m m

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org

20



Cellular Data Networks (Slide 2 of 4)

« Mobile hotspots and tethering

 Cellular radios:
« Base station effective range up to 5 miles

« Transmitter connects phone to mobile and
landline phone networks

« Works in the 850 and 1900 MHz frequency
bands in Americas

« Works in the 900 and 1800 MHz frequency
bands in the rest of the world

* GSM deployed worldwide
« CDMA used in the Americas

CompTlA

il vodafone UK 4G 18:56 7 3 -

< Mobile Data Personal Hotspot

Personal Hotspot ()

Now Discoverable.

Other users can look for your shared network using Wi-
Fi and Bluetooth under the name "Patricia’s iPhone".

Wi-Fi Password

% TOCONNECT USING Wi-Fi

1 Choose “Patricia’s iPhone” from the Wi-Fi
settings on your computer or other device.

2 Enter the password when prompted.

TO CONNECT USING BLUETOOTH
1 Pair iPhone with your computer.

2 On iPhone, tap Pair or enter the code displayed
on your computer.

3 Connect to iPhone from computer.

TO CONNECT USING USB

1 Plug iPhone into your computer.

2 Choose iPhone from the list of network services
in your settings.
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Cellular Data Networks (Slide 3 of 4)

« GSM networks and SIM cards:
* GSM works with SIM cards
« Handsets are identified by IMEI number
» Users are identified by IMSI number
« SIM card number format:
 3-digit mobile country code
« 2-digit mobile network code
« Up to 10-digit mobile station identification number
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Cellular Data Networks (Slide 4 of 4)

« CDMA networks:

» Locks handset to original provider

« Does not require use of a SIM card

» Handsets are identified by MEID number

« Uses PRI and PRL databases for information needed to connect cellular radio to
the network

« If the handset contains a SIM card, it is to connect to 4G networks, which are
GSM-based networks
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Baseband Updates and Radio Firmware

Baseband update: Modification of the firmware of a cellular
modem.

Radio firmware: An operating system that is separate from the
end-user operating system in a mobile device.

Realtime Operating System (RTOS): An OS that is optimized for
use in embedded or real-time apps.

« Baseband updates modify the radio firmware,
« Firmware OS is separate from the user OS.
« Controls low-level timing-dependent functions (USB, network, and GPS).
« Runs all available radio functions (cellular, Wi-Fi, and Bluetooth).

« Updates usually pushed by device vendor as part of an OS upgrade.
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Wi-Fi Networks and Hotspots (slide 1 of 2)

Hotspot: A mobile device setting or access point that enables
using the cellular data plan of the mobile device to connect a PC
or laptop to the Internet.

« All smartphones and tablets support Wi-Fi communication.

* IniOS, select Settings—Wi-Fi to connect.

 In Android, use the notification shade or open the Settings—Wi-Fi menu.
« Hotspot implementations:

« Public access point (free or paid).

« Smartphone or tablet.

» Wireless router designed for personal hotspots.
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Wi-Fi Networks and Hotspots (slide 2 of 2)

CompTllA

Wi-Fi

comptia_wlan

BTWifi-X

MORE SETTINGS

3O Q2132

Configure Wi-Fi
Saved networks

Reset default networks
Restore modified Wi-Fi settings to network defaults

Network notification

Notify whenever a public network is .
available

Keep Wi-Fi on during sleep
Always

MAC address
80:58:f8:d4:26:d0

IP address

fe80::8258:f8ff:fed4:26d0

192.168.1.107
2a00:23c4:240e:201:8258:f8ff:fed4:26d0
2a00:23c4:240e:201:b033:b22f:c59c:ded0
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Mobile VPN Configuration

Q Virtual Private Network (VPN): A secure tunnel created between

two endpoints connected via an unsecure network (typically the
Internet).

Mobile VPN: A VPN that can maintain the VPN link across

multiple carrier networks, where the IP address assigned to the
mobile device may change often.

Tunnel contents often encrypted to secure communications.
Mobile VPN assigns virtual IP address for connecting to VPN server.
Links maintained even in sleep mode.

Available as third-party apps for Android and iOS.

CompTlA
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Bluetooth (slide 1 of 3)

Bluetooth: Short-range radio-based technology, working at up to
10 m (30 feet) at up to 1 Mbps, used to connect peripherals for
communication between two devices.

 Latest versions support 24 Mbps data rate.

« Used for PANs (Personal Area Networks).

» Share data with a PC.

« Connect to a printer, wireless headset, or other peripheral.
 Pairing connects the devices.

« IniOs, select Settings—General—Bluetooth.

* In Android, access through the notification shade.

* In Windows, access through Control Panel, Windows Settings, or the Bluetooth
icon in the notification area.
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Bluetooth (slide 2 of 3)

4G 5:25pm 473N .
{ Settings Bluetooth

| Bluetooth

Now Oiscaveraoie as "RMs's

MY DEVICES

PLT_BBFIT Not Connected () v aee®*"

OTHER DEVICES =%

CompTlA
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Bluetooth (slide 3 of 3)

Settings

@ Home Bluetooth & other devices
| Find a setting pel + Add Bluetooth or other device

Devices

Pair Device

Bluetooth & ot

—

Pair device?

Printers &
SRR Docs the PIN on “COMPTIA-MOBILE" match the PIN below?
998584
0 Mouse ¢
|
| B Touchpad Cancel
Typing

" Pen & Windows Ink

| ® AutoPlay Other devices

I:l BRAVIA KDL-42W653A

i UsB Not connected

E COMPTIA-LABS:
i Not connected
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Airplane Mode (slide 1 of 2)

Control Center: An iOS feature that is accessed by swiping up
from the bottom of the display to access iOS feature settings.
Notification shade: An Android feature that is accessed by

swiping down from the top of the display to access Android OS
feature settings.

Airplane mode: A toggle found on mobile devices enabling the
user to disable and enable wireless functionality quickly.
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Airplane Mode (slide 2 of 2)

« Disables all wireless features.
e Cellular data

e Wi-Fi fea 32 sep
« GPS

« Bluetooth

 NFC
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Email Configuration Options (Slide 1 of 4)

« Commercial Provider Email Configuration

i W4 § 1657 LIR

Add an account

M Exchange ™

Add your email address

B 16:58 09 4 m 16:58

A Redirect request

Google
Enter your email address
Lenovo ID jpengelly@comptia.org|
Office
MANUAL SETUP
Outlook

Personal (IMAP) 1 2 3 4 5 6
qgwerr ty

Personal (POP3) a s d f g h J

GOXIBQNr@

WhatsApp 7123 @ ©

CompTllA

To configure your account, Gmail

is being asked to send account
info to https://www.comptia.org
/autodiscover/autodiscover.xml. Is
this OK?

CANCEL OK

Skype & z x ¢c vb nm &
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Email Configuration Options (Slide 2 of 4)

« Corporate and ISP Email Configuration:
 Autodiscover with Exchange and Exchange ActiveSync.
» For ISPs and corporate mail gateways that don't support Autodiscover, manually
enter the mail server address information:

* Incoming mail server type (IMAP or POP3)
« Outgoing mail server type (SMTP)
« SSL setting (enable or disable)
« Ports
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Email Configuration Options (Slide 3 of 4)

w0l vodafone UK = 19:39

{ Accounts  Add Account

% iCloud
@& Exchange
Googler
YAHOQ!
Aol.

8% Outlook.com

Other

CompTllA

< 3 @) il vodafone UK = 19:40 7 % (=)
Cancel New Account Next
Name James Pengelly
Email jpengelly@comptia.org
Password LXYYYYYYY)
Description Comptia
aiwlelrfitiylulijolp

return

wil vodafone UK & 19:42 7 % (=)
Cancel New Account Next
J
Name James Pengelly
Email jpengelly@comptia.org

Description Comptia

INCOMING MAIL SERVER

Host Name mail.comptia.org
Username jpengelly

Password LXXYYYYYYY

OUTGOING MAIL SERVER

Host Name mail.comptia.org
Username

Password
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Email Configuration Options (Slide 4 of 4)

« S/MIME:
 Using secure ports does not provide end-to-end encryption for messages.
« Encryption with digital certificates and digital signatures does.

« PGP and S/MIME use digital certificates and public/private key pairs.

« When you sign a message, your private key validates who you are and the public key
related to that private key goes to the recipients. The public key allows the recipient to
verify who you are.

* When you want to receive secure messages, the sender uses your public key to encrypt
the message. Once encrypted, only your private key can decrypt it (your public key cannot
be used to reverse the encryption).

« Digital and root certificates are often added to the device by using MDM software.
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Activity

)

Discussing Mobile Device Network Connectivity Configuration
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Activity

@
il

Configuring Bluetooth
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Supporting and Troubleshooting Mobile Devices

« Mobile Device Types

« Connect and Configure Mobile Device Accessories
- Configure Mobile Device Network Connectivity

« Support Mobile Apps

» Secure Mobile Devices

» Troubleshoot Mobile Device Issues
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Mobile Account Setup

 User accounts:

e Sub-accounts for additional services and
apps:

CompTlA

wil vodafone UK & 18:57 7 3 (-

£ Settings Apple ID

Normally 1 per device, created at initial use.
For iOS: Apple ID.
For Android: Google account, Samsung account,

or Slmllar' Name, Phone Numbers, Email
Unique ID and credentials required. Password & Sovuiy
Provides access to app store, email, cloud Payment & Shipping
storage.

% iCloud Off

iTunes & App Store

Corporate email or messaging.
Facebook.
LinkedIn.

Sign Out
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Mobile Applications and App Stores (slide 1 of 2)

App: Installable programs the extend the functionality of a
mobile device.,

!l vodafone UK = 18:58 7% il vodafone UK = 18:68 7 % -

earch ettings atsApp
S k Setti WhatsA

@ WhatSApp ALLOW WHATSAPP TO ACCESS

2| Contacts

« i0S apps:
» Get from App Store.
+ Free or paid.

8 Photos Read and Write

WhatsApp Microphone

Messenger
Simple. Reliable. Secure . Camera

« Walled garden model—
all apps reviewed and © o siasercn

approved by Apple- 47 "X h Kk % No1 125% ce Notifications

Badges, Sounds, Banners

oo

Background App Refresh )
What's New Version History @ ()

Version 2.18.91 1w ago @ Mobile Data

- When receiving photos or GIFs, you can 3D
Touch or swipe left on the notification and tap
“View" to preview the media from within t' more

Preview
(] 4 S (L Q
Today Games Apps Updates  Search
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Mobile Applications and App Stores (slide 2 of 2)

« Android apps:
« Get from Google Play Store or third-party sites.
 Free or paid.
» More open model for app acquisition: store model, or APKs.

PiLn3s| AP P L1136 | BB ¥4 E N33
@ < Appinfo

WhatsApp
WhatsApp WO vesanz o

UNINSTALL FORCE STOP
», WhatsApp Messenger
WhatsApp Inc.
B Peaig BB Allow WhatsApp to Storage
access photos, media L A SR
and files on your
device? Data usage
1.63 MB used since 5 Sep

DENY  ALLOW
Permissions
Camera, Contacts

#1 Top Apps Communication
Microphone and Storage
similar

Q Q
Downloads 70,328,708 & Communication

Simple. Personal |. Secure.

o}

Notifications

Open by default
Some defaults set
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Types of Data to Synchronize

Mobile device synchronization: The act of copying data back and
forth between devices to keep the information up-to-date on all
of the devices.

« Contacts « Location data

« Calendar * Social media data
« Email * Apps

* Pictures, music, and video « Bookmarks
 Documents « Passwords

* E-books - @
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Synchronization Methods (Slide 1 of 3)

« i0S syncs to desktop via iTunes
 iOS syncs to cloud via iCloud

File Edit View Controls Store Advanced Help iTunes

LIBRARY Summary @D Apps Music Films TV Programmes

J3 music .
STORE ¥ Sync Contacts with

(] iTunes Store ¥ Outleok

<7 iTunes Match ® All contacts D e

e © selected grou Ui

=h Purchased

Yahoo! Address Book

(@ Downloads [ Contacts- oo Address Bod
DEVICES
¥ [ JamessiPhone [} ©)

7 music

PLAYLISTS

[L] Add contacts created outside of groups on this iPhone o: l 3 I

Your contacts are being synced with Microsoft Exchange over the air, Your contacts will also sync directly with this
computer. This may result in duplicated data showing on your device.

L Sync Calendars with | outlock A

@ All calendars
O Selected calendars: \Y/

Capacity .

SRIin Photos @ Other Free
0.01 GB 0.39GB 13.3 GB
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Synchronization Methods (Slide 2 of 3)

« Android uses the gmail account to sync with cloud storage and Google Play
Store.

* You can connect to a PC via USB to transfer data directly.

Google
\, Google
Use USB to
Calendar
Sync is OFF (@® Charge this device
Just charge this device

Snmac;)srr O Transfer files
Sync is

! Transfer files to another device
Docs o O Transfer photos (PTP)
Last synced 12/09/2018 22:39 S/
Drive PY O Use device as MIDI
Last synced 15/09/2018 04:37 Use this device as MIDI
Gmail CANCEL
Sync is OFF

Google Fit data 0
Last synced 17/09/2018 16:20
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Synchronization Methods (Slide 3 of 3)

« Microsoft synchronization products
* OneDrive
« QOutlook.com
+ Office 365
« Third-party synchronization products
« Vendor-based cloud services
« Dropbox
« Sync to automobiles.
* Newer vehicles use head unit to manage entertainment and navigation.
« Smartphone can be attached to head unit.
« Apple CarPlay
« Android Auto
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Mutual Authentication for Multiple Service

Single Sign On: (SSO) One service accepts the credentials from
another service. Also known as federated identity management.

 Sign in once to authenticate to many services
« Enterprise networks:
« Email
« Database
« Document management system
« Mobile device apps use device sign-in credentials:
* iPhone with an Apple ID
« Vendor cloud services
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Activity

)

Discussing Mobile App Support
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Supporting and Troubleshooting Mobile Devices

« Mobile Device Types
« Connect and Configure Mobile Device Accessories
« Configure Mobile Device Network Connectivity
«_Support Mobile Apps
« Secure Mobile Devices

* Troubleshoot Mobile Device Issues
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Popular Security Controls for Mobile Devices

« Organizations should specify security practices, including:
« Policies
» Procedures
« Training
« Keep mobile devices as secure as the devices that reside inside the physical
infrastructure.

« Do not leave mobile devices unattended.
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Mobile Device Access Control (Slide 1 of 3)

« Screen locks and biometric authentication:

« Screen locks require a password, passcode,
PIN, or gesture to unlock the device.

« Biometric authentication via fingerprint L
sensor (Apple Touch ID) or photo (Apple
Face ID).

ol vodafone UK = 19:03

{ Settings Touch ID & Passcode

USE TOUCH ID FOR:

iPhone Unlock
Apple Pay

iTunes & App Store

FINGERPRINTS
Finger 1

Add a Fingerprint...

Turn Passcode Off

Change Passcode

Paniiiva Nanaanda

CompTllA

7 % -

-
“

© ¥ . @ 1953

Security
Device security

Screen lock °

Pattern

Fingerprint
2 fingerprints set up

Smart Lock
Encryption

Encrypt phone
Encrypted

SIM card lock

Set up SIM card lock
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Mobile Device Access Control (Slide 2 of 3)

« Lockout policies:

« Limits failed logins.

« Can escalate in duration.

+ For instance, 10 seconds for the first lockout; 30 minutes for the next.

« Remote wiping:

» Resets a stolen device to factory defaults.

 All personal data removed.

» Possibly erase memory cards, too.

« Preventable, but complicated to bypass.
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HOSTPILOT®

CONTROL PANEL

by Intermedia

AccountID:

Welcome
Get Started

+| Services
+| M3 Exchange Server 2010

Exchange Mailboxes
Resource Mailboxes
Company Contacts
Distribution Lists
Organizational Units
Public Folders
Storage Management
Outlook Backup
ActiveSync
BlackBerry®
Email Compliance

POP/INAP Email <=

PC Backup

SharePoint

Lyne Secure IM

DirectoryLink

SpamStopper

Domain Names

Mobile Device Access Control (Slide 3 of 3)

Users

4 1

m

v Activesync  [JEIS NG

Encrypted Message

ActiveSync Policy: Default

Go to ActiveSync Policy &8

User Name:
Password:

Domain Name:

Server Name:

* ActiveSync setup
instructions:

o Windows Mobile
o iPhone
o FAQ

* Remote Wipe

If your device is lost, stolen, or
otherwise compromised, you
can issue a Remote wipe
command in CONTROL PAMNEL.
This command erases all data
on the mobile device(s)
associated with selected
mailboxes.

m

&4 Tf you have multiple devices
associated with the same
mailbox and need to wipe a
specific device, please use
OWA instead.

Disable ActiveSync

H100%

CompTllA
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Mobile Device and Data Recovery (slide 1 of 2)

« GPS, geotracking, and locator apps:
« GPS requires line of sight to satellites.

 IPS determines position by triangulating
distance from access points.

« Geotracking related to Location
Services.

 Location Services also supports apps
like Find My Phone.
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Mobile Device and Data Recovery (slide 2 of 2)

 Full device encryption:

» Prevents bypassing of security controls.

« Remote backup apps:

* iCloud, Google Sync or Drive, OneDrive

CompTlA

o N ] T iR AU T L4 e1%l 12:50 PM

€ Security & Select screen lock

Device administration Swipe

Device administrators

View or disable device administrators.

Pattern
Unknown sources ‘
Allow installation of applications from both D
trusted and unknown sources.

PIN
Encryption
Encrypt device Password
Password required to decrypt device each time you High security
turniton.

None
Encrypt external SD card O

Find My Mobile

Remote controls
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Multifactor Authentication and Authenticator Applications

* Factors:
« Something you know
« Something you are
« Something you have
« Somewhere you are
« Multifactor authentication requires two different factors.

« Authenticator apps help implement multifactor authentication.

« 2-step verification: password/PIN (what you know) and a single-use verification
code (what you have).
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Mobile Device Policies (Slide 1 of 3)

Mobile Device Management (MDM): Software suites designed to
manage use of smartphones and tablets within an enterprise.

Bring Your Own Device (BYOD): Security framework and tools to
facilitate use of personally owned devices to access corporate
networks and data.

« MDM can support multiple OSs.
+ AirWatch
* Symantec
« Citrix Endpoint Management
« Some MDM suites are OS-specific.
» Apple Configurator
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Mobile Device Policies (Slide 2 of 3)

 Profiling security requirements: @rpa BT 4o 1250M
- Onboarding (gaining access to a network). ——
- Allow or restrict app, data, or feature usage. oot
« Monitor device and antivirus updates.
 Firewall configuration.

« Trusted and untrusted app sources:

» Trusted apps are managed by a service provider. Password

 Store model is not optimal for deploying
custom corporate apps.

« Enterprise developer programs, private channels,
and APKs.

Pattern

PIN

None

Policy security
settings
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Mobile Device Policies (Slide 3 of 3)

« Trusted and untrusted app sources:
« Trusted apps are managed by a service provider.

« Store model is not optimal for deploying
custom corporate apps.

« Enterprise developer programs, private channels,
and APKs.

Access to unknown
sources disabled

NG 7T 4 e%8 1250 PM

< Security

Device administration

Device administrators
View or disable device administrators.

Unknown sources

Allow installation of applications from both D
trusted and unknown sources.

Encryption

Encrypt device

Password required to decrypt device each time you
turn it on

Encrypt external SD card

Find My Mobile

Remote controls
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Mobile Device Security Software

App scanner: A class of security software designed to monitor
the permissions allocated to apps and how they are using (or
abusing) them.

Firewall app: A firewall implemented as application software
running on the host.

Anti-virus/Anti-malware
Firewalls

Patching OS

Updates
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Activity

)

Discussing Mobile Device Security
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Supporting and Troubleshooting Mobile Devices

« Mobile Device Types
« Connect and Configure Mobile Device Accessories
« Configure Mobile Device Network Connectivity

« Support Mobile Apps

« Secure Mobile Devices

» Troubleshoot Mobile Device Issues
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Mobile OS Troubleshooting Tools

Adjust Settings

Close running apps

* Force stop

* Force Quit

Uninstall and reinstall apps

Reset the device

« Soft reset

» Forced restart

» Factory default reset

CompTllA

giffgaff & Nd v ./ B 1145 | giffgaff & N

Google Play Music
Version 6.0.2005S.2314365

X

UNINSTALL
FORCE STOP UPDATES
®8 Sign-in to network X
DISABLE
Show notifications
STORAGE
BN Py Store % Total 42.26MB
App 41.48MB
Data 792KB
CLEAR DATA
ﬂ Play Music CADIE
Cache 104KB

Google play CLEAR CACHE

. < o o |

Android
Force Stop
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Guidelines for Using Mobile Troubleshooting Tools

« Adjust settings for the core OS and for apps.

« Close running apps that are consuming too much power and draining the
battery or those that are unresponsive.

« Uninstall apps that are no longer needed or reinstall apps after replacing a
device or after previously uninstalling an app.

« Try a soft reset for devices that are frozen or unresponsive. If that doesn't
work, use a forced restart.

« Perform a factory default reset when reissuing the mobile device to
another user or preparing it for disposal.
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Mobile OS Issue Troubleshooting

- Dim display

« Touchscreen unresponsive or inaccurate

e« External monitor issues
« Sound issues

&} cPU-Z 5
.
o Ove r h e a t I n g ICE SYSTEM BATTERY THERMAL SENS|
Health Good
Level 7%
Power Source AC Charger
Status Charging

Technolo Li-ion
C h e C k fo r Tempera::'e 28.9°C
g Voltage 3909 mV
overh eatl ng Capa:ity 2070 mAh

CompTllA

Check or
change

display
brightness

[4] Saving screenshat...

< Display

Screen

Screen mode

Brightness

Automatic brightness L

Automatic brightness adjustment 5
> ¢

A CANCEL OK I

Screen timeout
After 30 seconds of inactivity.

Daydream O

Activate screen saver.
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Guidelines for Troubleshooting Mobile OS Issues (Slide 1
of 2)

- Dim display.
« Open the Display settings and adjust the automatic brightness option or adjust
the brightness slider.
» Check for apps that dim the backlight to conserve power.
« Unresponsive or inaccurate touchscreen.
» Check for issues with the screen and any screen protectors.
» Check that there are adequate resources available.
« Use a re-calibration utility.
* Issues with external monitor.
- Verify that the cable is good.

 Verify that a casting dongle is configured correctly between the device and the
mobile device.
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Guidelines for Troubleshooting Mobile OS Issues (Slide 2
of 2)

« Sound issues.
+ Verify volume controls are set correctly.
« Verify silent mode is not enabled.
» Check volume controls within the app.
« Verify it is not configured to use external speakers through a cable or Bluetooth.

« Overheating.
« Determine if the device is being used intensively.
« Use a battery monitor to view battery status information.
« Keep the device away from direct sunlight or other heat sources.
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Mobile App Issue Troubleshooting (Slide 1 of 3)

* Apps not loading.
« App log errors

 Enter developer mode to view log files. /‘ 4 06

Gloucester = 12°C
gh Ra "\v- > 4 C

NOV 30, 2015 - MC

.ﬂ@

II%“'I

sages WhatsApp Internet Apps
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Mobile App Issue Troubleshooting (Slide 2 of 3)

By

« Slow performance: £ coleaner
» Resources might be too low. storage
» Use an app such as CCleaner.

« Try soft resets, then factory default reset
(aS d |aSt resort)' Analysis completed: 107.23 MB can be saved

« Examine recently installed apps. 7

Cache :
Total: 22 apps, 106.8 MB to ﬂ
clean

1

Files & Folders o
Total: 507 items to clean

01
Other Caches
Total: 2 itermns, 432 KB to clean
Call Logs
0 calls to delete Zl

ANALYSE CLEAN
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Mobile App Issue Troubleshooting (Slide 3 of 3)

- Battery life:
- Effectiveness degrades over time.

« GPU and CPU intensive apps drain
a battery quickly.
« Charge might degrade due to faulty
or malicious apps using power-intensive
services.
« GPS, network connections, microphones,
and cameras.
« Uninstall the app, or prevent it from
running in the background.

CompTllA

eeecC 02-UK = 14:36
< Settings

Low Power Mode

Battery

Low Power Mode temporarily reduces power
consumption until you can fully charge your
iPhone. When this is on, mail fetch, background
app refresh, automatic downloads and some
visual effects are reduced or turned off

Battery Percentage

Show percentage of battery remaining in the
status bar.

BATTERY USAGE

Last 24 Hours Last 7 Days @

Facebook - 37%
Background Activity
m Home & Lock Screen 1%
m MailOnline 10%

Lg_')) WhatsApp 9%

=  Battery

Battery saver
Off / Never turn on automatically

84%

Approx. 59 mins left

S

12 hrs ago 59 mins left

Usage since last full charge

' } Screen 14%
A Mobile standby 6%
G Chrome 5%

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org

70



Guidelines for Troubleshooting Mobile App Issues

If an app is not loading:

« Verify that it wasn't installed on a memory card that is not in the mobile device.

« Verify that the app is not corrupted; uninstall and reinstall the app.

- Examine app log files to determine if the issue can be tracked down in the
log file.

« Put the device in developer mode to access log files.

« Slow performance:

« Check for newer apps requiring more resources than are available, reduced
battery life, and lack of free storage space.

» Check that recently installed apps are functioning correctly and are not running in
the background.

- Battery life degrades over time. Keep the OS up-to-date to ensure optimum
operations and battery life conservation.
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Mobile Wireless Issue Troubleshooting

 Issues with any wireless o s
COnneCtIOﬂ type: Network Signal Info
e Wi-Fi MOBILE WLAN CELL LO

40

e Bluetooth
e Cellular radio
e Determine whether:

« Configuration error
« Hardware error

Net. operator SSID
S ato Hutchison 3G UK BSSID 8 :78:bf:cO
* Interference problem el MAC F0:27:65477D39
Net. type: LTE
° WI - Fl ana |yze rs Net. strength -110 dBm * 30 ASU h‘f'ianufa::lu'er Unknown
Data state: Data connected WiFi speed

WiFi strength:

Data activity upload + download activity

Cell: 687617 (ECI - E-UTRAN Cell Identifier)
2686 (eNBI - eNodeB Identifier)
2123 (TAC - Tracking Area Code)
MNC 20 (MNC - Mobile Network Code)
MCC 234 (MCC - Mobile Country Code)

Country code:

Encryption V

Frequency 5220 MHz

Channel 44
192.168.0.13
255.255.255.0
192.168.0.1
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Guidelines for Troubleshooting Mobile Wireless Issues

 Interference issues:
» Use a Wi-Fi Analyzer app to check for interference and signal strength.
« Configuration issues:
+ Verify that the device is not in airplane mode.
« Verify that a particular radio service has not been disabled.
+ Use Settings to verify that configuration parameters are correctly configured.

« Verify that the Wi-Fi access point supports the same standard as the mobile
device.

« If none of these are the issue, determine if an OS or firmware update is
needed.
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Mobile Device Security Troubleshooting (Slide 1 of 2)

« Utilization symptomes:
« Rogue apps running in background can cause power drain and high resource use
« Sudden data transmission overlimit

« Unauthorized location tracking
 Disable location services unless required by apps

« Install patches and upgrades e R

£ Privacy Location Services

20:20 | ©

Location Services

Recent loc:
B Contacts Device only o)
App Store Use GPS to determine location
~
Google
. British Airways <
BT Wicf * Google Play services
T calendar m o
B Camera o
B Motorola Modem Service
Cardiff Bus
n Facebook =4
= = q @] u] < O u]
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Mobile Device Security Troubleshooting (Slide 2 of 2)

« User behavior issues:
« Careless use
« Failure to follow security best practices
« Use of insecure hotspots
* Unintended Bluetooth pairing
« System lockout:
« Forgotten password
* On purpose when the device is reported stolen or lost
« Troubleshooting email problems:
 Verify credentials and email settings are correctly entered
 Verify corporate email password change is replicated to mobile devices
« Use digital certificates to encrypt messages
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Guidelines for Troubleshooting Mobile Device Security
Issues (Slide 1 of 2)

 If thereis a huge power drain or high resource utilization, check for
malware or rogue apps.

« Check for unauthorized location tracking.
« Remove geotagging information or metadata from images posted online.

« Ensure users are not engaging in behavior that makes their devices
vulnerable to attack.

« If using settings that allow automatic connection to service provider
hotspots, verify that the hotspot and device are using trusted, secure
connections.
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Guidelines for Troubleshooting Mobile Device Security
Issues (Slide 2 of 2)

Ensure unintended Bluetooth pairing is not allowed.
Ensure users are locking the device when unattended.

Install apps or enable OS features that allow the phone to be locked and/or
wiped if it is lost or stolen.

Verify that email passwords changed on the enterprise network are
replicated to the mobile device.

When sending and receiving encrypted emails with a digital certificate, use
the email client or encryption program's support documentation to install
or locate the appropriate certificate.
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Activity

)

Troubleshooting Mobile Device Issues
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Reflective Questions

1. In your professional experience, have you supported mobile devices? If
not, what kind of experience do you have with them?

2. What type of technical support do you think will be expected of an A+
technician as mobile devices become even more prominent within the

workplace?
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