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TECH COOKBOOK –
PLAIN TECH TALK FOR YOUR OFFICE
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About K2 Enterprises
• Provides live and on-demand Continuing Professional 

Education (CPE) in 48 US states and in Canada
• Largest provider of technology-focused CPE for 

accountants and financial professionals in North 
America

• Services Offered
– Live in-person presentations (conferences & seminars)
– Webinars
– On-site training 
– On demand self study materials

• www.k2e.com for more information
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K2 Enterprises Web Sites
• www.k2e.com - CPE Info
• www.CPAFirmTech.com – CPA Firm Info
• www.AccountingSoftwareWorld.com – Accounting 

Software Info
• www.TotallyPaperless.com – Paperless Info
• https://www.youtube.com/user/K2Enterprises - The 

K2 Enterprises YouTube channel with over 160 free 
technology training videos
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Learning Objectives

Upon completing this session, participants should 
be able to
• Create a list of hardware and software 

technologies available to solve business 
problems;

• Differentiate between technology that is needed 
and technology that is not needed; and

• Identify top suppliers of products in major 
categories.
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Let’s Begin With Personal Tech

• Let’s Discuss
1. Selecting the Right Workstation
2. Mice and Keyboards – A few changes can be a 

huge increase in productivity
3. Selecting the Correct Office Monitor – Dual or 

Large, Touch or not
4. Cleaning up Your Computer for Better 

Performance
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Specific Hardware Recommendations

• It has been a number of years since we 
covered some fundamental technologies

• Along the way, a number of you and your 
teams have requested more guidance

• We have picked specific items that we know to 
be reliable, safe choices

Copyright © 2014  K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited.

www.technologybestpractices.com
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Surge And UPS

• Surge
– APC – recall of all products from 1993-2002 

because of fire hazard - recall.apc.com/en
– PRO8T2, PRO7, PRO7T

• UPS
– Eaton
– Liebert
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Peripherals - Keyboard
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Peripherals - Keyboard
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Peripherals - Keyboard
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Peripherals - Keyboard
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Peripherals - Keyboard
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Peripherals - Mice
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Tip On Using Mice Better

• Logitech G series are excellent high resolution 
options, such as the G9x or Performance mouse
– Adjustable pixel density for rapid mouse movement 

across multiple monitors
– Use Logitech SetPoint software with Windows for best 

Windows 8 experience
– Programmable buttons are great for returning to 

Start Screen
• If using Microsoft mouse, install Microsoft 

Intellisense software for the mouse
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Printers
• HP LaserJet (Example Color M453dw)
• HP DeskJets – better support in virtual desktops

– Homes
– Light use

• All in one copiers – watch your contracts!
– Xerox
– Canon
– IBM

• Other brands like Lexmark are fine, but you have 
to watch service and supply costs
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Scanners

• Interfaces
– Use TWAIN
– Avoid ISIS, WIA, proprietary if possible

• Production
• Personal (Doxie www.getdoxie.com) 
• Cloud

Copyright © 2014, K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited. 
 

8 
 



Copyright © 2014  K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited.

Don’t Forget The Scanner
• Fujitsu fi-6140z

– Consider purchasing advanced 
exchange warranty

• Fujitsu Document Scanner fi-7160
• Look for bundled applications

– Image enhancement tools like Kofax 
VRS Professional

– Batch scanning utilities like Scandall Pro
– PDF editing applications like Adobe Acrobat
– Some providers have configuration guides
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fi-60F $395 

fi-5015C $695

fi-6140z $1,995
fi-6240z $2,495 

ScanSnap 
S1500 $495

fi-5530C2 $3,995 

fi-4340C $4,995 

Personal

Decentralized
Transaction
Front Office

Professional
Line of Business

Production

ScanSnap 
S1500M $495

ScanSnap fi-6010N
$2,995 

fi-6770    $7,995
fi-6770A $8,995

fi-6670    $5,995
fi-6670A $6,995

fi-6130z  $1,195
fi-6230z $1,995

fi-6800  
$19,995 

fi-5950  $24,995 

fi-6110  $895 

ScanSnap 
S1300 $295

ScanSnap 
S1100 $199

ScanSnap N1800
$1,895 

Fujitsu Scanner Line-up
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Canon Scanners

• Many new models – of note:
– imageFORMULA P-215 Scan-tini
– imageFORMULA DR-C130 Document Scanner
– imageFORMULA DR-6030C
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Mobile
• Cell phones

– Apple iPhone 5s
– Samsung Galaxy S5 and Note 3
– HTC 8x, One
– Motorola Moto X (Google sold to Lenovo)
– Nokia Lumia Icon (929), 1020, 1041

• Tablet and smartphone accessories
– iPad Air or Mini
– Google Nexus 7
– Samsung Galaxy Tab
– Microsoft Surface – if you need/want 

Windows compatibility

Copyright © 2014, K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited. 
 

10 
 



Copyright © 2014  K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited.

Smartphones

Windows 
Phone 8 

grows
market share 
– well suited
for business 

users

iPhone joins the legions for 
64 bit smart device computing

Android devices like the Samsung 
Note 3 continue to revolutionize. 
Samsung Gear, Google Glass – only 
the beginning.
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Phablets (Phone + Tablet) 

L to R: Nokia Lumia 1520 Phablet, Lumia 928 SmartPhone, iPhone 5 Smartphone, Samsung Galaxy Note 3 Phablet

Copyright © 2014, K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited. 
 

11 
 



Copyright © 2014  K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited.

Planned Obsolescence In 
Mobile Devices And Tablets

• 1st Gen tablets (~3 yrs old) are now having trouble 
running newer apps

• Few, if any, devices which are over 3-4 years old will 
work with modern LTE networks on cellular carriers

• Wireless standards in mobile devices 4 years ago 
included no Wi-Fi or 802.11g – NOT 802.11n 
or 802.11ac

• With heavy use (150x/d, 141 minutes/d), batteries are 
weak at the end of many two year contracts

• Expected useful lives of devices are much shorter than 
we have accepted from PCs in the recent past
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Disk

• SSD – server, business, consumer
• NAS – personal, business
• SAN – iSCSI, fiber channel

– Use SSDs if available
– HP, Dell, Cybernetics

• Remember backup – safest approach is to use 
a backup appliance
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NetRescue Appliance
$2,200 to start + annual offsite

Backup One or 
More Servers

Backup One or More 
Laptops/ Desktops

Off-site every night

Off-site Tier 1 Data 
Center for backup 
and Virtualization
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GENERAL RECOMMENDATIONS

Desktop
Laptop
Server
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Workstations – Desktop Configuration

• 8 – 16 GB of RAM for i7 or i5 based systems
• SSD or HDD (Hybrid Disk Drive) for the boot drive

– 128GB OK for Cloud, but typically not enough space 
for processing desktop apps

– 256 – 512GB preferred for boot drive
• Many desktop systems are not shipping with an 

optical disk
• Verify type of display adaptor

– VGA and DVI are disappearing quickly in favor of 
HDMI, mini-DisplayPort and DisplayPort
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Workstations – Laptop Configuration

• Consider what we presented for desktop and 
apply to laptops as well

• Consider Ultrabooks™ as super thin, powerful, 
and highly mobile devices

• Chromebook – Google Android notebook 
devices targeted to those not needing 
Windows compatibility to run local apps
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Displays

• There is a movement to larger displays in the 
27” – 30” range
– Samsung, HP, Dell, LG
– Windows 8 does an excellent job of supporting 

multiple monitors for desks

• Portable Displays
– HP U160, MMT, AOC, Lenovo LT1423p
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Workstations – Displays

• There is a movement to larger displays such as 
27 – 30” models and away from dual or triple  
monitors that were in the 15 – 19” class

• Windows 8 does an excellent job of 
supporting multiple monitors
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Touchscreen Progress And Update

• Touch monitors in the 27” or larger class include 
Planar, Panasonic, and LG

• Pricing is currently from $700 up
• Pricing trending down
• Disney introduces 3D touch experience
• Consider lay flat touchscreen monitors
• Touchscreen included with all-in-one computers

– Sony VAIO Tap 21 - $999
– HP TouchSmart or EliteOne 800
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Server Recommendations
• Remain on name brand (HP, IBM, Dell)

– Lenovo purchased IBM Server line
• License Microsoft Data Center edition (>12 CPUs)
• Look for Intel Xeon E7 V2
• 8-16 cores
• Virtualize (VMware)!
• 64-128GB of RAM
• SSDs for performance
• Boot ROMs if SANs are used
• Fiber Channel SAN if

– Virtual Desktops implemented
– More than 50 users
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VIRTUALIZATION 
Should You Take Your Office Virtual?
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Virtualization

• Server
– VMware (Enterprise, Essentials, ESXi)
– XenServer
– Hyper-V

• Desktop
– VMware View
– Citrix XenDesktop

• Cloud hosting, but watch HIPAA compliance…
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Small Redundant Virtualized System

• Dual HP DL360
• MSA P2000 G3 SAN
• Backup Appliance
• Dual UPS units
• Wireless Firewall

RBMA 2014 Spring Conf. 36

Illustrative Private Cloud Configuration For 5-50 Users
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That’s Right, For The Network Servers, 
SAN, Licensing And Implementation

• Small network 5-50 Users - $55-65K
• Large network 50-200 Users - $90-$170K, 

depending on storage needs
• Five year life

• You can supplement your IT team with Managed 
Services, typically for less than the cost of another IT 
person.
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For Example, Amazon

• Amazon steps into desktop 
virtualization with 
WorkSpaces, an assault on 
VMware
– Standard Plus w/ Office: $600-

900/yr./user

• The entrance of Amazon into 
this space with Amazon 
WorkSpaces is an interesting 
strategic move, which should 
concern small hosting 
companies

• Currently available from 
many providers:
– Dell
– VMware
– Toshiba
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• Amazon WorkSpaces is a fully managed desktop 
computing service in the Cloud. Amazon WorkSpaces 
allows customers to easily provision Cloud-based 
desktops that allow end-users to access the 
documents, applications and resources they need with 
the device of their choice, including laptops, iPad, 
Kindle Fire, or Android tablets. 

• With a few clicks in the AWS Management Console, 
customers can provision a high-quality desktop 
experience for any number of users at a cost that is 
highly competitive with traditional desktops and half 
the cost of most virtual desktop infrastructure (VDI) 
solutions. 
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Amazon Workspaces - Desktop 
Computing In The Cloud

• Each WorkSpaces user can install the client 
application on the device of their choice. After 
a quick download, they have access to a 
complete Windows 7 experience in the Cloud, 
with persistent storage, bundled utilities and 
productivity applications, and access to files 
and other resources on the corporate intranet.
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Amazon WorkSpaces For Enterprise

• The IT professional chooses to supply each user with a 
given WorkSpaces Bundle. There are four standard 
bundles:
– Standard - 1 vCPU, 3.75 GiB* of memory, and 50 GB of 

persistent user storage.
– Standard Plus - 1 vCPU, 3.75 GiB of memory, and 50 

GB of persistent user storage.
– Performance - 2 vCPU, 7.5 GiB of memory, and 100 GB 

of persistent user storage.
– Performance Plus - 2 vCPU, 7.5 GiB of memory, and 

100 GB of persistent user storage.
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Amazon WorkSpaces Pricing
• The persistent storage is backed up to Amazon S3

on a regular basis, where it is stored with 
99.99999999% durability and 99.99% availability 
over the course of a year.

• Pricing is on a per-user, per-month basis, as 
follows:
– Standard - $35/user/month
– Standard Plus - $50/user/month
– Performance - $60/user/month
– Performance Plus - $75/user/month

• http://aws.amazon.com/workspaces/
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INFRASTRUCTURE

Cabling
Switches
Firewall
Internet Communication Line Options
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Network Update – Support It Right

• Cabling
– New CAT 8 standard
– Most compatible CAT 7A, Level F
– Cost effective – CAT 6A
– Leading edge – CAT 6AF, CAT 7 or CAT 7A

• Wireless
– High density access points
– 802.11ac/ad – new standard
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Optical Connection Cuts Cost Of 
Connecting Fiber Cable In Half

• While improving performance…
– Intel MXC
– Fujitsu-Furukawa connector – 25 Gbps

• Optical LAN (OLAN) – Passive optical LAN-POL
– Optical line terminal-OLT-32 users to 4 port switches
– Optical network terminal-ONT
– GPON-gigabit passive optical network
– “It's time! You are going to pull out all that Category 5 and 

recycle it. Copper prices are at all-time highs, so it will 
bring a pretty price.”

• Jim Hayes, “Optical LANs: What contractors need to know.” Cabling 
Installation and Maintenance Feb 20, 2014
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Layer 2-3 Switches (Routers)

• Brands – HP, Cisco
• Switch trunking needs to be set up for 

server farms
• Evolving through Software Defined 

Networking (SDN), and Network Functions 
Virtualization (NFV) with services like AT&T 
Domain 2.0

• Dell tends to have lower performance for 
similar money
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Needed No Matter What Solution

• Com line(s), firewall/switch, cabling/wireless

InternetInternet Redundant Com Lines
Cable/DSL/MPLS/T1
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Firewall

• SonicWALL
– Larger networks NSA 3600 $3995
– Small networks TZ215w $1000
– Homes TZ105 $495

• WatchGuard
• Cisco
• Fortinet
• CheckPoint
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Communication Lines (Best To Worst)

• Metro Ethernet
• MPLS
• Verizon FIOS
• AT&T Uverse – Can you get TV/Video? 

Separates fiber from copper DSL…
• Cable Modem
• DSL
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VOIP Phone Systems

• Hosted
– 8x8
– RingCentral
– Vantage

• From one location
– Fonality
– ShoreTel
– Avaya
– Cisco
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SOFTWARE GUIDANCE
Key Items To Consider
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Security

• In data centers – NSA, Patriot Act Section 215
• Malware – ZeusVM – Deutsche Bank, Wells 

Fargo, Barclays using steganography (disguises 
crucial configuration code in a digital photo)

• Encryption – no longer effective
• Protection – sophisticated bad guys bypassing

– In Firewalls – ASUS Router exploit, files exposed
– In Antivirus

• Password managers
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Who Is Attacking?

• Indonesia is top country
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Password Managers

• LastPass 3.0 (free)/LastPass Premium($12/yr)
• Dashlane
• RoboForm Everywhere 7/Desktop 7
• Keeper 5.0
• MyLOK Personal
• Norton Identity Safe (free)
• PasswordBox
• KeePass (free)
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Antivirus Software

• VIPRE
• BitDefender
• AVG CloudCare
• End point protection not as effective

– Symantec Endpoint Protection
– McAee End Point Protection
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WINDOWS AND OFFICE UPGRADE 
OPTIONS AND WHAT’S HAPPENING 
WITH SOFTWARE
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Reminder Microsoft Dates

• End of life for Windows XP and Office 2003
– Ended on April 8, 2014
– Extended security patches to July 2015

• Mainstream support ends for Windows 7
– January 13, 2015
– Extended support ends 1/14/2020
– Not the best strategy to replace Windows XP

• End of Life for Windows Server 2003
– July 15, 2015
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Productivity Software

• Microsoft Office 2013 is a clear winner
– Consider using Open Licensing with 

Software Assurance
– There will be much effort to sell you Office 365

• Others:
– Google Docs
– IBM Lotus Symphony
– Apache Open Office
– Libre Office
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Some Thoughts On Licensing

• Office 365 ProPlus is less expensive than either 
Open License plus Software Assurance or SPLA
– Version, one time plus maintenance over 9 years
– Office 2013 Standard = $233*3+109*6=$1353
– Office 2013 Professional = $318*3+158*6=$1842
– Office 365 ProPlus = $144*9 = $1296, stop paying, you 

don’t own the license, and MS Office is disabled
– Expect software audits (SAM or full) from Microsoft
– OEM can’t be used in many situations – avoid!
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Windows OS

• Migration to 
– Windows 7 or
– Windows 8
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Windows 8 Adoption

• Cloud connected out-of-the-box
• Tight integration with Office 2013
• Improved security
• Generally better performance
• Support for multiple devices, including 

desktops, laptops, tablets, and smartphones
• Much better multi-monitor support
• Touch enhances experience but not required
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Windows 8.1 Updates

• Start button (not the traditional Start button)
• Single checkbox configuration to boot straight 

to the desktop
• Easy Shutdown/Restart/Sleep from the Start 

button
• Improved organization and configuration 

options for the Start Screen
• FREE upgrade for Windows 8 users, but must 

be completed by August 15
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KEEP IT CLEAN
Utilities To Help With Day To Day Maintenance
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Keep It Clean

• Many of the problems and issues reported on 
a daily basis occur because our systems are in 
disarray. 

• There are a few utilities that can help us clean 
up and thereby speed up our systems.

• Utilities also help us maintain inventory and 
keep track of our hardware and software

• Here are a few of our favorite 
recommendations.
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Belarc Advisor

• www.belarc.com
• Evaluates your system

– All hardware resources
– All software loaded along with license numbers

• Check that virus scans are complete
• Provides a valuable audit of all your 

technology resources
• Free version limited, but worthwhile for SMB 
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CCleaner

• Automated cleaning of your computer
• Protects your online privacy
• Fixes system errors, freezes & crashes
• Restores PC speed, power & stability
• Free version limited, but worthwhile
• For Mac, http://www.piriform.com/
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CCleaner
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CCleaner Cleans System Registry
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CCleaner For Mac

Copyright © 2014  K2 Enterprises, LLC. Reproduction or reuse for purposes other than a K2 Enterprises’ training event is prohibited.

CCleaner

• Use for office or home systems
• Clean at least quarterly, heavy browsers, or if 

you install and uninstall apps, use monthly
• Use if system feels sluggish or simply not 

running well
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Steve Gibson Research Tools

• Perhaps best known for SprinRite, to improve 
disk drive performance
– Still useful even today

• Visit www.grc.com
• Use to audit your system network vulnerability 

as well as network firewall performance
• Tools are free downloads!
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Another GRC Tool To Download
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Another GRC Tool To Download
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Thanks Steve
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THANK YOU FOR 
BEING HERE

More Information can be found at: 
www.accountingsoftwareworld.com
www.totallypaperless.com
www.cpafirmtech.com
www.k2e.com
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