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First Time Use of Remote Access

As of October 1, 2017, using a browser to access your STRS Ohio workstation(s)
remotely will no longer be supported. STRS Ohio associates who need to access their
STRS Ohio workstation(s) remotely from another location must use the F5 BIG-IP Edge
Client. Before you begin, you will need the following information:

v' STRS Ohio Network Username
v' STRS Ohio Network Password
v" RSAPIN

v RSA Token

The one-time install of the new client is not browser dependent and works on most
operating systems, therefore, simplifies the remote access process.

F5 BIG-IP Edge Client Installation

Each associate must complete a one-time installation of the F5 BIG-IP Edge Client in
order to access the STRS Ohio Network.

NOTE: The F5 BIG-IP Edge Client must be installed on each device the
associate plans to use to access the STRS Ohio Network.

1. On acomputer with Internet access, open a web browser, such as Internet Explorer
or Firefox.
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2. Navigate to https://remote.strsoh.org. The STRS Ohio Remote Access page displays.

3. Inthe “Access my workstation” section, under “Quick Steps”, click the Download here
link.

RS
R STRS Ohio Remale Access

Below are the options to access your STRS Ohio workstation andior email remaotely

Effective October 1, 2017, you cannot use your browser to access your STRS workstation remotely.

Access my workstation: Access my email:
First tima? Learn how (o access your workstation First time? Learn how o access your emal
Make sure you have: Make sure you have:
 "F5 BIG-IP Edge Client" = Supporied browser
= MNaetwork usarname and password = Network usermname and password
= RSAPIN = Dewice (e g, cell phone) to receve 30-day system-generated
password
= RSA token
o Quick steps:
Quick steps:

" & ; » Visit hitp-//owa sirsoh org
= Open “F5 BIGIP Edge Chent” (Dont have this nsfalied? Download
hetal} = Login i using your usamame and password

= Click "Connect” = Click an the most convenient way for you o receive a
sysiem-generated password
= Log in using your usemame, PIN and RSA token
= Log in using the system-generaled password
» Once connected, open "Remote Desklop Connection™
= Enter your usemame as the compuier and click "Connect” Il you are having trouble chck here for detailed instnuctions

= Provide your network password

If you are having trouble, click here for detailed instructions

4. The Run/Save/Cancel dialogue box appears asking “Do you want to run or save
BIGIPEdgeClient.exe (19.5 MB) from telework-info.strsoh.org?”

Do you want to run or save BIGIPEdgeClient.exe (19.5 MB) from telework-info.strsoh.org? x
‘jjf Thislypeufﬁhcouldharmyourcomputer. Run Save | v Cancel
5. Click on the RUN button.
NOTE: If you save the file on your system, you must select the file and run it.
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NOTE: If steps 6 and 7 are not applicable to the install, the F5 BIG-IP Edge
Client Setup Wizard appears as shown in step 8.

6. If Windows 10 is being used and the “Windows protected your PC” message
appears, select the “l understand the risk and want to run this app.” checkbox.

NOTE: A message similar to the following may display on other Operating
Systems such as Windows 8 or Windows 8.1.

Windows protected your PC
It

Screen prevented an unrecognized app from starting. Running this app might put

Ap
Publisher: Unk

. | understand the risk and want to run this app.

Publisher: Un

| understand the risk and want to run this app.

8. From the F5BIG-IP Edge Client Setup Wizard, click on the NEXT button.
(/8 BIG-1P Edge Client Setup )

@ Welcome to the BIG-IP Edge
Client Setup Wizard

The Setup Wizard will install BIG-IP Edge Client on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard,

< Back Mext = ] [ Cancel ]
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9. Click on the INSTALL button.

) BIG-IP Edge Client Setup [

Ready to Install
The Setup Wizard is ready to begin the installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back ][ Install ] ’ Cancel

10. If the User Account Control window appears, click on the YES button to allow the app
to install software on your home PC.

G Uszer Account Control

Do you want to allow this app to install software on

your PC?

Program name:  979c8.msi
Werified publisher: F5 Networks
File crigin: Hard drive on this computer

() Show details Ves No

Change when these notifications appear
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11. The F5BIG-IP Edge Client Wizard begins to install; this may take several minutes
depending on the speed of the computer.

12. If prompted to allow the program to be installed, click YES.

4] BIG-IP Edge Client Setup ESNEE ™

Installing BIG-IP Edge Client @

Please wait while the Setup Wizard installs BIG-IP Edge Client. This may take
several minutes,

Status:  Installing Base ActiveX Controls

< Back Mext = Cancel

13. Click on the FINISH button to complete the F5 BIG-IP Edge Client Wizard.

% BIG-IP Edge Client Setup |

@ Completing the BIG-IP Edge
Client Setup Wizard

Click the Finish button to exit the Setup Wizard.

14. If prompted to restart your system, click YES.

|
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Pin Edge Client to Start Menu & Connect to STRS Ohio Network

Once the F5 BIG-IP Edge Client is successfully installed and configured, the F5 BIG-IP
Edge Client app is placed in the Start menu under All Programs. If already pinned to the
Start Menu, go to step 7.

1. Click on the START button. &

Click F5 BIG-IP Edge Client if listed, if not, go to step 3.
Click on ALL PROGRAMS.

Navigate to the F5 BIG-IP Edge Client option.
Right-click on the F5 BIG-IP Edge Client option.

Select Pin to Start Menu. Performing this action provides a shortcut on the Start
Menu for quick accessibility.

Click on the START button. &
Click on the F5 BIG-IP Edge Client option.

o 0o s~ Wb

M| BiG-1P Edge Client

Default Programs

Help and Support

Connecting to server... Ibound T

f 5 Telework-DR 0 s
3 Server: Telework-DR = 3 -
f Qutbound Traffic

0 bfs

Connection

©  ucomea

Establish a connection and automatically reconnect if your connection is dropped.
Use the "Disconnect” button to close your connection and disconnect.

Show Graph | View Details
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10. In the RSA SecurID Username text box, type your username (the username is the
same as your network username).

11. In the RSA SecurID (PIN + Token Code) text box, type your PIN followed by the 6-
digit authentication code from your RSA token, in that order, with no separation
between the two.

12. Click the LOGON button.

| NOTE: Your session is disconnected after 15 minutes of inactivity.

) Telework (https://teleworkstrsoh.org) - BIG-IP Edge Client™ =R =R

f5

| »

Secure Logon for STRS Ohio
Issues call (614) 227-8633

RSA SecurlD Username
I |
RSA SecurlD (PIN + Token Code)

\

n

This praduct is licensed from F§ Networks. © 1999-2014 F§ Networks. All rights reserved.

Cancel

The word “Connected” appears once you are connected to the STRS Ohio Network.

| ™y
® 8P geCiert L (ol e
nbound Traffic

850 hlllls

Outbound Traffic

16Kb/s

(V] Connect @ Disconnect

Establish a connection and automatically reconnect if your connection is dropped. Use the
'Disconnect’ button to close your connection and disconnect.

Connected

Setver Toicwulk

Connection duration: 00:00:03

Connection

) Auto-Connect

’ Change Server Show Graph ] [ View Details

b

|
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Create and Save a Remote Desktop Connection

The next step is to create and save your Remote Desktop Connection. Saving the
remote desktop connection settings provides quick access to connect to a specific
workstation or server.

NOTE: There is no limit for the number of Remote Desktop Connections you
can setup.

1. Click on the START button.

2. Inthe Search programs and files text box, type “Remote”. The Remote Desktop
Connection application is listed in the “Programs” group.

3. Click on the Remote Desktop Connection option.
T ———
Programs (2)

@Emnte Desktop Connection >

sbl Windows Remole ASEIstance

Control Panel (&)
™5 Remotedpp and Desktop Connections

1B Allow remote access to your computer
(B Allow Remote Assistance invitations to be sent from this comp...
(B Select users who can use remote desktop

®5 Set up a new connection with RemoteApp and Desktop Conne...
Documents (1)

B Default.rdp
Files (95)

|| remote_results.bd
|| remote_results. b
|| remote_results.be
|| remote_results.bed

|| remote_results.bed

- See more results

|rn.=-.r‘r1-:ute| )I Shut down | » |
=
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4. Inthe Computer Name text box, if blank, type your user name, e.g., hurstt.
5. Click on the Show Options or Options drop-down button.

& Remote Desktop Connection E‘_Iﬂ—hj

| Remote Desktop
¢ Connection

i| Computer:  hurstt =

Usermame:  T1hurstt

The computer name field is blank. Enter a full remote computer
|| name.

= Show Options [ Connect ][ Help ]

6. In the “Logon settings” group, in the Computer text box, enter your username.

L,\ Remote Desktop Connection | = 28 |
Remote Desktop
»* Connection
General | Display | Local Resources | Programs | Experience | Advanced
Logon settings
, L Enter the name of the remote computer.
e -
Computer: hurstt -
User name: tThhurstt
Youwill be asked for credentials when you connect
["]Allow me to save credentials
Connection settings
Save the current connection settings to an RDP file or open a
| saved connection.
Save ] I Save As.. ] I Open... ]
4 Hide Options I Connect ] I Help ]

7. In the User name text box, type t1\ followed by your network user name as shown
above.

8. Ensure that the “Allow me to save credentials” checkbox is selected if you choose to
save your password.

Page September 7, 2017
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9. On the “Display” tab, in the “Display configuration” group, click on the “use all my
monitors for the remote session” checkbox if desired.

10.From the “Display” tab, in the “Colors” group, ensure that the color depth for the remote
session is set at “High Color (16 bit).

&= Remote Desktop Connection (2= =]

| Remote Desktop
<) Connection

| General | Display | Local Resources I Programs | Experience | Advanced

Digplay configuration
Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small U Large

Full Screen

[ Use &ll my monitors for the remote session

Colors
l Choose the color depth of the remote session.

[ High Color (16bit) -

Digplay the connection bar when | use the full screen

i~ Hide Options Connact ][ Help

11.From the “General” tab, click on the SAVE AS button.
= %

& Remote Desktop Connection

Remote Desktop
» Connection

General ‘ Dlsp\ayl Local Resources | Programs | Experience | Advanced

Logon settings
. . Enter the name of the remote computer.

L

Computer: hurstt

User name: hurstt
Youwill be asked for credentials when you connect.

[] Allow me to save credentials

Connection settings

Save the current connection settings to an RDP file or open a
saved connection.

Save | [ saveas J | Open ]

|+ Hide Options ’ Connect ” Help ]
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12.Navigate to the location (Desktop) where you want to save your remote session.

13.In the Filename field, replace Default with the name of the workstation you are
connecting to, e.g., hurstt.

14.Click on the SAVE button.
15. Click on the CONNECT button.

Q':_.. Remote Desktop Connection =

Remote Desktop
»* Connection

General | Display | Local Resources | Programs | Experience | Advanced

Logon settings
2 ! Enter the name ofthe remote computer.

Computer: hurstt -
User name: t1hhurstt

Youwill be asked for credentials when you connect
["]Allow me to save credentials

Connection settings

Save the current connection settings to an RDP file or open a
J saved connection.

[ Save || saveas. || Open. ]

(4 Hide Options I Connect H Help ]

16.1f you desire, select the “Don’t ask me again for connections to this computer”.
17.Click on the CONNECT button.

' . i
8 Remote Desktop Connection . " . ﬁ

G Do you trust this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the
remote computer before you connect.

! Type: Remote Desktop Connection
f Remote computer: hurstt-022061

@on't ask me again for connections to this computer

(x| Details [ Connect ] l Cancel
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18.1f your username is not displayed, go to step 19, otherwise go to step 21 and enter
your password.

19.Click on the USE ANOTHER ACCOUNT button.

20.In the Username text box, confirm your STRS Ohio Network username is displayed.
21.In the Password text box, type your STRS Ohio Network password.

22.Click on the OK button.

Windows Security ‘ 23 |

Enter your credentials
These credentials will be used to connect to hurstt-022061.

T1\hurstt

| Password

Use another account

Remember my credentials

[ oK H Cancel ‘

23.1f you desire, select the “Don’t ask me again for connections to this computer”.

& Remote Desktop Connection @

|'F The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certficate. it may be unsafe to proceed.
Certficate name

(5] Name in the certificate from the remote computer:
HURSTT-022061.strsoh .org

Certficate emors

The following emors were encountered while validating the remote
computer’s certfficate:

/4 The certificate iz not from a trusted cerifying authority.

Do you want to connect despite these certficate emors?

nt ask me again for connections to this computer

View certficate... Yes
.

24.Click on the YES button to accept the security certificate information.
25. Click on the OK button to access your STRS Ohio Network workstation.

26.0nce you are finished, refer to the “Disconnect from the F5 BIG-IP Edge Client” topic in
the Appendix on page 18.
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Second Time Use of Remote Access

After the initial one-time install of the F5 BIG-IP Edge Client, subsequent uses of
Remote Access are rather simple as long as you have the following items:

v' STRS Ohio Network Username
v' STRS Ohio Network Password
v RSA Token

v" PIN Number

NOTE: The F5 BIG-IP Edge Client must be installed on each device you use
to access the STRS Ohio Network.

Connect to the STRS Ohio Network

Bear in mind, you must first connect to the BIG-IP Edge Client before a Remote Desktop
Connection can be run.

1. Click on the START button.
2. Click on the BIG-IP Edge Client option.

W) 815 17 Edge Clent™ [EE)

8. Disconnected
fS Sever woek

Connection

{
| A

Close a consection and disconmect.

Change Server Show Gragh: View Details

|
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4. Inthe RSA SecurlD Username text box, type your username if it is not already
provided.

5. Inthe RSA SecurlID PIN + Token Code text box, type your PIN followed by the 6-digit
authentication code from your RSA token, in that order, with no separation between
the two.

6. Click the LOGON button.

| NOTE: Your session is disconnected after 15 minutes of inactivity.

= Telework (https://telework.strsoh.org) - BIG-IP Edge Client™ =2EcR =

Secure Logon for STRS Ohio
Issues call (614) 227-8633

RSA SecurlD Username

RSA SecurlD (PIN + Token Code)

The word “Connected” appears once you are connected to the STRS Ohio Network.

L Y
® BI6P Edge Clent™ s e )

Connected

Selwe T ZwulK

7 o Outbound Traffic
- + SHan: 00:00:02
Connection duration: 00:00:03 16 Kb/s

Establish a connection and automatically reconnect if your connection is dropped. Use the
'Disconnect’ button to close your connection and disconnect.

Connection

\“) Auto-Connect

[ Show Graph ] [ View Details ]
——
NOTE: No limit is set for the number of Remote Desktop Connections you can
set up.

7. Double-click the shortcut for the Remote Desktop Connection you previously saved
to your desktop.
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8. If your username is not displayed, go to step 9, otherwise go to step 11 and enter your
password.

9. Click on the USE ANOTHER ACCOUNT button.
10.In the Username text box, ensure that your network username is displayed.

11.In the Password text box, type your STRS Ohio Network password.
12.Click on the OK button.

=, Remote Desktop Connection S8 e

|iﬁ The identity of the remote computer cannot be verified. Do
you want to connect anyway 7

The remote computer could not be authenticated due to problems with its
securty cerificate. b may be unsafe to proceed.

Cenificate name
(=3 Mame in the certificate from the remote computer:
HURSTT-022061 strsoh.org
Certificate emors

The following emors were encountered while validating the remote
computer's certificate:

/1% The certificate is not from a trusted certifying authority.

Do you want to connect despite these cedificate emors?

Don't ask me again for connections to this computer

View cerificate. Yes | [ Nao ]

13.1f you desire, select the “Don’t ask me again for connections to this computer”.
14.Click on the YES button to accept the security certificate information.

-
!E) Remote Desktop Connection e 5

|ii The identity of the remote computer cannot be verified. Do
you want to connect anyway ?

The remote computer could not be autherticated due to problems with its
security certificate. t may be unsafe to proceed.

Cerificate name

43] Mame in the certificate from the remote computer:
HURSTT-022061 strsoh.org

Cedificate emors

The following emors were encourtered while validating the remate
computer’s cerificate:

/¥ The certificate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

Dont ask me again for connections to this computer

View cerificate... Yes
-

15. Click on the OK button to access your STRS Ohio Network workstation.

16.0nce you are finished, refer to the “Disconnect from the F5 BIG-IP Edge Client” topic in
the Appendix on page 18.
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Appendix

Change or Reset SecurlD PIN for a RSA Token

To change or reset the SecurlD PIN for a RSA token, contact the ITS Service Desk at ext.
4357 or if calling from outside the building 614-227-8633 before proceeding.

Click on the START button.
Click on the BIG-IP Edge Client option.
Click on the CONNECT button.

In the RSA SecurlID Username text box, type your username if it is not already
provided.

5. Inthe RSA SecurlID PIN + Token Code text box, enter the 6-digit authentication
code from your RSA token.

6. Click on the LOGON button.

w0 Dd P

Secure Logon for STRS Ohio
Issues call (614) 227-8633

RSA SecurlD Username
harrisb |

RSA SecurlD [PIN + Token Code)

seseRw |

Save
- Password

Logon |
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7. Type a“y” to respond to the question “Are you ready to enter a new PIN? (y/n).
8. Click on the LOGON button.

To continue you must enter a
new PIN.

Are you ready to enter a new
PIN? (y/n) [n]

|
Logon |
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9. Provide a PIN of your choice. The PIN must be a string of 6-8 alphanumeric
characters.

NOTE: For subsequent logins, your password will be this PIN and the
authentication code from your RSA token.

f5

Enter a new PIN between 6 and
8 alphanumeric characters:

|-..-..-- |

Logon

10. Click on the LOGON button.
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11. Enter the new PASSCODE - (New PIN + 6-digit authentication Token Code from your
RSA token).

12. Click on the LOGON button.

PIN accepted.

Wait for the tokencode to
change if you have a token.
Please enter a new PASSCODE:

Logon

Disconnect from the F5 BIG-1P Edge Client
When you are finished, log out, close the Remote Desktop session and disconnect from
the F5 BIG-IP Edge Client.

1. Click on the (x) on the control bar at the top of the screen and click OK to close out of
Remote Desktop or choose START...DISCONNECT.
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2.

(8 BIG-IP Edge Client™

Disconnected

Server: Telework

Connection

o Auto-Connect (@)

Close a connection and disconnect.

Change Server ]

Connect

| wL=h

nbound Traffic
0b/s

Outbound Traffic

Show Graph

J

View Details

From the F5 BIG-IP Edge Client window, click on the DISCONNECT button.
3. Click on the (x) to close the BIG-IP Edge Client Window.
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