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Cyber Crime Comes to Main Street

Main Street Is a Great Place 1o Be

Your local business or government agency is part of the fabric
of your community. People feel secure here. Life is good.
But Main Street also has a dark side.

Cyber criminals are targeting Main Street

with sophisticated attacks that are tearing

down small to midsize businesses (SMBs)

and agencies. These crimes don’t always

make headlines like the hacks that hit 2 -

®) o
nation states or huge entities like Sony, MAI N STREET
but they’re far more pervasive. - 1

The good news? You can protect your
Main Street business from cyber attacks.
We’ll show you how.
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Why Main Street”

Today’s cyber threats are more sophisticated than ever, making it easy for big-time
villains to target small-town businesses. Cyber criminals may be hacktivists with social
agendas who want to disrupt your day-to-day business or organized criminal groups
going after your customers’ financial or personal data.

of small businesses

have been victims of 6 0 0/0
S $8,700 [0
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Main Street Offers Plenty
of Easy largets

In 2014, small firms with annual revenues less than
$100 million cut security spending by 20%, while large
companies increased security investments by 5%.

Main Street’s SMBs typically spend
less time and money on network

. . [ “[Small businesses]
security than larger firms. That assume hackers
means they’re easy targets for cyber would need to pick

. : : their business out of
criminals. But even if Main Street 27 million others, not
businesses aren’t specifically targeted, realizing that the attacks

t ted attack tant| - are automated and
automated attacks constantly scan focused on discovering

the Internet looking for vulnerable data vulnerabilities.”*
and under-protected computers that
can be used as a resource.
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No Good Deed Goes Unpunished

The receptionist for a small municipal court found a box of
branded USB drives left on her desk. In hopes of figuring out
who they’re for, she plugged one into her computer.

The drive was blank, so she gave away the free storage.

By then, she had already infected the court‘s office network —
and spread the malware to each of the drive recipients.

U.S. government agencies alone have
lost more than 94 million citizens’ records
since 2009, and each lost record
represents a cost of $194 .°
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Main Street
Stay under t

Security breaches at large companies cost

ets Cyber Criminals

Ne Radar

between £450,000 ($697,000) and £850,000 The 2014 Target
($1.3 million) on average in 2013. For a small breach reportedly

occurred when

ousiness, a breach could cost anything attackers stole
6 network credentials
265 ] OOO from Target’s HVAC
provider.7

between £35,000 and

Hijacking many smaller businesses rather than individual
large entities keeps media and government attention

off attackers, while still allowing them to make high

returns from multiple targets. In some cases, Main Street
businesses may not even be the ultimate target. They’re
often the weakest link in a chain-of-trust attack in which
attackers prey on the security of small, under-protected
supply-chain targets to get to their larger business partners.
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Nearly 90% of SMBs in the U.S. do not use
data protection for company and customer
information, and less than half secured

company emall to prevent phishing scams.”
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Main Street Is Full of Valuable Data

Retail is one of the top five most-targeted industries in terms
of the volume of attacks and attempted intrusions.”
Even small and midsize organizations store valuable data that means money for the bad

guys. And cyber criminals can target vertical market segments that let them take advantage
of common vulnerabilities while still offering the high returns of multiple victims.

Visa Inc. reports that
small businesses
represent more than

90%

of the payment data

C o ,,
@atchGuard breaches reporte1doto ( 0 ) .

their company.
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Coul

A Hack a Day Keeps the Doctor Away

Westminster Orthopedic’s new tablet initiative gave practitioners wireless
access to patient data throughout this local health clinic. However, a
black hat used a rogue access point to trick a doctor into giving up

the private network password. Using the stolen password, the attacker
accessed the real network and gained access to patient records,
including valuable medical identity numbers.

N 2013, the cost of medical identity theft to
consumers was estimated at $12 billion."
In 2014, more than 2 million patients were
victim to medical identity theft globally, a half
million more than were recorded in 2013.°
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Blended threats

come from many SN Advanced malware variants
VECIOrs at once e Jrow exponentially every year

An attack may start as a phishing . Attackers “morph” existing malware to bypass legacy
email that uses the web to download antivirus protection, which is typically two days to two

malware, and then communicates weeks behind. In 2014 alone, 143 million new malware
data back to the hackers over variants were reported_13

another network service.

Sophisticated techniques of state-sponsored attackers
such as spear phishing and watering hole attacks

are increasing in the private sector. Zeus, a common
banking botnet, uses Stuxnet’s techniques.
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Upgrade your Protection

Despite the fast-evolving threats to Main Street, many SMBs and local agencies
are still focused on legacy defense strategies such as a simple firewall. The first
step is to upgrade to the protection of a next-generation firewall (NGFW) or
unified threat management (UTM) device that combines all of today’s necessary
defenses in a single easy-to-manage and cost-effective appliance.

WatchGuard'’s future-proof platform

8=

delivers the industry’s best-performing —

) Application User Identity-aware
defenses in each category, and performs CorhalNE _ 7 Controls
at line speed so you don’t sacrifice z " S IS
network performance even with all Gatonay S-=----- 3 UTM/NGFW KEEEees > ?

- i ) iVi asily deploy, maintain, and manage networl E iI'S it
security engines turned on. WatchGuard’s ~Amivirus (A T T i, R
Firebox® M200 and M300 firewalls are u/ﬂ ~ T

-, A
up to 218% faster than the competition A o Q
H (0) Data L« Ad d Threat
in overall performance and up to 385% Prevention (OLP) h e
faster for encrypted traffic inspection.™ .

Content Filtering
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Today’s sophisticated security devices Reconnaissance: Attacker gains

have controls to catch different parts of
an attack, but attackers can still find ways e B A
to evade defenses. Defense-in-depth via & communications vector.

fills the gaps—breaking the attacker’s Kill

Compromise/Exploitation: Attacker takes advantage of a

chain. The theory behind the kill chain is software or human weakness to get the payload to run.
that the more layers (or links) of defense , , :
) Infectlonlllnstalla.\tlon:. Pay!oad establishes
you create to prevent different types of persistence in an individual host.
attacks, the more you maximize your
} . Command and Control (C&C): Malware calls home,
protection. Each link represents part providing attacker control.
of an attacker’s methodology, but also
. Lateral Movement / Pivoting: Malware moves through internal
represents an opportunity for you to network to find and elevate privilege to valuable target.

implement a defense.

Objectives/Exfiltration: Attacker accomplishes
the attack (theft or damage).
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See the Threat to Defend Against It

Small businesses are breached every day, but

a third of them admit to being uncertain about
whether or not they were attacked.” For both
small and large organizations, it takes an average
of 80 days for businesses to notice they’ve been
breached.” By that time, the damage is already
done. These breaches are being missed because
we’re drowning in an ocean of data.

Since you can never have perfect defense, the third critical step in your security
strategy is to implement discovery-and-response tools to help you see and handle
the incidents that get past your gates. You need a tool that brings the data from all
your security controls together and correlates different security triggers into a single
incident so you don’t miss signs of a sophisticated, multi-vector attack.
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Keep Main Street safe

SMBs and local government agencies are increasingly
targets of sophisticated, enterprise-class network attacks.
WatchGuard offers enterprise-class defense that's designed
specifically to meet the unigue needs of SMBs. We'd love to
help you keep Main Street safe. Contact us today!

Visibility and analytics

tools such as WatchGuard
Dimension™ translate millions
of lines of logs into the thimble-
full of intelligence you need

to recognize and address
problems in your network.




505 Fifth Avenue South
Suite 500

Seattle, WA 98104
www.watchguard.com
North America Sales
+1.800.734.9905
International Sales
+1.206.613.0895
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About Watchguard

WatchGuard® Technologies, Inc. is a global leader of integrated, multi-function business security solutions that
intelligently combine industry standard hardware, best-of-breed security features, and policy-based management
tools. WatchGuard provides easy-to-use, but enterprise-powerful protection to hundreds of thousands of businesses
worldwide. WatchGuard is headquartered in Seattle, Wash. with offices throughout North America, Europe, Asia
Pacific, and Latin America. To learn more, visit WatchGuard.com.

No express or implied warranties are provided for herein. All specifications are subject to change and any expected
future products, features, or functionality will be provided on an if and when available basis. ©2015 WatchGuard
Technologies, Inc. All rights reserved. WatchGuard, the WatchGuard logo, and Firebox are registered trademarks of
WatchGuard Technologies, Inc. in the United States and/or other countries. All other trademarks and tradenames are
the property of their respective owners.
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