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Foreword

Lyndon Bird FBCI — UK
www.thebci.org

As Technical Director of the Business Continuity Institute I am delighted both to
contribute to the main knowledge section of the book and to write the foreword
for what I believe to be a very important publication.

The first edition of The Definitive Handbook of Business Continuity Manage-
ment set itself the challenge of getting many of the world’s leading experts
together in one publication. It succeeded very well, providing a wide range of
views and challenging opinions. There were few articles that everyone agreed
with entirely but none that were less than highly thought provoking. Neither the
original edition nor this revised edition sets out to be a textbook for what is a
diverse, rapidly evolving and at times still a controversial subject. Indeed, the BCI
defines our mission as promoting ‘the art and science of BCM on a worldwide
basis’. Since when has art (or science for that matter) been uncontroversial? All
serious subjects have a diverse range of professional opinion, each supported by
highly committed, intelligent and articulate advocates.

Business continuity certainly fits this category, a sure sign that it is fast becoming
a mainstream business discipline. It has its own standards, its own institutions, and
its own influence on governments. It has a global reach and a resonance that is
understood from Europe to America, from Asia to Africa. Its principles work for
multinational corporations and small businesses, for public as well as private sector
organizations and in all geographical and political terrains. Perhaps most of all it
has its ‘gurus’ and thought leaders - many of whom are represented in this book.

I have known Andrew Hiles since around 1988, when we shared a vision of
what the embryonic disaster recovery industry could become. I suspect that for
both of us it has exceeded our expectations and this has much to do with changes
we both strongly promoted. In particular the change of emphasis from IT disaster
recovery to full business continuity in the early 1990s was crucial to its develop-
ment. Along that route the Business Continuity Institute was formed in 1994 and
has gone from strength to strength. From a small UK-based group of mainly con-
sultants it is now a serious world name in business continuity. With nearly 4000
members in over 80 countries and a growing list of international chapters and
forums, the BCI is increasingly being seen as a leading voice in world business
continuity.
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The Institute provides an internationally recognized certification scheme for
business continuity professionals and all of its professional members will have
undergone a rigorous admissions process to ensure they are highly competent in
their areas of expertise.

Many of the contributors to this book are fellows or members of the BCI and
the experience and wisdom they can bring to the subject is immense. The Busi-
ness Continuity Institute is delighted to support it and suggest it is a book that no
BCM professional, practitioner, consultant or vendor can afford to ignore.



Preface

David Honour

David is editor of http://www.continuitycentral.com, the global news, jobs and
information portal for the business continuity profession.

The business continuity profession has come a long way since the first edition of
The Definitive Handbook of Business Continuity Management was first pub-
lished in 1999. Incidents, disasters and potential disasters have highlighted the
need for business continuity. Defining events included:

® The ‘Millennium Bug’

Terrorist attacks in the United States (11 September 2001), in Madrid (March
2004), in London (7 July 2005) and in Mumbai (July 2006)

The Buncefield industrial disaster (December 2005)

Hurricanes Katrina and Rita during the 2005 Atlantic Hurricane Season

The wide-area East Coast US, London and European power outages in 2003
The SARS communicable disease outbreak in 2003.

These and many more incidents brought business continuity management to the
attention of governments, regulators, analysts and boards. Business continuity,
once a subject confined to the IT department, has now come of age as a manage-
ment discipline that is taken seriously across all industry sectors as well as in
central and local government around the world.

As well as awareness of business continuity increasing, the profession itself has
changed. Business continuity has migrated to the boardroom with more forward
thinking enterprises recognizing that business continuity commitment must start
at the very top of the company. Boards set the direction and business continuity
managers pick up the reins.

The need for an integrated approach to business continuity management has
also been recognized. All business units or public sector departments need to
make business continuity arrangements and these must be coordinated by a
central management team to ensure consistency, integration, economies of scale
and general efficiency. There is no room for a ‘silo’ approach in today’s profession.
Business continuity cannot be effective if different business units and departments
simply ‘do their own thing’ without reference to each other and to the wider
business. To do so not only risks the company spending much more than is
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necessary on business continuity, but also means that some threats and dependen-
cies may go unnoticed.

Technology changes have advanced at incredible speed in the period since the
first edition of this book. What was state of the art in 1999 is now confined to the
dustbin of history. The communications revolution, led by the Internet and mobile
communications technologies, has led to whole new ways of protecting busi-
nesses, as well as creating new single points of failure and new dependencies.
The exponential growth in data produced and stored by businesses, as well as
hand-in-hand growth in regulatory compliance which expects data to be stored
for many years, has led to innovations in both online and offline data storage. New
compression techniques and advances in storage management have added to the
momentum in this area. And now companies are turning their gaze towards vir-
tualization as the enabler of new and smarter IT continuity and disaster recovery
solutions.

Finally, perhaps the most significant change that has taken place is the develop-
ment of business continuity standards. In 1999, standards simply did not exist.
The Definitive Handbook of Business Continuity Management was the first step
in this process, providing the first comprehensive attempt to comprehensively
capture thinking on business continuity best practices and to present a structured
and practical resource for business continuity managers. Since then, formal stan-
dards have been introduced in the United States, Australia, Singapore and in the
United Kingdom. An ISO international business continuity standard is also in the
pipeline. This is expected to be available sometime before the end of 2009.

These standards are important for a variety of reasons:

® They establish an understanding of what business continuity management is
and how a company should set about developing an effective business conti-
nuity plan.

® They allow the introduction of formal measurement schemes within organiza-
tions to help ensure the ongoing improvement of business continuity
programmes.

® They allow internal and external benchmarking; allowing companies to assess
how well they are doing when compared with their peers, and facilitating a
general, if gradual, improvement in the quality of business continuity manage-
ment across whole industry sectors.

® They are a concrete demonstration that business continuity has come of age
and is accepted by the wider business community.

This new edition of The Definitive Handbook of Business Continuity Manage-
ment will start where these standards finish. It will build upon the frameworks
they have established to provide the most comprehensive and useful guide yet to
the practicalities of business continuity management.



Introduction
Andrew Hiles FBCI — UK

Andrew is a Director of Kingswell International Limited, a global consultancy in all
aspects of business risk management.

The past — and future

‘Welcome to what we believe to be the most authoritative work on Business
Continuity Planning yet produced.” These were the opening words to the intro-
duction to the first edition of this book, written in 1999. But time changes, and
things move on. Go back to 1989 and talk was about (IT) disaster recovery - res-
toration of IT operations after a hiatus. In 1999, the scope had widened to business
continuity - ensuring mission-critical activities continued, without a (significant)
break. Now, the focus is on a holistic approach to risk: enterprise risk manage-
ment, encompassing all aspects of risk including supply chain issues. Dynamic,
stakeholder-oriented companies are looking not just at alternative sites, but also
at in-depth resilience and at in-state, out-of-state and out-of-continent solutions.
Multinationals are seeking the same quality of business continuity wherever they
operate - a challenge to the infrastructure of some emerging nations.

This new edition aims to reflect the changes in the range and level of threats
and approaches to them. Some principles of continuity management do not
change: but practices do.

Reaction time has shrunk: the growth of contact centres and Internet-based
businesses means failure is immediately visible to the world at large. Reporting of
failure or incident is instant and global. There is an ever-increasing dependence
on fewer, larger, vendors. Just-in-time can too often be just-too-late. Outsourcing
presents its own challenges: over 50% of outsourcing fails and over 50% of failures
are resolved by changing the vendor. Visibility may be outsourced, but often risk
cannot be. Technology platforms are ever more diverse and complex. Compliance
requirements are ever more demanding - and sometimes seem in conflict.

Over the last few years, it seems disasters have intensified both in the number
of incidents and in the number of organizations and people impacted. Deliberate
acts, exemplified by the 7 August 1998 terrorist bombing that destroyed the
American Embassy in Nairobi, killing and injuring thousands of people as well as
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damaging adjacent buildings, including the head offices of one of Kenya’s biggest
banks. Worse was to follow:

® The horror of 9/11 (2001) in the United States

® The Bali, Indonesia, bombing on 12 October 2002 that killed 202 people and
injured a further 209 - followed by a less damaging bombing just three years
later

® The Madrid, Spain, bombings in March 2004 that killed some 182 people and
impacted the results of the election

® The 7/7 (2006) Underground rail bombings in London, UK

® The death of 180 people in the 11 July 2006 bombing of seven commuter
trains in Mumbai, India.

The list goes on. The only common factor among these seemingly indiscriminate
bombings is the courage and resilience shown by the victims, their families, their
cities and their countries.

Natural or accidental disasters worldwide have also emphasized the truly inter-
national impact of apparently local disasters. The explosions at a petroleum storage
depot at Buncefield, near London, UK, on 11 December 2005 created the biggest
explosion and the biggest fire in Europe since the Second World War. It destroyed
5% of the UK’s petrol stocks and impacted 600 businesses - 25000 employees -
though fortunately causing no deaths. Since the depot supplied London Heathrow
airport, it caused havoc to international flight schedules.

Dependence on utilities is sometimes misplaced. The lights went out in
Auckland, New Zealand, on 20 February 1998 when the cables supplying power
from a hydroelectric plant to the city failed. Two thousand businesses were fight-
ing to survive after weeks without power. Auckland University and the city’s
polytechnic told 24000 students and staff to stay away. Port of Auckland authori-
ties turned away ships and diverted thousands of refrigerated containers with
perishable exports to other ports. Power was not fully restored until 27 March
1998. Maybe Auckland is simply unlucky. Failure of a 110kV power line in Auck-
land on 12 June 2006 exposed the still fragile power grid, left 750000 people
without power and cost business an estimated $70 million in lost trade, according
to the Employers and Manufacturers Association (Northern). But power failure
can happen anywhere. On 14 August 2003 there was a wide-area power failure
in the north-eastern USA and central Canada, affecting 50 million people - ‘The
Great American Blackout’, while on 4 September 2004, Hurricane Frances was to
blame for loss of power to five million people in Florida.

Equally, natural disasters seem to have grown in scale. Earthquakes in Turkey
in August 1999 killed 2000 people and disrupted communications to and from the
Middle East, while the earthquake on 8 October 2005 in the Kashmir region on
the Indian-Pakistan border affected at least 5 million people and left some 87 000
dead and more than 3 million without homes. In the tsunami of 26 December
2004 some 300000 souls died. In August 2005, Hurricane Katrina caused perhaps
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the biggest evacuation seen in the world in peacetime. The hurricane affected
some 485000 within New Orleans city and some 1.4 million in its greater metro-
politan area. Damage ran to billions of dollars - much of it uninsured.

In the first edition of this book, we cited a number of examples of communica-
tions issues, still valid seven years later. During dramatic Chicago floods, the
occupants of the upper floors of an office tower were working away unaware that
lower floors were being evacuated - until advised by their London office! Terrorist
explosions in London affected the international operations of some of the organi-
zations situated in the area. A few years ago telecommunications downtime in the
USA caused problems for the US subsidiaries of overseas companies.

The shortcomings in corporate governance highlighted the spate of legislation on
corporate governance arising from growing requirements for corporate risk assess-
ment and the protection of stakeholders’ interests, especially following the Enron,
WorldCom and similar financial scandals. Relevant international regulations include
the Basel II requirements for financial institutions and International Accounting
Standards (IAS). In the United States, the Food and Drugs Administration imposes
requirements for traceability while in Europe Hazard Analysis Critical Control Point
(HACCP) regulations require risk assessment from field to fork. Other requirements
arise from the United States Health Insurance Portability and Accountability Act
(HIPPA) of 1996, which requires protection of data. Requirements are also imposed
in the United States by the United States Federal Reserve, Gramm-Leach-Bliley and
the Sarbanes-Oxley Act and in the United Kingdom under the Combined Code,
compliance with which is required for listing on the London Stock Exchange.
Equally, insurance companies and customers are increasingly cynical about ‘force
majeure’ clauses, considering that business continuity should be in place and that
very few events are, in fact, totally outside the control of the claimant.

Theft is ever with us, and theft of data can cause major problems. SafeWare, a
computer insurer, estimates that a computer is stolen in North America every 30
seconds. The cumulative cost totals $1.4 billion per year. More importantly, the
value of the data on the units that go missing every year is estimated at $15 billion.
One estimate states that more than 50% of computer thefts involve employees.
Estimates are that 4 to 7% of computer thefts are committed by industrial spies,
and that the units are stolen primarily for their data.

The business continuity industry has come of age, and increasingly organiza-
tions have been demanding a clear demonstration of the competence of its prac-
titioners, expressed in professional memberships and qualifications. The editor
was founding director of the Business Continuity Institute (BCI), formed in 1994
as a professional body for BC practitioners. The BCI worked with the Disaster
Recovery Institute International (DRID) to create a common body of knowledge:
10 core competencies applied worldwide. Other organizations related to risk and
continuity management include the International Risk Management Institute
(IRMI) founded in Dallas in 1978 with an initial focus on insurance risk; the Asso-
ciation of Contingency Planners (ACP) initiated in California in 1983; as well as
numerous local not-for-profit groups around the world.
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The demand for more professionalism among practitioners saw a parallel
demand for common standards for business continuity management. The Informa-
tion Security standard ISO 17799 (the basis for ISO 27000) provided support for
business continuity. In the United States National Fire Protection Association
(NFPA) 1600 was first introduced in 2003. Similar initiatives were developed in
other countries: for instance, in Australia 2004 saw the release of the Australian
Prudential Regulation Authority (APRA) draft Prudential Standard on business
continuity management for authorized deposit-taking institutions, general insurers
and life insurance companies. APS 232 is now a mandatory requirement, while
Australian Standard AS 4360 Risk management claims to be ‘the international
leader in providing generic guidance for every enterprise, large or small, public
or private’.

The DRII/BCI common body of knowledge formed the basis of the BCI/British
Standards Institution (BSI) Publicly Available Specification 56, providing guidelines
for good BC practice. These guidelines in turn evolved into the BSI 25999 Standard
for Business Continuity, set to become an international standard.

Equally, standards are being applied to vendors. The Business Continuity and
Disaster Recovery Standard for Singapore was launched in 2004.

At the time of writing, there are over 50 international or national regulations,
standards and guidelines relating to risk management and business continuity and
dozens more relating to industry-specific risks.

The authors have helped to write or influence many of these. This book docu-
ments the skills of leading practitioners and helps to make those skills available
to the widest possible audience.

The authors’ experience of business continuity planning totals some 500 years
and each of them is a distinguished authority on the subject. Increasingly business
continuity planning is a global issue calling for global solutions. The author list
also is truly international in its expertise.

For those of you new to the subject, their expertise is now yours. For those
who are more experienced, we hope and expect that you will gain from the latest
thinking, and challenging ideas presented to you.



An introduction to business
continuity planning

Andrew Hiles FBCI

This introduction provides an overview of business continuity planning and sub-
sequent chapters deal with specific topics in depth.

What is business continuity planning all about? Fundamentally, it seeks to miti-
gate the impact of a disaster by ensuring alternative mission-critical capability is
available when disaster strikes. Business continuity planning seeks to preserve the
assets of an organization in the event of a disaster: its capability to achieve its
mission; its operational capability; its reputation and image; its customer base and
market share; its profitability.

Most organizations are totally reliant on just a few key facilities: a head office
building . . . a sophisticated production plant . ..a computer or telecommunica-
tions room...a contact centre...a website ... enterprise resource manage-
ment, workflow management, customer relationship management or supply chain
management software or financial systems . . . they simply cannot operate without
them.

All too often computers are the focus of disaster recovery planning - but it is
no use recovering a stock control system if the warehouse has been destroyed,
and it is no use catering for hardware failure if software problems deny access to
electronic point of sale systems and close shops down. IT recovery remains impor-
tant, but the growth of powerful PCs and distributed servers has simply compli-
cated the issues. It has led to a situation where, in many organizations, deployment
of additional equipment has been a reaction to an immediate capacity problem
rather than a carefully planned strategy to improve resilience; where the real loca-
tion of data is unclear; and where applications are so tightly integrated that it is
extremely difficult to prioritize in a recovery situation. In some cases, loss of a
single PC has caused bankruptcy.

While commercial recovery services are available for computing and administra-
tive work positions, there are virtually no parallel services for warehouse or pro-
duction facilities.

Business continuity planning requires a structured, methodical and comprehen-
sive approach.

Buy-in is critical - from the most senior level possible. Awareness needs to be
raised and commitment sought from all those likely to be involved in developing



XXiv An introduction to business continuity planning

procedures or participating as team members. Senior managers need to allocate
appropriate priority to the project - otherwise, the project will develop its own
specific gravity: it will never rise to the top of the priority list, and never quite
sink completely! Day-to-day business pressures have a habit of taking over and the
project may never be completed. Realistic scope and deadlines are essential.

So, the project needs to be scoped. Is it to be a full crisis management plan,
covering reputation management, together with contingency plans such as product
recall, hostage, extortion, kidnap, attack on branches? Is it to cover all branches,
or just the top 10? Is it to cover all customers, or just the 20% who generate the
80% of profit? Is it to cover all sites, or just head office? Is it intended to cover a
local disaster, or a wide area disaster such as earthquake, floods or hurricanes?

Next we need to identify and validate the assumptions that are being made. For
instance, do we assume our own skilled personnel are going to be available in a
disaster? Many plans, perhaps a little rashly, assume this will be so. But if we do
not assume our skilled staff will be available, many more detailed procedures will
be required - the resulting plans will be a lot thicker and heavier!

Having scoped the plan and defined assumptions, we can develop the project
plan. Business continuity planning is initially a project and needs to be handled
with appropriate project disciplines until the project is signed off into the main-
tenance phase. It then becomes an ongoing programme.

A risk review will identify the key threats to a specific organization and the
likelihood of them occurring. A critical component failure analysis will define
where resilience is weak. Recommendations for reducing risk may result.

Sometimes the risk analysis will identify issues of information security and
integrity. The reliability of management information is a key factor to business
success: often, material errors exist and information integrity is compromized
without the organization being aware of it. A review of information security pro-
cedures against international codes of practice can protect companies from major
financial loss, especially when it comes to electronic trading opportunities.

Sometimes risk can be substantially reduced just by taking procedural action.
In other cases, risk reduction may simply be included as a consideration in the
capital programme. As the plant and infrastructure require renewal, it may be
appropriate to reduce risk - often at little or no additional cost - for instance, by
buying two lower capacity pieces of equipment rather than one high capacity
item.

An insurance review may also be undertaken to establish areas which are, and
which are not, covered. Insurance, however, does not buy back the business: it
only provides money. And in some cases, the money comes later rather than
sooner, with adverse implications for cashflow. We find that, for a variety of
reasons, insurance typically only covers about 60% of the actual loss. Moreover,
business interruption and loss of profits insurance eventually stops. Depending on
your cover, this could be after six months.

In order fully to understand the impact of loss of service, a business impact
analysis can be undertaken. This establishes what are the mission critical activities
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and, in cash and non-cash terms, their value to the business. It also identifies the
time window in which recovery has to take place before loss becomes unsustain-
able (the recovery time objective).

The business impact analysis and risk analysis together provide an understand-
ing of:

® The mission critical activities and assets of the business

® Crucial dependencies (including people, resources, skills and knowledge)

® The potential loss, in cash and non-cash terms (including loss of reputation
and brand value)

® The time window in which recovery has to take place before losses become
unsustainable (the recovery time objective)

® The point in time to which transactions or data has to be restored (recovery
point objective)

® The extent to which the organization is prepared to tolerate risk (risk
appetite)

® The documents and other materials that are vital to effective recovery.

Conducting a gap analysis by comparing the results of the business impact assess-
ment with the results of the risk assessment may reveal a shortfall in capability.
For instance, a four-hour recovery may be required, but maintenance contracts
only require the maintenance vendor to be on site (not necessarily to fix the
equipment) within four hours.

A full understanding of risks and impact will help in defining business continuity
strategy and may result in changes to the scope of the business continuity plan.
For instance, should the plan also cover critical research or development work?

During the business impact analysis we may also conduct a preliminary resource
requirements analysis, which establishes when standby facilities and items of
equipment are required, and in what timeframe, following the disaster.

The risk and impact analysis, together with the resource requirements, help to
identify and justify an appropriate business continuity strategy. This strategy may
be a ‘mix and match’ of various options, for instance:

® A ‘bunker’ approach, seeking to strengthen facilities to make them less
vulnerable

® Business process re-engineering or process improvement, to reduce risks or
to make the organization more resilient

® Increased replication and resilience that provides alternate capacity and capa-
bility in the event that the primary facility is lost

® Standby site and facilities, either in-company or from a commercial vendor,
ranging from immediate availability (‘hot’) to longer term (‘cold’)

® Quick resupply of equipment

® Working from home
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® Maintaining buffer stocks to cover the period during which production is
lost

® Outsourcing or buying in goods or services normally produced in-company

® Insurance.

Basically, the quicker and bigger the restart capability, the more expensive it is
likely to be in terms of capital or annual cost, or both. The cost of the recovery
option has to be weighed against the impact of loss of service on the business.

Whatever the strategic option(s) selected, the business continuity plan is likely
to comprise several elements:

® Immediate reaction procedures (incident management, disaster declaration,
evacuation, damage assessment and limitation)

® Provision of emergency facility

® Resumption of business production under emergency arrangements

® Restoration of the permanent facility.

One of the key factors in determining whether an organization recovers from a
disaster is the effectiveness of its backup arrangements - regular, off-site backup
is essential for effective recovery. Frequently vital paper documentation is not
backed up. The solution may lie in business process re-engineering, to computer-
ize some of the paper-based operations so they can be backed up, or using a fire-
protected and waterproof vault. A questionnaire may be designed to establish
which documents are vital to organizational survival. Wherever practical, this
questionnaire should comply with ISO 15489-52003 Records Management Stan-
dard. Other standards that influence how organizations manage information and
records include the US Department of Defense’s 5015.2 and MoReq. The MoReq
Specification is a model specification of requirements for electronic records man-
agement systems (ERMS). This was produced by the European Commission and
was designed to be easily used and to be applicable throughout Europe.

Equally, there may be other vital materials that should be replicated off-site - for
instance, tools, jigs, patterns or samples.

Backlog management is also an important consideration: the longer the period
of unavailability and the higher the transaction level, the greater is the possibility
of accumulating an irretrievable backlog. Backlog planning and management are
therefore vital to recovery. Sometimes more capacity is needed after a disaster -
too often the assumption is that less capacity will do.

Often there are constraints on what the victim of the disaster is able to do.
These may be because of legal or compliance requirements, or because of condi-
tions imposed by emergency services, local authorities, the landlord or insurer.
Such constraints need to be considered and factored into the plan.

A company can still go bankrupt following a successful recovery - if customers,
stakeholders and influencers think the recovery has been a failure. Media and repu-
tation management therefore plays a vital role in the business continuity plan.
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Plans must be tested - and the more defects that are discovered, the better the
test! Most plans ‘fail’ when first tested - there is always something that has not
been considered. An effective testing programme therefore needs to be put in
place, both to improve the plan and to exercise team members in their roles. Plan
tests could include ‘desktop tests’, walkthrough and role-playing rehearsals against
a scenario. Testing should be conducted to verify the effectiveness of each com-
ponent of the plan, and to check that all dependencies have been covered. Exer-
cise is also required so that BC team members can practise their functions under
simulated disaster conditions. However, it is important not to be overambitious -
the business must be protected during testing. Testing the business continuity
plan should not cause the disaster! A review after each test will provide valuable
feedback to improve the plan.

Whenever there is any change - in business emphasis, new products or services;
in organization; in locations; in key personnel - its impact on the plan should be
assessed and the plan updated if necessary. It pays to be prepared. Disaster can
strike in any form, at any time. No organization is immune from a disaster - not
even the best-run ones. But experience has shown that those with effective recov-
ery plans are likely to survive, while those without do not.






How to use this book
Andrew Hiles FBCI — UK

This book is divided into the following parts:

Section One provides an executive overview of some of the strategic issues
pertinent to business continuity planning and management.

Section Two covers planning for business continuity. It broadly follows the ten
core competencies of business continuity - the common body of knowledge
agreed by the Business Continuity Institute and the Disaster Recovery Institute
International that form the foundations of effective business continuity planning
and management. These form the basis for British Standards Institution BSI 25999
that is mooted to become an international standard for business continuity
management.

Appendix 1 provides case studies. Some of these cases are industry classics,
some are more recent. What they all have in common is lessons for us now, and
in the future. The saddest thing about business continuity is that so few organiza-
tions learn from other organizations’ mistakes and experiences. To quote just one
example: the lessons of the UK Foot and Mouth epidemic of 1967 were completely
ignored in the 2001 outbreak. Please, let us learn from history!

Appendix 2 gives some general guidance on various aspects of business continu-
ity management, some light-hearted - but even they have a serious message.

Appendix 3 outlines certification standards for business continuity practitioners
- the common body of knowledge, defining and amplifying the skill sets employed
at Section Two.

Appendix 4 places BC in an international context and contains useful interna-
tional contacts.

The book draws on expertise at the highest level, from practitioners around the
world. We welcome their diversity, and the diversity of styles that they use. Each
expert places his or her extensive experience openly and freely at your disposal.
This volume carries truly international perspectives across all industries and the
public sector.

Since each author is writing from their own experience, each chapter provides
a self-contained element of the total fund of BC knowledge. Equally, Chapters 6
and 16 summarize recent standards while further practical detail is presented at
more length in other chapters. It is inevitable that a degree of replication may take
place - this is necessary for each author to put his or her own concepts into the
appropriate framework and to present their own perspective. And whenever two
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experts are gathered together, you probably get three opinions. . .. There are
many wrong ways of implementing BCM, and only a few variations on right ways.
You may notice some differences of approach between the authors; however, if
you follow the advice that most seems to match your situation, you are unlikely
to fail.

It is not the sort of book that you necessarily read from beginning to end: it is
a ‘pick and mix’ selection. We suggest you start with Section One, to put BCM
into a strategic corporate context. As you move through each of the disciplines
and activities outlined at Section Two, you may wish to pause after each chapter
and dip into the complementary guideline notes at Appendix 2 and supporting
case studies at Appendix 1.

For those of you who are new to BCM, we hope this will provide a fast track
to ease the way and speed you to your goal of protecting your organization. For
those of you who are more experienced BC practitioners, we hope that at least
this book will consolidate your experience, reassure you and confirm your direc-
tion - and maybe show you a few new ideas or provide additional justification for
your activities.

The ultimate aim for all of us is to create and embed BC and risk management
practices in our (or our client’s) organizations that mean ‘business as usual - no
matter what!’



Section One

Achieving and maintaining business continuity:
an executive overview
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What are we planning for?

Geert Vancoppenolle — Belgium

Geert was formerly head of the Business Continuity Management practice of
Accenture in Europe.

Introduction

Imagine that you have been asked to rebuild the business of the company that
you work for in the immediate aftermath of a major disaster. Perhaps there has
been a serious fire and you cannot make use of the existing IT infrastructure or
of any other infrastructure elements within your current premises.

It is your responsibility to ensure that it should be possible to take orders within
two hours. Customer deliveries must be possible within five days, except for your
two most important customers for which it must be possible to deliver within the
same day.

An immediate suggestion is that you will have to source your company’s prod-
ucts from alternative plants within your company. These plants are not aware of
the situation: moreover they may not have the capacity to modify production to
cope with the scenario.

The customers, who are waiting for delivery, will flood you with questions
regarding the affirmation of quality, accuracy and punctuality. Those who want
to place orders will request guarantees of delivery. In the meantime, a number of
suppliers will be waiting to deliver their goods, at the exact location that is unavail-
able to you.

Are you ready for it?

The example above might be what you are expected to do when your company
is involved in a disaster. The event that caused the disaster could be anything: fire,

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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power failure, unavailability of the IT infrastructure, evacuation of the installation
and so on.

How long did it take to build your current business organization, providing
customer service as it is doing today? The fact is that you have to plan to avoid
or mitigate disasters before the event. Under extreme time pressures and the
scrutiny of shareholders you must deal with all this in a crisis situation. I bet you
wish you had prepared for this scenario!

This chapter poses the problem: What are we planning for through business
continuity management? It not only defines ‘disaster’, but also explains outcomes
and implications to our business organizations. The chapter is composed of four
parts. The first part discusses the inherent dependencies and vulnerabilities of our
business organizations. The second part discusses how unexpected events can
lead to disaster and interrupt our business operations. The third part takes a look
at what these disasters can do to our business: the damage, the impact and the
business risks from operational interruptions. The last part asks the question about
the objective of business continuity management: what should you expect to
achieve through your business continuity plan?

Vulnerability of today’s business organizations

Business organizations: who should plan for
business continuity?

By ‘business organizations’, we do not only mean commercial organizations that
manufacture and sell products or that provide, for instance, financial services. A
business organization in this context is any organization that provides services or
goods, either to individual customers, to other business organizations, or to the
public.

Examples of such business organizations include manufacturers, distribution
companies, sales organizations, transport organizations such as railroads or air-
lines, utility companies such as electricity production and distribution, water, gas
and telecommunications, and community services such as tax services, justice,
emergency services, government and so on. Although not all these organizations
are established to make profit, they all provide some service to somebody else,
and have all built an operational structure to enable them to do so. In the context
of this chapter, they are all called business organizations.

As all these organizations are equally at risk from the effects of a disaster that
interrupts their operations, they should consider business continuity management
if they are to optimize their chances of successful resumption of business follow-
ing an interruption.
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The business organizations of today

Driven by short cycle times, increased pressure to cut costs and to increase
efficiency and customer orientation, today’s organizations are organized around
business processes to a greater extent than ever before. To deliver a product or
a service to a customer, a chain of activities has to be performed. This chain of
activities is called a business process (see Figure 1.1). Although in many organi-
zations there is still a division into departments with a formal hierarchy, the
actual business operations are typically organized and executed across de-
partments, through these business processes, which are driven by information
flows.

For the same reasons of efficiency and increased business value, companies are
focusing themselves more and more on their activities where they can differentiate
themselves in the market. For the other activities required to deliver the product
or the service, many companies enter into partnerships with other organizations
or outsource some of their activities. This means that the activities executed to
deliver a product or a service to the customers extend beyond the boundaries of
the company. Considering business processes, we have to look at the ‘extended
enterprise’.

Integrated organization
Each business organization always consists of three components (see Figure 1.2):
® Business processes - how products or services are delivered to the clients

® Participants - who participate in the execution of the business process
® Infrastructure and resources - used in the execution of the business process.
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Processes
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Figure 1.2—Elements of a business organization

These elements of the organization are integrated through information flows.
Because of the high level of integration of business operations and information
flows, it is difficult to separate any of these elements from the others. It is these
elements together that allow an organization to execute its business operations.
Also, when you think about how you will bring about the resumption of business
after a disaster, you cannot separate any of the elements of the organization from
the others. For instance, if you consider only IT, or just a single department, then
you will probably not achieve business resumption, because you are overlooking
the integration of dependencies throughout the organization.

Business dependencies and vulnerabilities

Each business process depends on a number of critical elements. In a business
process a number of persons or departments are involved, who execute one or
more activities and pass the resulting information on to the next participant in
the business process.

A first dependency is human resources, where a minimum number is required
with the appropriate skills and knowledge to be able to execute the business
activities. Other dependencies are resources and infrastructure elements. These
can be logistical resources, utilities, office infrastructure, manufacturing infra-
structure, information technology or financial resources. Examples of logistical
resources are loading and stocking areas, transport facilities, weighbridges and so
on. The extent to which business operations depend on these critical items means
that there is a higher vulnerability to business interruptions. These vulnerabilities
include, for instance, single points of failures in the IT architecture and network.
When such a component becomes unavailable, many or all of the critical informa-
tion flows to support business operations are interrupted.

Within each business process, there are a number of key activities. When such
key business activities can no longer be executed because of an unexpected event,
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the result could be an interruption of the business process that is part of the value
chain to the customer.

To illustrate this, let’s take the example of the replenishment cycle of a super-
market chain (Figure 1.3). In this case there is a complex information flow that
starts from the POS terminals in the shops. Each shop sends daily information on
the local stock levels to the head office. The information from all shops is consoli-
dated and processed to issue orders to the suppliers. A second information flow
provides input to the distribution centres, allowing them to plan the distribution
to the shops. For each group of products, there are different supply cycles and
deadlines within this replenishment cycle.

Continuity of the replenishment depends on this complex activity chain, where
there is an integration of information flows and merchandise flows. Throughout
the chain, several departments and locations interact on a regular basis. Within
the chain, there are a number of subprocesses, each with its own dependencies
and vulnerabilities, for example reception and transfer of goods for transport
to the stores. The information flows go through a number of servers and
networks.

Within business continuity management it is impossible to duplicate every
process - this would be too expensive. Nor is it sufficient just to provide backup
for one or more elements; as discussed above, due to the interdependencies, this
would be insufficient to effectively recover the full process.

To be able to provide continuity of this complex cycle when an unexpected
event interrupts the chain, the business continuity plan will have to organize the
business process differently by using a limited alternative infrastructure and by
temporarily redefining the cycle times and deadlines.
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External dependencies

Business organizations are not only dependent on elements within the company.
No business organization is an island. Each depends on a number of external
resources and outside organizations. These external resources are often beyond
its immediate control. Examples are electricity, water, telecommunications and so
on. Although your organization cannot control the delivery of these services and
therefore cannot prevent interruptions, it is your organization alone that can and
will have to manage the impact on your business operations should these external
dependencies fail. Likewise, the participants in the business processes are both
internal and external to the company. Examples are suppliers, business partners,
agents, distributors, banks, factors of invoices, insurers and public authorities.

The business activities that provide customer service extend beyond the
company boundaries. The concept of ‘extended enterprise’ is very applicable.
This means - again - that you are dependent on elements that are beyond your
immediate control. You will have to handle the consequences to your business
when they become unavailable.

These external dependencies are very critical for any company participating in
a supply chain (Figure 1.4). These companies are, for instance, particularly depen-
dent on a number of external information flows. Examples are order-entry and
delivery notes, reception of invoices, payments to and from the bank, and ability
to ship.

Companies are also dependent on the execution of business activities outside
their own organization. This is especially true with the increased level of outsourc-
ing and business partnerships. Examples of hi-tech outsourcing include informa-
tion and communications technology, contact centres, web services and application
services. Other services that are frequently outsourced are facilities management,
security, cleaning, catering, transport, distribution, packaging, back-office func-
tions and financial services. Although these external companies are responsible
for their own business continuity management to resume their business, you are
responsible for managing the impact on your business operations of a disaster
within these companies.

Disaster can strike, within your organization as well
Unexpected events and incidents can become disasters

When one thinks of disaster, such examples as fire, flood, terrorist action, hurri-
cane and so on immediately come to mind. Although there are regions where
some of these threats are more real than elsewhere, the reality shows us that
disasters come in a variety of guises. It does not have to be a large-scale event to
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mean disaster for your company. Neither does it have to be an event that causes
extensive damage to the infrastructure.

Imagine, for instance, an event in your neighbourhood (your industry park or
in the city centre) that requires an evacuation of the whole area until the problem
is solved, which could be hours or even days. Your computers will still run, your
telephones will still ring, and your business infrastructure will be unharmed. But
you cannot use it. You cannot answer the telephone. You cannot enter the build-
ing. Such circumstances can be disastrous to your business.

Or consider a utilities company that starts a new service. But demand is so
unexpectedly high that there is insufficient capacity to support the demand, and
the service is reduced to the point of a business interruption. Is this a disaster?
Probably, because the image will be damaged such that it will be extremely diffi-
cult to restore it.

Even small incidents, over only a short period, can create a disaster if they affect
a key dependency. Consider the example of a fish farm, where an electricity failure
of very short duration disturbed the temperature of the pools, causing the death
or contamination of much of the stock. The effect was the loss of a breeding cycle
of three years. Plenty of additional examples of events causing business interrup-
tions can be found in the appendices at the end of this book, demonstrating that
disasters do come in all shapes and sizes.

Classification of disasters

A possible classification of business disasters can be according to the type of event.
Such classification includes the following groups:

® Acts of nature - e.g. hurricane, flood, etc.

® External man-made events - e.g. terrorism, evacuation, security intrusion,
etc.

® Internal unintentional events - e.g. accidental loss of files, computer failure,
etc.

® Internal intentional events - e.g. strike, sabotage, data deletion, financial
wrong-doing, etc.

® Legal, regulatory, compliance or governance failure, which could be either
intentional or unintentional

® Business failure - e.g. caused by inappropriate and unsuccessful business
strategies or management.

Such classification has its merits in driving emergency plans and crisis manage-
ment, where the event itself must be managed in order to protect people and
assets, and to mitigate damage. When it comes to business continuity manage-
ment, where the objective is to resume business operations, a different classifica-
tion of disasters is more effective.
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Some companies ask themselves if they should include the loss of the head office
in the scope of the business continuity plan, especially as the probability of the
destruction of the head office is considered to be low. Basically, this is the wrong,
or at least an incomplete question. Your business continuity management should
not be driven by eliminating risks according only to their probability but rather by
considering what would be the effect and impact on your business if an unex-
pected event were to occur, whatever the event. In that sense, for business conti-
nuity management as a method of achieving business resumption, potential events
and disasters could be better classified according to their business impact.

Such classification according to effect could be:

® TFailure of an individual infrastructure element, including single points of
failure

® Longer-term interruption of a critical information flow

® Longer-term interruption of a critical business activity chain or business
process

® Local longer-term business interruption

® Complete business interruption.

Experience shows that, in many cases, the effect of an unexpected event cascades
into larger impact levels. This again underlines why, for business continuity man-
agement to be effective, it must be driven in terms of managing the business
impact, rather than handling the event. Many examples of this are to be found in
the Appendix section of this book.

Disasters do happen

It is still a widespread belief that disasters only happen to others, and that the
probability of a disaster is so low that investment in business continuity manage-
ment cannot be justified with ease. However, statistics show that disasters do
happen, and you could be the unfortunate victim today!

In 2004, the Gartner Group determined that the average cost of downtime
worldwide was $42 000 per hour. They also found that the average network expe-
riences 175 hours of downtime each year. Even if an organization is far below the
average downtime and is down for 100 hours in a year, that time would equate
to potentially $4200000 in lost revenue.

A research report from the Yankee Group shows that more than half of the
questioned companies lost over $1000 per hour because of system downtime.
Another 9% indicated that their losses were $50000 or more per hour. Statistics
suggest the average downtime event lasts 48 minutes.

And this is just IT.

As organizations have many more key dependencies that are not IT, the
probability of business interruptions is in reality much higher. And when your
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organization is larger, you will have more key dependencies and vulnerabilities,
hence it is more probable that your organization will suffer a business interruption
at some point in time. Although smaller organizations have fewer dependencies,
they are usually more important, hence an occurrence of a disaster here usually
has a higher impact.

Another myth is that when a disaster happens, organizations are flexible enough
to survive, even without a business continuity plan. On this topic, there is some
variance in the statistics. But all mention a figure between 60% and 90% of com-
panies without business continuity plans, and that suffer the loss of a key facility,
go to the wall within 24 months of a disaster. And those that do survive typically
never reach the same level of business that they would have obtained without the
disaster occurring.

The business risks of unexpected events
interrupting operations

Consequences of unexpected events interrupting operations

The immediate consequence of an unexpected event is the damage that it gener-
ates. This is the area where insurance can assist you in managing a disaster. In terms
of business continuity, immediate physical damage is not the most important
concern. Of greater importance is the impact on business operations, and how this
can be overcome in order to resume the business and survive as a company.

Damage, impact and long-term effects

An unexpected event can cause damage to infrastructure elements and resources
supporting business operations. Examples can be buildings, computers, networks,
machinery, etc. The damage can be such that the infrastructure element is
destroyed or unavailable for an extended period of time.

The direct consequences of such events can be twofold:

® Unavailability of infrastructure elements or resources
® Loss of information.

In terms of Business Continuity Management, it is important to make the distinc-
tion between damage caused by the event and the impact on the business because
of the unavailability or the loss of information.

Next to the impact on business operations, one must also consider the long-term
effects of such unexpected events. These are business impacts that are still felt
long after the business has been resumed and operations have returned to normal.
Examples are:
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Loss of market share

Lower share price

Lower credit rating

Loss of brand value

Loss of company image, public confidence and credibility
Loss of key staff, who may move to competitors.

All these elements must be considered and will drive the business continuity
management.

The direct impact: unavailability and loss of information
Alternative business operations

Unavailability of IT infrastructure has always been the focus of the traditional IT
disaster recovery planning, which focused mainly on replacement or switching to
alternative infrastructure. It is clear that it can rarely be cost justified to duplicate
all your resources - priorities must be identified. It is often very difficult to decide
how far one should go in these arrangements.

As it is rarely possible to duplicate the complete business infrastructure after a
disaster, business operations will have to be organized with only limited infrastruc-
ture available. Executing the most critical business activities with this limited
infrastructure and personnel is one of the fundamental challenges of business
continuity management.

Very probably, given the limited infrastructure and resources, the information
flows and the business operations will have to be reorganized in order to meet
the business objectives at a minimum acceptable level.

Loss of information
After a disaster, one will typically restart from the last available backups (which

have hopefully been stored off-site!) (see Figure 1.5). If you can restart from
backups (many do not), this means that all transactions that had been entered

data loss downtime
| | | time
[ [ [
last back-up disaster recovery
o E. ﬁr.
e

Figure 1.5—Typical IT recovery cycle
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since the backups were taken will not be on the system after the restore. This
information may well be lost. Also one must consider the synchronization of the
data restored from different backups taken at different times. For instance, the
backup of orders entered can be taken later than the backup of the financial
systems, including the accounts receivable. It is as if your organization has gone
back in time, but each system to a different time zone, and you have to match
between time zones.

In addition to the time mismatch, the business events associated with the lost
transactions will have been executed. For instance:

Invoices will have been sent out

Orders will have been received

Goods will have been manufactured, lost or shipped
Payments will have been made.

All this, but there may not be a trace of these events in the information systems.
Even now, most organizations do not back up data in real time. Typically, there
will be a periodic full image backup, followed by incremental backups of just the
changed data. The changed data then needs to be applied to the last full image
backup as part of the recovery process. Perhaps some of this information will be
contained in incremental backups. But even with data mirroring, there will still
be paper transactions that have not been entered in IT systems.

Thus a recovery point objective needs to be established - that is, the time to
which data must be restored (e.g. start of day, end of day or some timed check-
points throughout the day).

When analysing the impact of information loss, one must consider how that
lost information can be retrieved:

® Would you be able to reconstitute this information within your organization
(the paper audit trail could be burnt in the fire), or will you have to ask your
customers, suppliers, trading partners and banks for assistance?

How will that affect your reputation?

How much effort will this information retrieval entail?

In the meantime, can you continue your business operations?

How can you integrate the retrieved information in your information systems,
without re-executing the associated business events?

Can you guarantee the integrity and completeness of the retrieved
information?

Consider, for instance, an air cargo company. Consignments are tracked by a
computer system. Restarting after a disaster from the last backup, in the worst
case 24 hours old, means that information on all consignment movements in the
last 24 hours would be lost. On top of that there may be no way of knowing from
internal sources which consignments had been transported in that timeframe: loss
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of the systems might not cause the physical movement of consignments to stop.
The company either has to recompose all transactions by manually collecting
information from its worldwide agents and partners (nearly impossible to achieve
completeness), or it has to perform a total inventory of all its warehouses and stop
business operations until completion of the inventory.

Loss of information due to a disaster is not limited to data on computers. What
about all the information stored in binders, folders (with, for instance, customer
information), contracts, property deeds, the archives, the legally required vital
records, the paper client files, the business knowledge spread over the place, etc.
Depending on the event, part of this information can be lost too. You must also
consider the potential impact on your business of losing this information.

The indirect impact: rippling effects on business operations

Each business process consists of a chain of activities that are executed typically
by different departments. An unexpected event can interrupt a business activity,
and/or interrupt an information flow supporting a business process. If the event
is such that the business activity (or several activities) can no longer be executed,
the impact could stretch out towards the entire business process.

Consider, for instance, in the process of handling requests for loans, that the
business activity of checking the credit position of the requester can no longer
be executed. Either the loan is granted without the credit verification, which
creates a financial risk, or the entire business process is halted, which will increase
the risk of losing business opportunities (the customer will go elsewhere). The
business impact of unavailability of key supporting infrastructure or resources can
have chain effects throughout the process and even on other business processes.
An example is the case of a distribution environment, where the goods tracking
is done through bar codes. If the scanning of incoming goods is not possible for
a certain period of time, there will be an impact on the full process. Either the
process of transfer of incoming and outgoing goods is continued, with risk of
losing track of goods, or the goods transfer process is stopped, with all the con-
sequences of shortage of storage capacity for other incoming goods and of not
being able to deliver the goods in time. The business impact will largely increase,
as soon as external parties become involved. The higher the external visibility of
the event, the more considerable and long lasting the business impact will be.

The effect of an unexpected event impacting business operations can easily
ripple through the company. Even a relatively small event in an environment where
many activities depend on each other can have a tremendous impact. Consider, for
instance, the replenishment process for a supermarket chain. A WAN failure at a
bad time, which lasts long enough, can in the end create a logistical nightmare,
impact customer satisfaction because of empty shelves, and create a large financial
impact in an industry where net margins are already slim (Figure 1.6).
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Figure 1.6—Effect diagram

As no organization is an island, the rippling effects of a business interruption
can even go beyond the company’s boundaries. This is particularly true for com-
panies that are an integral component of a wider supply chain - that is most of
us! If, because of a business interruption, you deliver late, your reliability may well
be brought into question for a considerable period of time - often well after the
actual crisis.

In some cases, when a company participating in a supply chain is hit by a disas-
ter, this could ripple down throughout the supply chain. Each company within
the chain will have to deal with the impact of this on its own business operations
through its business continuity management.

The long-term impact: image, market position, growth
or decline

Even long after you have recovered from a disaster, and have returned to normal
business operations, you will feel long-term impact. Depending on how good your
business continuity plan has proven to be, you will suffer some long-term impacts
that can in the worst case even drive you out of business. These long-term impacts
can include:

Loss of customers

Weakened financial position (for instance, reduced cash flow)
Lost market share

Loss of investor confidence

Liabilities

Eroded public image

Etc.
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Your share price is a good indicator of the degree of long-term impact. Typically,
shortly after a disaster, as your shareholders learn about the disaster through the
media, share price will drop. Depending on how positive the perception is of you
coping with the disaster, the share price will rise. Whether it ever reaches the
level it would have had without the disaster is a good indication of the long-term
impact. This means that it is not only important to have an effective business
continuity plan, but also that you must handle the outside world perception of
the effectiveness of your plan. You will have to include media management and
public relations as an integral component of an overall business continuity man-
agement strategy.

The importance of the public image of your company cannot be stressed
enough. Even with the most effective and successful business resumption plan, if
the public, investors, shareholders and so on get a negative perception, it could
ruin all your efforts. Sound communication management, coupled with effective
crisis management, is essential for survival beyond a disaster. For a company
whose success is heavily dependent on its share price, the above-mentioned effect
on share price alone should create a strong justification for investment in business
continuity management.

In industries with intense competition, loss of customers or loss of market share
might be something you will never recover from. Typically, this will generate a
downsizing, and dependent on the flexibility of your organization, can even mean
that you are pushed out of the market.

The business risks of an interruption in ICT operations becomes more critical
every year. In 2006 Gartner EXP surveyed 1400 CIOs in more than 30 countries,
representing more than US$90 billion in IT spending.' Marcus Blosch, vice presi-
dent and research director at Gartner EXP, said:

The survey results make it very clear that business expectations of IT have changed
dramatically and executives are expecting their CIOs to move beyond concerns about
cost, security and quality to help grow the business.

An unexpected event interrupting information flows or business operations can
be considered a risk to the extent that it would create a material business risk for
your company. A business risk is a threat that an event or action will adversely
affect your organization’s ability to successfully achieve its business objectives and
execute its strategies - in other words the achievement of business mission. This
implies that you have to look at IT or other business interruptions in the context
of the key business risks for your company.

For example, a key business risk in the automotive components industry (and
many other manufacturing industries) can be ‘not being able to deliver parts
where they are needed at the exact time they are needed’. In this industry, price
and effectiveness are critical drivers that have enforced short cycle times through
integrated logistics. Any disruption in business operations that would result in late

' Growing IT’s Contribution: The 2006 CIO Agenda, Gartner EXP 2006.
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Figure 1.7—The Business Risk Model™. © Accenture

delivery or loss of efficiency is a key risk that subsequently must be covered in
business continuity management for such companies.

When going through this exercise, it is important that you use a reference
framework of business risks, specific for your business environment. Such a frame-
work allows you not to dwell on symptoms or the obvious, but to focus on what
is essential for your business success. An example of such framework is the
Business Risk Model™, developed by Accenture for each industry segment
(Figure 1.7).

Analysing your key business risks and performing a gap analysis with your
current protection will allow you to set priorities. It also allows you to focus your
investments towards those areas where you have the most benefit, namely cover-
ing the largest business risks for your company of an interruption in business
operations.

Risk management: gamble or hedge?

Business continuity management is in the first place more about management of
business interruption risks than about shopping around for solutions. The largest
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Figure 1.8— The five As’ of risk management

mistake one can make about business continuity management is thinking ‘T have
a business continuity plan, nothing can happen to me’. Every business continuity
management is based on assumptions, and on risk management decisions. These
include items such as maximum allowable downtime, disaster scenarios to include
single point of failure assumptions, acceptance of certain risks and finding a
balance between cost and benefits.

No business continuity management will ever cover all areas and all risks. The
target is to cover the business risks that are key for your company, and to cover
the business processes that are most critical for your business success. To reach
that target, basically each business continuity management exercise is a risk man-
agement exercise, which is always based on the ‘five As’ of risk management
(Figure 1.8).

By analysing the business risks of an interruption of business operations and the
business impact, decisions can be made with regard to what level of risk can be
accepted and what risks must be reduced to an acceptable level through business
continuity management. It is important to realize that, when agreeing to accept a
risk, this decision also includes acceptance of the consequences in the event that
the worst happens.

Before going into defining solutions within a business continuity management,
it is important that you do not make assumptions with a ‘wet finger’ approach.
To return to the air cargo example, IT had assumed within its disaster recovery
planning that restarting from yesterday’s backup would be sufficient. We have
discussed before what that meant in terms of loss of information and what would
be the business impact.

It is important that risk management decisions are taken on an informed basis.
Only in this way can a business continuity strategy be defined that will meet the
business requirements and will cover the key risks. This is the difference between
hedging and gambling: you gamble when you make assumptions, for instance,
purely based on the probability of an event or based on ‘gut feeling’. You hedge
when you take risk management decisions based on a careful analysis of the
business risk, on the potential business impact and on the key dependencies and
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vulnerabilities in perspective of your business objectives. Hedging is assessing the
magnitude of the risks and taking informed and balanced decisions.

Business continuity management is about hedging the business risks of opera-
tional interruptions, deriving a business continuity strategy from this that meets
the business objectives, and implementing this strategy.

Business continuity: what does survival mean to you?

So, you need business continuity management. It is a question of business survival.
You want to manage the risks of a business interruption due to an unexpected
event. But your business organization is complex. You cannot duplicate it all; this
is just too expensive. Even duplicating only the most critical infrastructure is prob-
ably still very expensive and difficult to justify. Besides, what is critical and what
is not, and to what level? Not all elements in your business organization are equally
critical, yet they are interdependent because they are part of these activity
chains.

What do you have to protect your business against? You cannot foresee all pos-
sible events. How far do you need to go? Where will you start? More important,
where will you stop? How do you identify your priorities? How do you ensure
that you invest in the right places? Could it be that you spend more than you
should?

Before you actually start your business continuity management project, there is
an important question to ask yourself: “What is your objective, what do you want
to obtain from your business continuity management?’ At first sight, the answer
is obvious: you want to be able to continue doing business after a disaster, to
resume business activities and continue to serve your customers.

Consider the approach to business continuity management that you intend to
take, and the project organization you intend to establish to build the plan.
Compare the focus areas of that approach against what your objectives of business
continuity management are.

Considering the different approaches to business continuity management that
we see organizations apply, there are basically three kinds of objectives, each
matching a different approach:

® Rebuild the infrastructure. Here the focus is on alternative facilities and sites
and on solutions to minimize downtime of key infrastructure and systems.

® Resumption of business activities. The focus is on setting up an organization
and the required facilities to enable key staff to resume their activities.

® Continuity in customer service at an acceptable level. The focus is on defining
what level of customer service must be maintained throughout a disaster, and
what is required to achieve that level of customer service.
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The following sections discuss each of these objectives and approaches. They
describe what are the benefits, what are the outcomes and what are the pitfalls
or potential shortcomings of each of these.

Rebuilding the infrastructure

The objective in this approach is to rebuild the critical infrastructure that has been
damaged in a disaster. The idea is that as soon as the damaged infrastructure is
available again (albeit in a different location), the business activities can be resumed
as before because the required infrastructure is the same.

Lists are created of mission critical activities including computer systems, net-
works, manufacturing infrastructure, contact centres, web services, office space
and any other essential infrastructure elements. The selection of these critical
infrastructure elements is based on a business impact analysis and a risk
analysis. The maximum allowable downtime is defined (maximum acceptable
outage and recovery time objective, which are usually the same), when required
differentiated per group of infrastructure elements. With this list in hand and
the determination of recovery time objective, alternative solutions are considered
and a cost/benefit analysis is made. The critical success factor in this approach
is to have a sufficient mission critical infrastructure duplicated so that busi-
ness activities can be resumed in a similar way to how they were executed
previously.

Once the solutions are selected, plans must be built to bring them into action.
This is the mechanism to switch on these alternative systems and infrastructure
elements. Because of cost considerations, we see the list of mission critical infra-
structure elements very often trimmed down to the barest essentials (and some-
times less than that), for which the least costly option is chosen.

Although the thinking process in the beginning is business oriented through
the business impact analysis, we very often see a too intense focus on systems
and office space without sufficient verification as to whether business activities
in the end can effectively be resumed. What we also see happen too often is that
a reduced version of this approach is chosen to create a feeling of safety. Very
often it is only the central IT system and communications that are considered
within the scope of business continuity management, the concept being that
without this system the company would not be able to survive a disaster. Conse-
quently, the lowest cost options are considered in respect of hot-site or short-term
delivery of a replacement system in the mistaken belief that this solution will
ensure the company’s survival. An example illustrating this is the replenishment
cycle mentioned before. The company concerned decided to duplicate, through
server mirroring, only the most critical within the chain of systems and networks
supporting the replenishment information flow, without considering how the
replenishment process would be resumed with only this single server available.
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A further problem follows this narrow vision of protection of only the most
critical infrastructure elements. This is in the testing component of the process.
In many instances, testing focuses on making the alternative infrastructure avail-
able but too rarely considers the practical application of mission critical business
activities based upon this limited infrastructure. Although the intention is correct,
the outcome of this approach is infrastructure replacement, not necessarily busi-
ness continuity. Relatively few companies can afford such an extensive duplica-
tion of infrastructure.

When a disaster does occur, we very often see these limited investments prove
to be ineffective in providing business resumption. Stories abound of companies
that went bankrupt even though their central computer system was recovered
within hours of the disaster.

Resumption of business activities

Having witnessed the pitfalls of a purely infrastructure-oriented approach to busi-
ness continuity management, many organizations have added the dimension of
resumption of business activities to their approach.

Another key driver in the approach focusing on resumption of business activi-
ties is the awareness that central systems are only part of the infrastructure sup-
porting the business activities. PC networks and client/server architectures have
created critical dependencies throughout the enterprise. In this approach, the
activities of the employees are considered. A list is made of what the mission criti-
cal activities are and what is required to be able to execute them. Again, a business
impact analysis and risk analysis are instrumental in determining the level of criti-
cality of these activities.

The result of this analysis is typically a scheme of what number of staff (and the
associated office space and infrastructure) is required by what day after a disaster.
The idea is to gradually resume the business activities elsewhere, starting with the
most critical ones, until full business resumption or until the return to the old
facilities is possible. The benefit of this approach is that it links business activities
to required infrastructure, providing a much better guarantee for effective busi-
ness resumption in the case of a disaster. The critical success factors of this
approach are the criteria that are used to prioritize business activities.

The most important pitfall of this approach is that it very easily results in build-
ing departmental recovery plans, where each department within the company will
build its plan to resume the critical business activities executed within its depart-
ment but in isolation of the whole. What is missing here is business integration.
For instance, one department is dependent on being provided with input from
another department to execute one of its key activities. Perhaps the provision of
that input is considered non-critical by the provider department but is absolutely
crucial to the operation of the receiving department. Very often, departmental
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recovery plans lack a business process orientation, where business processes cross
over a number of departments.

Another pitfall is that the criteria to define business criticality of the activities
are not uniform over the departments, and/or are not linked to the business objec-
tives or the key business drivers of the company. We often see business continuity
plans using this approach focus much more on the business activities as objectives
on their own, instead of focusing on the resumption of the key business activities
to enable continuity in service delivery.

Continuity in customer service at an acceptable level

The continuity solution is the preferred (and sometimes the only) option for orga-
nizations having high volume, high value, transaction-based activities. Infrastruc-
ture replication and resilience is now generally considered essential for banking,
dealing and online web-based businesses or contact centres and for telecommu-
nications companies. For compliance reasons, many financial institutions have to
follow this route. The more reliant the organization is on its technological infra-
structure, the more likely it is that this approach will be followed.

When a CIO of a global bank was asked how they justified the massive spend
on infrastructure resilience, he replied: ‘It’s simply part of the cost of being in
business.” On another occasion, a CIO requested a consultant to find an Internet
service provider that would guarantee 100% availability and be prepared to pay
consequential cost if they failed to do so. ‘No ISP will guarantee that,” responded
the consultant, ‘but why do you need it?’ The CIO replied: ‘Because we can lose
a billion dollars in eight minutes.’

The case for infrastructure resilience can be powerful. Following 9/11, accord-
ing to Fitch First Database, the Bank of New York lost some $900 million while
Citigroup lost around $830 million. The UK Bishopsgate terrorist bomb in 1993
cost various UK banks a total of around $500 million.

For many other organizations, it may not be justifiable to duplicate all critical
infrastructure, since that infrastructure alone does not provide business continu-
ity. Moreover, it may be very difficult to obtain integrated business resumption
through a mere resumption of individual business activities. In this case it is clear
that selections will have to be made about what to replicate and that a structured
approach to make these selections is the key to success. Making these selections
is essentially business risk management, and is an executive level responsibility.
It concerns the management of business interruption risks in the context of reach-
ing the business objectives and safeguarding the key business drivers.

Typical management objectives of business continuity management are to:

® Provide continuity in customer service at a minimum acceptable level
® Limit the impact on the financial position of the company.
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Defining what is the minimum level of customer service that is to be maintained
throughout a disaster is critical in this approach. This requires a top-down analysis
of business drivers and objectives, the key business processes supporting these
business drivers and their key dependencies and vulnerabilities. In many cases, this
will be determined by contractual commitments and service level agreements.

The goal of the business continuity plan is to build the business operational
capability to reach these service levels. These will eventually include provision of
alternative key infrastructure, resumption of key business processes and associ-
ated business activities, organization measures to execute the business resumption
and many more.

Conclusion

Business continuity management is about being able to continue ‘without missing
a beat’ or being prepared to rebuild your business organization after a disaster in
order to provide continuity in customer service at a minimum acceptable level,
to limit the impact on the financial position, and in the long term to survive as a
business organization.

Today’s business organizations are driven by business processes, which are
chains of activities that are executed across departments. Each organization con-
sists of an integration of business processes, the participants in these processes
and the infrastructure and resources supporting these business processes. Within
each business process, there are a number of critical dependencies, which can
include: human resources, logistical infrastructure, information technology, key
activities, and dependencies beyond the organization’s boundaries. Unexpected
events can at all times interrupt business operations. These do not have to be
large-scale events or do not even have to cause extensive damage to mean a
disaster to an organization.

Because unexpected events do come in all shapes and sizes, and considering
the objective of business continuity management of being able to resume business
operations, potential events and disasters can be better classified according to
effect, rather than type of event. Statistics show that business interruptions do
occur, more frequently than one would expect. They also show that you should
be prepared if you want to optimize your chances to stay in business.

The effects of a disaster are not limited to the damage that it causes. They also
include the business impact of unavailability and loss of information. The business
effects and losses associated with extended interruptions of the critical business
activities can be very high. Even after the resumption of business, the impact of
a disaster can still be felt through loss of customers, a fall in the share price, and
in an erosion of the organization’s image, perception and credibility in the
marketplace.
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An unexpected event interrupting business operations can be considered a risk
to the extent that it would materialize a key business risk for the organization. A
business risk is a threat that an event or action will adversely affect the organiza-
tion’s ability to successfully achieve its business objectives and execute its
strategies.

No business continuity management will ever be able to cover all business areas
and all risks. The target is to cover the business risks that are key for your organi-
zation, and to cover the business processes that are essential for your business
success. To reach that target, basically business continuity management is a busi-
ness risk management exercise. It is important that risk management decisions are
taken on an informed basis. Only in this way can a business continuity strategy
be defined that will meet the business requirements and that will cover the key
risks.

Business continuity management is about:

® Hedging the business risks of operational interruptions

® Forming a business continuity strategy from this that meets the business
objectives

® Implementing this strategy.

Finally, it is very important to define your objective clearly: non-stop operations
providing continuity in customer service, rebuilding the infrastructure, resuming
business activities all at an acceptable service level. Having defined your objective,
you have to apply an approach that meets that objective, and stay focused on that
objective, throughout the business continuity management project.
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Introduction

The process of business continuity planning can be both time consuming and
expensive. As a result, management will expect tangible benefits to be achieved
by the process.

Corporate governance is the system in place to balance risk and entrepreneurial
energy with appropriate internal control procedures to manage that risk. Directors
and management are under increasing pressure to provide assurance on corporate
governance standards both to organizational stakeholders and to regulatory author-
ities and must remain informed of the organization’s risks and obligations. They
will rely on processes and controls to ensure strategies are implemented to miti-
gate their exposures.

Business continuity planning defined

BCP may be defined as:

the identification and protection of critical business processes and resources required
to maintain an acceptable level of business, protecting those resources and prepar-
ing procedures to ensure the survival of the organization in times of business
disruption.'

' System Management Methodology - Disaster Contingency Planning, Price Waterhouse,
1992.

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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What is a BCP strategy?

A business continuity plan is a business management plan rather than a technical
plan. Hence, contingency planning is based on the understanding of the organiza-
tion, the tools that support the operations of the business, evaluating the loss of
such tools, knowing who will handle a crisis situation and how they will do
that.

It is essential in today’s business environment for an organization to consider
what should be done if a disaster were to have an impact upon the organization’s
normal business environment, as a minor, major or catastrophic disaster could
bring substantial losses to any business. The issue of disaster recovery and business
continuity planning must be addressed through the preparation of a disaster con-
tingency and recovery plan.

The ongoing business is based on the assumption that the improved services,
productivity and opportunities for growth provided by the current technology
implemented within the organization will not decline. It is therefore important
that the dependency of the organization on technology be considered by the
organization in identifying the critical portions of the business.

Managers of the business are custodians of the business interests and responsi-
bilities. They must practise good stewardship, which includes operating in a way
that preserves profitability, stability and quality and advances the interests of cus-
tomers, employees and investors. Management cannot be said to be fulfilling this
duty if an unplanned event can jeopardize the survival of the organization. In
addition, some legal mandates may have been issued, demanding that records of
an organization be available at all times, regardless of the situation.

The following risks and issues are raised in the absence of effective BCP:

® Business interruption resulting in inability to serve the current customer base,
erosion of customer base, lost opportunities, loss of goodwill and inability to
compete

® Financial loss due to inability to process receivables, late payment penalties
and missed discounts, inability to update account balances and lost or unre-
corded sales

® Legal liability resulting from failure to satisfy contractual obligations

® Going out of business.

Just having addressed the issue of business continuity planning is not enough. A
BCP project must involve the entire organization. Time and resources must be
provided by management for the development, initial and ongoing testing and
ongoing maintenance of the plan. Unless management commitment is displayed,
the whole organization is involved and the plan development project is given a
high priority, the project is likely to fail.

Disaster contingency plans in the past have generally addressed only computer-
related disasters. However, this is too narrow a focus and all of the related activities
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must be addressed to ensure business continuity, including manual records and
information.

Effective risk management and BCP drivers

It must also be decided how large an event the plan is to handle. If the organization
is in an area where a regional disaster is likely, for example Southern California,
which is subject to earthquakes, or central London, subject to terrorist activities,
the plan should incorporate procedures to cope with loss of utilities and other
outside services. If the organization is in an area where regional disasters are
unlikely, the organization may choose to limit the plan to facility-related disaster
planning. When a disaster is limited to a facility, help may be available from suppli-
ers, authorities and the community.

The scope of the business recovery plan within the organization must also be
determined. This will depend on the structure of the organization, such as a mul-
tiple or a single facility. The most important aspects of a successful approach to
business continuity planning are paying attention to detail and addressing small
sections at a time.

Objectives of a BCP strategy

The overall objectives of a business continuity project are as follows:

® Establish a framework for evaluating business processes that allows a focused
approach to develop a business continuity plan through a well-structured and
comprehensive methodology

® Develop a pragmatic, cost-effective and operable recovery plan that enables
an organization to complete the critical business processes in the event of a
major disruption to its business operations

® Minimize the impact of a disaster on an organization

® Have an effective recovery plan that is a relatively inexpensive form of insur-
ance and a necessary cost of doing business for prudent organizations in
today’s environment

® Ensure effective risk management and the drivers of BCP: shareholder value,
risk, reward and control.

Increasing shareholder value emerged as the key corporate requirement in a study
among the Financial Times top 500 companies, commissioned by Price Water-
house and carried out by the Harris Research Centre.
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What is a BCP strategy?

Opportunities to enhance shareholder value exist in almost all companies. New
tools and methodologies are now available to identify where these opportunities
are and how they can be used to achieve sustainable increases in shareholder
value. For instance, market analysts and institutional investors are increasingly
adopting cashflow valuation approaches in making key investment decisions.

There are two sorts of mistakes a company can make: to destroy value by bad
decisions and to miss the opportunity to create value by not making good deci-
sions. While internal control is often better at preventing crisis than in guarantee-
ing long-run good performance, a balance of driving value and mitigating risks can
satisfy shareholders.

Risk and reward

Shareholders understand value - that is, reward. Do they understand risk? Mr Paul
Barrett, the Executive Director of the Business Council of Australia, wrote in the
July 1995 Business Council Bulletin in his paper on corporate governance:

As shareholders and lenders we entrust our capital to companies and their boards
because we seek a higher return than we could achieve from a ‘risk free’ investment
in Commonwealth securities.

This principle has not changed over the years. However, since then we have seen
the Combined Code in the UK (a requirement for listing on the London Stock
Exchange), Sarbanes-Oxley legislation in the United States and Basel II require-
ments for risk management in banking and finance. All these require careful evalu-
ation of risk. The guiding principle implies that we expect boards and management
to demonstrate entrepreneurship and dynamism, that is, to take risks. But what
we also expect is that the risks will be well considered and well managed and
that the risk profile of the enterprise will be widely understood.

There is clearly a much greater awareness today of the need to manage both
the drivers of risk and the drivers of value.

Risk and control

In the past 20 years the global corporate landscape has been littered with the
debris of risks that have gone awry: defaulted real estate loans; unsafe work prac-
tices; environmental disasters; failed contracts; millions of dollars of losses from
imprudent investments in derivative exotica; Parmalat, WorldCom and Enron; the
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dot.com bubble; and incidents such as the loss of power to the city of Auckland.
The pendulum appears to be swinging towards more control. How much is
enough? Too much control will restrict an enterprise; conversely, without appro-
priate business controls, an organization may be exposed with devastating
results.

Paul Barrett also stated:

The worst possible outcome from the current focus on corporate governance would
be if boards and management were to become risk averse.

The need for a structured business risk
management process

Complementing the management of shareholder value is the management of risk.
Risk management has become a widely used term for a common sense approach
to the decision-making process concerning resources to avoid ‘intolerable’ out-
comes. It depends on an assessment of risks and their associated probabilities,
which in turn depends on experience, knowledge, value judgements, intuition
and attitude to risk.

Risk management is now understood to encompass much more than just insur-
ance. In wider terms, it translates a judgement on whether costs incurred by
additional management controls are worth the avoidance of potential losses and
costs. In the past risk management has been undertaken on a project basis.
However, the combined effect of organizational, commercial and legislative
changes means that this approach may no longer be adequate. Moreover, what is
adequate to address the risks faced by the business today may not be so
tomorrow.

For most organizations the need for a coordinated risk management capability
has only become apparent in the past few years, and the techniques to manage
this change are still in their infancy. Successful organizations recognize the impor-
tance of developing a coordinated risk management programme and acknowledge
that risks occur and must be addressed.

Managing the exposures

A research report prepared by PricewaterhouseCoopers for the American Institute
of Internal Auditors Research Foundation, titled Improving Audit Committee Per-
Jformances: What Works Best, provides a useful summary of the source of risks:

Business risks occur because of the volatile environments in which businesses
operate and the nature of their operations.
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Risks are diverse and arise from both external and internal sources. The research
report cites external risks as including ‘such matters as the state of the economy,
or of the company’s industry, and the legal and regulatory environment’. Internal
risks include ‘such factors as the nature of the company’s operations and products,
the control environment within the company (tone at the top), the adequacy of
control systems, the financial strength or weakness of the company, the quality
of the organization’s accounting policies and procedures, and the quality of
management’.

The multitude of risk areas where active risk management is necessary is illus-
trated in Figure 2.1.

The challenge is to control risk within acceptable limits without constraining
operational effectiveness, business development opportunities or entrepreneurial
spirit.

Information
Technology

Quality
Assurance

Managing
Change

Managing Risk to
Enhance Value

Personnel &
Labour

Relations A
Asset
Management

Figure 2.1—Areas where active risk management is necessary

Operations

Reputation

Fiscal
Control
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What is management control?

The elements of management control are as follows. The control environment
provides an atmosphere in which people conduct their activities and carry out
their control responsibilities. IT serves as the foundation for the other compo-
nents. Within this environment, management assesses risks to the achievement of
specified objectives. Control activities are implemented to help ensure that man-
agement directives to address the risks are carried out. Meanwhile, relevant infor-
mation is captured and communicated throughout the organization. The entire
process is monitored and modified as conditions warrant.

Management control is thus the process of establishing controls to mitigate
business risks.

The key elements of risk management comprise:

® The attitudes and attributes of the board or CEO (the ‘tone at the top’), which
establish the overall risk appetite and the risk control environment

® Analysis of external and internal risks, which potentially affect the achieve-
ment of objectives

® The controls established throughout an organization to mitigate risk

® The monitoring process, both in respect of the controls and the control system
itself, which ensures that the system remains effective and dynamic.

These are demonstrated in Figure 2.2, which integrates risk management into the
overall management process.

Classification of risk

Risk management has moved up the corporate management agenda. A growing
multiplicity of business risks pushes multinationals to find more comprehensive
approaches to managing them.

But what is business risk? Risk is a matter of perspective. Finance and opera-
tional managers, institutional and speculative investors, all see risk differently. It
can mean any impediment, inside or outside the organization, to meeting business
objectives. One report concludes: ‘Business risk arises as much from the likelihood
that something good won’t happen as it does from the threat that something bad
will happen.”

The population of risks that an organization is exposed to can be divided into five
core groups (Figure 2.3). These can be used as a starting point and over the course
of the risk management measurement process should be further developed.

2 CFO-Architect of the Corporation’s Future, Price Waterhouse Financial and Cost Manage-
ment Team, Wiley, 1997.
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Figure 2.2—Risk management key roles and components

Strategic: the risk of plans failing or succeeding

Financial: the risk of financial controls failing or succeeding
Operational: the risk of human error or achievement

Commercial: the risk of relationships failing or succeeding

Technical: the risk of physical assets failing/being damaged or enhanced.

Risk groups are not mutually exclusive. For example, human factors - prime
drivers of operational risks - are significant in many strategic and financial risks.
Also, companies carry their histories with them: a business may have accumulated
liabilities or assets, bad or good practices, weak or strong relationships. Consider
how past risks influence current exposures - and how risks of all types affect
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( Strategic \

Risks of plans failing:

¢ poor marketing strategy

* poor acquisitions strategy

¢ changes in consumer
behaviour

¢ political/regulatory change

FinancialA\—

Risks of financial
controls failing:

e treasury risks

* lack of counterparty/credit
assessment  —

¢ sophisticated fraud

* systems failure

e poor stock/receivables
reconciliation

( .
Operational
Risks of human error
or omission:

¢ design mistakes

¢ unsafe behaviour

* employee practices risks
e sabotage

Commercial

Risks of business
interruption:

* loss of a key executive

* supplier failure —
* lack of legal compliance

Technical

Risks of physical
assets failing or being
damaged:

* equipment breakdown

e infrastructure failure

o fire

e explosion

e pollution

¢ drought and other natural
perils

Figure 2.3—Five core groups of risk
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strategic direction and, ultimately, the company’s ability to generate shareholder
value in the future.

Until recently, companies managed risks largely in terms of possible solutions.
An insurable risk might be the insurance manager’s responsibility. If a risk seemed
a financial control matter, the treasurer might deal with it. Risks touching on
consumer relations might be managed as part of sales and marketing.

Today, functionally segregating risk management seems dated. The CFOs and
other senior executives of many multinationals are learning to take a more inte-
grated view of business risks and business risk management.

Management response to the risk profile

Management action will need to be taken to reduce the risk levels where they
have been deemed unacceptably high, or alternatively to remove constraints
where they are preventing the department from pursuing opportunities. Manage-
ment responses need to be developed to improve the current processes and close
the gap between the risk profile and the company’s ‘appetite for risk’. This action
will be formulated into a risk management response in a framework, which
ensures a disciplined approach to the future management of the risk as outlined
below.
Embedded in the framework are some key issues as follows:

Policy

® A policy statement, authorized at an appropriate level, should codify the
company’s attitude to a particular risk.

® This policy statement should also prescribe the objectives of the company’s
risk response.

Accountability

® Individual accountability for the management of the risk should be clearly
established.

® The nominated person should have the appropriate technical expertise and
authority to effectively manage the risk.

Current business process

® A description of the management processes that are currently employed to
manage the risk.
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Future actions

® Recommended business processes that are to be implemented or refined to
reduce the residual risk to an acceptable level.
® Responsibility and milestones are assigned.

Performance measures

® Key measures used by management to enable them to assess and monitor the
effectiveness of the risk.

® The measures may be proactive or reactive. Proactive measures are best, as
they tend to monitor risk preventive actions rather than risk detective
actions.

Independent expert

® If appropriate, a suitably qualified independent expert (internal or external)
assesses the adequacy of the risk response.
® The frequency of the review will depend upon the nature of the risk.

Contingency plan

® If appropriate, develop plans to manage or mitigate a major loss following the
occurrence of an event.

BCP strategies for managing risk
The BCP process is as important as the plan itself

The process of building a business case for implementing business recovery plans
is critical to the success of the process. The soundness of the business impact
analysis methodology is characterized and supported by the following critical
components:

® BIA business case - The business impact analysis or risk assessment pro-
cesses are critical in building the business case to progress to future stages.
Without a rigid methodology to gather the data to assess the risk environment,
it may be difficult to get commitment to proceed.



38 What is a business continuity planning strategy?

Management support - In the absence of management support for recovery
planning, the project may stall, or at worst not even get off the ground. Owner-
ship of the BCP process should rest with the senior executive levels of the
organization and not in the domain of individuals whose main aim in life is an
expansion of their empire. It is not a project for project’s sake.
Enterprise-wide versus IT - Be clear on the scope of the project. The con-
tinuity of business operations may be reliant on a range of dependencies, not
just IT: e.g. manufacturing plant and equipment, key suppliers, personnel, vital
records, operational systems.

Be realistic — risk versus cost - Management may be prepared to accept
certain levels of risk. The business case should be conscious of this and build
a business case to progress to further stages based on a risk of occurrence
versus cost of implementation of selected strategies.

The soundness of the financial impacts - Data gathered during the BIA in
the event of a loss or outage of business functionality can bring your business
case undone. It is critical that user management provide written agreement
and sign-off to the financial impact data they have provided, e.g. the impact
on the business from revenue deferral after a disaster, as opposed to lost
revenue, is significantly less. Be sure of the facts.

Formal sign-off and agreement to findings from the BIA provides support
from the business to the process. The business must own the process and
recommendations. It must not be seen as a ‘consultant-inspired’ exercise.
Internal audit involvement provides an independent assessment. An
often-quoted description of an auditor is: ‘An auditor is the person who comes
in after the war is over and bayonets the wounded.” However, contrary to the
myth, internal audit can be an ally in raising business continuity planning to
the level of importance required within the organization. Often the internal
audit department will have significant influence with management through
regular reporting and meetings at board of director and audit committee
level.

Adherence to legislative and compliance requirements

Is your organization adhering to the myriad of legislation or compliance, which
requires your board of directors and management to identify and address the risks
they face? Legal and compliance requirements are becoming too numerous to
quote. Many are referred to elsewhere in this book.

If a disaster is going to happen it will more than likely occur at the worst pos-

sible time for an organization. Two classic Australian examples include:

® Victorian TAB (TabCorp) system crash on Melbourne Cup day 1996. ‘The

system crashed when the volume of transactions generated by cup bets,
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peaking at 300 a second, exposed faults in the disk logging. . .. As a result,
TabCorp’s earnings were down about A$2 million from 1995’ (MIS February
1997).

® ‘A major disaster with the Australian Stock Exchange’s SEATS computer trading
system dampened the financial euphoria over the Coalition victory and over-
shadowed a strong rally on the bond market. The share market failed to trade
at 10.00 a.m. and was down for two-and-half hours due to the breakdown in
the electronic trading system’® Macquarie Equities managing director . . . said
the meltdown would cost his company thousands of dollars because of settle-
ment problems.”

In developing a scenario around which an organization’s business impact analysis
and risk assessment will be performed, it is important to consider a range of sce-
narios. These should include incidents as well as a worst-case event. This will
provide management with the basis upon which to assess the risks and the likely
impacts should an incident or disaster occur.

The plan should reflect the changing business environment

If the plan is not up to date and does not reflect the current business environment
then you might as well not have a plan. The plan should allow for changes in the
business environment, and procedures should be in place to ensure it is updated
in a timely manner.

Responsibility for ensuring the plan is up to date should be assigned. This should
include:

® Issuing updated versions of the plan

® Maintaining a record of who has copies and for retrieving outdated versions

® Implementing mechanisms to facilitate maintenance of the plan whenever the
business environment changes.

The contingency plan must be updated regularly in order to reduce the risks
associated with disruptions. The contingency plan should contain sufficient update
procedures to ensure that any changes to the organization or its information
systems environment are accurately and promptly reflected in the plan. Specifi-
cally, mechanisms should be in place for:

® Changes of personnel - particularly changes to management, user and informa-
tion systems personnel

> Sydney Morning Herald, 5 March 1996.
* Australian Financial Review, 5 March 1996.
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® Systems changes - including changes to hardware, software, telecommunica-
tions equipment and security requirements

® Consider including business continuity in all due diligence assignments

® Key support services - are they still available?

® Has the business been involved in mergers, acquisitions, divestments that may
impact the plan?

® Have new processes and operations commenced or some ceased? Have cus-
tomer commitments and supplier relationships changed?

Adequacy of insurance coverage

Does your organization have adequate business interruption insurance and if so
does it:

Incorporate adequate indemnity periods?

Allow for future business growth (or shrinkage)?

Consider the nature of the disaster on all business components?
Consider the contractual arrangements with customers and suppliers?
Provide for loss of physical access to the business?

Statistics vary on uninsured losses, but figures have been published varying from
90 to 30% of total loss following a disaster not being covered by insurance.

Document management and control

Procedures should be established to ensure all changes that affect the operation
of critical and necessary business processes are communicated for inclusion in
the plan document. The steps involved in maintaining the plan should be docu-
mented, including any approval and logging procedures required.

To keep the information in the plan current, it will be necessary to continually
incorporate alterations into the plan. It may be best to schedule regular updates
to the distributed copies of the plan while having an on-site and off-site copy (both
in hard and soft copy form) that incorporates all changes as they are made.

Once any alteration is made to the plan, those involved in that aspect of the
plan must be notified and all copies must be updated and distributed. Any old
procedures must be destroyed to ensure there is no confusion.

The key components in ensuring an up-to-date and controlled document are:

® Identify triggers for planned and unplanned maintenance, e.g. new business
processes or acquisitions, personnel changes, new technology, etc.
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Prepare procedures for notification from critical departments in the event of
changes in their business processes

Prepare a schedule for regular review of the plan. This may encompass a re-
evaluation of the risks and threats to the organization, random samples of
adherence to procedures, etc.

Document procedures for incorporating new business processes into the
plan

Prepare procedures to incorporate alterations into the plan. This must be per-
formed in a structured fashion and all copies should be version and number
controlled

Determine a distribution list for the plan. Plans should be issued with an iden-
tifying code to ensure all copies have been updated and distributed. Prepare
procedures for distribution of plan alterations to ensure all appropriate sec-
tions are replaced and distributed

Prepare procedures to ensure that the plan is independently reviewed on a
regular basis. This can be conducted by auditors and/or senior management
to ensure the plan is relevant and accurate.

Identify and evaluate all threats

There are many threats which can disrupt an organization’s business operations.
The identification and evaluation of threats is necessary to prepare prevention and
recovery procedures. Threat identification also provides a number of other advan-

tages. It:

® Identifies where preventive measures are required

® Highlights previously unnoticed susceptibility that needs to be addressed by
plans and procedures

® Can increase the awareness of staff to threats and evidence of those threats
becoming problems

® Can also provide a stronger sense of purpose in staff related to the preparation
of the continuity plan as they realize the importance of such a project

® Can highlight interdependencies between departments and result in better
interdepartment cooperation to protect shared vulnerabilities

® Identifies where cost sharing is possible for threat prevention systems.

Threats can be categorized under the following headings:

Water

Fire

Service failure

Mechanical breakdown or software failure
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Accidental or deliberate damage to property and assets
Personnel problems

Supply chain failure

Environmental/facility-wide damage

Wide area disaster (e.g. flood, earthquake, hurricane, tsunami).

A common threat to an organization’s information system’s assets may come from
inadequate protection of company data and information. The risks associated with
unauthorized activity of this nature and the potential impacts are often not con-
sidered in the development of recovery plans.

The business impact analysis/risk assessment phase provides an excellent
opportunity for an organization also to evaluate its logical security environment.
The loss, destruction and/or disclosure of company data and information may have
far more significant consequences and should be included for consideration in the
continuity process.

Recurring themes from major disasters

Key lessons learned from recovery attempts during recent disasters demonstrate
the importance of the human element in continuity planning. Other lessons ‘relate
to the absolute necessity of realistic testing of recovery plans, the need for clearly
articulated communication links, and the need for explicit knowledge of environ-
mental dependencies. Each of these was a recurring theme among the experience
of several South Florida organizations during Hurricane Andrew.”> The four recur-
ring themes they identified were:

Recurring themes in Hurricane Andrew disaster recovery

1. Human element:

® Establish payroll policies for period of disruption

® Establish policies to assist employees’ families

® Plan to proceed with recovery efforts without some personnel as a
result of personal losses experienced by employees

® Plan to locate key personnel before, during, and after disruption

2. Testing:

® Must be realistic
® Must be recurring/ongoing

> Information Systems Audit & Control Association Journal, 1, 1994.
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® Must acknowledge all dependencies on external support or environ-
mental constraints which might be affected by widespread disaster

3. Communications:

® Access to public service announcements as a means of communication
may not be feasible

® Reliance on radio broadcasts may be dependent on existence of radio
towers

® Plan structure for communications - pre-numbered memos and dated
voice mail

® Do not rely on cellular phones - land lines were more stable during
Hurricane Andrew

4. External dependencies:

® Consider possibility of limited access to assets and business due to road
and/or waterway damage/blockage

® Reciprocal agreements should consider the likelihood of shared loss
experiences among participants

® Set realistic expectations of access to common carriers for transport of
key personnel and data

® Do not rely on delivery of services such as water, sewerage, power and
gas or on availability of fuels.

Training is not the same as testing

This is often the most overlooked component of business continuity planning.
Much effort is put into developing, testing and maintaining the plan but often
personnel are not adequately trained in all aspects of plan activation.

Significant business disruption can be caused by overreaction to an alarm. Staff
should be appropriately trained to recognize and discern between incidents and
disasters, enabling them to make rational decisions. It is not unfeasible to imagine
a diligent employee triggering the fire suppression system, after an alert, resulting
in the dumping of litres of water over critical IT components. Appropriate training
would, however, enable the employee to identify the real urgency of the situation
and therefore make rational decisions regarding alternative actions to be taken.
An incident of this nature recently occurred in Australia, resulting in an A$90
million ambit insurance claim for damages, business interruption and so on.

Fail-safe systems are a myth

In most cases (perhaps with the exception of defence systems) there are no
regulations on how computer software systems should be specified, developed,
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implemented and controlled - even though lives and economies increasingly
depend upon them. Consider the following:®

® The pilots of a Boeing 747 began their descent into Seattle Tacoma airport on
11 August 1995. Checking their instruments, they notified the control tower
of their position. Then . . . nothing. A computer software failure knocked out
the radio communications facilities of US air traffic control across an area of
more than 500 000 square kilometres, leaving all commercial aircraft above
Washington State . . . flying in complete isolation for more than a minute.
Those who could not contact a military air base fell back on ‘visual systems’ -
i.e. looking out of the window to see if any other planes were about. The
software in this incident was part of a state-of-the-art system, just two months
old, which cost US$1.4 billion.

® During the filming of Babe in the Southern Highlands of New South Wales,
the animatronic pig, which was being operated by radio in the middle of the
field, suddenly began behaving strangely, its legs kicking and jerking. Next day
the Bowral police arrived. Every time the pig was operated, police radios were
blacked out in an area of 120 square kilometres.

® At Melbourne’s Tullamarine Airport, police thought a professional hacker must
have been blocking pilot communication channels. When they identified the
source of the interference it turned out to be an ordinary VCR in a home
beneath the flight path.

® Although other engineers - mechanical, electrical, civil - operate under much
more onerous regulatory constraints, anyone can develop a computer system
regardless of experience, competence or resources.

How much of our lives is dependent upon computer systems? Consider:

Nuclear power plants

Air traffic control

Traffic light grids

Rail networks

Freeway fog and speed limit signs
Hospital drug administration
Patient monitoring

Braking systems on some cars
Weather forecasting

Stock exchanges.

Have you included business continuity planning as a mandatory phase of your
organization’s project or new product lifecycle? If not, then you should.

¢ Sydney Morning Herald, 18 May 1996.
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Conclusion

Effective contingency planning requires the commitment of significant financial
and human resources for situations that may never even occur. Nevertheless,
prudent management recognizes that preparatory measures can make the differ-
ence between business survival and business failure.






A crisis management
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Dr Robert Heath is an internationally respected counselling, organizational and mana-
gerial psychologist. Australian born, he is Managing Director of Crisis Corp Ltd based
in London.

Crises: background

Crises are many and varied: to cite just a few potential crises:

Workplace violence

Danger to life, health or safety
Kidnap/hostage

Terrorist action

Fraud/financial malpractice

Product tampering/recall

Extortion

Ethics issues

CEO succession

Racism/sexism litigation

Takeovers

Email abuse

Loss of communications or technology
Evidence of lack of corporate governance
Compliance failure

Inappropriate published remarks by senior executives.

Any of these may lead to adverse publicity, which, in itself, may be a crisis.
Lessons from those involved in crises and crisis planners indicate that many
organizations need to improve in the following areas:

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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Internal awareness

Communications

Exercises and training

Vulnerability/risk analysis

Information technology resilience and disaster recovery
Planning

Business continuity.

Given this background, we need to clearly understand the current concepts
involved in business continuity management and crisis management.

Business continuity management (BCM) has a number of equivalent titles - the
key ones being business recovery management, business recovery planning and
business continuity planning. The names suggest the central concern: planning to
recover from a disruption to the normal function of an organization. Conse-
quently, conventional BCM processes involve reacting to the consequences of a
given situation. This reaction can include a range of approaches from seamless
recovery (developing ways in which processes, information systems and facilities
may be recovered with imperceptible disruption) through to rebuilding (planning
for detailed reconstruction activities that may take months or years to complete).
Traditional BCM emerged from information technology concerns regarding fail-
ures in computer and information management systems. As a result, the focus of
attention was firmly placed on:

® Reacting to failure or loss of system or operational capability

® Physical and tangible events

® Returning any disruption or failure or loss to a normal function as soon as
possible.

This conventional approach involved undertaking risk and impact analysis, devel-
oping reactive recovery strategies and training staff to implement these strategies
when needed.

Traditionally, crisis management (CM) also involved reacting to a critical situa-
tion. In conventional crisis management, this reaction placed most attention on
responding to the stimulus event (onset management) and dealing with the
impacts on people and resources inflicted by that stimulus event (impact manage-
ment). Many of these early approaches placed some emphasis on pre-crisis plan-
ning and post-crisis recovery management, with an even smaller emphasis on any
form of reducing exposure to crisis situations. CM emerged from general situation
management requirements - mainly drawn from military applications (battlefield
and campaign management) and community disaster responses from paramilitary
organizations (police, fire fighting and paramedic). Consequently, traditional crisis
management involved:

® Response (onset and impact) management of the crisis situation as the crisis
unfolds
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® Tangible and intangible situations
® Recovering an organization to pre-event levels of functioning.

This conventional approach involved undertaking risk and impact analysis, devel-
oping reactive response and recovery strategies, and training staff to implement
these strategies when needed.

This evolution of BCM and CM shows two clear differences. These were:

1. Where BCM primarily waited until the situation consequences were known,
CM was involved in dealing with the situation as it emerged (response
management).

2. Where BCM had a specific focus on planning for, and managing, recovery
from tangible and physical disruption, CM had a broader design that included
response and recovery management.

As these points indicate, BCM fits under the umbrella of CM activities as the
important component called recovery management.

Links between BCM and CM are more complex than this look at their traditional
and conventional forms suggests. Both approaches now involve more detailed
attention to searching for sources of risk, threat and hazard (and the consequent
impacts on an organization) and greater emphasis on risk management and orga-
nizational resilience. Both approaches accept the need for greater pre-disruption
management and preparation or readiness. Many BCM practitioners have realized
that the conventional BCM approach does not cover less physical situations such
as action by pressure groups, assaults on an organization’s image and reputation,
or the effects of ‘white collar’ crime.

CM practitioners now place greater emphasis on the areas of crisis reduction,
improving preparedness and on recovery management. In this sense, BCM still fits
under the broad umbrella of CM activities. Moreover, CM more easily addresses
the different skill demands made by the less tangible situations to which organiza-
tions and their management may be exposed. Contemporary CM is likely to adopt
an even-handed approach to pre-crisis, crisis and post-crisis management in what
can be seen as an RRRR (or four R) action approach:

Reduction
Readiness
Response

Recovery.

As a result, CM seeks to eliminate, modify, or reduce exposure to crisis situations
as much as developing response management and recovery management plans.
Within most CM approaches, however, is an understanding that three transition
points exist in the CM domain. At each of these three points, the personnel (and
even overall management) may transfer from one set of people to another. The
three transition points are:
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1. From pre-crisis to crisis management
2. From crisis onset to crisis impact management
3. From crisis impact management to recovery management.

In pre-crisis management, CM activities are focused on prevention and prepared-
ness activities. Consequently, many people involved are engineers and other spe-
cialists, planners, project managers and trainers. While many respondents may
assist in planning and participate in training, the activities involved differ from
those activities required to deal with an actual crisis.

Within crisis response management there may exist two different clusters of
management activities. The first cluster of activities involves confronting the
emerging crisis situation in an effort to resolve the crisis before any significant
damage arises. The second cluster involves dealing with the impacts of the crisis
on the organization and people, so that the damage sustained is minimized.

The third transition point involves transferring emphasis from dealing with the
crisis and crisis impacts to recovering from those impacts. In most cases, this
transition involves very different skills, personnel and management.

Two examples can illustrate these transitions. First, take a passenger aircraft.
Those undertaking pre-flight safety inspections of the aircraft and training of
aircrew in dealing with in-flight situations are unlikely to be involved in managing
such a situation. When a crisis situation arises, the flight and cabin crews (along
with air traffic controllers in some circumstances) try to regain control over the
aircraft in order to avoid significant damage (a crash). When an aircraft does crash,
these onset response personnel are unlikely to be involved in dealing with the
impacts of that situation, as fire fighters, police, paramedics and associated
response personnel manage the site. Once the fires are out, victims are dealt with
and the site is made safe, a different set of people take over. Air crash investigators
and clean-up personnel examine and remove the debris, and reconstruction crews
move in to restore the site.

Second, in most business settings those responsible for establishing response
and recovery plans and for providing the training involved in being ready for crisis
situations may not be those who have to undertake the response or recovery tasks.
When a critical situation emerges, those trying to resolve or contain the situation
before significant damage occurs are likely to be a different set of people to those
handling the impact damage. In tangible situations, this may mean on-site organiza-
tion personnel give way to off-site professional personnel from police, fire fighting
and paramedic organizations. In intangible situations on-site personnel may try to
contain the crisis until more specialized troubleshooters arrive and take over. In
tangible situations, the impact-managing professionals are likely to depart once
they believe the site is safe for others to enter. Here, those recovering the site,
facilities and personnel for the resident organization are likely to be different from
those responding to the situation itself. In intangible situations, the specialized
respondents are likely to hand over to other specialized recovery personnel who
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try to rebuild the intellectual and perceptual (or image) components that were
damaged during the crisis.

Effectively, BCM still fits under the CM umbrella. This is especially true for most
businesses moving from a BCM approach into a broader contingency management
or CM strategy. Given that recovery management usually involves different skills
and personnel, BCM activities can be linked to the broader CM design while retain-
ing some independence. Such linked independence can contribute four advan-
tages. These advantages are:

1. Greater ease in dealing with tangible and intangible situations. Intangible situ-
ations can be handled by CM-sourced teams, allowing BCM teams to remain
focused on their more tangible concerns.

2. The response management component of the CM approach is able to handle
non-recovery activities and is able to alert the BCM team on the need to stand
by. Moreover, the CM team can provide information to the BCM team on what
is happening and thus on what may need to be recovered.

3. The use of CM and BCM approaches means that both operations can activate
at the same time. While the crisis response personnel are dealing with the
emerging situation and the impacts arising from that situation, BCM personnel
can alert service providers to possible need, call in specialized personnel
(from insurance loss adjusters to engineers), and even transfer the operations
of the organization to a pre-selected recovery site. This saves wasted time and
loss of business function.

4. The CM structure can coordinate and support the various pre-crisis, response
and BCM teams so that transitions between these activities are smooth and
resources are efficiently managed. By providing ‘host’ support when BCM is
needed, the CM management can remove obstructions and delays that may
arise when BCM activities interact with non-BCM activities within an
organization.

As a consequence, BCM and CM efforts can be complementary.

Most BCM activities are triggered by some crisis situation. As CM activities
involve dealing with the crisis before recovery management becomes involved, a
clearer picture of what constitutes a crisis and what is involved in CM helps delin-
eate the similarities, differences and links between BCM and CM.

So what is a crisis?

Crisis situations appear to happen suddenly. Four key elements indicate the pres-
ence of a crisis situation. These four elements are:
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Missing or uncertain (unreliable) information

Little time in which to act (or respond)

A threat to people or resources valuable to people

The resources required to resolve the situation exceed the available
resources.

These four factors illustrate the difference between problem situations, critical
problem situations and crisis situations. A problem may have missing or uncertain
information, and may have a specified period of time in which the problem has
to be solved. A critical problem has missing or uncertain information, appears to
have very limited time in which to solve the problem and poses a threat to people
or to resources valuable to people. A critical problem can appear to be a crisis to
those involved in managing the situation. A real crisis situation, however, has a
fourth factor added - the situation seems likely to overwhelm those involved. Put
specifically, a crisis is a critical problem that has a demand for resources that
exceeds the resources available.

This sense of information uncertainty, very limited time, threat and of being
seemingly overwhelmed can be seen in most definitions of what constitutes a
crisis situation and thus what is involved in crisis management. Note that most
definitions use different terminology to describe the same aspects - emergencies,
disasters or crises.

® TFoster (1980, p. 217) finds that ‘emergencies are characterized by four distin-
guishing features, an urgent need for rapid decisions, accompanied by acute
shortages of the necessary trained personnel, materials and time to carry them
out effectively’. As a working definition of a crisis, the ideas of ‘an urgent need
for decisions’, ‘acute shortages of personnel’, ‘acute shortages of material’ and
‘acute shortages of time’ point to fundamental aspects of a crisis situation.

® Rosenthal and Pijnenburg (1991, p. 3) outline a broader concept of crisis
wherein ‘the concept of crisis relates to situations featuring severe threat,
uncertainty and sense of urgency’. Crises can be threatening situations that
stress urgency in response and which are uncertain in the nature and impact
of the crisis.

® Barton (1993, p. 2) finds a crisis to be ‘a major, unpredictable event that has
potentially negative results. The event and its aftermath may significantly
damage an organization and its employees, products, services, financial condi-
tion and reputation.” In this statement, Barton points out that there can be
tangible and intangible effects from the impacts of a crisis situation.

A crisis can cause other crisis situations (or critical problems) to emerge. This
knock-on effect of a crisis situation is termed a ‘ripple effect’ because these crises
seem to fan outward like ripples after a stone is thrown into a pool of water.
Mitroff and Pearson (1993) note this ripple effect as a chain reaction that may be
caused by poor management of the original crisis situation.
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Crisis situations can cause ripple effects in organizations and communities. A
physical accident drains money from an organization, puts people out of work
and may cause further damage to the surrounding community system through loss
of resources or pollution. In Seveso (Italy, 1971), the accidental release of danger-
ous chemicals from a factory led to long-term pollution of surrounding farming
land and communities. This necessitated the relocation of those living in the area.
Similarly, the meltdown of the nuclear reactor at the Chernobyl nuclear power
station (USSR/Ukraine, 1986) made large areas of land uninhabitable through
radioactive fallout.

Some ripple effects may cause crisis situations larger than the initiating crisis.
In the first 10 months of 2000, there were 85 120 fires in the United States destroy-
ing 9 312 334 acres. The fires in Indonesia in 2003 and 2004 affected the air quality
in Kuala Lumpur, Malaysia and Singapore. Once wild fires ignited among commu-
nities in Oakland (California, 1982) or Victoria (Australia, 1989), crisis impact
management sought to prevent greater loss of resources and life until the fires
were brought under control. Once the fires were out, a crisis ripple effect emerged
- families disintegrated and communities found recovery difficult. In Oakland, half
the residents and businesses did not return to the community, which caused a
critical impact on the ability of Oakland to repair and recover its infrastructure
through its local taxes. In major community crisis situations such as fire, flood,
catastrophic windstorms (tornadoes and hurricanes) and earthquakes, just over
one in four small businesses (around 29%) will exist within two years (Stuart,
1993) following the disaster.

So what is involved in CM?

CM covers all aspects of what may precipitate a crisis situation through to recovery
from that situation. This means assessing, reducing and managing the risks, threats
and hazards that can promote crisis situations, as well as planning and preparing
to respond to - and recover from - crisis situations.

Effective CM means seeking to:

Mitigate or reduce the sources, size and impacts of a crisis situation

Improve crisis onset management

Improve crisis impact management when responding to a crisis

Enhance the recovery from a crisis situation through effective and rapid recov-
ery management action.

As a result, effective CM means acquiring skills and task management capabilities
across a number of dimensions - from dealing with processes and structures to
managing (and communicating with) people.
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In many ways, communication is a central and essential set of tasks for crisis
managers. Without reliable information exchange within the CM (and particularly
within the crisis response management processes) and effective image manage-
ment with stakeholders, media representatives and the outside public, CM activi-
ties are likely to fail and be seen to fail. Communication tasks include:

® Developing secured communications within the crisis situation

® Acquiring good communication skills - from developing and using patterned
communication protocols to dealing with emotionally upset outsiders

® Media management - including the Internet and websites

® Debriefing skills for gaining information from witnesses and respondents

® Image management.

Such tasks are covered in some form in books on crisis management. Crisis Man-
agement for Managers and Executives (Robert Heath, 1998, Pitman) has three
chapters entirely focused on these areas, along with other chapters presenting
information on effective communication of risks and warnings. Crisis in Organi-
zations: Managing and Communicating in the Heat of Chaos (Lawrence Barton,
1993, South-Western) presents a chapter on crisis communications along with a
number related issues throughout the book. Crisis Management. What to do
when the unthinkable happens (Michael Regester, 1989, Business Books) also
considers crisis communications, referring to the author’s experience in dealing
with some petrochemical crisis situations in the United Kingdom.
Crisis management involves five core activity clusters:

1. Crisis managers work to prevent crisis situations from arising and to mini-
mize crisis impacts.

2. Before crisis situations arise, crisis managers plan response and recovery
activities and rebearse organizational members in doing those activities
so that organizations and communities are prepared in some way to deal with
future crisis situations and crisis impacts.

3. When a crisis situation arises, crisis managers deal with the crisis onset in the
available time.

4. When the crisis threat or threats begin to affect the situation, crisis managers
deal with any crisis impacts. This may mean using different resources, per-
sonnel and management approaches from those used in dealing with the crisis
onset period.

5. After a crisis, crisis managers can be involved in managing recovery and res-
toration programmes. This may mean using different resources, personnel
and management approaches from those used in dealing with the crisis onset
and crisis impact periods.

Again note that the recovery core cluster may equally be managed by any existing
BCM arrangement. The key point is to link such efforts into the surrounding CM
structure so that both BCM and CM operate effectively and efficiently.
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Managing in crisis settings

Managing crisis situations generates feelings of pressure. These feelings of pres-
sure can be eased by using stimulus-response ‘breakers’ (called ‘stoppers’ in psy-
chology). One technique is the PBR (Pause-Breathe-Relax) method (Heath, 1994).
Managers need to find ways in which they can systematically get more time and
more information and to efficiently use resources. One way is CrisisThink (Heath,
1995) which involves mentally recycling three key questions while operating in
a crisis situation:

® How can I (or we) gain more time?
® How can I (or we) gain more information?
® How can I (or we) reduce the loss or cost of resources?

These questions help managers focus on the means to reduce the feelings of pres-
sure and resolve the crisis situation. The focus on preserving or reducing the costs
and losses in resources also helps in presenting a positive image.

Developing the CM team

Most people involved in crisis management have some ideas on building a crisis
management team. Key features usually include:

® A desire that the crisis manager is as senior as possible

® A need for the crisis manager to be able to manage the crisis

® The need for the team to have fixed membership so that the team’s roles are
known by all

® The need for the team to be flexible or adaptable because of the different
requirements of different crisis situations

® A need to centralize command and control structures

® A need to coordinate and delegate responsibility to different groups who often
have specialized knowledge and skills.

Unhappily, these features are often in conflict with each other. Seniority, for
example, does not necessarily mean ability to manage crises. Likewise, flexibility
and adaptability may be lost if the team membership is fixed (or the ‘wheel
has to be reinvented’ if team members have to be assigned roles each time a
crisis situation arises). Many managers with command and control backgrounds -
military, law enforcement, fire fighting, paramedic - can be weak coordinators
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and tend to command and control the response. In most community and business
organizations, management by command and control alone is likely to fail. Too
many independent and loosely structured groups are involved.

CM often demands quick and decisive action. Such action rarely occurs when
consensus and cooperative management are used. This is a core problem as fast
decision-making usually needs single decision-makers working in centralized struc-
tures. This suggests that a senior manager using a command and control structure
provides the best crisis management.

Most crisis situations, however, cannot be managed by a single person. Many
crisis situations need responses from different groups of specialists who are likely
to resent command and control from someone outside their group. These groups
are often more motivated when they provide input into the decisions that involve
their actions. This suggests that a crisis manager using decentralized and consulta-
tive decision-making and coordination will promote a more motivated effort and
thus provide the best crisis management.

In reality, crisis management needs highly motivated respondents operating in
a decision structure that uses both authoritarian and participative processes. Crisis
managers have to find a balance between speed of decision and involvement in
the decision by all involved. We can achieve this by using participative manage-
ment in the reduction and readiness stages of the RRRR CM model - the pre-crisis
components of crisis management. By involving response personnel in planning
and training for crisis management, the response and recovery activities become
coordinated clusters of pre-selected and agreed tasks that accept the direction and
support of command and control teams.

Crisis management and humans

Early crisis situations were either caused by people or by natural disasters within
the surrounding environment. Solutions to these crises were very simple until the
last two centuries. People fought other people or ran away and either fought
wild animals or ran away. Natural hazards such as quicksand and falling rock were
avoided. Fighting or fleeing were two basic human responses to sudden events
that we still display. These responses are called the fight or flight response. These
responses can reduce the effectiveness of CM and BCM activities, and may inca-
pacitate victims, bystanders and respondents within a crisis situation should such
actions lead to inappropriate behaviours.

Natural weather and geological disruptions (such as volcanic eruptions and
earthquakes) were seen as beyond human control and understanding, and thus
were caused by some ‘godlike’ beings. Volcanic activity, earthquakes, floods,
droughts and huge storms were seen as caused by some specific god who became
displeased with the humans in her or his domain. Crisis management actions were
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thus quite simple - placate the specific god with some form of ritual offering
(worship, gift giving and sacrifice of living animals or humans).

Many of us still react superstitiously to crisis situations. We feel guilty at having
survived or express beliefs about our sins catching up with us because of some
negative impact. Feelings of discomfort and guilt lead us to find ways to settle our
disquiet. Most crisis situations feel threatening, and often leave us feeling power-
less. The feelings of being powerless can often lead us to try to identify guilty
people so that we can blame them for exposing us to the feelings of threat, guilt
and being endangered.

People are core to crisis management and business recovery. Without people
(and their valued resources) there would be no crisis situations. Without staff,
shareholders, suppliers and customers there would be no exchanges of labour and
resources that generate business and wealth for organizations. We thus need to
look after people who are involved with our organizations. We call those involved
with an organization its stakeholders (as they each hold a ‘stake’ in that organiza-
tion). This term covers all of those people who have a direct or indirect investment
in an organization and may include customers, creditors, staff, suppliers, product
users, shareholders, owners and government regulatory agencies. Each of these
groupings needs careful management during response and recovery periods should
we wish to accomplish a positive and effective crisis management.

Crisis management can thus be seen as having four faces or ‘sides’. These sides
are:

® Managing the processes involved in developing and preparing for crisis
management

® Dealing with the crisis situation

® Looking after the stakeholders of an organization

® Managing the communication processes involved (particularly those with the
outside world through enquiries from the general public, media interactions
and the protection of community or business images).

On looking at these sides, a similar structure is apparent for BCM - manage the
BCM process, undertake actual BCM, look after the stakeholders and manage
appropriate communication and public relations programmes.

BCM and CM management

Good CM and BCM work toward removing any sources of crisis situations and
business disruption that can be eliminated, transformed or avoided. The remaining
sources are then managed in some way - regulation and careful containment
actions; developing plans for responding to an emerging situation and dealing with
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the impacts of that situation (crisis response management) and recovering from
the damage caused by that situation (business continuity or recovery manage-
ment). All of these elements can be efficiently managed under an organization-
wide CM approach. These plans are then regularly rehearsed and tested so that
those involved in a response or recovery activity gain the necessary skills and
understanding to be able to perform their task effectively and quickly. These
common areas of interest link the broad area of managing crisis situations with
the more specific skills and actions involved in recovering from crisis situations
that is the central goal of business continuity management.
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The case for multilateral continuity planning

For many years now the most progressive of organizations have been addressing
the need for business continuity planning (BCP). For the most part they have done
an adequate job of dealing with all the known issues and problems that could arise
from a disaster situation affecting their technologies or their organization as a
whole.

For many organizations their business continuity plans were based on a worse-
case scenario, meaning the loss or inaccessibility of their primary location for an
extended period of time. While this approach is fundamentally sound, it does not
go far enough. When executive management and stakeholders directed the imple-
mentation of a disaster recovery capability for the business, they did not expect
the planning process to stop midway through the exercise.

A few simple questions may bring some perspective to what is without question
one of the most important, yet commonly disregarded, issues in BCP:

® What happens if one of your key customers has a disaster? What is the impact
on you? What must or should you do to support their recovery efforts? What
can you do to ensure a minimal disruption to your organization?

® What happens if one of your major suppliers of product, raw materials or
information has a disaster? What is the impact on you? What must or should
you do to support their recovery efforts? What can you do to ensure a minimal
disruption to your organization?

® What happens if your outsourced contact centre, your web service provider
or your application service provider fails you?

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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® What happens if one of your business partners, distributors or resellers has a
disaster? What is the impact on you? What must or should you do to support
their recovery efforts? What can you do to ensure minimal disruption to your
organization?

® What is the impact on your customers, suppliers and business partners if you
have a disaster? What would you want them to do to support your recovery
efforts?

The answers to these questions are remarkably similar to those that were first used
to justify most business continuity planning, including:

Customers cannot take delivery of your products

Customers cannot pay invoices

Contracts could be postponed or terminated

Suppliers cannot deliver critical products and services

Sales projections cannot be achieved because business partners, distributors
or resellers cannot meet their commitments.

These are just a few of the reasons why continuity planning must go beyond the
corporate borders; why a full operational recovery capability will not exist until
the recovery issues surrounding key customers, primary suppliers and principal
partners have been addressed.

The need is growing . . .

The business community is not only internally dependent on technology, all
external communication is being performed electronically as well. This growing
level of technological interdependence further increases the bilateral and multi-
lateral affect of technology failure. In today’s business environment, the concept
of ‘just-in-time’ affects absolutely every one of us, not just the manufacturing
sector, who are normally associated with ‘just-in-time’ inventory management
techniques. In fact, the first and currently the largest application of ‘just-in-time’
principles is for the provision of information, a delay or absence of which could
be devastating.

In the name of ‘productivity’, ‘partnerships’, ‘cost sharing’, ‘outsourcing’ and
‘cooperation’, business-to-business integration has grown and will continue to
grow to meet these operationally and politically sponsored relationships. Interde-
pendence among organizations has in many situations ensured that when one has
a crisis, others who are not affected physically will suffer to the same extent or
more as the organization having the disaster.

We must not only view crisis management and business continuity planning
inwardly. We must be proactive and embrace multilateral continuity planning as
a mandatory component of crisis management. We must extend our planning
endeavours to our partners, suppliers and customers.

Obviously, you start by understanding the impact on your organization if one
of your key customers, primary suppliers or principal business partners has a
disaster and conversely what the impact could be on them if you have a disaster.
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A high-level understanding of this impact will probably determine the extent that
multilateral continuity planning (MCP) is required. Most of the impact (tangible
and intangible) will be relatively evident from discussions with senior and middle
management throughout the organization.

Once you have determined that there is sufficient concern to further your
investigations, consider a controlled and proven approach. Articulate your con-
cerns and the issues facing your organization to your customers, suppliers and
business partners. If they don’t share your concerns or if they have not effectively
addressed business continuity planning internally, you (or they) may just be out
of luck. In order to find solutions you must first have cooperation, understanding
and a willingness to participate. If you have been able to achieve this somewhat
daunting task, further identification of problem areas and impact is required. Dis-
cussions will result in multiple alternatives that all organizations must consider.
As is often the case, the final solutions may be totally dependent on cost. In fact,
they may be rejected based on cost or the perceived effort required on the part
of the participants. If no action is taken, you can at least know that an attempt
was made and that the company is fully aware of the consequences.

Contingencies, alternatives and interim solutions during a crisis will ultimately
impact all areas within your organization as well as vital operations within your
customers, suppliers and business partners. Consideration will need to be given
to a large number of operating functions in order to ensure coherence within all
affected organizations. These will include:

Extended payment terms

Direct assistance through MCP support teams

Interim or emergency policies, standards and guidelines
Interim line of credit support/receivables financing support
Collective bargaining unit emergency agreements
Alternative transaction processing methods

Alternative forms of communications to customers/end-users
Cooperative competitor programmes

Alternative sourcing of supplies/raw materials/finished goods
Alternative finished goods production/manufacturing
Standard inventory level adjustments

Alternative warehousing of materials and products

Shared cost on technology backup/recovery solutions
Mutual personnel support programmes.

MCP approach

Multilateral continuity planning can be a time-consuming and costly process
without a well-defined and orchestrated plan. The actual project steps and time
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required to complete the process will of course be dependent on the availability
of internal resources, the scope of the project to be defined by the participants
and the priority established within each organization.

The following steps are based on the CRPC methodology for multilateral conti-
nuity planning (MCP):

1. Conduct awareness presentation(s). The first step is to ensure company
management are aware of and appreciate the need for continuity planning
with customers, suppliers and business partners. Through a presentation,
the management team, representing all business units (functions), should
gain a sufficient level of understanding as to the need, objectives, approach,
benefits and deliverables of multilateral continuity plans. The primary objec-
tive is to receive approval to proceed with this critical project.

2. Establish an internal MCP project coordination team(s). An MCP
project coordination team will be required from the onset of the project. It
is necessary to determine who will be the project director; whether or not
there will be an external project facilitator and which business units will be
represented on the project team. While this is only a part-time role, it is
paramount that the representatives are relatively senior and very knowledge-
able in terms of their business unit’s operation.

The project director should be your senior BCP practitioner, crisis manager,
technology recovery planner or a business manager having significant knowl-
edge of all major operations within the company. If the project director does
not represent the information technology division of the company, a senior
IT person is to be appointed to the Project Coordination Team.

It may be necessary to establish an MCP project coordination team for
each of the three major impact groups, key customers, primary suppliers and
principal business partners. This will be dependent upon the size of your
organization and the probable number of external participants.

In addition, the overall MCP project coordination team will have a general
responsibility to address issues not covered by the three major groups,
including: interaction with regulatory bodies, environmental agencies and
government departments.

3. Conduct an internal MCP think tank. Multilateral continuity planning
is a relatively new discipline and as such may require explanation and
promotion within the organization. An ‘MCP think tank’ should be con-
ducted and include senior representation from all major business functions
having a direct interface with customers, suppliers and/or business partners.
The ‘MCP think tank’ would consider a number of the ‘what-if* disaster sce-
narios previously discussed. Through interactive discussions, the participants
would identify every major issue that must be addressed within multilateral
continuity planning. The process is based on an analysis of a disaster sce-
nario; concluding with identification and agreement as to the bilateral and
multilateral issues to be subsequently discussed with the respective external
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participants. This key step provides not only the identification of the orga-
nization’s main issues and concerns, but establishes a framework on which
to initiate similar discussions with suppliers, customers and business
partners.

This internal process is key to identifying all potential problems that could
arise from any one of the disaster scenarios. Representation is required from
all business functions in the discussion of each business area. Inter-relation-
ships between business functions will have a bearing on subsequent strategy
development.

4. Prepare an MCP strategy statement. Based on the conclusions established
through the internal MCP think tank, an MCP Strategy Statement should be
prepared identifying each potential problem area (for all disaster scenarios);
a strategy (or options) of how to address those problems caused by a disaster
within the organization; and a strategy (or options) of how to address prob-
lems created as a result of a disaster at a customer, supplier or business
partner location. As an example, if your organization has a crisis that prevents
processing of customer orders electronically, your choice would be to
process orders manually. However, the advanced systems of your customers
may not provide for one-off manual order processing. Alternatives would be
required. Additionally, your own internal systems may not be able to support
a manual transaction.

The MCP strategy statement, to be prepared by members of the MCP project
team, should consist of summary documentation only and consist of as many
workable options as can be determined. It is important to remember that the
alternatives or options devised by your MCP project team may not be accept-
able to your customers, suppliers or business partners, respectively.

5. Obtain MCP strategy approval. The MCP Strategy will be the basis for all
external discussions in order to complete the subsequent multilateral conti-
nuity plans. It is imperative that organizational management understand and
support the strategies and alternatives that will be presented to your custom-
ers, suppliers and business partners. A formal review and approval is required
of the MCP strategy statement prior to disclosure of proprietary information
external to the organization.

6. Prepare an MCP ‘participant discussion paper’. Although the MCP strat-
egy was developed to provide alternatives of business-to-business processes
in the aftermath of a crisis, the MCP strategy document itself would not
necessarily be provided to all or any external organizations. As an example,
it is reasonable that only those issues relating to supplier interaction would
be provided to your suppliers. As well, there may be unique alternatives that
will be made available to a specific supplier, while other, more general solu-
tions will be provided to the balance of the suppliers identified. This process
would also apply to customers and business partners.

Therefore, it will be necessary to prepare a ‘participant discussion paper’
for distribution to the respective organizations. The discussion paper should
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provide an overview of the need for multilateral continuity planning, your
suggestions as to how the issues should be addressed and your recommenda-
tions for collaboration on finding workable solutions.

The discussion paper would suggest conducting an MCP think tank, similar

to the internal think tank previously used to identify the potential problem
areas and resolutions (alternatives) available. These documents would be
presented to individual organizations where a private MCP think tank is
required or to a number of organizations where a collective MCP think tank
is appropriate.
Identify external participants. Careful consideration must be given to the
selection of customers, suppliers and business partners that will be asked to
participate in the multilateral continuity planning process. Every business
function within the organization is to be asked to identify external organiza-
tions that:

(@ would be detrimentally impacted should your organization experi-
ence a major crisis or disaster impacting its ability to carry on normal
operations (a worse-case scenario should be applied) or,

(i) would detrimentally impact your organization should they experi-
ence a major crisis or disaster impacting their ability to carry on
normal operations (a worse-case scenario should be applied).

A clear and precise analysis should be provided for each organization or
groups of organizations in terms of the impact considered. A standard list of
quantifiable and intangible impacts should be created and applied to the
analysis. Impacts will vary with each organization and should minimally
include:

(i) loss of sales/market share,

(i) inability to provide products or services,

(iii) significant effort required to alternative source supply,
(iv) detrimental impact to organization’s image/reputation,
(v) loss of customers to competition.

Conduct MCP think tanks for key customers, primary suppliers and
principal business partners. Multilateral continuity planning may be a
new discipline for many of your customers, suppliers and business partners.
As such, it will be necessary to conduct an MCP think tank with each group
or individual think tanks for specific organizations. The MCP think tanks
conducted at this stage are similar in approach, scope and objectives to the
internal MCP think tank conducted earlier.

The primary purpose of the MCP think tanks is to generate interest in
dealing with the joint issues of multilateral continuity planning. It is not likely
that every organization asked to participate will attend; nor is it likely that
every organization which attends will continue through the entire process.
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10.

11.

However, the majority of organizations will understand the issues and poten-
tial problems and support the need to address all joint concerns through
formal multilateral continuity planning.

Determine project participants. While each organization will determine
whether or not they will cooperate in subsequent multilateral continuity
planning activities, it is in your best interest to ensure those organizations
most important to your operations become active participants. Ensure that
you have pre-qualified those customers, suppliers and business partners who
will provide the greatest value to you through their participation. Unique
multilateral continuity plans may be required with specific external organiza-
tions, depending on the impact that would result from a disaster on your or
their operations.

Establish MCP project teams. Each of the participating customers, suppli-
ers and business partners needs to determine who, from their respective
organizations, will be their representative(s) on the MCP project teams to be
established. Understandably, there needs to be a limit established as to how
many representatives are assigned to the overall MCP project team.

In those unique situations where multilateral continuity planning will be
conducted exclusively with specific organizations, the number of partici-
pants may be inconsequential. However, where the MCP project team is to
be made up of many organizations (i.e. suppliers), a limit of one representa-
tive from each supplier is not unreasonable.

In theory, you should have no more than one MCP project team for each of
key customers, primary suppliers and your principal business partners. The
exceptions would be where your organization found it advisable to create an
MCP project team with a specific customer, supplier or business partner, or
where the number of organizations participating warrant multiple teams.
Conduct interdependency review. Although your organization has a com-
plete understanding as to the bilateral impact of a disaster, the other partici-
pants (your customers, suppliers and business partners) may not. It is
necessary for each of them to obtain a clear understanding of the impact of
a disaster from their perspective.

Using your internal think tank, strategy statement and participant discus-
sion paper as guidelines, provide a framework on which you suggest each
participant conducts their own internal impact assessment from all of the
disaster scenarios presented. Clearly, your suppliers would only be in receipt
of your analysis for suppliers: customers for customers, and so on. You are
not encouraging them to conduct a complete multilateral continuity plan-
ning project, such as yours, but rather to participate in your process, learning
from that experience and applying the new-found knowledge internally at a
later date.

Although their conclusions will differ from yours in terms of impact, there
should be a correlation between what problem areas must be addressed by
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12.

13.

14.

15.

both of your organizations. This step is necessary if their management are
expected to accept and adopt the recommendations made through the
overall Multilateral Continuity Planning process.

Conduct MCP resolutions workshops. Resolution workshops will provide
the informal and interactive process required effectively to analyse and deter-
mine which alternatives will be acceptable to all participants. In many cases,
it will only be a single organization or related group that decides, while in
other cases the ramification could be in multiple organizations therefore
requiring a collective decision. Each potential problem area must be dealt
with independently, alternative resolutions/options discussed and selection
made of the most effective and acceptable solution to all participants.

It is likely that separate workshops will be conducted with customers,
suppliers and business partners. Rarely will they have the same issues as the
other groups. Further, it may be necessary to conduct private workshops
with specific organizations due to the unique relationships that exist.

The project manager or project facilitator has the primary role of ensuring
that the appropriate amount of time is applied to each issue that a common
solution is adopted where possible and that the workshop concludes with
all problem areas resolved.

Prepare multilateral continuity planning implementation plan. All
resolutions agreed to in the MCP resolutions workshops are to be scheduled
for implementation concurrently at each of the affected organizations. In
some cases it may be necessary to establish joint implementation teams to
ensure a timely and accurate completion of the tasks.

Conduct presentation to management for review and approval.
Each participating organization will be required to approve the implementa-
tion of the recommendations being made by the MCP project team(s). A
summary presentation should be provided to ensure senior organizational
management have a sound understanding as to the importance and implica-
tions of this cooperative effort. Management must recognize that there must
be an ongoing commitment to support these endeavours through general
maintenance of the strategies developed and for testing appropriate
resolutions.

Implement, install and/or document multilateral continuity plans.
Implementation of the multilateral continuity Planning resolutions may very
well be the easiest step in the overall process. It is not likely that the accepted
resolutions will be complex, costly or disruptive to day-to-day operations.
However, it is most important that all participants adopt a common imple-
mentation schedule; conduct regular reviews through the implementation
step and keep their own management informed as to the project’s status.

Complete and thorough documentation must be prepared for all imple-
mented resolutions. The documentation among all participants should be
common in structure and content. This will provide for an easier change
transition within each organization and subsequent MCP reviews.
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16.

Perform test and/or verification on all strategies implemented.
Although most of the implemented resolutions will be on a contingency basis
only, testing and verification of applicability is mandatory if any reassurance
is required in terms of their workability.

All procedural strategies should be reviewed at least on an annual basis
and preferably twice a year. Technological resolutions should be tested twice
yearly or on the same frequency as the organization’s technology recovery
plan tests.

As with all contingency and recovery plans, testing is critical to ensure the
plans reflect the organization’s current requirements. Multilateral continuity
plans are even more vulnerable to change due to the multiple sources of
change.

Although the tasks presented above are shown and numbered con-
secutively, it is reasonable to conduct several activities concurrently, particu-
larly once the external organizations are on-side with the MCP process.
The actual tasks performed will be dependent on the size of the organiza-
tion, number of key customers, primary suppliers and principal business
partners.

Project success factors

Multilateral continuity planning can be extremely rewarding to the organization
or it can be a frustrating, counterproductive process. The level of success achieved
will be dependent on a number of major ‘success factors’.

These are:

While the solutions to multilateral continuity planning will be implemented
by various business units within the organization, it is necessary to maintain
participation on the part of executive management. The fact that multiple
independent organizations will be jointly developing continuity and contin-
gency plans in case of a crisis or disaster, dictates the understanding and
approval of the organization’s senior executive officer. It may be necessary to
obtain board of director and/or shareholder approval under the organization’s
by-laws. It can be a political decision based on the relationship between the
organizations for other, non-public, reasons. The most compelling reason to
maintain executive participation is the value that can be derived by having
the support and participation (reviews and approval of plans) at the highest
level.

The scope of multilateral continuity planning can easily be drawn into a
number of operational issues, and yes, it will take forever to find solutions
that meet the approval of a number of parties. A degree of focus is initially
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required. It is likely that the technology-based interfaces between any two
organizations represent the most critical of interface activity. This is the most
appropriate place to begin. Not only is it likely to be the most important, it
is probably the most defined and manageable. Once multilateral continuity
planning has been established in and around the technologies being employed,
other interface processes can be evaluated in a like fashion.

We all know how difficult it can sometimes be to get the productive participa-
tion of a number of people in the same organization. The complexity is 10-fold
when attempting to conduct multilateral continuity planning. Not only are
you dealing with different corporate cultures, you are working with a wide-
ranging group of personalities who may be unknown to you. The primary
success factor here is basically to maintain a mindset of cooperation and
compromise. While somewhat obvious and simply stated, its lack is nonethe-
less the main reason why the process will fail.

Depending on the number of key customers, primary suppliers and principal
business partners it may be advisable to prepare multilateral continuity plans
with a single organization from each external group. The option is to develop
the one plan from each group as a working model that can be applied to all
other participants within the same group. This approach is strictly dependent
on the number of participants within the respective groups.

The end result of multilateral continuity planning will be a series of agree-
ments on procedures, cooperative activities, contingency steps, bilateral
support and emergency policy interpretations to be applied at time of crisis
to all parties to the agreements. All participants are stand-alone entities and,
other than through multilateral continuity planning, may have little or nothing
to do with each other on a day-to-day basis. As such, each participant will
continue to go through change within their organization and will be under
no obligation to inform signatories to multilateral continuity planning agree-
ments. Changes in personnel, organization structures, physical locations and
internal systems and procedures can all impact on the multilateral continuity
planning that has been established. Therefore, it is necessary that multilateral
continuity planning be completed and documented at a high level only. The
probability of maintaining the agreements decreases proportionally with the
level of detail within the agreements themselves.

While general cooperation will superficially be maintained by all participants,
the overall priority of the multilateral continuity planning project will fluctu-
ate on a daily basis. Maintaining a common priority within all organizations
on a consistent basis is impossible at best. The operative word in multilateral
continuity planning is patience.

In order to achieve the many benefits that will result from multilateral conti-
nuity planning, it will be necessary to test and review the resulting plans on
a scheduled, but periodic, basis. Not dissimilar to business continuity plans
and technology recovery plans within your own organization, multilateral
continuity plans must be tested to ensure they perform as and when expected.
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The obvious difference will be the degree of testing necessary to the level of
planning performed, or even possible, given the organizational autonomy of
the participants. Testing of technology-based processes is unquestionably pos-
sible and necessary on at least an annual basis. Twice-per-year testing should
be acceptable to most organizations. Procedural-based continuity plans should
be reviewed once or preferably twice per year. Any new personnel should
participate to ensure they are aware of the content and expectations of the
multilateral continuity plans.

8. In order to maintain an objective and unbiased acceptance of the project plan,
project activities and the conclusions/plans to be implemented, it may be
prudent to recruit a project facilitator. This person would ensure all partici-
pants are treated equally and that the conclusions drawn do not necessarily
favour one over another. The project facilitator would also function as the
overall project manager, providing a higher likelihood that project assign-
ments are completed as planned and that status reports are prepared and
distributed on a regular basis. Fees of the project facilitator would be
shared among all participants, making the costs relatively minor to each
organization.

9. Keeping expectations in perspective can be difficult in dealing with such
diverse and sometimes, what seem to be, opposite requirements. It is very
important for every participating organization to remember that each and
every one of you is also a customer of someone, a supplier to someone and
probably a partner of sorts to someone else as well!

As with any multilateral project, there will be those who are interested and even
excited about the prospect of multilateral continuity planning and those who just
can’t place its importance as a priority to solving today’s problem. Multilateral
continuity plans will not be developed with everyone on your wish list. Start with
those most enthused, the probability of success increasing proportionately to their
level of concern and commitment.

Benefits of multilateral continuity planning

Multilateral continuity planning may very well make the difference between recov-
ery and bankruptcy as a result of a disaster. Regardless of your internal state of
preparedness, much of your recovery success will be based on the actions initiated
at the time of crisis with your key customers, primary suppliers and principal
business partners.

Multilateral continuity planning has a number of benefits that have a far-reaching
impact not only in your organization, but equally with all participants. The benefits
of multilateral continuity planning are many, including:



70 Multilateral continuity planning

® An advanced level of preparedness with critical external stakeholders will sig-
nificantly increase the probability of a fully successful recovery effort. Integra-
tion of emergency response and recovery efforts with key customers will
promote an interdependent relationship; thereby protecting those customers
from competitor advances.

® Multilateral continuity planning will enhance the functioning relationship with
the organization’s key suppliers, creating stronger assurances of continuous
supply of information, material product and services.

® The promotion and provision of multilateral continuity planning services to
prospective customers will provide a measurable competitive advantage.

® Cooperative planning with business partners, distributors or resellers will
establish a stronger foundation on which to enhance business relationships.

® Extended influence and support external to the organization will provide an
immeasurable level of goodwill value, significantly bettering the organization’s
image and reputation.

® Interaction with customers, suppliers and business partners by many manage-
ment and staff will provide a much improved understanding of their opera-
tions, priorities and the issues that are most important to them. This provides
an opportunity to enhance the operational interface between organizations.

You may also find that you or your customers and suppliers may find marketing
opportunities or a competitive advantage through your multilateral contingency
planning efforts. Your success will be dependent on a number of factors, not the
least of which will be intracompany politics and everyone’s willingness to
cooperate.

Conclusion

Multilateral continuity planning is not an exact science nor can the methodology
presented here apply to every organization. Individual organizational needs, and
the needs of their customers, suppliers and business partners, vary depending on
a number of factors, including: their industry, business type, business size and the
level of technology employed throughout their organization. However, the
approach presented does provide a proven road map of how to address what can
be a complex and difficult problem to address. Apply the methodology, as you
would utilize any procedural approach, learn from it and customize it to fit your
needs and method of operation.

The primary consideration in what has been presented is recognizing the critical
importance of your continuity planning to a variety of external organizations. Vir-
tually every organization has suppliers and customers of some type. Many of them
will have business partners, resellers, distributors, representatives, agents, brokers,
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regulatory agencies or other types of organizations requiring regular communica-
tions and the exchange of information or the physical transfer of assets.

It is necessary to understand the impact your organization has on another and
how they may impact on you in a disaster situation. Until multilateral continuity
planning is addressed, full restoration may not be attainable - at least not without
severe consequences to your own organization and to the detriment of those you
rely on.
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Total asset protection: the concepts

Two concepts could ensure the survival of your organization.

The first is Total Asset Protection. What is total asset protection and why should
we fund it? Protecting the enterprise has previously been a piecemeal activity.
Disaster recovery planning ensures the recovery of IT systems and telecommunica-
tions capability. Business continuity planning is designed to ensure the continued
viability and operation of an organization in the event of a disaster resulting in the
major loss of product or denial of access to mission-critical facilities. Crisis man-
agement planning goes one stage further, and covers contingencies like product
recall, kidnap and hostage or branch hold-up - it includes issues like adverse
publicity. Other related issues include health and safety, environmental protec-
tion, security and insurance. Often there is no coherent escalation process from
customer complaint, operational incident or quality defect through to invocation
of disaster recovery, business continuity or crisis management procedures and to
the declaration of an emergency or a disaster. These piecemeal elements are
increasingly converging into a coherent whole under a single umbrella, which we
call total asset protection. Without a total asset protection plan, the organization
is in peril. There is an 80% mortality rate for organizations that are without con-
tingency plans and that experience a disaster.

An information technology disaster recovery plan alone is not a substitute
for total asset protection, since the computers, although fully functional, will
be useless if the production system they control has just disappeared in flames.
A total asset protection plan will therefore cover all key facilities, such as
office buildings, computers, communications, production capability and
warehouses.

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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But, according to a UK Department of Trade and Industry report, the proportion
of companies’ intangible assets (essentially goodwill) to tangible assets has
grown to represent, on average, 70% of their balance sheets during mergers
and acquisitions.' A total asset protection plan therefore needs to cover all other
situations from which an organization can lose its goodwill, image and
reputation.

According to disaster recovery company SunGard:

Every two years, nine out of 10 businesses suffer a serious security breach.
Every five years, one in five companies experiences a major disaster.

This year, more than half of all email systems will fail at least once.

The average cost of downtime is £52000 per hour.

When businesses without adequate continuity and availability provisions in place
experience major disruption a mere 8% survive. News source Datamation claims
that, in 2005, any one business had a 70% chance of being hit by disaster.

An example of a business disaster will illustrate the point. Ronson, the lighters
and pens group, has international brand recognition. A fire destroyed their New-
castle, UK, warehouse. Their insurance claim was $15 million. A year later, only
60% was being settled. The company faced additional costs from reorganization
following the blaze. The result of the fire meant an overall pretax loss for the year
of $1.5 million, a dramatic fall in Ronson’s share price and severe long-term costs
in re-establishing its business.”

Marketing protection

The second concept, marketing protection, delivers the justification for total asset
protection. To justify the extent of funding for any of the elements of total asset
protection (TAP) for any organization, Business impact analysis is undertaken to
identify the impact on an enterprise, in cash and non-cash terms, of a disaster.
Typically it examines loss of market share, loss of product, cost of restoration
(including extra cost of working), cost of fines or other penalties. In addition it
will weight ‘non-cash’ losses like loss of image, regulatory non-compliance or
political impact. Using this standard approach, it is frequently difficult to justify
spend on consultancy, services and products for business continuity, crisis man-
agement or other activities within the total asset protection programme. This is
because:

' Tim Sutton, CEO of Charles Barker plc, in Finance Director Europe, March 1998,
p. 34.
* Daily Mail, Thursday 6 May 1997.
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® Some of these costs may be covered by insurance (although in practice insur-
ance usually only covers some 40-60% of the real loss following a disaster).’

® The cost of the project usually has to be covered from the budget of an admin-
istrative department which has been pared to the bone by downsizing and
which is seen as a target for further cost reduction.

The traditional business impact analysis tends to look at short-term costs and too
frequently fails to quantify longer-term costs (e.g. lifetime value of customers; cost
to regain market share and image). The concept of marketing protection takes the
argument into a different dimension. It looks at the whole value of the business
at stake from a marketing perspective and looks at the techniques of the worlds
of advertising and brand management to demonstrate loss potential and justifica-
tion for spend on BCP.

Brand value

Seven out of the top 10 brands in the UK in the 1930s remained in the top 10
brands in 1998.* Most of these still figure in today’s list of top 10 brands. Brands
and companies have outlived nations. Smirnoff, the Diageo vodka brand, has sur-
vived the reigns of the tsars, Marx, Lenin, Stalin, Gorbachov and Yeltsin. The US
beer Budweiser is some 150 years old.

The brand has value outside of any single product: Persil, originally a soap
powder, was relaunched as a detergent, followed by an automatic version, fol-
lowed by a low temperature product, followed by Persil liquid and by washing-up
liquid.

Keith Holloway of Diageo’ says: ‘We know from recent experience, particularly
the Nestlé episode, that the richest companies are prepared to buy other compa-
nies for brands that they own for a multiple of 20 or 30 times their annual earnings
(perhaps 40 to 50 times their annual marketing costs). The episode Holloway refers
to was Nestlé’s purchase of Rowntree in 1988 for $3.9 billion. Tangibles on the
balance sheet were worth only $620 million. Even if you added up 10 times Rown-
trees’ profits the total only comes to about half what Nestlé paid. Since Nestlé was
capable of manufacturing anything that Rowntrees could, it meant that they paid
$2.3 billion for the brands and the strategic value that went with them.°

* Kingswell International.

4 Tim Sutton, CEO of Charles Barker plc, in Finance Director Europe, March 1998,
p. 34.

> A view on the financial valuation of brands - 2 in The longer and broader effects of
advertising, IPA March 1990.

¢ A view on the financial valuation of brands - 1 by Stephen King, WPP Group, in The
longer and broader effects of advertising, IPA March 1990.
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Table 5.1—The world’s top 10 brands

No Brand Country Industry Brand value $m
1. Coca-Cola us Beverages 67000
2. Microsoft us Software 56926
3. IBM us Computers 56201
4.  General Electric us Diversified 48907
5. Intel us Computer hardware 32319
6. Nokia Finland Telecom equipment 30131
7. Toyota Japan Automotive 27941
8.  Disney us Media Entertainment 27848
9. McDonald’s us Food 27501

10.  Mercedes Germany Automotive 21795

It is no coincidence that, as soon as Grand Metropolitan proposed the merger
with Guinness on 22 May 1997 - a merger which would put the new $36 billion
operation sixth among the world’s food and drink companies, just behind Nestlé
and Unilever - they announced the proposed new name: GMG Brands (subse-
quently changed to Diageo). Grand Met’s price immediately rose 13% and Guin-
ness’s climbed 14% to the highest value for both since 1992.” GMG was expected
to capitalize its brands, which include Johnnie Walker and Gordon’s Gin: the
brands’ stated value could rise from $8.5 billion to $18 billion.®

Since 1988, there has been continued debate about brand valuation and whether
or not brand valuations should appear on companies’ balance sheets. Reckitt and
Coleman and Diageo (previously Grand Metropolitan) have both put acquired
brands as assets on the balance sheet since 1988. Rank Hovis McDougal declared,
in the same year, that the development of Mr Kipling, Hovis and Mother’s Pride
brands was worth £678 million.’

Table 5.1 shows the world’s top 10 brands and their brand value from a survey
by Interbrand in 2006.

The brand value of Coca-Cola has shrunk by some $15 billion within about five
years (mainly because of increased competition and lack of successful innovation).
Ford has dropped from the no. 5 to the no. 30 spot - down 16% from 2005 (from
safety concerns and competition). Disney’s brand value has dropped some $5
billion over the same period. Winners have been Google (no. 24, brand value
$12.4 billion, up 40% in a year) and Starbucks (no. 91, brand value $3.1 billion,
up 16% and e-Bay (no. 47, brand value $6.8 billion, up 18%).

So brands and the goodwill associated with a company name have a real value
- capable of being destroyed by a disaster and resulting adverse publicity. That

7 Nils Pratley and Kate Rankine, Daily Telegraph Business News, 13 May 1997, p. 23.

8 Daily Telegraph, City Checklist, 19 May 1997, quoting Sunday Business.

® How advertising affects brands - an overview by Simon Broadbent and Leo Burnett in
The longer and broader effects of advertising, IPA March 1990.
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Table 5.2—Top three business risks

2002/03 2003/04 2004/05 2005/06
1. Legal Brand and image Brand and image Corporate
governance
2. Brand and image Physical assets/ Corporate Systems
systems governance
3. External - Regulatory Brand and image
dependency

value is created by many years of advertising and good experience by the consu-
mers of the product or service and it can be quickly eroded. When contamination
of Coca-Cola was alleged in France and Belgium a few years ago, the brand value
of Coca-Cola was reported to have sunk by $8 billion.

According to a recent survey conducted for insurer Aon,'® brand and image have
consistently been seen by business leaders as key risks facing business every year
since 1997:

® 85% of organizations have established either full or partial risk oversight
policies.

® The median total cost of insurable risk was €8.69 per €1000 of revenue, a
decrease of 8.5% from 2005.

® All industry sectors have increased the amount of overall spend on risk man-
agement, rising from 14% in 2002/03 to 20% in 2005/06.

However, there is still a significant number of organizations that have not assessed
the value of their reputation and brands.

There are formulae for spend on advertising, market share or sales volume and
product profitability and highly sophisticated ways of analysing the effect of adver-
tising after a campaign has finished." Fundamentally, the more that is spent on
effective advertising, the more volume that is shipped and (assuming product
pricing is correct) the more profit that makes. The more profit that is made and
the bigger the turnover, the more the company is worth and the higher the share
price. It follows, therefore, that any disaster which adversely affects the attractive-
ness of the brand or good will be associated with a company’s name, regardless
of its impact on production capability, will impact turnover, will impact profit
and will impact the value of the company and hence its share price.

Reputation value can apply to government and public organizations as well as
to the private sector. The Harris Poll 2006 showed decreasing confidence in the
White House (dropping 6% to 25%) and Congress (also dropping 6% to 10%). In

% http//www.aon.com/au/pdf/risk_survey_06.
"' Accountable Advertising by Simon Broadbent, published by IPA.
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the past four years, overall confidence in the White House has fallen sharply from
50% in 2002 to the current 25%. Others with notable decreases include organized
labour (from 17% to 12%) and public schools (from 26% to 22%). In the UK, a
survey showed that brands score higher than the police (62%), the judiciary (43%),
local government (24%) and multinational companies (13%).

Advertising campaigns and the return on them

Generally, the bigger the brand the bigger the payback of advertising it. Weight
tests have been introduced to test the impact of advertising. These are usually
evaluated by comparing the cost of more or less advertising with the estimated
change in sales volume times the marginal revenue per case. There is new evi-
dence that successful weight tests can show more sales in the years after the test
finished than during the test - that is advertising impact has its own momentum
after advertising spend has stopped.'” In one case, sales volume was up against
its neighbours 28% in the second year after the campaign and 8% in the third year.
In a summary of 44 BehaviorScan tests, it was found an average increase of 22%
in year one was followed by year two sales 14% above average and year three sales
up 7%." And these effects may spin off onto other ‘sister’ brands.

So, what sort of money is invested in creating brands? An examination of some
of the best recent campaigns will illustrate the large sums of money involved:

® Orange, as a newcomer in ‘wire-free’ telephony, invested $40 million directly
in advertising for its launch alone: it generated $450 million of sales.'

® Daewoo’s launch in the UK cost $33 million in advertising and generated $275
million in revenue.

® Opver a six-year period, $26 million spent on advertising increased the sales of
Felix cat food by $162 million.

® Reebok spent $4.5 million on advertising in the UK alone to generate a $3.3
million-£4.2 million incremental gross profit.

® UK telco BT regularly spends over $9 million a month on advertising. BT’s ‘It’s
Good to Talk’ campaign cost $66 million in some 12 months, with a payback
of six times that. One campaign, ‘Working Smart Not Just Harder’, achieved a
67% return on media spend.

2 Are our ways of evaluating advertising too restrictive? by Simon Broadbent and Leo
Burnett in The longer and broader effects of advertising, IPA March 1990.

B Are our ways of evaluating advertising too restrictive? by Simon Broadbent and Leo
Burnett in The longer and broader effects of advertising, IPA March 1990.

" This and subsequent examples are taken from Advertising Works 9, edited by Gary
Duckworth, IPA.
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® Nescafé Gold Blend advertising runs at $7.5 million a year and delivers $75
million a year in sales.

® De Beers’ global diamond advertising campaign was designed to maintain sales
during recession. De Beers spends around 0.4% of the value of world diamond
jewel sales on marketing (4% of rough diamond sales). In just one year,
diamond jewel sales worldwide increased by 5%.

® Luxury goods advertisers spend 1% to 15% of revenue on marketing, while
perfumers spend up to 25%."

® Barclaycard’s Visa advertising campaign featuring Rowan Atkinson as a bun-
gling secret agent cost $60 million, stimulating 3% extra card usage and increas-
ing its share of new card users from 15% to 25%.

® Renault Clio’s ‘Papa, Nicole’ advertising campaign took Renault UK sales from
an all-time low to almost double in five years and has sustained the Clio’s
success at a higher level and for longer than could reasonably have been
expected, as well as creating a ‘halo’ effect on other Renault models.

® Stella Artois invested $21.3 million in advertising to deliver incremental net
returns on that investment over a decade of $105 million.

‘Traditional’ advertising is increasingly being supported by - or replaced by - inter-
active television advertising and Internet advertising. The UK insurance company
Norwich Union introduced a multimedia competition to show the benefits of life
insurance. Participants had to complete the line ‘Before my next birthday I'd love
to ...’ for prizes ranging from piloting an airplane to cutting a single. The cam-
paign involved the Daily Mail physical and online newspaper. Fifty per cent of
competition entries stemmed from the Daily Mail online and the press campaign
generated a significant number of searches for the online promotion for Norwich
Union.

Internet advertising is becomingly increasingly important. Following the launch
of the highly successful X-Men film, Fox Espana turned to MSN to drive awareness
of the sequel X-Men 2, among a technologically enabled, communications savvy
13-35-year-old audience. Due to a change in premiere date at short notice, the
campaign launch plan was revised. Fox needed an immediate means of advertising
the details to their target audience. The results:

® In three days MSN Messenger generated more than 17 million hits to the X-
Men 2 website.
® MSN Today achieved a 2.7% click-through rate to the X-Men 2 website.

In September 2003, MSN conducted a research study in collaboration with the

Dynamic Logic Research Institute to demonstrate the effectiveness of the online
advertising campaign for the Volvo S40, which ran exclusively on MSN Italy. The

5 Economist, January 1993.
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Internet was the only means of communication for the launch of this new car.
After the campaign, all brand metrics considered recorded an increase among the
respondents, especially after two to three exposures to the campaign, specifically
among respondents with income levels exceeding €40000 per year. The cam-
paign led to significant increase in online advertising awareness and message
association.

The ‘halo’ effect of the reputation of one brand can be passed onto another:
Virgin, which started as a record company, opened music mega stores; moved
into airline, cola, insurance and pensions and banking. In just 18 months, over
$1.5 billion was invested in Virgin Direct’s savings and pension products. UK-
based Sainsbury’s and Tesco stores have both moved to banking. Virgin has since
moved into health care. One of the most important factors in this is that ‘As
popular trust in institutions declines and individuals feel they are faced with ever
more choices and even less time to make them, consumers are seeking new part-
ners to help them confront, share and manage the risks they face in their everyday
life. In this situation, brands are ideally positioned to fill the vacuum.’'® Research-
ers discovered that, over a three-year period, confidence in Sainsbury’s grew from
‘a great deal’ or ‘quite a lot’ score of 59% to 74%; in Marks & Spencer from 73%
to 83%, in Tesco from 52% to 71% and Boots from 78% to 83%. Other scores
include Kelloggs (83%) and Heinz (81%).

Impact of disaster

Advertising agencies always consider the upside of the advertising message, rarely
the downside. If the company fails to deliver against the expectations set by that
advertising message, the message will work just as powerfully against the company.
For instance, advertising for banks, which stresses warmth, compassion and
humanity, is largely counterproductive because it does not match with customers’
experiences and consequently they feel such advertising is an attempt at cynical
manipulation.

The corollary of advertising success is that, in the event of loss of image or
reputation through a disaster, market share losses from ‘negative advertising’
could be equally as dramatic and these sums of money would have to be spent in
addition to the normal ongoing advertising that has to continue merely in order
to preserve market share. These days, volume is often the key to viability: lose
volume and viability is lost. The loss of a brand could mean the extinction of a
company. Moreover, the ‘halo’ effect could work in reverse: like guilt by associa-
tion. Using the argument of marketing protection, the justification for spend on

' Henley Centre, Planning for Social Change, May 1997.



Third party impact 81

BCP becomes immediately obvious and immensely strengthened. When the Mer-
cedes A Class small car proved unstable in 1997, it cost some $900 million and
2000 cancelled orders to recover the position.

How much worse the situation could be in a disaster. Insurer Commercial
Union’s slogan ‘We don’t make a Drama out of a Crisis’ was replayed to brilliant
effect when their offices were devastated in April 1992 by the Irish Republican
Army’s bomb at St Mary Axe in the City of London, UK. Their Business Continuity
Plans worked - but what if they had not? What if they had made a drama out of
a crisis? A software company has the slogan ‘The Integration Company’. What if,
in a disaster, they failed to deliver - and the message became ‘The Dis-Integration
Company’?

An example of such an impact can be seen from the Perrier water benzene
contamination incident in 1990. In 1989, Perrier was the market leader in bottled
mineral water, its name synonymous with purity and quality. Perrier water was
on the tables of virtually every high class restaurant around the world. Sales peaked
at 1.2 billion bottles a year. The plant at Vergézem, near Nimes, was tooled up
for 1.5 billion, with capital investment and personnel to match. After recalling 160
million contaminated bottles and mishandling the publicity, Nestlé took advantage
of the drop in share price, fought off Giovanni Agnelli’s Fiat-based group and in
1992 paid $2.5 billion to buy Perrier, giving Nestlé 40% of the French mineral
water market. In 1991, Perrier production plunged to 761 million bottles a year,
heading downwards: the plant was uneconomic, making heavy losses. Perrier was
effectively dead in the USA and in Europe; the French mineral water market,
having grown by 10% a year up to 1990, stagnated for over three years."” A lifetime
investment in promoting the images of purity and quality was effectively written
off: all had to be started from scratch.

Third party impact

Moreover, this sort of damage could be inflicted by a third party.

Firestone, the tyre manufacture, is owned by Bridgestone. When Firestone
instituted a major recall programme of allegedly dangerous tyres in August 2000,
Bridgestone’s profits sank 50% and shares dropped by over 30%. Ford, who had
fitted the tyres to its Explorer vehicles, suffered a knock-on drop of 15% in share
value.'®

Rolls-Royce has a name synonymous with engineering quality - an almost price-
less reputation. However, this 100-year image was threatened in May 1997 when

7" After the Perrier bubble burst, by Anthony Peregrine, Weekend Telegraph, 23 January
1993.
¥ Post Magazine, 25 October 2001, p. 25.
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Airbus A330-300s powered by Rolls-Royce Trent engines suffered from inadequate
lubrication of gearboxes allegedly by defective parts supplied by a French subcon-
tractor. It cost one airline alone, Cathay Pacific, between US$15.5 million and
$19.4 million in withdrawn flights."

Conclusions

When viewed against an advertising budget rather than against the budget of a
single administrative department, the sums involved in crisis management plan-
ning and BCP seem almost trivial. Product recall plans are readily justifiable to
protect reputation and brands and are in place among all major companies. Why
should any of the elements of Total Asset Protection be any different?

Since this report was first published in 1997, brand protection insurance has
been developed. ‘Just as brand building is a long-term exercise, so is brand protec-
tion. This must be supported by insurance that considers the value of the brand
over the whole life cycle, as well as the potential risks and long-term damage’,
argues Kate Hinsley.?

When considering advertising campaigns, how many agencies consider the
downside of the advertising slogan? How could a ruthless journalist turn the slogan
against the company? Should not that be part of a risk analysis of the campaign?
Before the disaster and during each advertising campaign, should not some cre-
ative thought go into how that campaign would be developed to mitigate the
results of a disaster?

The marketing protection approach brings a new dimension, a new urgency
and a new justification for a coherent programme of total asset protection. Every
finance director, every marketing manager, every advertising agency should be
aware of the twin concepts of Marketing Protection and total asset protection.
Every security manager, risk manager, disaster recovery planner, business continu-
ity planner and crisis manager should be aware of these concepts and apply them
to their own (or their client’s) organization.

Y Financial Times, 2 June 1997.
% Post Magazine, 25 October 2001, p. 25.
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The objective of operational risk management

The objective of operational risk management is to identify, assess and control
risks such that the business will, as far as is reasonably possible, not be prevented
from achieving its business and regulatory objectives.

There is a confusing plethora of standards and regulatory requirements covering
many types of business and industry sectors. By way of a regulatory requirement
that serves the financial services and insurance sectors, the following is a repre-
sentative extract from relevant regulatory requirements as stipulated by the Finan-
cial Services Authority.

Senior management arrangements,
systems and controls

SYSC 3.2.19G states:

‘A firm should have in place appropriate arrangements, having regard to the
nature, scale and complexity of its business, to ensure that it can continue to func-
tion and meet its regulatory obligations in the event of an unforeseen interruption.
These arrangements should be regularly updated and tested to ensure their
effectiveness.’

This increasing emphasis on regulatory requirements for risk management is not
only affecting its primary intended audience of the regulated companies, but as a
result of risk assessments which have to be carried out as part of the operational

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 Scenaris Ltd.
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risk process, it is also affecting the supply chain of those regulated firms. As any
risk assessment has to address key supply chain issues, companies are now making
demands to audit their suppliers’ business continuity arrangements to ensure that
any disruption to those suppliers will not prevent companies from being able to
achieve their business and regulatory objectives.

So if you are the supplier to a regulated company and you have not yet been asked
about your contingency arrangements, be prepared and ensure you have your busi-
ness continuity plans up to date, tested and in a fit enough state to be audited.

Operational risk management

Risk management is an often used term, but has so many different connotations
to different people that invariably the message of its meaning gets confused. Tra-
ditionally, for example, for the financial sector if risk management was mentioned
it would mean market and credit risk which has been the main area of concern.
For many smaller organizations the only real exposure to risk management is
health and safety and even then in most cases this is limited.

There are so many definitions of risk management and operational risk manage-
ment that for many the whole topic appears to be a jumble of conflicting defini-
tions that impede many from even starting to develop the appropriate processes
and practices. This is further exacerbated by the existence of the inordinate
number of standards and regulatory requirements. However, risk can easily be
separated out into three main areas within a business, within which all other
subdisciplines can be incorporated.

Strategic risks

Strategic risks are the risks associated with an organization’s business plans, strate-
gies and decisions. This area of risk may include plans for entering new business
areas and developing new products, expanding existing services through mergers
and acquisitions, and enhancing infrastructure. An example drawn from real life
is the swift demise of Marconi.

Marconi. The bigh-flyer that fell to earth'

1999 Marconi starts the transformation from defence electronics group to hi-
tech telecom equipment maker, buying US companies Fore Systems and
Reltec for £4.6 billion. It also sells its defence electronics arm to BAE for
&7 billion.

! The Scotsman, Friday 17 May 2002.
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2000 During August, Marconi’s share price reaches an all-time high of £12.76 on
expectations for huge sales rises for the group.

2001 Sales collapse, Marconi lays off thousands of staff, most of the board are
forced to resign.

2002 Talks start on restructuring the £4.3 billion debt mountain.

Financial risks

Financial risks result from business decisions that are influenced by changes in
markets, liquidity changes and credit risks.

Operational risks

Operational risks may result from internal processes, people, systems and assets
or from external events. An example is the catastrophe that was the Buncefield
disaster where processes were in place but not operating.

In the UK the Financial Services Authority (FSA) has probably the greatest influ-
ence in the development of operational risk management and risk management
practice due to the far-reaching regulatory requirements across the full range of
financial business sectors and businesses listed on the London Stock Exchange
(LSE).

For example, the advent of “The Turnbull Report’ or to give it its correct name,
‘Guidance for Directors on the Combined Code of Corporate Governance’, pro-
vides guidance to all listed companies on the implementation of internal controls
to manage risk and affects every LSE listed company.

The recent absorption of the regulation of insurance and mortgage broking
firms under the FSA’s remit produced a raft of regulatory requirements (e.g. Con-
sultation Paper 174); again included within this regulation is the requirement for
risk management practice and business continuity measures.

However, the most far reaching in terms of global impact is the Basel II Accord
which deals with European banking regulation for which the FSA carries full UK
responsibility for the regulation of its implementation. While it is European legisla-
tion, the Basel II Accord affects all the banks licensed to operate in Europe and
thus, due to the huge number of non-EU banks that have licensed offices and
trading activities in Europe, it naturally follows that the effects of the Basel II
Accord have global reach.

To give an illustration of why the financial sector and its regulators are now
taking operational risk as seriously as the traditionally addressed financial risks,
below are some statistics* concerning hedge fund failures.

% Source: Capco Research and Working Paper, ‘Understanding and Mitigating Operational
Risk in Hedge Fund Investments’, 2002.
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Percentage causes of hedge fund failures

Investment risk only 38%
Business risk only 6%
Operational risk only 50%
Multiple risks only 6%

With an average of 15 fund collapses per year’ out of a spread of a few thousand
funds open to investment, it becomes clear that the risks related to the Operational
Risk issues of hedge funds significantly outweigh the levels of financial risk, which
are normally the main focus of the managers’ attention and investors’ concerns.

‘While the FSA is arguably the single biggest influence in the UK with regard to
the adoption and shaping of risk management and operational risk management
practice, there is a plethora of standards and regulation from many organizations
covering this topic, with varying definitions and requirements as well as practice
and process. This is inherently confusing.

Thus it is important to begin with a clear understanding of the specific definition
of what is considered to be operational risk as defined by the terminology in a given
standard. However, there are several standards that do not necessarily have common
definitions and there are variances from standard to standard. So as not to offer all
definitions, and thereby confuse matters, we examine one of the key industry defini-
tions of operational risk selected from the Basel II Accord, set out below:

A. Definition of operational risk
644. Operational Risk is defined as the risk of loss resulting from inadequate or failed
internal processes, people and systems or from external events. This definition
includes Legal Risk, below, but excludes Strategic Risk and Reputation Risk.

Legal Risk includes, but is not limited to, exposure to fines, penalties, or punitive
damages resulting from supervisory actions, as well as private settlements.

When looking at this particular definition of operational risk, there are several
issues to consider. First is that the definition itself makes no mention of credit or
market risk as these specific issues are dealt with as separate risk management
disciplines and, within Basel II, they are dealt with as distinct and separate issues
from operational risk. This is the norm, not just for banking, but also when dealing
with general risk management topics.

This leads directly to the second issue of note within this definition that only
mentions ‘loss’ resulting from issues: thus it is dealing with pure risks rather than
opportunity risks:

1. Pure risks are risks that present only a potential loss with no opportunity for
gain, e.g. fire, flood, etc.

® Source: Edhec Risk and Asset Management Research Centre, based on publicly available
information only.
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2. Opportunity risks are those that present both potential for loss and also poten-
tial for gain, e.g. placing a bet.

Third are the specific exclusions of strategic and reputation risks from the defini-
tion. When considering these exclusions it is important to examine the purpose
of the Accord itself, which is to ensure that the capital adequacy requirement of
a banking organization is at a suitable level that is determined by the calculation
of potential risk exposures.

Examples of strategic risk include areas such as:

Merger and acquisition activity

Changes among customers or in demand

Industry changes, i.e. keeping pace with market trends
Research and development

Business development and growth management.

The calculation of potential risk exposures relies heavily upon quantification of
such exposures and as can be seen from above such strategic issues are generally
neither pure risk nor easily quantifiable and therefore strategic risk provides an
obvious reason for exclusion from the definitions of operational risk as set out by
the Basel II Accord.

However, the reasons for the exclusion of reputation risk are less obvious as
the proximate cause of a significant amount of reputation damaging events can
be traced back to the occurrence of an operational risk event. It is, however, a
difficult task to quantify the extent of reputation damage both in the immediate
and longer term. There are many examples of operational risk events which have
caused reputation damage, one of the most notable being the Perrier water con-
tamination incident, a brief summary is of which is as follows.

Perrier’s contaminated water incident occurred in 1990 at a time when Perrier
enjoyed the position of being the largest supplier of bottled mineral water in the
world. However, following a worldwide product recall and catastrophic public
relations management Perrier unwittingly sacrificed its reputation and lost approx-
imately 90% of the market share; and to this day, the brand has never recovered.
The principal issue was originally reported as being due to the incorrect use of a
cleaning fluid, benzene, (process failure) and was then put down to the failure to
replace a filter (process failure). Whichever of these was correct the entire inci-
dent was made into a public relations failure of global proportions which almost
destroyed the Perrier brand completely and has done such damage that it will
never recover. The proximate cause of the reputation disaster was one or more
process failures.

However, having made the argument for the inclusion of reputation risk within
the operational risk model the argument can also be made that reputation risk can
lie within both the financial and strategic risk areas as well, because reputation
issues can occur as easily from losses or failures resultant from financial and
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strategic risks as they can from operational risk. The key issue, however, is
that reputation risks rarely, if ever, occur without there being an underlying
risk which may create the situation that eventually precipitates damage to the
reputation. Thus excluding it from the definition could ultimately result in a
failure to achieve the objective of the Basel II Accord which is to ensure the
capital adequacy of a bank. As with any business, the sustained confidence of
customers, investors and other stakeholders is key to maintaining a viable
business.

The confirmation of the above assertions with regard to the Basel II Committee’s
uncertainty of how to deal with both strategic and reputational risk issues is found
in the Supervisory Review section of the Basel II Accord in which the following
statement is made.

742. Otber risks. Although the Basel II Accord Committee recognises that
‘other’ risks, such as Reputation and Strategic Risk, are not easily measurable, it
expects industry to further develop techniques for managing all aspects of these
risks.

Such a statement shows that as the issue of quantification could not be easily
addressed, the above regulation from the Basel II Committee and 7not the FSA, to
all intents and purposes, washes its hands of the matter. This is the proverbial
‘head in the sand’ approach that is adopted when an easy solution is not readily
available and is unreservedly not an approach the writer of this chapter
endorses.

The fourth and final issue to consider is the failure to mention assets within the
definition of operational risk. The fundamental reason that this is important is the
recognition that assets themselves contain inherent risks to a business and do not
have to be influenced by ‘external events’ to create serious issues for a business.
For example, investment in IT solutions upon which a business becomes increas-
ingly reliant, may well be an asset, but IT systems could fail due to an inherent
defect without any external influence, in which case the asset becomes a liability
until the failure is fixed.

The purpose of this examination of the definition of operational risk is to show
that whichever regulation or standard that is under review has its own inherent
flaws, which can be exposed and become the subject of lengthy debate. Thus
when dealing with operational risk the key to successful development and imple-
mentation of a process is reverting back to the common framework of the risk
management process that flows through nearly all the standards and regulations.
From this framework each organization can then develop its own process and
practice such that it not only meets the objectives of the regulators, but further
returns significant value back to the business, thus helping the business ensure it
meets its own objectives.

The key elements of a common framework are distilled from the majority of
regulatory and risk standards and set out briefly below.
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Appropriate board level ownership and sponsorship for
development of an appropriate operational risk
management strategy level processes

Without the appropriate senior board level support and commitment the ability
to establish an appropriate operational risk management process is undermined
from the start. The process needs to be perceived by all members of staff and
management as an important issue for the organization with the board reflecting
this in its communications to the organization and staff as a whole and supporting
the agreed strategy for implementation by making certain the necessary resources
are provided in order to ensure its success.

Understanding the organization’s business and
regulatory objectives

It is essential to ensure that all people involved in the development and imple-
mentation of the operational risk management strategy of an organization are fully
aware of the organization’s business and regulatory objectives.

This awareness should form the basic approach to developing a workable and
embedded operational risk management practice within the organization. Without
a full understanding of what is required any processes developed may be funda-
mentally flawed.

Development of an appropriate and agreed operational risk
management strategy that meets both the organization’s
regulatory and business objectives

It is important that once the development and implementation strategy has been
developed that it becomes agreed and signed off by the board of directors. This
is to further make certain the board continues to fully support and maintain the
strategy, and to make sure that suitable and appropriate resources are made avail-
able such that successful development and implementation may be achieved.

Developing policies, practices and procedural
documentation to support the implementation of the risk
management strategy

One of the key steps so often omitted by organizations is the development of an
internal documented policy and procedure to cover the implementation and
correct application of the operational risk management process. The main reason
for the development of such documents is that they act as a regular reference
point for those expected to implement and manage the process; and against which
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individuals responsible for maintaining the processes and practices can be judged.
This documentation further provides the base knowledge upon which the indi-
viduals who have to implement the day-to-day management of the process can be
suitably trained.

Training is another common omission in the process whereby individuals, who
are unskilled or untrained in the processes, are expected to manage and operate
them, simply because they have been given the responsibility. Lack of training is
a recipe for potential failure, thus training of appropriate managers and staff is
therefore an essential element of embedding the process effectively.

Development of the appropriate management and reporting
structures that support the effective management of the
operational risk management process

A majority of the key regulations and standards determine that the operational risk
management process should be embedded in the culture of an organization. The
process should be distributed to business lines or areas and, in turn, these areas
should report into a central management function which controls the operational
risk process. When developing this management structure the organization must
take into account ownership of each level of the risk management process,
together with the various activities contained within it; and these should be clearly
documented. For example, it is important to identify who owns:

Policy setting and development

Setting the organization’s appetite for risk

The management of risk process at the different levels

The tasks for different elements of the management of risk process, such as
identifying threats, through to producing risk responses and reporting on
decisions

® Implementation of the risk mitigation processes that are used in response to
the risks.

Thus, suitable management and control structures should be established to make
sure that the process is effectively implemented and continuously managed and
monitored.

Defining the organization’s risk appetite and determining
appropriate process and policies for its maintenance
and review

An organization’s risk appetite is a definition of each level of risk which it is pre-
pared, or able, to accept. This set of level definitions should be reviewed regularly
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to make certain that it keeps pace with the organization’s changing business objec-
tives and risk tolerance levels as these may change frequently depending on the
liquidity and other factors that affect business changes. Once any alterations are
made to the risk appetite, they should be applied to the risk profile (discussed
later) and all the risks that have been identified and assessed should be reviewed
against all revisions, and appropriate actions taken.

Defining, maintaining and reviewing a detailed documented
understanding of an organization’s processes, structures
and the assets, people information and other resources that
support them

This element, together with the following element, of the process, which refers
to dependency modelling, is critical to produce accurate and appropriate risk
identification and assessment processes. This allows critical processes and time
lines to be established, single points of failure to be found and appropriate risk
identification and assessment activities to be undertaken. Without understanding
and mapping an organization in such a way, the identification of key risks may be
missed and the true level of impact of a risk to the organization may not be accu-
rately assessed.

Development and continual review of internal and external
dependency models that define the key assets, people

and other resources in support of the key processes

which allow the business to achieve its business and
regulatory objectives

Refer to previous point above.

Development of a risk register which records and assists
with the processes

The purpose of a risk register is to maintain information on all the identified risks
relating to an organization. There must be sufficient information to make it worth-
while collating the information, but each organization will need to decide its own
content requirements for each entry. It should be noted here that the various
regulatory requirements and standards set out the need for specific data to be
collected in specific ways. For example, the Basel II Accord requires that the cat-
egorization of risk be undertaken. It therefore follows that this must be done to
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make sure that all such requirements are met when developing the layout of risk
registers.

Continual risk identification and review for the key
processes, assets, etc. identified that support the business

Before risks can be assessed they have to be identified and the organization must
have a documented and continual process for risk identification as part of its
process. This process must be included in any decision-making processes that will
materially affect or change the organization’s operating processes and anything
upon which that process is dependent or supported, i.e. people, assets, processes,
etc.

Some methods for risk identification that are widely used include checklists and
prompt lists, workshops, questionnaires and brainstorming. Workshops present
significant opportunities for the identification of risks through the use of prompt
lists, questionnaires and interviews. They can also be adapted to become a plat-
form where risks may be validated and their severity agreed, together with iden-
tifying ways of addressing them. The output of risk identification should be
documented by use of a risk register and the way in which this is done should be
common throughout, thereby assuring consistency.

Determining risk issue ownership and responsibility
within the organization

Risk ownership must be clearly set out, documented and agreed with the individ-
ual owners at all levels of the operational risk management process. This is to
ensure that each understands his or her various risk management roles, responsi-
bilities and fundamental accountability within the organization.

It is perfectly possible that the owner of a risk may not be the person tasked
with the assessment or management of that risk, but that the individual in ques-
tion is responsible for ensuring the management of the risk process is applied,
and that the identified risk owners actually deal with the risks. For example, the
most common reason for this to occur within an organization is where the Risk
Manager does not have sufficient in-depth working knowledge of a specific techni-
cal area of the business. It is therefore more appropriate that a suitably qualified
departmental manager who has the required depth of technical knowledge is
nominated as the owner of that specific risk. However, the risk manager remains
responsible for assisting and ensuring that the departmental manager carries out
the risk processes.
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Continual assessment of identified risks utilizing the
organization’s risk appetite definition as the indicator for
risk control activities

There are many risk assessment methodologies available, but risk assessment is
primarily the process of assessing probability and impact of individual risks, taking
into account any interdependencies or other internal or external factors that may
affect the probability, or severity, of impact should the risk materialize and become
a serious and unwanted incident. Probability is the assessed likelihood of a par-
ticular threat or event actually happening, including a consideration of the fre-
quency with which it may occur. Impact is the assessed effect or result of a
particular risk actually occurring, typically expressed, but not confined to, a finan-
cial cost or downtime.

As an example of the use of these two criteria in tandem, there is only a rela-
tively low risk of major damage to a building, but the potential impact to a business
of the loss of that building could be disastrous.

There are many issues that affect the level of severity of any given event, such
as the time of year or even time of day, depending on the criticality of the pro-
cesses within the organization which are affected. If, for example, a financial
institution is disrupted through an IT failure at a critical trading or regulatory
reporting time, the impact of the incident suffered by the organization could be
high, but if the same interruption to systems happens at a weekend or bank
holiday, when no trading or reporting activity is due, there would likely be little
or no impact on the business provided the failure is fixed before trading
recommences.

Another example of issues which affect the impact of a risk is the effectiveness
of existing contingency measures such system backups, backup power generators,
the use of disaster recovery services providers, etc. Each such contingency measure
must be noted against the risk being assessed as an influencing factor in the impact
assessment. This is key because any change in the contingency measure provision,
or the process which that contingency measure is protecting, will need to be
reassessed in terms of the change to the level of probability or impact that may
occur as a result of the alteration and, if appropriate, further contingency measures
may be required to be implemented or existing measures changed. Typically,
when an organization applies IT upgrades, it tends not to upgrade the configura-
tion of its disaster recovery services contract; this is a common failure.

Thus it is important when undertaking a risk assessment to take into account
and document the key influencing factors of that assessment. The organization’s
processes and procedures for managing operational risk should take into account
changes within the organization, its processes or the infrastructure that supports
those processes and ensuring that those changes are continually risk assessed and
reviewed as they occur. Once the assessment of risk has occurred the risk appetite
of the organization should be applied to the assessment in order to determine if
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the level of risk to which the organization is exposed is acceptable and determine
if risk mitigation activities should be developed and implemented.

A final note on this topic is to ensure that whichever methodology is chosen,
in respect of risk assessment, it meets the requirement of the regulatory standard.
As a case in point, the Basel II Accord® adopts a highly quantitative approach to
risk with the statistical analysis of historic loss events forming a key part of the
assessment process of risk under this standard, with the capture of relevant his-
torical data being of vital importance. It also places emphasis on the use of external
loss event data from the industry as a whole, to further assist with projections of
probability through the use of frequency data and impact through the use of sever-
ity/loss data.

Determining and recording existing risk control measures
and developing additional risk control measures, as
appropriate, based upon the risk appetite of the business
and its regulatory requirements

Risk control is the process by which an organization reduces the likelihood of a
risk event occurring or mitigates the effects should it occur. Arguably the best and
simplest described methodology for this comes from the management of risk guid-
ance produced by the Office of Government Commerce of which a brief synopsis
is as follows.

The four Ts process
Transfer

Tolerate

Treat

Terminate

Transferring risk can be achieved through the use of various forms of insurance,
or the payment of third parties who are prepared to take the risk on behalf of the
organization; an example of which is credit financing arrangements.

Tolerating risk is where no action is taken to mitigate or reduce a risk. It may
be because the cost of instigating risk reduction or mitigation activity is uneco-
nomic for the business or where simply the risks are at such a low level of impact,
or have such a minimal level of probability, that they are acceptable to the busi-
ness. Even when risks are tolerated they should be monitored because future
changes to the business may make the risk no longer tolerable or developments
in risk control techniques may precipitate the organization to taking action. For
example, a retailer may accept a degree of wastage through theft since to never

* The Basel II Accord has three levels of approach to the assessment of operational risk.
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have anything stolen would increase the cost of security or make shopping condi-
tions intolerable for customers. However, if the retailer subsequently decides to
sell items of a significantly higher value than the norm, then the instance of theft
may become more costly and therefore less tolerable.

Treating risk is the method of controlling the risk through the actions
that reduce the likelihood of the risk occurring or minimize its impact prior to
its occurrence. Alternatively there are contingency measures that can be
developed to lessen the impact of an event once it has occurred, thus the de-
velopment of Business Continuity Plans and the associated contingency
arrangements.

Terminating risk is the simplest and most often ignored methods of dealing
with risk. It is the approach that should be most favoured where possible and
simply involves risk elimination. This can be done by altering an inherently risky
process or practice, by removing the risk. The same can be used when reviewing
practices and process and all elements of the business. If an item presents a risk
and can be changed or removed without it materially affecting the business then
removing the risk should be the first option considered; rather than attempting
to treat, tolerate or transfer it.

No action or inaction should be lightly decided upon and suitable research
should be undertaken to ensure that the most appropriate course of action is
taken, taking into account the organization’s objectives, regulatory requirement,
economic circumstances and appetite for risk.

All existing risk control measures need to be fully documented and any new
measures implemented following the risk assessments as previously discussed.
These measures need to be reassessed and reviewed whenever a change to the
organization occurs that may affect the level of risk or the part of the organization
or infrastructure upon which the risk has been assessed, to ensure that control
measures remain effective and appropriate.

Utilization of the risk register and the risk appetite of an
organization to determine and produce a risk profile

of the organization that can be clearly reported to

the board and/or senior management of

the organization

Reporting on the status and exposure of the organization to the board is a key
element of all the regulatory and risk management standards so that the board can
make the appropriate statements and reports to stakeholders and regulators alike,
about the risk profile of the organization. To do this a combination of the ‘risk
register’ and ‘risk appetite’ needs to be developed to produce a ‘risk profile’
showing the organization’s risk exposures against its appetite for accepting risk
following the implementation of the risk control activities.
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Ensure that the operational risk strategy developed allows
for the long-term embedding of operational risk
management within the culture of the organization,
ensuring that all staff members are aware of the process
and its reporting lines and that those staff expected to
maintain and deliver the process are suitable and trained
for the purpose

The above is a summary of a generic operational risk process framework, which
would need to be adapted to ensure it meets the necessary regulatory require-
ments and objectives of the organization concerned.

Conclusion

When it comes to operational risk management as discussed above, a key factor
is the set of controls that are put in place to manage risks and/or their conse-
quences. It is clear from all the standards and regulatory requirements, as well as
our own common sense, that organizations cannot be expected to remove all risk.
As such it is both prudent and, as far as the FSA is concerned, a regulatory obliga-
tion for all firms under its control to develop and maintain suitable risk and busi-
ness continuity management measures, including business continuity plans, and
to make certain that they are kept up to date and tested.
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What is business continuity?

The new standard, BSI 25999, defines business continuity as a:

strategic and tactical capability of the organization to plan for and respond to inci-
dents and business disruptions in order to continue business operations at an accept-
able pre-defined level.

This definition is more restrictive than the earlier definition supported by the
Business Continuity Institute and British Standards Institution in Publicly Available
Specification 56 (PAS 50), as a:

holistic management process that identifies potential impacts that threaten an orga-
nization and provides a framework for building resilience and the capability for an
effective response that safeguards the interests of its key stakeholders, reputation,
brand and value-creating activities.

We believe the PAS 56 definition more accurately describes the strategic value of
business continuity.

Disaster impact

The US Bureau of Labor states that 43% of companies never reopen after a disaster
and 29% more close within three years. A study undertaken by Gartner found the

The Definitive Handbook of Business Continuity Management, Second Edition.
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average cost of an outage is US$42000 per hour for mission critical applications
and for companies that rely 100% on technology such as online brokers, e-com-
merce companies and traders, hourly downtime risks can be $1000000 or more
(www.strohl.com). This only needs to be compounded by the number of hours
of downtime in a year to visualize the huge risks to an enterprise.

Most executives are of the view that disasters will never occur to them. While
natural disasters are few and far between, technological and manmade disasters
and disruptions constitute almost 90% of business continuity issues. As can be
seen above, every hour lost per week or per month would lead to huge risks to
the earnings of an enterprise.

The historic context for business continuity planning

Business continuity sprung out of disaster recovery and hence the field still tends
to focus on managing and mitigating risks with respect to IT (IT forms a major
portion of a business continuity project since most of the business operations
today depend on IT to a large extent) and operations. While most organizations
today have an IT disaster recovery plan, many of them still do not have a plan to
cover all the strategic business planning processes. Many still do not treat business
continuity as a corporate issue that needs the direct involvement of the CEO and
the executive team. BCP as it is practised today focuses primarily on operational
risks: the long-term strategic planning aspects are not factored in. Consequently
organizations lose sight of the big picture and the associated strategic risks.

It can be concluded that the need for continuity of operations exists today
more than ever before. However, does the field of business continuity restrict
itself to a narrow approach? Today, as indicated above, a business continuity plan
captures only the operational and IT component and does not cover strategic
issues.

This chapter looks into some of the examples on how strategic business conti-
nuity can help management in taking strategic decisions.

Business continuity planning within a business
strategic context

In the 1970s, during the production-based economy the risks were more tangible
in nature and were associated with plant, machinery and labour and were national
or local. In today’s knowledge-based economy, the risks are getting to be more
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intangible like knowledge/IP, reputation/brand equity, management competence
and image. Any effect on these would have an immediate reflection on earning
drivers and thereby shareholder confidence and the price of the share. Nothing
bolsters this fact more than the EFQM (European Foundation for Quality Manage-
ment) model, which is a globally accepted excellence model adopted by the best
corporations worldwide. The EFQM scoring mechanism places more weight on
perception measures (the intangibles) than the earlier mentioned tangibles.
Further, failure to meet with increasing regulations and best practices like Sar-
banes-Oxley, Basel II, Corporate Social Responsibility and Corporate Governance
means that the impacts can cause a potentially debilitating disruption to the
business.

Organizations large and small most importantly take strategic decisions that
have an impact on long-term profitability and growth. Business continuity plan-
ning needs to take all these factors into account.

Most risk assessment exercises fail to capture the imagination of the top man-
agement since they talk only of risk mitigation strategies. Management is generally
unable to see a direct ROI and frequently does not consider that these activities
add value and enhance earnings. This approach spreads to the BCP programme,
which also fails to engage the top management, who are critical of the investment
in BCP. This is due to the fact that most of the articles and papers on the subject
try to focus on business continuity mainly from a controls perspective and thereby
do not focus on its value creation aspects. It would be a surprise for most enter-
prises to learn that there can be significant value creation and increase in earnings
potential from a quantifiable and measurable strategic BCP approach.

Let’s look at a few examples of how strategic risk and business continuity have
a direct impact on earnings and thereby ROI, thus providing management with a
strong basis for business decision-making.

Weighing business opportunity and accounting for the
opportunity cost of capital and management

Novo Nordisk, the DKr 29 billion Danish firm, had invested around US$50 million
of cash on an insulin product. If the future investment was uncertain, progress
on the project would need to stop. By performing a strategic risk profiling exercise
the Danish firm was able better to control the outcome and invested more funds
in the product. As a result they did not miss out on the opportunity to become
the market leader and thereby gained substantial competitive leverage.

A company that is part of a well-diversified group and a manufacturer of marine
vessels is faced with a dilemma as to whether it needs to spend management time
and effort in planning to develop a product rather than haphazardly developing
products based on unresearched needs. A business continuity approach, taking
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into account the above opportunity cost of management and capital, provided
substantive information to take a decision on the way forward. The parent company
was able to control the losses by identifying the business risks associated with the
products being developed in keeping with the market needs and charted a new
long-term strategic plan to address these risks.

Stakeholders involved in the decision-making need to have
a clear understanding of the business

The same organization also faced a situation wherein its financing arm did not
understand the nuances of the segments within the marine vessels manufacturing
industry. This had led to delayed decision-making which affected operations
thereby delaying the launch of its products resulting in risk of market timing
delay.

Evaluate strategic risk mitigation and business continuity
strategies not only from a controls perspective but also
from a strategic viewpoint

A local company in the Middle East, which is a reseller for Mothercare products,
was faced with a situation on whether to shut its shop in Lebanon during the
recent war with Hezbollah. In contrast to other companies that were removing
stock to other countries as a risk mitigation strategy, this company started stocking
more products in its warehouses and stores. When the war ended after a short
time, sales boomed. They were not only able to meet the demands of their exist-
ing customers but also got many new customers who could not buy these prod-
ucts from elsewhere.

Identify areas for investment/disinvestment

MOL, a €8 billion Hungarian integrated oil production, refining and marketing
group, tried to assess the impact of hybrid cars on the bio-fuels market, such as
corn-based ethanol. Ducommun, the Chief Strategy Officer, states that: ‘By pushing
the analysis on hybrid cars, what we discovered were the limits of this phenome-
non, because there is not enough land to grow the raw material of ethanol. But
it is good to map those extreme scenarios to decide if we should be in those
markets, or if our product is oil, or do we sell “mobility”, and if it’s mobility then
ask: Should we be in bio-fuels?” This made the company decide not to enter into
this market.
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Conclusion

This chapter has sought to emphasize the importance of a business continuity
approach extending into business strategy. While the identification of mission
critical activities and risk reduction is crucial, business continuity disciplines might
also be brought to bear on broader business strategy.






Section Two

Planning for business continuity:
a ‘how-to’ guide
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Introduction

In this chapter we provide an overview and introduction to a methodology that
will enable an organization to establish business continuity management in line
with BS 25999-1: 2006, and 25999-2: 2007 the new British Standards for business
continuity management.

The methodology outlined in this chapter and enlarged on in the ensuing
chapters has been proven to provide the required information and result in the
successful establishment of business continuity management. However, many
organizations that follow the methodology are not successful. This chapter also
identifies some of the reasons for their failure and suggests ways around them.

What is business continuity management?

The formal definition by BS 25999-1 of business continuity management (BCM) is
as follows:

A holistic management process that identifies potential threats to an organization and
the impacts to business operations that those threats, if realized, might cause, and
which provides a framework for building organizational resilience with the capability
for an effective response that safeguards the interests of its key stakeholders, reputa-
tion, brand and value-creating activities.

This definition recognizes that business continuity management is more than just
writing a business continuity plan. Simply producing a plan will not achieve any

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.



106 The business continuity planning methodology

benefit to the organization. To benefit fully from business continuity management
requires organization, planning, assessment, training, rehearsal and more.

I prefer to describe business continuity management more simply as ‘A manage-
ment system that enables an organization to improve its security and resilience and
make sure that it can respond immediately and effectively to a major incident’.

A structured management system

Just like any other management system, business continuity management needs
to be planned, implemented and improved on an ongoing basis.

During planning you will set out what you hope to achieve in terms of imple-
menting BCM and how you will go about it. It is vital that BCM supports the aims
and objectives of the organization and the needs of its stakeholders, otherwise
there is no point in doing it.

You must then implement the key elements of business continuity management
identified in the British Standard’s business continuity lifecycle. These are described
in more detail below. The work must include checks and controls to make sure
that each element is implemented effectively.

Ongoing exercising, maintenance, review and audit will provide the basis for
management to ensure that BCM improves over time.

Part 2 of the British Standard is the specification against which organizations
may be certified. It recognizes that BCM is a structured management system
and requires management systems to be implemented in order to obtain
certification.

The business continuity management lifecycle

BS 25999:1 includes a diagram that describes the BCM lifecycle (see Figure 8.1).

The BCM lifecycle comprises a number of elements, all of which need to be
undertaken in order to implement business continuity management effectively.
Apart from BCM programme management, it is not necessary to undertake the
elements in a particular order, although there is clearly linkage between some of
the elements. For example, many business continuity experts advocate starting
with an exercise that raises awareness and emphasizes the need for BCM. Other
experts advocate starting with ‘understanding the organization’ which leads natu-
rally on to ‘determining BCM strategy’. BCM programme management is like the
axis of a wheel that drives the other elements, so should always be considered as
a first step.

The new British Standard describes the elements as follows:
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Understanding
the organization

Determining
BCM
strategy

Exercising,
maintaining
and reviewing

Developing and
implementing
BCM response

Figure 8.1—BCM lifecycle

BCM programme management

Programme management enables the business continuity capability to be both estab-
lished (if necessary) and maintained in a manner appropriate to the size and complex-
ity of the organization.

In essence the requirement is to:
® Assign responsibilities

® Implement business continuity, including;:

- Communication with stakeholders
- Providing training
- Conducting exercises

® Provide ongoing management in the form of:
- Maintenance to ensure the plan is up to date

- Control documentation and sign-off.

Project initiation and management is covered at Chapter 9.
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Understanding the organization

The activities associated with ‘understanding the organization’ provide information
that enables prioritization of an organization’s products and services and the urgency
of the activities that are required to deliver them. This sets the requirements that
will determine the selection of appropriate BCM strategies.

The key steps are to:

® Identify:

- Objectives

- Stakeholder obligations
- Activities

- Assets and resources

® Assess impacts of stopping activities
® Evaluate threats to critical activities
® Consider internal and external dependencies.

These aspects are covered at Chapters 10 and 11.

Determining business continuity strategies

Determining business continuity strategies enables a range of strategies to be evalu-
ated. This allows an appropriate response to be chosen for each product or service,
such that the organization can continue to deliver those products and services:

® at an acceptable level of operation; and
® within an acceptable timeframe

during and following a disruption. The choice made will take account of the resil-
ience and countermeasure options already present within the organization.

Business Continuity strategies are explored at Chapters 12 to 18.

Developing and implementing a BCM response

Developing and implementing a BCM response results in the creation of a manage-
ment framework and a structure of incident management, business continuity and
business recovery plans that detail the steps to be taken during and after an incident
to maintain or restore operations.

Chapters 19, 20 and 24 address the planning and implementation processes.
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BCM exercising, maintaining and reviewing
BCM arrangements

BCM exercising, maintenance, review and audit leads to the organization being able
to:

® Demonstrate the extent to which its strategies and plans are complete, current and
accurate; and
® Identify opportunities for improvement.

These aspects are covered in Chapters 21 and 22.

Embedding BCM in the organization’s culture

Embedding BCM in the organization’s culture enables BCM to become part of the
organization’s core values and instils confidence in all stakeholders in the ability of
the organization to cope with disruptions.

Section 1 and Chapter 22 are relevant here.

Coordination and management of the process

If an organization is to be successful in developing and then maintaining a business
continuity capability, it is essential that there is clear management commitment
and support for the process. To ensure that the plans and procedures that are
implemented will be effective, there must be overall as well as individual owner-
ship. There must be a BCM programme manager with overall responsibility for
managing and coordinating the BCM implementation. The BCM programme
manager must have the visible support of top management and the necessary
authority to make things happen. To spread the workload, individual plan admin-
istrators should be appointed to manage the development and maintenance of
individual plans.

So what’s the catch?

Many organizations have adopted the BS 25999 lifecycle and been successful
in implementing a true business continuity capability. Of those, many have met
with disaster and emerged intact. Extensive research by Oxford Metrica has
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demonstrated that organizations that manage a major incident effectively emerge
stronger than they were before the incident happened. There are, however, too
many companies that have tried to follow the lifecycle but have failed miserably
to complete the first element.

The most common reason for failure is undoubtedly lack of true management
commitment. However, there is a way of making real progress and securing the
management commitment needed for success.

A major problem is the time it takes to produce the written plan. If you follow
the lifecycle in strict sequence and have dedicated resources, you might get a plan
out after many months. What usually happens is that failure by key managers to
support the first element causes excessive delays. By this time, senior manage-
ment, who expected you to produce a plan in a matter of weeks, have become
disillusioned - and business managers still don’t understand what is required of
them. No one has any idea what they are meant to produce and the likelihood of
getting a plan out in the next decade looks very remote.

The solution is simple. Produce your first business continuity plan as quickly as
you can, preferably within a month. It does not have to be perfect and only needs
to contain basic contact information and resource data. You will then have some-
thing that you can use to show management and business managers. This educa-
tion should involve walk-through tests using the business continuity plan. This
will enable business managers to begin to understand the issues involved and their
role in the process.

A practical approach

For the majority of organizations seeking to implement BCM for the first time, a
practical approach is to create a business continuity plan for a single location and
use that as a springboard for all the other work that needs to be undertaken.
The main elements of a business continuity plan can be developed relatively
quickly within a few weeks. Using generally available templates, it should be fairly
straightforward to design command and control structures; procedures for notifi-
cation, invocation and escalation; and clear guidance on how to respond to an
incident, including contact lists, forms and checklists. What takes longer is:

Conducting a business impact analysis

Determining effective BCM strategies

Drafting detailed recovery procedures for business-critical activities
The ongoing work involved in:

- Plan exercising
- Plan maintenance
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- Audits
- Reviewing business criticalities as the organization changes and
develops

® Embedding BCM in the culture of your organization which will involve:

- Educating all staff
- Raising awareness of staff, suppliers and customers.

All of the above needs to be set out in a BCM programme that sets out the work
that needs to be undertaken, typically over a two- to three-year period.
Key stages are as follows:

Programme initiation
Awareness workshop
Business impact analysis

Risk assessment

Strategy development

Plan writing

Plan walkthrough

BCM programme completion.

Programme initiation

From the outset, you must be clear on the scope, objectives, method, timing and
schedule of work that you are about to embark on. As the BCM programme
manager, you should therefore draw up project documentation that sets out:

® Key activities to be performed and the persons responsible
® Agreed milestones and deliverables.

To ensure that you implement BCM in the correct manner and to the correct level
for your organization, there are some key questions that management needs to
address. For example, how should BCM link into the organization’s aims and
objectives? What criteria should be used to determine the criticality of each busi-
ness activity? What are the most likely causes of a major incident and what types
of impact are likely to arise? Who are the stakeholders most likely to be affected
by business disruption? How will BCM be managed on an ongoing basis? The
answers need to be documented and relevant details published in a BCM policy
that:

® Defines the scope of BCM to be established within the organization
® Identifies BCM resourcing requirements
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® Sets out the BCM principles, guidelines and minimum standards for the
organization

® References any relevant standards, regulations or policies that have to be
included or can be used as a benchmark.

Awareness workshop

It is also advisable to get everyone to be involved in developing the business con-
tinuity plan to a minimum level of understanding of BCM concepts. A half-day
workshop should suffice. The workshop should explain the background, includ-
ing the needs and drivers, and the methodology, approach, requirements and
timescales. Participants to be involved in the business impact analysis should also
be introduced to the questionnaire to be used and be given clear guidance on
how to complete it.

Business impact analysis

One of the key stages that BS 25999 identifies is the business impact analysis (BIA).
This is undertaken as part of ‘understanding the organization’.
The standard states that the organization should for each activity:

® Assess over time the impacts that would occur if an activity were to be
disrupted

® Establish the ‘maximum tolerable period of disruption’' of each activity
by identifying:

- The maximum time period after the start of a disruption within which
the activity needs to be resumed

- The minimum level at which the activity needs to be performed on its
resumption

- The length of time within which normal levels of operation need to be
resumed

® Identify any interdependent activities, assets, supporting infrastructure or
resources that have also to be maintained continuously or recovered over
time.

It may be helpful to examine more closely what the standard means by ‘maximum
tolerable period of disruption’, since this provides the key to the information that
needs to be captured in a BIA questionnaire: this is illustrated at Figure 8.2.

! The maximum tolerable period of disruption is used to determine the recovery time
objective of the activity and any support activities and resources that they require.
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Figure 8.2—Maximum tolerable period of disruption

It is possible to create a simple BIA questionnaire that fits on two sides of a
sheet of paper in order to capture:

® Basic information about each activity, for example:

- Name

- Department

- Location

- Person responsible
- Description

- Comments

® The effect of stopping each activity in terms of:

- Financial impact
- Operational impact (e.g. customer service, reputation, regulatory)

® TFach activity’s resource requirements

- Staffing (normal, minimum on resumption, time before back to
normal)
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- Technology
- Equipment
- Documentation

® Dependencies on other activities.

Treat as business critical those activities whose loss would have the greatest
impact in the shortest time and which therefore need to be recovered quickly
following an incident. There may be some other activities, for example manufac-
turing processes that rely on specialist plant which has a long lead time for replace-
ment, you should also consider as ‘business critical’. In essence, any activity that
requires pre-planning in order to ensure that it can be fully recovered within its
maximum tolerable period of disruption should be termed ‘business critical’.

Risk assessment

Threats to business-critical activities should also be evaluated. This requires a risk
assessment that identifies threats and vulnerabilities and the impacts that might
result from their exploitation. This can be done quite simply by holding a two-hour
discussion between the owners of the business-critical activities and those respon-
sible for support activities, such as facilities and information technology (IT).
Based on the results of the risk assessment, you should be able to identify mitiga-
tion and risk treatment measures that:

® Reduce the likelihood of a disruption
® Shorten the period of disruption
® Limit the impact of a disruption.

Strategy development

Following the BIA, you will need to come up with strategies for recovering the
business-critical activities and the support services (IT and communications infra-
structure, logistics, legal services, buildings, etc.) that they will need.

A good approach is to have a workshop that identifies options for establishing
a working environment in which to recover business-critical activities following
a major incident. Workshops should involve managers and operations staff from
departments with business-critical activities and representatives from the support
services that they will require. The interaction between the two groups promotes
real understanding of the issues on both sides and provides an environment in
which imaginative and effective solutions can be identified. Options identified
during the workshops can then be investigated to determine their feasibility and
cost.
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Plan writing

The business continuity plan is made up of three components best illustrated in
Figure 8.3.

Emergency response identifies the steps required to respond immediately to an
incident in order to safeguard life and, if it is safe to do so, limit damage to the
site.

Incident management sets out the action needed to mitigate or reduce the
sources, size and effect of a crisis, manage the impacts, aid recovery and exploit
opportunities. It must include communications with all stakeholders and dealing
effectively with the press and media.

Business recovery provides the capability to recover business activities before
the impact of their loss causes irrevocable damage and to restore an acceptable
level of service to clients, customers and other business partners.

Your plan should include flowcharts and other supporting graphics that explain
the steps that need to be followed for each component of the plan. They should
set out clearly who is involved, what they are required to do and in what time-
frame. This enables the leaders of each team to see clearly at any point in time,
the progress made, other actions that should be happening at the same time and
the next steps that need to be taken.

The plans should also include forms, logs, checklists, contact lists and call trees
that will be needed at ‘time of incident’.

Emergency
response

Activity

Incident management

Business recovery

Time Business as usual

Figure 8.3—Phases of recovery
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Plan walkthrough

As soon as you can, conduct a plan walkthrough to validate the business continu-
ity plan and provide training for the teams that will use it. This can be done using
a tabletop approach.

BCM programme completion

During the plan walkthough, it will quickly become apparent that the plan is not
complete and will require more work to make it comprehensive and effective.
There must therefore be an ongoing programme of development, exercising and
maintenance. You should also plan the rollout to other locations and parts of the
business.

Embedding BCM within the culture of the organization must also be planned.
It is essential to provide training so that everyone knows what BCM is and their
role in the event of a major incident. This training should be supplemented
by relevant support material that promotes awareness and understanding: for
example, brochures, newsletters and intranet pages.

Plan exercising

There are many types of plan exercise. Some are simpler to run and are suitable
for early versions of the plan and inexperienced teams. At the other extreme,
exercising can be complex and should only be contemplated when plans have
been exercised extensively and teams are very experienced and confident. Each
exercise builds on the results of previous exercises.

Typically there are five levels of exercising that you can undertake:

® Plan walkthrough - A walkthrough of a plan is an excellent way of explain-
ing its format and content. A plan walkthrough is a low pressure exercise that
uses presentation techniques including videos, slides and handouts, so that
participants fully understand their plans.

® Facilitated discussion - Facilitated discussions can be delivered in a number
of ways, but usually begin with the presentation of a hypothetical scenario.
Potential issues and problems are then extracted from the scenario and given
to the participants to solve using brainstorming and group discussion.

® Single team simulation - This simple form of simulation brings participants
together in order to examine both the plan and how the team works together
under limited pressure. The team will be expected to manage a fictional inci-
dent, manage information flows, make decisions, log activities, handle dilem-
mas and work together as an effective team.
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Figure 8.4—Exercising

® Multi-team simulation - The multi-team simulation extends the single team
version by providing the added dynamic of team interaction. The focus is on
coordination, communication and control. Such exercises often highlight ele-
ments of the overall plan that have either not been assigned or have been
given to more than one team.

® Full-scale exercise - Full-scale exercises involve all teams. They should not
be considered until other forms of exercise have been conducted and all teams
have a high degree of experience, competence and confidence.

Plan maintenance

BCM arrangements and documentation will become of no value if they are not
reviewed, maintained and updated as changes occur. Inbuilt mechanisms must be
established to ensure that changes affecting BCM are recognized and accommo-
dated. A plan maintenance programme that allocates roles and responsibilities
must also be set up.

Auditing

Auditing of the entire BCM process is needed to ensure that it complies with
generally accepted industry standards, such as BS 25999, and should ideally be
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undertaken by an external third party to ensure that they are objective and
independent.

Summary

Business continuity is a very wide-ranging and interesting topic. However, like a
snowball that grows and grows as you push it along, you will encounter many
diversions, challenges and issues that need to be considered. By adopting the
approach described in this section, you will be able to tackle them in a logical
and focused manner that will enable you to stay on track and achieve your
objectives.
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Project initiation

Business continuity planning projects, as well as projects for disaster recovery
capability, are initiated, or ‘born’, from many different sources. The most common
scenarios seem to be when a corporation is told that possessing a demonstrable
business continuity capability has become a requirement because:

® Of an outside auditor’s report

® The regulatory bodies which govern their industry have deemed it to be a
requirement for ongoing membership or compliance

® The company’s ‘stakeholders’ (those with vested interest in the company, such
as shareholders, owners, insurers, employees and investors) are demanding
it

® The company (or a competitor) has in fact experienced an ‘event’ which
opened their eyes to their own vulnerability by not having a continuity capa-
bility in place.

But whatever the reason that upper management is now talking about business
continuity within an organization, it is still a long way from having them commit
funds, resources and time to activating a business continuity project and under-
standing the ongoing corporate cultural change that will become an integral part
of their long-term day-to-day business.

One of the most effective methods used to ‘sell’ business continuity to upper
management is to approach it with the appropriate corporate ‘hot button’. Cor-
porate hot buttons can be any one, or a combination, of several different critical
mandates. It is, therefore, important to find out what upper management really

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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cares about in running the business and which elements are vital, in their minds,
to keeping the business doors open even in the face of a disaster. Some examples
of corporate ‘hot buttons’ are listed below.

® Protect revenues

- Ensuring profits
- Minimizing losses

Retain market share

Protect corporate image and reputation
Customer service

Satisty stakeholders

Auditors

Product delivery

Brand protection.

Although a company may sell a product or service as their business, their immedi-
ate concern may in fact be continued customer service capability or protecting
their corporate image rather than ensuring production. It’s important to know
which ‘angle’ to use when approaching management for business continuity
project approval and support. Therefore, if building a business continuity capabil-
ity can ensure protection and continued availability of the true critical mandate,
from management’s point of view, there is a better chance of success in obtaining
appropriate funding and resources.

Timing can also become a critical factor when the reason for initiating a busi-
ness continuity planning project comes from regulatory bodies, which have com-
pliance deadlines, or from an auditor’s report which will have an annual review.
Projects that have critical time factors are usually more expensive to execute and
involve more internal resource effort.

Once the appropriate hot buttons have been identified, a cost/benefit analysis
should be prepared which demonstrates the benefits to the company of ensuring
the protection and ongoing availability of those critical mandates. A cost/benefit
analysis isn’t always just about hard cost.

Project costs — start-up and ongoing

There should be fairly accurate costs associated with the resources, time, effort
and third party contracts to be created in the business continuity planning project
phase. But be sure to add in ongoing annual costs for plan maintenance/adminis-
tration, training/awareness, testing and plan updates. (These figures should be a
very small fraction of the projected rebuild cost figures.)
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Projected rebuild costs

It should be possible to create a scenario of rebuild (with projected costs) if the
company does not develop a business continuity capability. Although these costs
are estimates, the majority of them would be one-time costs with a smaller com-
ponent of ongoing costs. Be sure to include new, concentrated marketing efforts,
potential employee recruitment and new hire costs, technology replacement and
potential moving costs. (As an aside, it is often said that it takes 11 times the
marketing effort/costs to regain a lost customer than the cost of acquiring new
customers.) Some of these figures can be obtained from past records.

Projected potential savings

Fortunately, developing a business continuity capability doesn’t necessarily always
just cost money. There are opportunities for corporate savings as well. In some
countries and in some industries, there are discounted insurance premiums avail-
able to corporations that possess demonstrable business continuity capabilities.
Depending on the technology recovery strategies that are developed, there can
be opportunities to outsource technology maintenance, support and/or upgrades,
which can be more cost effective than providing those services in-house. Off-site
vaulting can also be more cost effective than providing the appropriate environ-
mentals and structure in-house. These estimates can also be included in the cost/
benefit analysis.

Too often well-intentioned business continuity initiatives are not ‘sold’ effec-
tively to upper management and only receive funding to perform a disaster recov-
ery planning project or, more commonly, just a technology recovery planning
project.

Often a half-day senior executive workshop is useful to build business continuity
awareness and generally educate management on the various components of busi-
ness continuity planning and the overall size of the undertaking. It is also true,
unfortunately, that ‘scare tactics’ sometimes work to drive the message home.
There are all kinds of smoke and rubble videos available as well as worldwide
statistics on companies without proper continuity plans in place, which experi-
enced some form of physical disaster (or even bad press) and did not survive.

Once the corporate decision has been made to pursue business continuity plan-
ning as an initial project, and hopefully as an ongoing corporate process, it is
critical and beneficial to disseminate this information throughout the organization.
Every employee as well as appropriate third party suppliers and support organiza-
tions should be informed that developing business continuity capabilities has
become a priority mandate to the organization. Building employee awareness and
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keeping them informed throughout the process is key to building corporate
support for the efforts. Everyone is already busy performing their daily job func-
tions - if upper management is not clear on helping to ‘sell’ the business continuity
planning project as a priority mandate, then resources throughout the firm will
eventually just add it to the never-ending list of ‘other’ things to do when they
have time. Management must be seen as visibly supporting and endorsing the
continuity efforts of the project throughout the entire process.

Project management

Creating comprehensive continuity plans and ongoing processes for an entire
organization is a large and daunting undertaking. Trying to grasp all components
of the project and plan development process at the same time can become quite
intimidating when trying to figure where to begin. Business continuity planning
is managed much more successfully if it is broken into sections with go-forward
decisions acting as milestones at the end of each section.

Generally, a business continuity planning project can be broken down into
manageable thirds or phases. The first phase is information gathering and is
comprised of risk evaluation and control, beginning to establish appropriate cor-
porate support recovery teams, conducting a business impact analysis and using
the information learned from the business impact analysis to develop appropriate
continuity strategies. The second phase is plan development which includes
developing emergency responses and procedures to ensure the life and safety of
employees and visitors, as well as controlling the initial corporate response or
reaction to an ‘event’. This phase also includes development of the plan itself, as
well as implementation and documentation of the plan. The third phase is a true
transformation when a business continuity planning project becomes an ongoing
corporate-wide process, where internal training and awareness programmes are
developed, plan testing/exercising is scheduled and ongoing administration/main-
tenance of the plans begin.

In order to successfully manage each and every phase of business continuity
planning, it is critical to create and install appropriate project-reporting relation-
ships throughout the life of the project and on an ongoing basis as an integrated,
corporate process. Overall, the project should report to a small executive com-
mittee where the members are the most senior executives in the organization.
(Ideally, these would be the same executives who approved the project budget
and sent the corporate message to all employees in the first place.) These could
include the chief financial officer or senior vice-president of finance, the chief
executive officer or president, and the chief information officer or senior vice-
president of technology. Although it is not always necessary to utilize their time
throughout the project, a reporting structure should be set up which makes it
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mandatory to give the executive committee some kind of project status update at
least every two weeks.

Members of the working committees will change as the project advances
through its phases; however, the onus should rest with the project manager to
ensure that project status reports are timely and complete for every reporting
period.

Phase One — Information gathering
Structure

For the first phase of business continuity planning, the project team should consist
of:

® A project manager who coordinates the activities of the team, manages time-
lines and budget, and reports to the executive committee

® Enough resources who understand the ‘business’ of the company and what
information is needed to be acquired through the business impact analysis
process

® One or two key resources from technology who understand the underlying
technical issues as business units prioritize their recovery requirements

® A project liaison officer who will be responsible for gathering together all the
required company documentation such as:

- Any third party contracts

- Insurance policies

- Technology topology schematics

- Employee organizational charts

- Corporate phone lists, fax and modem numbers
- End-user workstation configurations

- Computer inventory lists

- Asset inventory lists

- LAN server configurations

- Building cabling and electrical drawings, etc.

Comprehensive business continuity planning projects should include not only
gathering information for the technology systems and business functions of a
corporation, but also reviews of:

® Current insurance policies
® Technology maintenance/support contracts
® Physical premises review
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Surrounding geographic review

Corporate conformity and liability concerns

Voice recovery requirements

Paper-based vital records review

Third party contract review for suppliers, off-site storage providers, etc.
Human resource recovery requirements and hiring practice policies
Premises (office workspace) recovery requirements

Incoming feeds/deliveries review (electronic incoming feeds, mail/courier
delivery, etc.).

Budget

The one-time costs incurred here should have been the closest to ‘true’ costs that
were included in the cost/benefit analysis. This phase of the project should have
a definite start and end date with, at least, an upper limit on cost. Since it is always
better to be seen as coming in under budget, rather than over budget, be sure to
add in a 5-15% buffer into the timelines and costs before they are submitted for
approval, in order to accommodate unforeseen delays and expenses. Adding in a
small overrun buffer should apply to every phase in project management.

Timelines

This phase of the project is the time to maximize on the employees’ new aware-
ness and management support which has freshly made its way throughout the
organization. This phase involves the most effort that will be required from the
general employee population and it’s important to meet with them and acquire
the needed information while they are still aware and supportive of the initiative.
If resources are available, several information gathering methods should be going
on at the same time since it is not always necessary to finish interviewing or getting
recovery information from one department or business function before another
one is started.

Milestones

There are many opportunities within the first phase of a business continuity plan-
ning project to identify milestones or successes to show to management. It’s
always helpful in assisting ongoing project awareness throughout the organization
if the project team does a bit of ‘flag waving’ now and then. Milestones during
Phase One can include:
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® Publishing the establishment of the corporate support teams by sharing with
employees the names of the teams’ members and their team responsibilities

® TFinishing the risk assessment and analysis and internally publishing the results
to management

® Establishing the critical corporate support recovery teams (see section ‘Con-
tinuing visible support”)

® Completion of the business impact analysis and reporting appropriate continu-
ity strategy alternatives to management

® The last milestone in this phase occurs when management decides which
continuity strategy will best suit the recovery requirements, budget and dis-
aster recovery time objective of the corporation.

Phase Two — Plan development
Structure

Once management has approved an appropriate continuity strategy, the project
team members will change somewhat. In addition to a project manager, the team
will also require the services of:

® Corporate legal counsel and/or the procurement function to complete third
party contract negotiations

® Senior management with signing authority for third party contracts

® Plan writers to assist with detailed documentation

® Internal/external assistance from human resources, property management
and the local emergency authorities to document emergency response
procedures

® A corporate communications representative with media training to develop
corporate first response scripts

® Lots of resources from technical support to assist in the technology recovery
plan development.

This group will be working in isolation from most other company employees until
some of the contracts are signed and some of the documentation is completed.

Budget

Budget approval may be necessary if any of the project team members in Phase
Two are outside consultant or contract resources. There may also be expenses
incurred if media management and communications courses are required for those
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executives who have been appointed as spokespersons for the corporation. Addi-
tional expenses may include recovery plan documentation software and training.
The largest budget item in this phase (besides the resource time utilized during
plan development) will be the costs of activating any third party contracts for
off-site recovery capabilities and/or off-site storage requirements. (Initiation or
contract costs to third party recovery providers are included in this budget.
However, monthly subscription fees to the providers should become a line item
within the company’s appropriate department or division.)

Timelines

It is a unique decision to each corporate environment and business continuity
planning project, whether the proposal evaluations from third party recovery
providers are included as tasks at the end of Phase One or set up as the opening
step within Phase Two. Once a strategy has been decided upon, an RFI (request
for information), an RFQ (request for quote) or an RFP (request for proposal) must
be written and submitted to those third party providers who have been deemed
as being most appropriate to have the correct ‘fit’ of recovery capabilities for the
corporation. Then, time must be allocated in order to allow these companies to
respond (two to three weeks is usually acceptable). They may wish to give pre-
sentations and/or site tours of their facilities to company management and techni-
cal support staff in order to properly explain and demonstrate the configurations
and capabilities of their facilities.

Plan development, implementation and documentation always take longer than
can be originally estimated. Be sure to allow enough time for plan documentation.
Documentation should include a draft version that is reviewed not only by the
employees who have to work from the plan during recovery, but also reviewed
with ‘fresh eyes’ by someone who would only have to use the documentation if
the allocated resources were not available for recovery. It is important to remem-
ber that the procedures and language used within the plan documentation must
also make sense to someone who didn’t write it, or doesn’t do these activities as
their day-to-day job.

Milestones

This phase of the project seems to hum along in isolation within the project team
and the outside support providers, without much involvement from other members
of the organization. It’s important, therefore, to continue to make every effort to
keep corporate management and employees informed of small successes and
completed targets within this phase. In addition to regular status reports to man-
agement (even if management is currently involved ‘hands on’ with third party
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contract negotiations), the project team should publish, or at least make public,
certain milestones as they occur within each phase. Some of these milestones can
include:

Completion of third party recovery provider contracts

Announcing the completion of each business unit’s plan

Completion of each technical component recovery implementation
Completion of the establishment of all corporate support recovery teams (see
‘Continuing visible support’ section).

Phase Three — Business continuity process
Structure

Activities during this last phase, as well as those on an ongoing basis, will again
shift around to involve more internal staff. It is also this third phase where there
will in fact be several different project teams and ongoing process tasks assigned
to permanent employees and embedded into daily and annual business functions.
Initially, the project team, under the direction of the project manager, needs to
stay focused on two main components:

® Developing initial awareness and recovery training programmes for all
employees
® Coordinating and scheduling the first recovery ‘test’ for the organization.

While the project team should still be forwarding status reports to the executive
committee on a regular basis, the frequency of those reports may drop down to
once per month while training programmes are developed internally (or pur-
chased from recovery training organizations and modified). It also takes many
weeks, or in some cases a few months, to schedule and properly prepare for
technical or relocation recovery tests. The project team for employee training
should consist of:

® The project manager who coordinates the activities of the team(s), manages
timelines and budget, and reports to the executive committee

® Representation from human resources or the internal training department

® Representation from one or two key business units to review the appropriate-
ness of training materials

® Outside resources (if necessary) which specialize in employee awareness and
training for business continuity issues.

The other set of activities that will be happening at the same time is for a team
to develop a test plan, script and schedule for an initial restoration/recovery.
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Although some organizations try to test system recovery as well as resource reloca-
tion and voice restoration at a recovery site, it is advisable not to try all these
recovery components at the same time, especially for an initial test. It is still criti-
cal to have demonstrable successes, especially at this stage when the organization
has now invested large sums of money and effort into building plans. So try an
initial test that is not too big to manage and has the greatest chance of success.
A single system restore test is often a good starting point. Or, redirect only a per-
centage of incoming calls to a recovery call centre. To accomplish this, a project
team needs to be assembled which includes:

® A project manager (probably the same one) who coordinates the activities
of the team, manages timelines and budget and reports to the executive
committee

® Representation from technology support who will be involved in the test

® Representation from a business unit which will be involved in the test

® Representation from the recovery site provider.

Budget

Estimating costs for internal training and awareness programmes is dependent on
whether the programmes will be developed in-house or purchased from outside
training organizations and modified. Be sure to include the costs of software
and/or training materials, internal resource effort, workshop costs, consultancy
fees (if applicable), printing materials, and so forth, into the budget.

Creating a budget for recovery testing is more difficult. There may be hard costs
associated with using ‘test time’ at a third party recovery facility. However, the
internal (and sometimes external) resource to:

® Prepare, plan and script for a test
® Conduct the test itself
® Produce the post-test audit

is always underestimated. Be sure to allow lots of time to prepare for a successful
test, as well as the time that will be spent afterward performing a post-test
audit.

Timelines

Since this phase of the project melds over into an ongoing corporate process, the
timelines are, ultimately, never-ending. However, an end date or milestone could
be determined to, for example, complete a first session of recovery training to all
employees. After that, the process of training each new employee or each employee
transfer takes over.
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A target date, or end date, can also be established to set up a test schedule. And
it is true that if a third party recovery facility is to be involved, a test date and time
will have to be scheduled and reserved with them. This is most often at least two
months in advance. Add into the timeline a completion date for the post-test audit
work as well. Then the ongoing process will take over for plan updates, mainte-
nance and redistribution to affected business units. In the meantime, activities for
the next test and test date should be underway.

Milestones

This phase of business continuity planning has the most visible milestones of all
phases. The obvious first milestone will be the general announcement after all
employees of the organization have completed their first series of recovery
training.

The second milestone will be the general announcement of the first successful
recovery test. After that, the company needs to focus on testing and exercising
successes every year, as business continuity becomes an integrated, corporate
process.

Continuing visible support
Corporate recovery teams

During recovery from a disaster or event, the business units within an organization
will need to concentrate on restoring their own environment and becoming pro-
ductive again. The technology support staff within an organization will be focused
on providing a restored technical environment so that the business units can
access their systems and data and become productive again. Therefore, it will be
necessary to create overall corporate recovery support teams that are activated
during recovery procedures. These teams are comprised of the company’s deci-
sion-makers who have the authority to declare a disaster status on behalf of the
organization, as well as the authority to release funds from the organization, deal
with insurance companies, the press and process any employee personal claim or
pay issues. For organizations which have the internal resources available to create
separate support teams, the following suggestions are made.

Crisis management team

The crisis management team consists of selected senior management personnel
who will be responsible for making all significant decisions regarding the response
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to a crisis situation. Only specified members of this team are authorized to declare
a disaster (after analysis of the preliminary damage assessment) when they deter-
mine the appropriate course of action. All significant notifications will disseminate
from this group. This group will be responsible for addressing the longer-
term recovery issues once the immediate emergency response strategy has been
activated, and as more detailed damage assessment information becomes
available.
Key responsibilities include:

® Activating the contingency plan

® [Initial notification of recovery team leaders

® Analysing the preliminary damage assessment reports to determine whether a
disaster declaration will be necessary

® Determining appropriate emergency response strategy, identifying which
components of the recovery arrangements are to be activated under the
circumstances

® Determining corporate level communications strategy, including external and
internal actions to be undertaken by the corporate communications team
(external communications) and the administrative support team (internal
communications)

® Initiating the disaster notification (alert/declaration) procedures if required.

Administrative support team

The administrative support team consists of representatives from distribution ser-
vices, corporate purchasing, facilities, human resources, as well as administrative
support staff. Their main responsibility is to provide ongoing support to meet the
needs of the crisis management team and other teams if a recovery process has
been initiated. They are to set up the alternative office strategy and provide all
necessary forms for insurance and expense claims.

Key responsibilities include:

® Establishing the emergency control centre (command centre) and ensuring
that ongoing supplies and requirements of the crisis management team are
addressed

® Ensuring that key administrative support activities have been addressed (e.g.
mail, couriers, etc.)

® Coordinating all internal disaster notification of technical and user personnel,
including preliminary notification and ongoing status updates

® Procuring forms and supplies required for disaster recovery processing as
detailed by the recovery teams and business units

® May also be required to act as scribes and keep action board updated during
support team meetings.
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Damage assessment team

The damage assessment team consists of representatives from business units,
technical support and property management. Depending on the physical location
of the damage or disaster, these team members are best qualified to perform a
preliminary assessment based on the usability of the premises and equipment.
They are responsible for preliminary damage assessment activities to determine
the extent of damage to the affected premises, and whether worker health and
safety would be at risk in using all or part of the existing premises. This team
should also be able to make a ‘first guess’ on how long the site will have to remain
uninhabited.
Key responsibilities include:

® Conducting a preliminary assessment of damage to the following entities:

- Structures (e.g. buildings, rooms, offices, furniture)

- Environmental support equipment (e.g. air conditioning, chillers, power
supply)

- Environmental protection and security equipment (e.g. access control
devices, fire/smoke detectors, alarm systems)

- Computer hardware, software, data communication capability and other
specialized equipment

® Estimating the usability and time to recover critical resources

® Reporting assessment and recommendations to the crisis management team
for evaluation and selection of the appropriate recovery and restoration action
plan.

Recovery coordination team

The recovery coordination team consists of those members of the company who
are most familiar with the disaster recovery plans, having assisted with the devel-
opment and maintenance of them, and who are able to advise staff of their roles
and responsibilities in a disaster recovery situation. Once a disaster has been
declared, this group will access the plan and issue internal notifications, then
ensure that steps in the plan are being followed.

Key responsibilities include:

® Coordinating all activities and communication between the technical areas and
the user areas

® Coordinating the activities of the recovery teams and monitoring all plann-
ing, backup, recovery, restoration/construction and support department
activities

® Conlflict resolution at time of disaster
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® Assisting the crisis management team with details of the plan or in formulating
alternative actions if needed

® Timely updates of recovery plan progress, conflicts/issues that the recovery
team cannot resolve

® Receipt and updating of disaster recovery logs from corporate team leaders.

Corporate communications team

The corporate communications team consists of marketing and human resources
representatives who have had formal media training and are best suited to script
and disseminate all media management, and all internal and external communica-
tions issues. They will act as a central dissemination point for all media manage-
ment, external communications out to shareholders, stakeholders and the press,
as well as monitoring/controlling corporate policy statement and status announce-
ments to key customers, suppliers, employees and their families.
Key responsibilities include:

Assisting crisis management team in finalizing corporate communications
strategy

Initial public/shareholder/stakeholder/market communication

Key customer contact notification

Executing competitor response if required

Activation of internal call trees

Set-up of internal status notification process.

Human resources support team

The human resources support team consists of representatives from human
resources and legal counsel who are trained, knowledgeable and have approval
authority for dealing with employee insurance claims, payroll continuance and
coordination of temporary staff requirements. This team provides support and
direction of employee/family trauma counselling, sick leave claims, payroll at
times of crisis, personal injury and loss claims, extended family care and day care,
shift work for employees, coordination of temporary staff requirements and family
enquiries.
Key responsibilities include:

® Dealing with all employee-related issues on a timely basis

® Scheduling personnel during recovery activities

® Acquiring additional temporary staff as defined by authorized team
leaders/resources

® Activating family care centre plans

® Dealing with situations as they arise

® Coordinating with corporate insurance and/or legal representatives.
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Site restoration team

The site restoration team consists of representatives from facilities and purchasing,
as well as representatives from physical security. Some of the members on this
team may be carried over from the initial damage assessment team. This team in
fact follows the damage assessment team to ascertain whether salvage operations
are possible, and to coordinate efforts to return business units and/or technology
groups/operations to the primary or alternative permanent site.

Key responsibilities include:

® Conducting a comprehensive assessment of damage to structure(s), environ-
mental support equipment and supplies that results from a disaster

® Coordinating salvage efforts related to structure(s), environmental support
equipment and supplies

® Providing comprehensive damage assessment information to the crisis manage-
ment team to support longer-term recovery/restoration strategies

® Upon direction of the crisis management team, obtaining new facilities (tem-
porary or permanent) in the event the primary facility is beyond repair

® Coordinating the repair/replacement of environmental equipment, security
devices, alarm systems, furniture, etc.

® Ensuring security at damaged facility and at alternative processing facilities

® Working with technology recovery teams to ensure proper environmen-
tals and power are in place to accommodate incoming replacement
equipment.

Transportation support team

The transportation support team coordinates travel arrangements/accommodation
for personnel as well as for delivery of equipment and supplies, as well as printouts
where necessary, at the alternative site. This group will also facilitate the delivery
of meals to the alternative site if necessary.

Key responsibilities include:

® Coordinating travel arrangements for all personnel, including activating cor-
porate accounts with several taxi companies, bus rentals, etc., if necessary

® Coordinating with customs brokers if necessary

® Coordinating arrangements for delivery of equipment, computer tapes, sup-
plies and communicating modified instructions to suppliers

® Coordinating meals for personnel

® Accepting travel requests from the crisis management team and all team
leaders.
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System restoration team

This team is primarily responsible for re-establishing key information resource
systems operations. The recovery site provider will largely perform the steps to
initially condition the hardware. The systems restoration team will perform all
subsequent tasks related to the installation of the operating system, the database
and application program within the recovery time and recovery point objectives.
Members of this team will also assess the damage and coordinate any salvage
effort, as well as complete insurance forms and provide equipment specifications
to the vendor.
Key responsibilities include:

® Assisting in the recovery and maintenance of operating system software appli-
cation software and databases at the alternative processing site(s)

® Establishing and monitoring production operations at the alternative site(s)
and the restored/reconstructed primary site

® Coordinating salvage efforts related to computer hardware

® Coordinating the acquisition, delivery, installation, testing, and turnover of the
equipment at any alternative processing site(s) and the primary data centre.

Voice recovery team and end-user technical support team

These two sets of responsibilities are often combined into one team. The end-user
technical support component of this team is responsible for the restoration of all
data communications such as modems and routers for external communication.
It is also the responsibility of this team to recover the network operating system(s),
applications, and configuration of desktop computers and network servers.

The voice recovery component of this team is responsible for the re-establish-
ment of all telephone services; these would include the redirection of call centre
calls, recorded messages on major advertised numbers where necessary, worksta-
tions for the processing teams and providing all technical support for them. All
tasks related to voice communications, from cabling and equipment installation,
to ensuring the proper functioning of telephone services through testing and
monitoring, are performed by this group.

Key responsibilities include:

® Activation of interim voice message intercept and assistance in starting up the
call centre, if necessary

® Assisting in the recovery and maintenance of network operating system soft-
ware, application software and databases at the alternative processing site(s)

® Establishing and monitoring network processing operations at the alternative
site(s) and the restored/reconstructed primary site
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® Coordinating salvage efforts related to telephony, PC and data communication
equipment

® Coordinating the acquisition, delivery, installation, testing and turnover of the
telephony, PC and data communication equipment at the alternative site(s)
and the primary site.

Ongoing support from upper management

As the business continuity planning project winds down, the corporate business
continuity processes take over. Part of the changes in corporate culture will
include ongoing support from management in continuing to build and reinforce
employee awareness and training, and actively participating in recovery simula-
tions, exercises and tests through their corporate recovery support teams. In
addition to ensuring that all members of the various corporate teams understand
their roles and responsibilities during disaster recovery, it is critical that key
backup personnel as well as secondary backup personnel be trained to cover off-
staff availability during a disaster and general staff turnover as time passes. Budget
dollars should be allocated at the beginning of each to enable the company to
continue with ongoing training and awareness programmes and allocate the neces-
sary funds for annual testing/exercising.

Employee BCP awareness

The human resources/personnel/training departments of an organization must
play key roles in installing appropriate training programmes for employees of an
organization. Initial awareness workshops or seminars should be incorporated into
part of all new hire and employee transfer processes as well as assisting with the
ongoing maintenance of up-to-date employee notification lists.
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Introduction

We spend most of our lives making risk decisions and becoming so adept at it
that we rarely analyse how we came to a decision. For example, deciding what
time to leave for work will involve many implicit decisions about the chances of
delay at various points, applied experience of past journeys and an assessment of
the consequences of being late. It is just as well that we do make these decisions
intuitively otherwise we would spend all the time trying to assess the risks and
never setting off.

However, when we are charged with evaluating risks to our business we must
be more explicit in assessment, both because we will need to convince others to
take action through our reasoning and because the consequences of getting it
wrong may be more serious for ourselves and our colleagues.

There are some fundamental problems when you assess business risks:

® You are responsible to others for managing these risks yet the factors that can
affect them are numerous and few may be directly under your control.

® Statistics on catastrophic events are difficult to apply to a single location and
type of business.

® We rarely let unlikely events affect our decisions - yet these could have a
disastrous effect on our business.

Risk control in many businesses consists of a knee-jerk reaction to near misses and
press scare stories. This chapter offers some techniques and strategies to assess
risk in a more systematic fashion.

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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Objective of risk evaluation and control

The Business Continuity Institute states that the objective of risk evaluation and
control, within the context of business continuity management, is to determine
the events that can adversely affect an organization, the damage that such events
can cause, the timescale needed to restore normal operations and the controls
that can be implemented to reduce the probability of impact.

Five stages are identified in reaching this objective:

Understand the loss potentials and vulnerability to such losses
Evaluate risk analysis tools and techniques

Define a risk evaluation strategy

Select a process to evaluate risk

Establish risk avoidance measures to prevent or minimize the effect.

Threats and vulnerabilities

Some of the many threats to which a business is exposed are fire, flood, power

failure, air conditioning failure, lightning strike, industrial action, terrorist activity,

malicious damage, contamination, legal action, fraud, theft, software virus, Legion-

naires’ disease, etc. The specific nature of the threat could be one of an almost

infinite list of potential causes and may come from the most unexpected source.
Consider perils:

From natural and manmade sources

Having accidental or intentional causes

That are internal or external to the organization

Causing material damage, financial loss or damage to reputation
Resulting from a combination of unlikely circumstances.

Assessing the risk

How do we assess the probability of being struck by a disaster as a consequence
of an almost infinite list of threats? There are many surveys and lists but the major-
ity focus on a particular region or industry and will be of little direct relevance to
the international readership of this book. You should therefore seek advice from
your insurers, local trade associations or business continuity user forums to assess
the likelihood of specific threats in your particular location.
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Object of risk evaluation and control

The following points illustrate the difficulty of assessing specific threats:

® Certain perils are more prevalent in certain geographic/climatic regions - e.g.
tornadoes are more likely in the southern states of the USA but even in the
UK we occasionally experience severe storms.

® TFarthquakes can occur in any part of the world though they are concentrated
on tectonic plate boundaries. Their effects can be felt thousands of miles away
- Hawaii was struck by a tsunami caused by an earthquake in Japan.

® Prevalence in the news would lead you to believe that the risk of terrorism in
the City of London outweighs the risk of fire. However, statistics show this is
not the case.

® Most computer software failures are caused by inexperienced users - they are
rarely intentional.

® Employees know how to hit a company - Ernst & Young found 84% of the
worst frauds were perpetrated by company employees.

® Most computer fires start outside computer rooms.

® Air conditioning can duct toxic chemicals way beyond their source.

® Floods can occur at almost any height - most high-rise blocks have large water
storage facilities on their upper floors.

® Police forces in many parts of the world have considerable powers to declare
an area a ‘scene of crime’ which enables them to deny access and may also
prompt a media invasion which can raise security and reputation issues.

® Security companies market their products on saleability and profitability, not
on a balanced assessment of the individual company’s risk profile. Many of the
most crucial security issues cannot be solved by a purchase but are best
addressed through staff training, awareness and job satisfaction.

Why undertake risk analysis?

In some industries, risk assessment is mandatory. Increasingly it is required as a
key element of corporate governance (e.g. under International Accounting Stan-
dards; the UK Combined Code, which has to be complied with for companies
listing on the London Stock Exchange; and the UK Financial Services Authority
requirements). In other cases, it is being implemented as a result of legislation
such as the Sarbanes-Oxley Act (which has an impact far outside the United States,
where it originated).

Guidelines for banking and financial services exist in countries worldwide, from
the United States to Europe and from India to Canada. Across the globe, Basel II



140 Risk evaluation and control

requirements for banking require risk assessment as part of operational risk
management.

The UK Financial Services Act 1986 set up a self-regulatory structure to admin-
ister non-banking financial markets in the UK under the umbrella of the Securities
and Investment Board (SIB). The Act itself allows member institutions to claim
force majeure (very loosely translated as act of God) if, and only if, they can clearly
demonstrate that the cause of failure was beyond their control and that all reason-
able efforts were made to alleviate the effect of failure.

In other words, a securities firm must have examined the effect of disruption
to dealing and either have taken all adequate measures to minimize such disrup-
tion or be able to show that failure would not materially affect the business.
Alternatively, the institution needs to demonstrate that it was beyond its powers
to make backup arrangements. Given the existence of commercial DR services
and the greater acceptance of the need for BC, this is becoming ever more difficult
to prove.

There are increasing pressures for risk assessment for health and safety and for
corporate governance across all companies and specifically in a number of other
industries, for instance in the food industry and in companies handling hazardous
materials. Moreover, there are other pressures that encourage organizations to
practise risk evaluation and control:

Quality standards required of suppliers by their major customers

The desire of businesses to adopt best practice

Companies seeking ISO 27001 certification

Personal liability of directors shown to have been negligent (by not controlling
risks)

® Appreciation of the cost to business of disasters and near-misses.

The last point should be the most effective spur for businesses to manage risks.
In a competitive environment the loss of reputation or a major customer could
be business threatening.

Risk evaluation

A structured approach to risk evaluation involves four steps:

Asset and threat identification
Quantification of potential losses
Assessment of vulnerabilities
Evaluation of solutions.

BN =

Some pointers to the scope of these steps follow.
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1. Asset and threat identification
Assets:

(D)  List and categorize your corporate assets

(i) Consider both tangible, intangible (e.g. reputation) and transient (e.g.
technological lead) assets

(iii) Ensure you have identified all of them

Look at areas of risk:

@ Policies and procedures

(i)  Manufacturing processes

(iii) Physical access security

(iv) Personnel issues - recruitment, induction and discipline
(v)  Computer systems and networks

(vi) Communications

(vii) Marketing and customer interface

Assess the risks identified:

(i  Through interviews and observations
(i) Through structured walk-throughs and ‘what-if’ scenarios
(iii) Then relate these back to your key assets

2. Quantify your potential losses

(i  Use company accounts

(i) Let marketing assess the cost of finding new customers or restoring
a tarnished reputation

(i) Explore the effects on stock market valuation

(iv) Look at recent events in your company and others in your sector

(v)  Seek outside opinions from insurers, lawyers and consultants

3. Assess vulnerabilities

(@  Use appropriate historical data

() Apply formulae commonly used in your industry

(iii) Make subjective estimates

(v) Agree and apply a risk weighting system (there are many of these
which you can adapt or develop your own)

(v)  Conduct simulation or scenario analysis . . .

(vi) ...then calculate:
Risk = Impact X Probability
which should enable you to rank risks from the most serious to the
most trivial in terms of their overall impact on the business
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Impact
LOW HIGH
Probability
HIGH Manage Reduce
LOwW Accept BC Plan

Figure 10.1—Risk and impact assessment matrix

4. Evaluation of solutions
Risk control measures fall into one of four categories:

(@  Accept

(ii)) Manage

(iii)) Reduce

(@iv) Plan
The types of risk to which each is an appropriate reaction are shown in
Figure 10.1.

(@  Accept the risk: if the impact of a rare event is low it may be reason-

(i)

i)

@)

able to accept the risk, such as the occasional theft of company
property, which is unlikely to jeopardize the business. Some risks fall
outside your control, such as government policy, and so must be
accepted by default.

Manage the risk: for frequent low impact risks the most sensible
strategy is to monitor and seek to reduce the risk. An example is the
development of procedures to reduce operator error.

Reduce the risk: a frequent potentially damaging event is a target for
risk reduction measures. The hazardous procedure should be re-
engineered or carefully monitored to reduce risk. An example in
manufacturing could be changing from solvent-based to water-based
paints. Alternatively you might outsource the risk - giving it to
someone else better equipped to manage it. Insurance can be viewed
as an example of outsourced risk.

Business continuity planning addresses risks that are of low probabil-
ity, such as fire and flood, but whose potential impact is business
failure.

It is unlikely that you can remove all risk entirely - any enterprise must involve
risk almost by definition. However, by concentrating on their core business many
enterprises fall victim to damaging impacts from risks that they had not identified
or sought to control.
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Is risk control worth doing?

A risk control programme is not a substitute for a business continuity plan. This
is because there are serious weaknesses in the various risk analysis methods. They
were developed to address wide portfolios of risk, to analyse accidents after the
event or to apply quantifiable failure rates in simple engineering systems. When
applied to a complex organization at a single location at a particular time they fail
because:

® The probability of occurrence for rare events is always a guess.

® Mathematical analysis methods may give a pseudo-scientific exactitude to the
results, which are only based on guesswork.

® The least expected can happen - and it is no comfort or assistance to the
business that it failed due to a rare event.

® Many disasters happen due to a complex sequence of circumstances that
cannot be modelled in advance.

® The reduction of one risk may increase another - a retaining wall can prevent
a flood but it can also cause a flood if there is a water leak within the building.
Outsourcing risks in particular tends to create other, less obvious, risks else-
where in the organization.

® The analysis of risk is a means to an end not an end in itself - without action
it is pointless.

However, risk control plays an important part in business continuity planning
because:

® There is a statutory need for controlling specific risks - especially in the chemi-
cals and financial sectors.

® The control of obvious risks raises awareness and can prevent disasters.

® A risk analysis can support the business case for business continuity at a board
presentation.

To finish . . . some ideas to make a success of
risk control

® Many problems happen because ‘everyone thought that someone else would
do it’ so make named individuals responsible for each specific risk.

® Make measures appropriate and realistic.

® Use external help from outside (much of it free), from brokers, consultants,
fire officers and the police.

® Involve everyone in the evaluation process - education and raising awareness
are as important as implementing procedures.
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across a number of industries.

Introduction

The business impact analysis (BIA) is arguably the most fundamental and impor-
tant product of the business continuity lifecycle. It is through, and arguably only
through, the conduct of a BIA that the organization’s requirements in response to
a disaster may be properly assessed and prioritized.

The data produced through the BIA will be used, inter alia:

As a statement of how financial and non-financial losses occur over time, which
provides a justification for appropriate spend on continuity and provides a
benchmark against which the company’s management may assess the risk of
underprovision of effective continuity measures or contingency plans and
establish their appetite for risk

As a foundation from which the company’s continuity and recovery strategy
may be elaborated

As a method of identifying mission critical activities; the timeframe within
which they must be recovered (the maximum tolerable outage or recovery
time objective) and the timestamp to which information needs to be recovered
(the recovery point objective)

As a means to establish dependencies and relationships between business
processes and, to some extent, the supporting systems or communications
infrastructures.

While, depending on the size and complexity of an individual organization or
organizational unit, it may sometimes be possible to derive a broad picture of
likely requirements using a high-level/‘top-down’ view of operations, a formal and

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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well-structured BIA may be almost guaranteed to identify or consider requirements
that will not be spotted by any other method. Invariably the benefits of such dis-
coveries far outweigh the apparent costs in undertaking the BIA activity.

This chapter considers the key steps in a BIA, the purpose of each step and the
value that it adds to the final outcome. Along the way some of the potential pitfalls
and hurdles will be considered together with methods and techniques to over-
come them.

Fundamentals — when to undertake the BIA for the
first time

A common, though misleading, approach taken by many consultants is to propose
to an organization that a BIA be undertaken as a basis from which to develop a
business case to commit to development of a business continuity plan. Such an
approach assumes that the case for BCP will evolve as a result of the ‘shocks and
surprises’ that emerge from the BIA. This assumption is flawed, not because there
might not be surprises along the way, but because it devalues the BIA itself, which
will, initially at least, be a significant undertaking that requires a high level of
commitment and dedicated resources (all of which we will return to later).
Second, and even at this early stage of engagement with business continuity, there
is little purpose in undertaking a BIA unless management anticipate a need and
will be prepared to act on its findings. The point is that for the BIA itself to be
undertaken successfully its purpose must be fully appreciated and supported by
senior management in advance of the activity commencing. The precursors to
initiating a BIA should therefore be:

® A clearly stated commitment to the wider goals and objectives of business
continuity management - ideally driven from the highest levels of the
organization

® An indication that the organization has an appetite to invest in the business
continuity solutions that will evolve following use of a BIA to help define the
requirement

® Prior consideration and, ideally, declaration of policy with respect to the scope
of the disaster for which the organization expects to plan.

We will return to the question of when to review or update the BIA in the closing
section of this chapter.

Fundamentals — understanding the purpose and goals
of the BIA

Business impact analysis (BIA) is defined as ‘the management level analysis by
which an organization assesses the quantitative (financial) and qualitative (non-
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financial) impacts, effects and loss that might result if the organization were to
suffer a Business Continuity emergency, incident or crisis. The findings from a BIA
are used to make decisions concerning Business Continuity Management strategy
and solutions’.'

In other words a BIA helps to identify what will be lost if business is interrupted,
what that loss might cost in profits, loss of revenue, damaged relationships with
clients, loss of reputation and so forth. It will also help the reviewer to understand
how much of an interruption each process or task can tolerate before the damage
or pain becomes real and on what resources (people, machines, documents, other
processes, etc.) the business depends. An ideal outcome will have been achieved
if the BIA identifies how much resource is needed to protect or recover - and
how quickly - in order for the damage to be maintained at a tolerable level such
that the business will survive.

The definition above is useful in that it points towards the focus on addressing
the ‘impacts’ of an event - not the cause. Many organizations get deeply involved
at the outset of a BIA in defining scenarios but that is not the purpose - in fact
overemphasis on scenarios at this stage will only serve to confuse participants and
delay the process. It is of no importance in assessing the impact of, say, a denial
of access to the organization’s head office building, to know whether that denial
was caused by a fire, a toxic chemical cloud, or a gas explosion - the underlying
result of any of these scenarios is that staff cannot reach their place of work. The
consequence, which must be analysed and understood, is that staff being unable
to work will impact the viability of the business - the BIA will determine to what
extent and how quickly.

In communicating the purpose and definition to colleagues who are not expert
in business continuity, a context may be helpful. Experience suggests that the sim-
plest approach is to define three or four high-level scenarios to help your colleagues
in the business units that are to be the subject of your BIA, to understand the kind
of thinking that should support their input. The simplest scenarios tend to be:

® That the organization’s building is out of use

® That the company’s ICT is partially or wholly unavailable

® That the company’s manufacturing plant has been disabled for an indefinite
period of time

® Or any combination of the above (or similar scenarios).

A walk through a comprehensive BIA

The following paragraphs will take you through a step-by-step approach to a BIA.
That is not to say that all steps will be needed for all organizations - or that these

! Business Continuity Institute - Glossary.
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steps will be sufficient or satisfy the cultural/organizational working practices of
all companies - however, it is hoped that it will offer a useful benchmark.

Step one — define the scope

The first step is to address the scope of the BIA. This may be subdivided into a
number of questions.

First, is it intended to conduct the BIA for the whole enterprise or simply for a
part - such as a single site or a specific division/profit centre? A number of factors
will influence your decision - including the size and complexity of the business,
the diversity of the processes to be found within the company and the resources
(people) available to undertake the process.

As a general rule it is recommended that, in large enterprises, the BIA process
should initially be run as a pilot - preferably with a part of the business that is
motivated to participate. This approach ensures that the process to be used is
clearly communicated and understood - and that, consequently, the outputs of
the process (primarily the questions you need to have answered or addressed by
the business) are consistent and in a form that may be used for further analysis
and in producing summaries.

In small organizations it may be possible to address the entire requirement
without the need for a pilot.

Second, before we can ask the business what will be critical in a disaster we
must ensure that there is clarity regarding the definition of a disaster/its scope
within the company that is the subject of the BIA. Some thought, and ideally a
policy, should also be elaborated with respect to a definition of the period of
potential interruption that must be addressed by the BIA. This might be described
as the ‘planning horizon’ and it is clarified or determined by a number of possible
factors:

® BIAs developed by subsidiary companies within a group, or departments
within an enterprise, should consider the impact their disaster may have on
the rest of the companies (or departments) within the enterprise and the
impact on the ‘corporate’ entity or on other brands.

® Some organizations determine that, following a disaster, their goal is to
elaborate a detailed strategy, together with associated resources and plans
that allow resumption of all business processes within a predetermined time-
frame. Such a goal may seem reasonable for a small organization that depends
on a relatively generic, easily replaced infrastructure - one with basic office
requirements, standard desktop computer and communications require-
ments and so forth. Such companies are in the minority - but they exist
nonetheless.

® In the majority of organizations it is necessary to start with some high-level
questions to come up with a realistic framework or planning horizon. For
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example, in a manufacturing concern, the timeframe required to replace a
production facility that is destroyed - perhaps by a fire - may be many months
or even years. In the service sector the key criteria defining the planning
horizon may be determined by the speed with which it is estimated that alter-
native office space and infrastructure may be sourced and made available -
arguably a relatively short time or ‘planning horizon’.

® In one example, and where IT recovery capability existed at a secure backup
data centre, the decision assumed that, in the worst case, it would be possible
to source alternative office space in the same town, and to equip that space
with suitable furniture and standard IT and telephone equipment within two
weeks; it would also be possible, in that particular location, to route the neces-
sary voice and data communications to such a site within the same timeframe
so that staff could commence occupation progressively from that point forward.
It was therefore necessary to use the BIA to address the detailed requirements
falling critical within the first two weeks (and for which a disaster recovery
site would be used). In parallel, recovery of remaining operations could be
assessed with a view to commencing the road to full recovery in a newly
acquired alternate site, within a couple of weeks.

Step two — data collection — scope

Often the hardest part of the BIA is defining, and communicating to the business
under investigation, what you really need to know. Unless you work in an unusu-
ally relaxed organization it is unlikely that there is any task or process performed
that does not have the potential to become ‘important’ and potentially ‘critical’
in due course. However, if you have previously defined and secured agreement
to a ‘planning horizon’ (as proposed in the previous section) your interest is in
finding out, and subsequently analysing the requirements of, those processes or
tasks that become critical within that horizon. This naturally adds more weight to
the argument in favour of defining such a horizon as it sets a clear boundary on
the data collection process and, probably, what it is that the business must report
into the process. That said, the key issues to be addressed in this section are:

1. What should be within the scope of the BIA (and consequently subject to
deeper analysis)?

2. What may be parked - either because it is outside the scope or because its
suspension will not have a damaging impact within the ‘planning horizon’?

3. Having addressed the previous points, how should we address the ‘human’
condition that leads us all to assume that everything we do is important - and
to differentiate that which is genuinely critical?

Addressing 1 and 2 generally requires an understanding of the business and at least
an initial top-down view of the impact of an interruption to part or all of that busi-
ness. This will generally result in a series of high-level decisions along the lines of:
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® ‘We must not breach any statutory or regulatory obligation in the event of a
disaster but we are not unduly concerned about our other activities’; or

® ‘Our core business must be protected at any cost but we can afford to suspend
other, non-core activities provided we have a robust method to communicate
with our customers and explain why we cannot service them to our normal
standards’; or

® ‘We cannot afford to be out of the market for any measurable period of time
and must seek full contingency of all operations’, etc.

Generally, a frank, commonsense discussion with the major stakeholders will
arrive at the high-level position that ‘fits’ your organization.
Some cautionary words about the category 2 issues:

® An important part of the analysis is to identify where a task or process thought
to meet the context of category 1 above is found to be dependent upon a task,
process or resource that we had initially ‘parked’ as outside the scope. That
such dependencies will be identified is almost inevitable - certainly when
conducting a BIA for the first time. A good rule of thumb is that if your BIA
fails to identify at least one such ‘surprise’ you should question the rigour of
the application of your BIA procedures.

® In considering what fits in the category 1 processes or tasks that fall critical
within the ‘planning horizon’, consider also the cumulative buildup of a
backlog in processing that, if not considered, might result in an unexpectedly
damaging or difficult recovery phase. The so-called ‘backlog trap’ is addressed
elsewhere in this book and may lead to affirming a requirement for, say, the
accounts department to get back to work rather more quickly than an initial
view might suggest is required.

Differentiating ‘importance’ from ‘criticality’, to address the third item, is often
the toughest challenge to be faced in the data collection phase of the BIA. Typi-
cally the way this question is approached is by developing some kind of scoring
matrix that measures the interruption to a specified process in terms of factors
such as: loss of profits, damage to reputation, damage to customer or stakeholder
relations, actual cost to the organization, breach of statutory obligations and so
on. The challenge that arises with almost every attempt to score processes using
such a method is in the fact that some measurements are ‘hard’ - they cannot be
disputed and the impact will be beyond challenge. However, in many cases the
majority will be ‘soft’ measures - in other words one stakeholder will consider
the reputation impact, for example, to be severe and another stakeholder may
disagree. Ultimately the decision rests with the organization’s executive or senior
management to take a view on where they would draw the line between ‘impor-
tance’ and ‘criticality’. In this case a useful technique is to apply a process of ‘peer
review’. To illustrate the way in which this is used, consider the following
scenario.
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The marketing department have reported that the publication of the monthly
customer newsletter should be addressed as a critical process within the firm’s
planning horizon as failure to publish or delay publication will have a damaging
effect on client relationships. Such a statement may well be considered somewhat
‘speculative’. This would not be the case, however, in the unlikely event that there
is a contractual/legally binding obligation to deliver a newsletter to your customers
on a designated day each month. Through a process of ‘peer review’ the matter
may be presented to a small group, perhaps three or four, of stakeholders who
are asked to offer their opinion of the position taken by the marketing department.
Through such a process it may be proposed and agreed that the newsletter has
become such a reliable ‘standard’ that defines the relationship of the firm with its
customers that indeed a delay would have an unsettling effect on that relationship.
In this way it might be concluded that the newsletter is regarded as a statement
of confidence on the part of the company that must be protected in the same way
that maintaining the firm’s Internet website presence is increasingly regarded as
one of the highest priorities in a disaster.

Step two — data collection — methods

There are a number of ways in which data may be collected for a BIA. These
include:

® Questionnaires - to be distributed and completed by responsible staff in the
business areas being assessed

® Questionnaires - to be completed bi-laterally in the context of an interview
or meeting

® Use of workshops/roundtable discussions. (Such an approach may be useful
in achieving a ‘balanced’ view of the criticality of certain processes and, pro-
vided an appropriate cross-section of the business participates in such a work-
shop, may act as a valid alternative to the peer review recommended in the
previous section. However, there is a danger that a senior dominant individual
will enforce their views on the group.)

Inevitably there are also a number of software tools available in the market that
will facilitate or even automate the collection and analysis of the data.

In any but the simplest of organizations one useful approach born out of experi-
ence is to undertake what is fundamentally a three-phase approach to the data
collection process although, as will be elaborated below, there may be a number
of iterative steps within each phase.

In the first step, approach the whole business (or subunit that is the subject of
your BIA). Aim at a reasonably high level of management and invite them to a
presentation at which the purpose and scope of the BIA are to be presented. Make
it clear that all parts of the business must attend - accept delegated alternates if



152 Business impact analysis

the targeted manager is unable to attend; offer a choice of dates if necessary
(according to the size of the potential audience) and be prepared to follow up
unilaterally with those who still fail to attend the group discussion. Group presen-
tations are best as the format enables the review team to receive feedback about
the BIA procedures that they have presented - to sense the extent to which the
messages have been understood and to field questions from the floor with answers
that are, hopefully, consistently received and understood by all participants.

Follow up the ‘kick-off’ presentation with an initial ‘filter’ questionnaire. At its
simplest level this does no more than to ask whether the business unit performs
any tasks or processes that, if interrupted or stopped as a result of a disaster event,
would lead to a critically damaging impact to the organization. The questionnaire
goes on to list those processes considered ‘critical’. This approach will clearly
only work if the previous step of defining the ‘criticality measurement’ and the
period of the ‘planning horizon’ has been concluded and communicated. At this
stage, the BIA is dependent upon the fact that management in the business under-
stands their processes and tasks best and may be relied upon to identify those
processes that meet the criteria for assessment. Some organizations may benefit
from having undertaken a comprehensive programme of process mapping. In
organizations where this has been performed it potentially simplifies the BIA in
that management in a business area may simply be presented with a complete list
of their processes for use as a checklist for consideration. A significant added
benefit in such cases may be that interdependencies between processes have also
been defined by the mapping programme - significantly reducing both the effort
in identifying the dependencies and the risk that a significant dependency may
simply be overlooked.

There are a number of benefits in the use of the ‘initial questionnaire’ as a filter
in that:

® Inconsistencies in the assessment of criticality will be evident at this stage and
may be subject to further discussion/moderation with the owning business
unit - or subjected to the ‘peer review’ approach as previously described.

® The initial input may be compared to the output of the scope discussion, with
which we started this chapter, and anomalies or inconsistencies requiring
further discussion or clarification may be addressed before the detailed work
is undertaken.

® By eliminating processes or tasks that are confirmed as non-critical within the
‘planning horizon’ you save the business unit what may, in some circum-
stances, be an extensive amount of time in addressing the more detailed
requirements of the BIA’s data collection stage.

So up to this point we have:
® Determined the scope of our BIA

® Considered a ‘planning horizon’ that seems appropriate for the kind of busi-
ness under investigation
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® Established benchmark criteria for assessment of criticality

® Established, and possibly made use of, moderation techniques such as ‘peer
review’

® Confirmed a list of processes that (subject to further findings) will be subject
to more detailed analysis leading to a statement of operational requirements
in a disaster.

Now is the time to move forward to the third step of the BIA data collection. In
this step we need to collect considerably more data from the business - requiring
a more sophisticated questionnaire, or interview process. At this stage the level
of detail required no longer lends itself to collection via a workshop - and we
become more dependent than ever on input from those who fully understand the
processes under evaluation.

The steps in this phase (or the areas for investigation) are:

1. The timing requirement (recovery time objective) - how quickly must the
process be recovered?

2. The calendar - is the process continuous or does it follow a cycle or calendar
that might be reflected in our later analysis?

3. The recovery point (recovery point objective). Is it essential that business is
resumed from the same point at which it was interrupted, i.e. if loss of IT
systems and data is an integral part of your disaster event, is it essential to
your recovery that when you regain access to your systems that they are in
the same position as immediately prior to the interruption or could you revert
to an earlier position (and rebuild the missing data) or is data integrity not a
prerequisite to continuity of your business?

4. Dependencies (prerequisites) - on what does the process depend (e.g. com-
pletion of an earlier process or subprocess by another internal business area
or external stakeholder)? What other process(es) depend on this process
being completed?

5. Resource requirements - what is the minimum team (staff) requirement -
numbers, skills, etc.?

6. What equipment/office facilities, telephones, etc. does the team require and
in what quantities to what timeframes?

7. What special facilities does the team need? (This may encompass anything
from bespoke equipment to fireproof safes, special pre-printed stationary,
etc.)

8. What ICT resources are required (including detailed IT system and application
needs)?

9. To what extent does the business already maintain contingency plans/work-
arounds and what value would these plans be in a disaster?

The emphasis in addressing these questions should normally be on assessing the
minimum resources required to sustain the critical process and how the picture
might change over time. (Example: You may wish to report a process that usually
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depends upon a team of 10 people with access to a specific database via a PC
client linked to a central server. This process may be able to survive for up to a
day provided five people have access to a desk with a telephone within four hours
of the disaster occurring - but would need to restore a ‘normal’ level of operation
supported by all the ‘normal’ resources by the second day.)

1. The time requirement

Increasingly the standard measure for addressing the time requirements of busi-
ness continuity is the concept of ‘maximum tolerable outage’ (MTO). This has
largely replaced the concept of ‘recovery time objective’ (RTO) - the difference
being that an MTO is considered absolute and is measured from the time the inter-
ruption occurred or disaster struck whereas the RTO was often measured from
the point at which a disaster was formally declared and could be subject to sig-
nificant variance if there should be a delay between the point of disaster and the
time when a disaster declaration was made.

In assessing the MTO for each process it is important that the business provid-
ing the response considers and justifies their response. A broad assumption from
the outset is that the faster you need to recover the greater the amount of money
that will need to be invested in continuity or recovery strategies. Consider also,
in the high speed ‘immediacy’ of the world in which many of us live today, that
if your business continuity or recovery strategy requires staff to move to a second
location, there will be a practical difficulty in achieving MTOs that are faster than
the time it will take to evacuate your site and travel to the recovery site. It is not
uncommon to interview a business manager who insists that his process is critical
for recovery within 30 minutes - who has then been quick to concede that the
process may survive for at least two hours if the alternative is to permanently split
his team across two sites in order to protect a 30-minute MTO. Others, however,
have welcomed the two-site operation concept.

2. The calendar

This is a highly significant factor in some organizations and less so in others. It
becomes significant in summarizing the resources needed to meet the operational
requirement where there is a significant and relatively easily mapped cyclical
element to the way in which the business works - particularly in scaling any
potential work area recovery site requirement.

3. The recovery point

The recovery point objective (RPO) is another variable that will arise in some
kinds of business and not in others. Generally speaking, in businesses that depend



A walk through a comprehensive BIA 155

upon accuracy of data - banks being an obvious example - that recovery of
systems without loss of data may be genuinely essential (in other words, recover-
ing from the point of interruption or even finding ways to avoid interruption in
the first place). In other organizations or for other processes it may be perfectly
reasonable to expect that business will be resumed from the point of a previous
backup and that the missing time can be recovered through re-entering data or
by recommencing a production sequence.

4. Dependencies

Identification of dependencies between processes and subprocesses is an essential
task for the BIA. The consequences of failure to get this right are prospectively to
invest in a continuity or recovery strategy for a key business process only to find
that no provision has been made to protect a key prerequisite thereby undermin-
ing the entire investment (not to mention leaving the business exposed to signifi-
cant risk of failure following a disaster).

5. Resource requirements

There is often a tendency for those assessing resource requirements to assume
that business continuity assumes the creation of an environment for continuation
of business as usual. While this may indeed be the intention in a small minority
of businesses, in the majority of cases what is sought, at least for the initial ‘plan-
ning horizon’, is a ‘lean mean machine’ that can continue what is critical using a
minimalist approach pending the stabilization of the disaster and a planned, often
phased, resumption of normal levels of business. Treat responses to data collection
questionnaires that state that it is an immediate requirement for all staff to resume
work with a good deal of scepticism. That is not to say they will not arise - in
many cases there will be sound arguments supporting such a case. There may also
be a justification in certain cases to increase the number of staff required to
support a key process following a disaster - requiring additional staff to be drafted
in from other less critical areas. This is a requirement, for example, in a warehouse
and distribution facility that was addressing its needs in the face of a loss of IT
systems - where the management concluded that a certain level of operation could
be maintained by drafting in significant numbers of people to activate somewhat
complex manual procedures. Nonetheless emphasis should be placed firmly on
the concept of ‘minimum resources’.

In this area it is also important to avoid double counting of staff resources. The
concept of incremental requirement may be useful here - to ensure that if Process
B will require 25 staff but 15 of those had already been identified as essential to
resumption of Process A it is only the increment of 10 that is carried forward into
the later data analysis phase.
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6-8. Equipment, facilities and ICT requirements

The same rules applied to people should be applied to equipment and facilities -
that is to say to emphasize the minimum needs - not simply to aim to replicate
the normal environment. Bear in mind that, in some cases, the minimum may be
higher than normal operations - e.g. to handle call deluge and backlog.

9. Existing contingency plans

Collecting such information can be helpful at this stage as it might influence or
at least inform the follow-up strategy formulation. However, you will be well
advised not to hold your expectations too high in this area. Experience shows
that, in many businesses, a business unit will maintain a contingency plan or a
workaround to address the loss of a component of their process (e.g. the tempo-
rary loss of access to a communications tool such as email might be protected by
falling back to fax or telephone as an alternative). However, such contingency
plans will rarely be adequate to provide for the disastrous loss of a significant part
of the company’s IT infrastructure or the denial of access to a building.

Step three — ‘moderation’

It is never sufficient simply to collect data required for a BIA and simply to accept
the findings on face value. Some kind of ‘sanity check’ and moderation process is
required to ensure that the findings (from which the organization is expecting to
formulate far-reaching strategy decisions that will usually involve significant invest-
ment) are sound and reasonable. Experience shows that this step is inescapably
a manual task. Even the most sophisticated data collection software/tool can only
report on the basis of the data entered into the system and here the old adage of
‘garbage in garbage out’ should be conscientiously respected.

Moderation is, in some respects, a two-stage process in its own right. First, it is
important to assess the validity of the operational requirements that may be elabo-
rated from the data collected. In a second, slightly later, stage, it will be necessary
to address the implications of your findings. In other words to address the gaps
between the proposed operational requirement and the company’s actual continu-
ity and recovery capabilities - or its appetite to address the gaps - so that reason-
able recommendations may be proposed. (This emphasizes the earlier observation
in this chapter that the output of the BIA is, at best, a ‘wish list’ to be used by the
business as a basis for strategic decisions that will additionally factor in consider-
ations to do with risk and appetite for risk.)

Methods to moderate the BIA data include:
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® Comparison of output with the findings of earlier BIA reviews. Is there a sound
basis for arrival at different conclusions? Has there been a substantial change
to the business such as growth, changes in product or market profile, for
example? Or does the change simply reflect a different bias or opinion -
perhaps a different person or team has applied different assessment criteria to
the criticality or resource demands of a given process. Such issues must be
addressed by the BIA team - if doubt still persists as to whether a concrete
justification exists for the final position reached, such doubts, if significant,
should be presented for guidance to the company’s executive (who will ulti-
mately be requested to accept and be bound by the BIA findings or to take
and document a different position).

® Comparison of findings across divisions or business units that undertake
broadly similar processes - to assess whether they appear consistent and bal-
anced. If they do not, it will be necessary to discuss the findings to balance
the output - or to underline why such a variance exists.

® Comparison of findings with initial expectations (which are usually based on
experience of the business or of the conduct of BIAs or similar exercises in
organizations sharing similar characteristics). The role of the consultant should
not be underestimated in this context.

® The use of peer reviews - discussed at length earlier in this chapter.

® Use of a senior figure or panel (perhaps a subset of the company’s business
continuity steering group or management oversight team) to assess your initial
findings and ask questions that will inevitably be asked once your data makes
its way to a higher authority.

Step four — the BIA report

The BIA report should present a statement of the operational requirements. It is
important to emphasize that it should be limited to this goal - it is not the purpose
of the BIA report to propose or recommend the strategy that must be implemented
or amended in order to fulfil the requirements. (This can only be done when an
assessment of risk, of the organization’s appetite for risk and of its ability to invest
in continuity and recovery strategies has been taken into account - in other words
what the company can and cannot afford to do both financially and to safeguard
its reputation.)

The BIA report will usually be structured according to the style and conventions
generally used by the organization being evaluated. An additional consideration is
that the BIA should be drafted in such a way that it provides sufficient ‘evidence’
of the process to satisfy a later audit (either an internal audit or one conducted
by a third party, for example a regulatory body or other stakeholder with whom
you have an extensive disclosure agreement). Consequently the core components
would normally include:
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® A statement of the purpose of the BIA and its context (i.e. why this BIA
now?)

® A statement of, or reference to, the underlying policy or assumptions that form
the background to the BIA

® A description of the methods used to conduct the BIA

® An explanation of the steps taken to validate and moderate the data

® A clear statement of any inconclusive output - where a bottom-up analysis
failed to convincingly produce a concrete result or recommendation and a
higher authority is asked to offer guidance/decide what level of continuity or
recovery they require

® A statement of the ramifications of acceptance or non-acceptance of the find-
ings of the BIA. Again this is not an opportunity to develop a strategy recom-
mendation. It is perhaps best illustrated by the spirit, if not the tone, of the
following statements:

- ‘Acceptance of the findings of the BIA should lead to evaluation of the
current ability of the firm to meet the stated operational requirements
following a disaster and implementation of appropriate measures to
close any gaps that might be identified.’

- ‘If the [decision-making body/higher authority] chooses not to accept
the findings of the BIA or to implement an appropriate programme of
work in response to those findings then it must specifically accept the
risks associated with such inaction. Such risks include [here follows an
illustrative list of the impacts of inaction that may reasonably be extrapo-
lated from the data that has been gathered and analysed].’

- Finally the report should include specific findings of the analysis - these
will usually be in summary form together with directions to the where-
abouts of the detailed supporting data.

When to review or update the BIA

This is a topic of much debate and regular pronouncements of so-called ‘good
practice’ which can often be misleading. The most commonly predicated view is
that the BIA should be reviewed or updated annually or following a major change
to the organization (change in this context may be interpreted as anything from
the introduction of a new or modified business process, a restructuring of the
organization, launch of a new product, etc.).

To assess what really happens in today’s businesses one must first address a
number of factors that influence the answer.

Depending on the size and complexity of the organization a comprehensive BIA
may engage several staff for many months or might be undertaken by one or two
personnel in just a few days. In the more complex organization, to follow a literal
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translation of ‘good practice’ would mean that the company was in a constant
cycle of review of the BIA - which for most companies is unsustainable. What is
needed in such organizations is a process to capture and address the impacts of
significant change within the organization with, perhaps, a thorough review every
second or third year. This implies strong change control, linking BIA to new
project or product initiation, HR changes, M&A activity, organizational change,
etc.

In the smaller, less complex organization an annual review may well be practi-
cal. In some cases it is possible to assign the responsibility directly to the business
units to assess only what has changed since the last BIA and analyse the effects
of those changes on the findings of the original, comprehensive assessment. Once
again it is important to ensure that a thorough bottom-up analysis takes place every
second or third year to ensure that the compound effects of ‘minor’ changes are
not allowed to invisibly undermine the basis of the company’s recovery
strategies.

Experience of BIAs has generally been characterized by the following
examples:

® The company that discovered, after failing to undertake a formal update of its
BIA for six years, that the company’s clients and stakeholders would no longer
tolerate a delay in re-establishing communications following a disaster. (Recent
years have seen a growing expectation in the immediacy of communications
with the growing dependence on the Internet and email and reflecting this
acceleration has had the effect of reducing MTOs in many businesses across
all sectors.)

® Another company conducted a BIA, implemented a viable recovery strategy
based on the IT systems and platforms in use at the time but failed to review
the requirements (or the recovery service provision) when, two years later,
the company went through a complete overhaul of its ICT infrastructure. The
result was that when they suffered a fire in their central IT department their
backup tapes were totally incompatible with the systems contracted under a
disaster recovery contract (which had never been tested).

Conclusion

The BIA is the basis for decision-making and strategic planning upon which the
whole of the business continuity management framework resides. The conduct
of a BIA is inescapable if the investment in contingency plans, continuity plans,
recovery strategies, etc. is to be properly justified and understood.

I have encountered many scenarios where it has been argued that a BIA is
unnecessary. These range from the company that had deployed fast-track planning
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techniques that claimed to avoid the need for a detailed BIA - however, the later
conduct of a BIA identified significant gaps and enhancement needs that were not
delivered by the accelerated plan production techniques. (That is not to say they
were wrong to fast-track the development in the first place as it could be strongly
advocated that any plan is better than none - but it provides a cautionary note
for those who believe a BIA will never be required.)

A global leading manufacturer decided that a BIA was unnecessary - only to
design an IT and production recovery strategy that failed to consider significant
operational or stakeholder needs that, if left undiscovered until a disaster were to
occur, would have proved hugely and potentially fatally damaging to the reputa-
tion or financial viability of the business. When convinced to undertake a BIA of
part of their organization as a pilot, their illusion that they were broadly covered
under the ‘80-20’ rule was shattered to the extent that they immediately instituted
a global, hugely expensive, bottom-up BIA in order to assess just how vulnerable
and precarious their business really was.

However, as with all the steps in the business continuity lifecycle, the BIA
should be a ‘measured’ process. If resources and/or funding are subject to tight
constraints then direct them towards a complete evaluation of your most critical
business unit rather than a half-hearted and probably inconclusive attempt to skim
the surface of the wider organization. Experience proves beyond doubt that a job
done properly in one part of the business will invariably generate ‘buy-in’ to
expand the programme progressively throughout the organization - the budget
and resources will be found when they are demonstrably needed.
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Introduction

When a business or organization chooses their business continuity strategy it
should best reflect the required recovery requirements within the corporate poli-
cies of that organization. Ideally it should be the most cost-effective solution,
although this may not always be possible within the practicalities of day-to-day
business. In order to arrive at this preferred strategy several alternatives, which
provide a range of times and certainty of recovery at different costs, should be
presented for consideration by the board or senior management. It is recom-
mended that there should be at least three options, each providing relevant solu-
tions to the recovery requirements.

The chosen strategy must be complete and homogeneous in itself. That is, it
must meet all the recovery requirements to management’s satisfaction without
any gaps or weaknesses, such as reliance on a non-contracted verbal assurance of
an outside supplier. Any strategy for recovery will always be a balance between
acceptable expenditure to the organization versus the peace of mind it provides
for those who are charged with running and progressing the organization. It is
therefore appropriate to conduct a risk analysis of each alternative strategy and
present the logical conclusions of these findings in summary form so that senior
management has a real understanding for his or her key decision-making. This will
then ensure that if the chosen strategy is not the preferred strategy senior manage-
ment are aware of the shortcomings and can address these through other means
- that is, risk transfer.

The rule of thumb for business continuity is that the less it costs then potentially
the greater the risks and the less the speed and certainty of recovery, and vice

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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versa. It is essential that the organization’s senior management take on board the
full cost implications of their preferred strategy choice. It is not appropriate or
indeed a viable approach to select the recovery results of a strategy without
accepting and then implementing the full resourcing requirements with the sup-
porting financial budget. Usually a chosen strategy will lie somewhere between
the cheapest and the most expensive alternatives, with perhaps some modifica-
tions structured by senior management to reflect the corporate policy for recov-
ery. Such modifications must be examined, however, to ensure that any changes
in resource requirements and implied costs are picked up.

Any strategy should demonstrate a clear understanding of the recovery planning
objectives and truly reflect what the business needs to be able to continue trading
profitably, or, however, it is judged in terms of its viability. It is therefore essential
that there is utmost confidence in the business impact analysis which will have
been completed to identify the critical functions that must be recovered, the
minimum levels of activity that they must be recovered to and the maximum
acceptable outage time for each function. These are the targets that the strategy
must meet in order to be certain that the organization stands the best chance of
survival following a disaster. It is important that the board or senior management
also takes into account the strategic direction and initiatives of the organization
in their final strategy decision, as only they are likely to be aware of these. Should
these not be taken into consideration then it could well be that the organization’s
recovery is jeopardized, or at best confused and therefore delayed, when the
disaster strikes and the continuity plan is activated.

An essential aspect of the business continuity strategy is to ensure that appropri-
ate and timely contingencies and other resources are provided or available, such
that the critical functions can be promptly and successfully restarted under the
guidance of the business continuity plan. Contingencies refer to planned replace-
ments for any resources, which may become unavailable in an unexpected way
or at an unexpected time. These resources would normally be those required to
support the organization’s critical functions. For instance, a resource could be a
service such as the telecommunications infrastructure or a facility such as fully
equipped and ready to occupy office space. Any contingency should be suitable
for the required purposes. Furthermore, it should be available at a cost that is
reasonable for the circumstances and maintainable by the business.

If existing contingency arrangements have been entered into, or contingency
plans have been prepared, these should be reviewed for their suitability or content.
If their functionality is relevant then they should be included in the appropriate
strategic recovery option for consideration. The mere availability of non-strategic
options should not be allowed to compromize strategic recovery options. Such a
policy could seriously undermine the process of selecting the best recovery solu-
tion for the organization. It must also be said, however, that pragmatism may be
necessary. For instance, if an in-house mirrored mainframe computer facility has
been invested in it would be inappropriate to suggest that this should not under-
pin any recovery strategy! However, usually existing contingencies and
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contingency plans are for specific, local situations whereas what is now required
is a location-wide or company-wide approach.

There is obviously a risk that any existing contingencies may be unsatisfactory
for the new approaches. For instance, if there is a computer facility of a specific
type at one of the company’s locations it may already have its own contingency
in place. This contingency arrangement should be checked to see that it meets
the recovery needs of each of the critical functions at that location, but equally
should be considered in relation to the other locations of the organization where
this is appropriate. It is, after all, quite possible that another location could provide
a contingency service for this first location without continuing with the third party
arrangement, thus saving costs that could then be reinvested in other aspects of
the preferred recovery strategy.

Additionally, where an outside supplier provides computing or other services
then that supplier’s contingency arrangements need to be examined to see if they
meet the organization’s needs. Where the strategy determines that moving loca-
tion is necessary in the event of a disaster, then it is also important to establish
whether this supplier’s services can be provided at the contingent location within
the recovery time limits.

Business/work area recovery

It is a reasonable assumption that in many instances the major contingency likely
to be required is for the place of work. This type of contingency is usually referred
to as ‘work area recovery’. Its specifications need to be decided before the method
of contingency provision can be selected.

Requirements for work area recovery

In conjunction with the recovery requirements for the critical functions, which
have already been established, it is also necessary to consider the following.

Time

There are two aspects in relation to time. The business impact analysis will have
established the time by which work must be restarted. However, it must be borne
in mind that there is a time required to get the work area recovery facility opera-
tional and then a time, which is required by the business activity, such that they
are operational at the predetermined level at that facility. This overall time should
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obviously not exceed the original time determined by the critical function to re-
establish operations to avoid business losses.

Period of occupancy

A further consideration is the period of time over which the recovery area will
be required for occupation. This is obviously dependent on the nature of the event
and the extent of damage to the normal place of work, and can range from a few
days to many weeks. It is wise to plan for a stay of 60-90 days at the very least,
as this will provide the required time to procure any alternative contingent
arrangements, should they be necessary, before returning to the normal place of
work. As a further contingency it is also perhaps diligent to have reviewed what
internal arrangements may be necessary in the event that the original premises is
too seriously affected to return to at all.

Geography

It is important to consider if there are any business or social reasons, which neces-
sitate the locating of the work area recovery in a specific locale. For instance, if
the business customer base is within a specific catchment from the existing loca-
tion then it is most likely that the business will need to remain in that locality.
Second, it is of paramount importance to consider how employees, and perhaps
customers, would get to, or access, any contingent recovery area. If this is not
reasonably near the normal location of the business then transport or hotel accom-
modation may be required for employees and communications will need to be
made effectively to customers so that you continue to receive their custom.

Size

The size of the work area facility is obviously largely dependent on the numbers
of employees requiring accommodation immediately. This number will in turn be
dependent on the recovery requirements determined by the critical business func-
tions, as well as the management’s policy. Although some very large work area
recovery sites are available (some over 2000 seats), it is less common to expect
the recovery area to accommodate all employees and more reasonable that
only a proportion of them (typically between 20 and 30%) are immediately
accommodated.

Where the numbers of employees are initially small and the stay in the recovery
area becomes extended, management may wish to increase their numbers and
thus return to a more normal work output, using the contingent site. If this could
be a requirement of the contingent facility then consideration should be given to
this aspect beforehand so that the necessary preparations can be completed.
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Assets/facilities

The work area recovery site will need to contain all the assets/facilities, in the
required quantities, to enable the work of the critical functions to be restarted
and continued within the specified timescales. Such facilities are likely to include
the following at the very least:

Desks and chairs

Telephones, photocopiers, fax machines, etc.

Storage for working papers and reference items, i.e. filing cabinets, etc.
Employee welfare facilities

Toilet facilities.

Depending on the nature of the critical functions to be recovered, other resources,
for example PC network systems or information feeds such as Bloomberg and
Reuters, may need to be made available.

Computing and other activities

Many organizations rely on computing services provided by in-house facilities.
Some organizations have manufacturing, assembly, warehousing or other activities
that are, or have, critical functions for recovery. These are covered in the next
sections of this chapter. The point to be made here is that it may be desirable, for
reasons of economy or convenience, to include these other activities within the
same recovery area as the clerical business functions. In such a case, all the recov-
ery requirements will need to be taken together.

From the above considerations the list of requirements, and therefore selection
criteria, for the recovery area can be made. If the organization has an individual
responsible for the premises, it could be advantageous to draw on their expertise
and involve them in the selection process for the recovery area.

Types of contingencies

In brief, selection of any contingency is a balance between the cost the business
can afford to sustain and the degree of risk it is comfortable to incur. Access to a
contingency, such as a mainframe computer facility or a work recovery area, can
only be guaranteed when it is owned. If any other alternatives are selected then
it is essential that wherever possible written contracts or SLAs (service level agree-
ments) be entered into to guarantee provision of the facility. Anything less than
this will introduce a degree of risk and while this uncertainty may be acceptable
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where the impact of the threat is low, it could make the difference between sur-
viving or failing if the impact is clearly of a substantial magnitude.

There are principally four contingency types that can be used by a business
continuity strategy.

In-house

The least risk option, and invariably the most expensive, is to acquire or set up
an in-house contingency. Such a facility could be put in situ for almost anything
from offices to warehouse or production facilities. The limiting factor is the cost
of these facilities and the additional assets that are then depreciating and will
require maintenance and update. The main advantage is that these facilities are to
the exact specification required by the business, potentially without compro-
mizes, and additionally these facilities can be accessed at any time without time
constraints on occupation. Furthermore, the organization is able to test the con-
tingency at any time or at any level of activation. It may be possible to offset some
of the costs by arranging for a commercial recovery site provider to market sub-
scriptions to the facility to non-competitive organizations.

In view of these advantages and disadvantages such an approach is only usually
adopted where facilities must be on stand-by for immediate use or where equip-
ment is unique or difficult to obtain within acceptable business timeframes. A
perfect example is a financial securities trading floor where seconds or minutes
lost may amount to substantial financial losses if positions remain open. In certain
circumstances a business will make use of a contingent site as an overflow facility
or as a research and development facility to absorb some of the extra costs. The
problem with this is that, more often than not, as business increases the require-
ment to maintain this facility as a true contingency becomes less of a priority as
cost savings accrue through not having to create new facilities to accommodate
the increase in trading activity.

Third party contracts

Where the contingency is secured through an outside supplier, this is known as
a third party contract arrangement. Usually this facility is sold several times
to different organizations to cover the supplier’s start-up and maintenance costs.
The advantage of this over an in-house facility is primarily one of cost as any
owned facility is likely to be far more expensive to set up at the outset, with a
considerable outlay for ongoing maintenance. Various different types of contin-
gency are available from third party suppliers, most commonly IT related. For
instance:
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1. Mainframe and server computing facilities - these could be of a ‘warm start’
type, i.e. capable of being up and running typically within 24 hours, or of a
‘cold start’ type where temporary ‘Portakabin’-type units are transported to
the recovery location and equipment is installed to be running typically within
7-14 days after invocation. Usually such suppliers address any planning per-
mission requirements as part of setting up the contract.

2. PC networks - a number of companies now specialize in providing consider-
able quantities of preconfigured PCs such that a company’s computer net-
works can be replicated within 24 hours.

3. Telecommunications - contingencies range here from delivering a replace-
ment PABX through to providing complete operational call centres. Times for
delivery can range from virtually instantaneous for the latter to most typically
within 24 hours for the former.

4. Work area recovery - time from invocation to achieving a working environ-
ment can vary considerably, depending on client requirements. A subdivision
of this is dealing room workstation recovery centres that are very often avail-
able on a ‘hot start’ basis to meet the financial loss implications of being unable
to trade for even a matter of minutes.

5. Web services - some ‘hot’ recovery sites also provide recovery for web
servers. An alternative is a hosting arrangement.

6. Contact centre recovery - this may be catered for by hot sites and can be
provided by very large contact centres that have excess capacity.

The overriding advantage of any third party arrangements is the redundancy
factor. If a company owns its facilities then it has to maintain the currency of the
equipment. With the acceleration of development on computing and the inherent
redundancy of equipment, within months now not years, this can become a con-
siderable extra financial burden for a company. Conversely, any external arrange-
ments by their very nature are more risky than an in-house controlled solution.
Other potential disadvantages are the time allowance on or using these facilities
before they must be vacated or high rental penalties are applied, which may not
be covered by increased cost of working insurance.

With most of the suppliers a degree of testing is factored into the annual con-
tract fee to ensure the facility will operate to client expectations if it is invoked
in anger. The supplier should be able to integrate the contingency activation
details into the BCP and the contract should state categorically what are the exact
deliverables upon invocation. It is, however, essential that the client then confirms
that all items and facilities do exist and can operate as required.

Reciprocal arrangements

If an organization enters into an agreement to assist another part of the organiza-
tion or a totally separate organization then this is termed a reciprocal arrangement.
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Such agreements for reciprocal recovery should ensure that should one site be
affected, the facilities of the other become available to the agreeing party. However,
when one business relocates to another the impact of the disaster is invariably
exported to that second business. Reciprocal arrangements are often feasible and
cost effective in theory; however, unless there is existing compatible spare capac-
ity in the receiving premises which matches the requirements of the displaced
personnel, then further disruption will ensue in trying to accommodate them,
especially if employees then have to share equipment and other necessary facili-
ties. One resolution to this problem is to utilize parts of the premises or indeed
alternative premises where the space is not currently in use as workspace. Exam-
ples of this would be an in-house restaurant facility or an off-site training centre.
Changes in work patterns could also be used to accommodate two streams of
employees during partly extended working hours.

Although reciprocal arrangements incur minimal cost they require considerable
thought to ensure the recovery of the affected organization is not compromized.
For this reason, wherever possible, such agreements should be written and not
left as verbal ‘gentlemen’s agreements’ but should be contractual. This is especially
the case where the reciprocal organization may have competitive aspects of the
other party’s business.

Additionally, it is important to recognize that where the reciprocal arrange-
ments include use of computing equipment, what may start as two similar orga-
nizations when the agreement is initiated, can rapidly diverge as the technology
requirements of the individual organizations develop.

Reactive

There are numerous examples where a business will secure a replacement at the
time of a disaster and this is frequently done for minor events which occur, such
as hiring a piece of presentation equipment if the in-house one fails. However,
specialist items, say a video conferencing facility, may not be readily available.
Normal office equipment is usually available off the shelf but larger quantities of
electronic items such as laptops and desktop PCs may take days to obtain, particu-
larly if they must have particular specifications. Also it is important to be aware
that, since product design and specification usually change over time, it may not
be possible to replace the existing equipment with identical items. In many
instances this may not be a problem, but if it is perceived this could be an issue,
then periodic checks with the suppliers may be advisable to understand what
exactly can be supplied at short notice.

For replacement premises this approach assumes that a suitable property can
be obtained and made ready within the predetermined restart time constraint. A
list of property agents, or even a list of suitable properties, could be maintained
for immediate use. With the exception of maintaining the list, the cost of this
option is low, but it has the inherent risk that no suitable properties will be
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available when needed. Issues which may delay finding utilizable premises include,
for example, cabling infrastructure requirements, air conditioning, location, lease/
occupancy contract arrangements and intended usage versus permitted use.

If a reactive approach is chosen, consider the use of furnished, serviced office
facilities, available in many large towns. These may include office computer
systems, meeting rooms and possibly video conferencing facilities.

Organization, administration and support issues

Any business continuity strategy requires a distinct infrastructure to ensure that
the recovery is effectively managed. The recovery organization need not be the
same as that in daily use: in fact it is more often preferable to select a unique and
specific structure consisting of suitable individuals who are capable of implement-
ing the BCP. Such individuals will need to be organized into teams with specific
responsibilities for certain actions of response and recovery. Throughout the
recovery the organization would operate under this structure, thereby ensuring
that only individuals required for the organization’s timely recovery are present
and organizing the relevant actions and activities. At the end of the recovery
period the organization can then return to its normal management
infrastructure.

It is important to recognize that there is usually a requirement for two recovery
teams or two tracks of recovery activity. First, the recovery at the contingent site,
which obviously takes first priority if business is to be resumed as quickly as pos-
sible. Second, the activity which must occur to address the potential damage at
the original site to understand the extent and ramifications of the damage such
that plans can start to be assembled to return to pre-incident levels of activity.
Each of these teams would have differing concentrations of expertise reflecting
the main actions and issues that need to be addressed.

For instance, at the contingent site it will be necessary for an ‘administration
team’ to oversee that everything required for the office functions is in place and
working - that is, desks, chairs, telephones, stationery and so forth, and that
employees can reach the site without undue inconvenience and that rest and
eating facilities are available to them as necessary. Additionally an ‘IT recovery
team’ would ensure that the hardware was operational and that individuals were
able to access their relevant software applications and data when required.

Vital records and paper documentation issues

Even in our present technological era we are all still heavily dependent on hard
copies of information and data. There are moves in many larger organizations
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towards the paperless office via the use of microfiche, scanning and increasingly
document imaging systems. However, for a large number of companies the need
for paper records of work in progress is still a reality. Such paper documentation
is particularly susceptible to damage from fire, flood and other physical disasters.
Clear-desk policies are commendable in principle but notoriously difficult to
enforce or maintain. It is better to encourage employees to safely store essential
documentation in closed drawers or filing cabinets and archive records off-site or
in fireproof cabinets if they are of a critical nature. Comprehensive duplication is
not practicable in many instances but for some essential records may be a viable
alternative. Where possible, review how essential documentation could be repli-
cated if it became necessary to do so. If this process then highlights which docu-
ments are more difficult to obtain this will provide guidance on what to keep
protected.

Computerized data and software should have a program for frequent, automatic,
backing up with the backups being taken immediately off-site for safekeeping.
Any such system should be designed so that the backup procedures are not
onerous on the business and consequently recovery is simple to either the existing
or contingent sites.

The business continuity strategy should have helped to determine which assets,
including documents, are essential for recovery and therefore require protection.
It is then relatively straightforward for the recovery team using the BCP to collect
these and deliver them to the contingent site. (If any backed-up data is recalled
from off-site storage for the computer recovery, remember to return this to the
off-site storage as soon as possible.)

If there are any items for which availability cannot be guaranteed, but which
are essential to the continuation of the business, then these must be detailed
beforehand and ‘workarounds’ considered to negate the effects of such
unavailabilities.

Restoration

Restoration should be an essential aspect of any recovery strategy, although many
aspects of the restoration programme can only be determined once damage occurs
and the effects are assessed. There are nevertheless a considerable number of
preparative measures, which can be planned beforehand. These will ensure
focused and effective actions are taken in the very early stages of a recovery, which
can dramatically reduce the impact of a disaster and the overall time it takes to
get back to pre-incident status.

Such preparations include bringing together the right skills base to accurately
assess the damage to the premises and assets so that the options for recovery can
be rapidly and objectively assessed. With this reliable and substantive information
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available, decisions on short-, medium- or long-term displacement can be reviewed
and any requirements to escalate procedures can be taken in good time to reduce
any additional disruption, which might otherwise result. Conversely, it is also
possible that, by knowing quite soon after the event that a return to the existing
premises may be possible, this could prevent the second wave of employees
needing to go to a contingent location, with all the associated disruption.

Furthermore, just as with data, the strategy should record which assets are
essential to support the critical activities and their location as this will assist in
the damage assessment and recovery process. If such assets, as is often the case
within manufacturing environments, are on long lead times or are unique and no
longer manufactured, then restoration may be the only assured strategy for recov-
ering the business operations. In such circumstances a business may find it neces-
sary to outsource aspects of their production process while the equipment is
restored. Any such strategy should be preceded by investigating and planning how
this could be fulfilled.

Salvage considerations

Salvage and restoration may be the quickest way of replacing damaged equipment.
Although the companies operating in the salvage and restoration industry can
often achieve wonders with what at first may appear irrecoverable it is still prefer-
able to ensure that critical items receive adequate protection. In the immediate
aftermath of a physical disaster there are two major activities:

® How serious is the damage?
® How can we stop the damage getting worse?

In all instances, therefore, part of the recovery strategy should address the coor-
dination of skilled personnel to ensure the damage is quickly quantified and quali-
fied so that time for recovery and the extent of remedial activity can be determined.
Second, there needs to be coordination of the activities to stabilize the damage
so that the initial losses do not escalate further and cause unnecessary additional
activities which could divert other essential resources. An example of this is the
rapid freezing of water-saturated documents to prevent further deterioration, or
the reduction of humidity to reduce the corrosive action of the products of com-
bustion of PVC cabling combined with water.

There are firms offering salvage and restoration assistance with priority site
attendance for a small annual retainer. The business continuity strategy should
include a salvage and restoration contract as part of the overall risk management
of the business. Selection of a provider for such services should take into
consideration:
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Your location(s) relative to the supplier’s operational centres

The level of resources both human and equipment that can be rapidly
deployed

What guarantees are offered on site attendance: the skills and experience rel-
evant to your business

The insurance cover that the supplier has in force.

Understanding these criteria will ensure that should a fire, flood our other physical
disaster affect your business then you will receive the maximum relevant support
to effect a timely recovery.

The BCP should then detail when and how to call out these contractors and

ensure that liaison with them, insurers and loss adjusters is integrated within the
actions of an appropriate recovery team.
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Jillian Simms, FBCI, is a director of Cornwood Risk Management, a consultancy spe-
cializing in business continuity management in the financial services sector. Jillian is
recognized as the only business continuity management professional in the UK with
extensive front office trading experience. As European Marketing Director of the
Chicago Board of Trade, the world’s largest financial futures exchange, she was
responsible for managing communication with European members following the
Chicago flood. She was previously a stockbroker and bond arbitrage trader.

The financial services sector has traditionally led the way in the development and
improvement of business continuity practices and can be expected to do so for
many more years to come. This is due to a number of factors including:

The time horizons under which financial services operate
The nature of many of the employees

The complexity of the technology

The influence of regulators and regulation.

To better understand the financial services sector and how it affects business con-
tinuity practices, it is necessary to divide the organizations operating in this sector
into two groups: those that service the retail customer (the private individual) and
those that operate in the institutional or professional marketplace. It is appreciated
that most of the large financial institutions operate in both these areas but they will
do this through two different divisions. These two divisions will have very distinct
managements, infrastructures and operating models and can best be thought of as
two separate organizations under a single corporate umbrella.

Retail sector

Financial services to the retail customer have in the past been provided via a
nearby branch of a bank or a local insurance broker, with these individual units

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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supported by a central or head office structure. The business continuity require-
ments for this arrangement would need to have in place a method for redirecting
customers to another of the bank’s branches or insurance company’s brokers at
the time of a local disruption, together with the means to re-establish the support
and head office services within a reasonable time horizon if there was a disruption
at the central location. Customers would be expected to be tolerant of being told
by the teller in the branch that they could not have the balance on their account
or by their local insurance broker that the quote for their car insurance would not
be calculated until the following day. This tolerance was assumed because the
customer was talking to someone they knew and trusted who could reassure them
that waiting a day or two for the service would not be too much or a problem.
The customer in having a relationship with this local individual had a relationship
with the financial services provider and was unlikely to take their business else-
where due to a short disruption once in a while.

Today, many of us, at least in the UK, only go into a branch of our local bank
in special circumstances, conducting most of our banking over the Internet. Our
salaries get paid directly into our bank accounts; we view our accounts online at
any time of the day or night at our convenience; and we pay our bills by direct
debit or via a few clicks of our home computer mouse buttons. If we need to talk
to someone at our bank, we do this over the telephone, not to an individual at a
local branch, but to a call centre where our query is answered by an operator
who understands our request - if we are lucky - only once he or she has consulted
the necessary databases of information about us. Similarly, insurance is obtained
by comparing quotes from different web-based providers before selecting the
preferred price and conditions. The customer is likely to speak to someone at the
insurance company only if they need to make a claim. Once again, the contact
will not be to a particular individual but to a call centre where the operator will
need to refer to databases of information before responding to the customer’s
needs.

Customers are encouraged by advertising to consult a variety of organizations
for the provision of any new financial product or service they require. Organiza-
tions offering these products and services are forced to compete on price and
ease of access as well as quality of the product or service. Once an account is
opened, or a policy purchased, the customer tends to remain with the provider
only if they are completely satisfied with the services they receive. It is no longer
considered too much trouble to make a change as all organizations have processes
in place to make it easy for the customer to move. Customers have no direct rela-
tionship with the provider and so have no loyalty when they perceive there to be
more reliable alternatives elsewhere.

This new style of financial services has created a significant challenge to busi-
ness continuity practitioners. Although the importance of the local service has
diminished in day-to-day management of an individual’s financial product require-
ments, this lack of local relationship has eroded the customer’s tolerance for any
disruption of the centrally provided services. At the time of purchasing a new



Wholesale or institutional sector 175

product such as car insurance, the customer will disregard any supplier where
the website is unavailable or too slow to download. An online bank account that
is unavailable, even for a short period of time, tends to be viewed as unreliable
whatever the message that appears on the site. A person in a call centre that
cannot provide the information required because of an unavailable database tends
to be dismissed as unhelpful regardless of how charming he or she is and the
reasons they give. More and more financial organizations are realizing that this
new demanding customer base expects true continuity of service. The organiza-
tion is then faced with the cost of ensuring there are no single points of failure
in their infrastructure, at a time when the market is becoming more competitive
and profit margins are being eroded. This means that the business continuity
practitioner has to be ever more inventive in ensuring critical services are pro-
vided at an adequate level at all times, while keeping the cost of providing these
services to a minimum.

It would require minimal analysis, but be extremely costly, just to replicate the
entire infrastructure of an organization including people, technology and data.
The idea of building an additional call centre and employing additional staff just
so that there are services available when there is disruption at another call centre
is against the ethos of the current lean working environment. Even if an organiza-
tion chooses to do this, it would be faced with issues of additional training and
motivation. Too often an organization only considers the single points of failure
of its technology, rather than its people. To develop viable, cost-effective, business
continuity it is necessary for the business continuity manager to understand the
way the business is conducted normally, the expectations of the customers, the
aspirations of the management and the effect of disruptions. It is only then that
BCM can be incorporated appropriately into the organization.

Wholesale or institutional sector

Financial services for the wholesale sector are centred on the dealing room. This
tends to be a large open-plan room with row upon row of desks each equipped
with multiple screens, systems and communication tools. From this room, highly
paid traders, salespeople, structurers and analysts make prices, create financial
products and provide advice to professional investors. It is a fast and furious envi-
ronment where millions of pounds, euros, dollars or yen of investments change
hands at the click of a button or the word of a trader on the telephone. Here,
even more than in the retail sector, advances in technology have made it possible
for traders to execute business across the globe at any time of day or night. Prices
in financial instruments are displayed on screens, transmitted via various informa-
tion providers to numerous offices, and can be traded by the click of a button. In
the past, prices on screens were for information only requiring a conversation
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with the trader before a deal could be completed. Today, with advances in tech-
nology that ensure that the image on the screen is consistent everywhere, it has
become possible to ensure the information displayed is current and so transactions
can be executed directly via the system. Furthermore, if an investor requires a
special financial instrument, structurers using advanced technology can price and
manage financial instruments with any characteristic the investor desires. It has
often been said that the most advanced technological tools either drive rockets
or price esoteric financial instruments. These sophisticated pricing techniques
require extensive historical data and complex mathematical modelling, all of
which would be impossible to achieve without technology and a consistent flow
of information.

Ensuring that there is adequate, workable business continuity for a dealing room
continues to be a considerable challenge for most of the major investment banks.
The markets operate continuously and are highly unlikely to stop due to a disrup-
tion in a single location. There are professionals, known as arbitragers, who spend
their days scanning the markets looking for mismatches in prices from which to
profit, so any unmanaged information on an automated trading screen can be very
costly. There is also strict regulation requiring all trading to be done within a
‘controlled environment’, often within a particular jurisdiction, so relocation of
traders is something that needs to be carefully managed.

Outside the dealing room, all investment banks have the additional challenges
associated with ensuring adequate, workable, business continuity for the Opera-
tions and support areas. The area of the organization that handles the processing
and settlement of all the products traded in the dealing room is known as Opera-
tions. Here, all the transactions are matched, confirmed, reconciled and settled.
Each type of product, in each currency, will have its own operations process, with
designated deadlines and methodologies. This means that an Operations depart-
ment will have numerous tasks throughout the day where a specific process will
have to be conducted or the requirements associated with processing a product
would be breached. Increasingly, products have very short turnaround times
between trading and settlement, such as same day or T + 1 (today + one day). In
this type of market, the Operations department often has only a few hours for
information to be received from the dealing room, matched with information from
the operations department of the organization on the other side of the transaction
(the counterparty), confirmed as correct and settled.

In the past, these processes would have been done manually with paper deal
tickets being passed from team to team as each stage is completed. However,
today the volumes are too large and the turnaround times too short for this manual
processing. Much of the Operations process is now completed automatically using
technology and this is known as straight through processing (STP). The people
employed within an Operations department tend to deal only with errors (mis-
matches) or special instruments that cannot go through STP. This change in the
function of Operations teams means that the individuals no longer have the knowl-
edge to conduct the processes without the technology and so cannot revert to
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manual processing at the time of disruption even if the volumes would permit
this. Furthermore, to speed up this process, various industry-wide bodies, such as
Crest for the UK equity market, have been set up to act as a central repository for
the processing, so that the technology from each institution does not need to link
to all other institutions; instead it needs to link to the industry-wide body.

To ensure market confidence in the use of these industry-wide bodies, these
bodies have had to demonstrate evidence of business continuity so that the indus-
try is confident of their availability at all times. Similarly, one of the key features
of the wholesale market is that all the major banks are each other’s counterparty.
So, although it is a highly competitive market, they all appreciate that a failure by
one of them could disrupt the settlement of all of them. This feature is known as
systemic risk and is one of the main issues facing business continuity in the finan-
cial sector.

To properly appreciate the set-up of a participant in the wholesale financial
services sector it is necessary to consider the ‘middle office’. The dealing room is
known as the ‘front office’, Operations as the ‘back office’ and all the control
functions as the ‘middle office’. These control functions usually include market
risk management, credit risk management, operational risk management and finan-
cial control. These areas are responsible for ensuring and demonstrating that there
is adequate risk management and control for the business that is being conducted.
They set limits, for example on how much stock an individual trader can hold or
how much of a particular currency the organization can hold, and then take data
from the other parts of the organization to assess whether these limits have been
breached. All of this presents yet a further challenge to business continuity as an
organization is not permitted to conduct business until it can demonstrate that it
is being conducted in a controlled manner; in other words, until it can demon-
strate that it has its systems available to manage the middle office.

Putting in place the business continuity arrangements for an organization
involved in trading financial products in the wholesale market is like a jigsaw
puzzle as it cannot be regarded as complete without all the necessary pieces being
put in place. Each piece needs to be given the right level of priority and connec-
tivity for the whole thing to work.

Finally, although the dealing room, operations and the middle office can be
considered as the heart of the wholesale market, there are numerous other func-
tions in the wholesale sector: investment management, where professional manag-
ers manage pension funds and other pooled investment vehicles; corporate
finance, where professional advisors provide advice to companies on how best to
raise money to finance their businesses; and corporate banking, which provides
banking services for companies. The inclusion of any these areas adds further
complication to the business continuity arrangements as there is the requirement
to retain ‘Chinese walls’. These are barriers to the flow of information between
one department and another to prevent any suggestion of a conflict of interest.
For a business continuity practitioner, they mean physically segregated areas in a
work area recovery (WAR) centre.



178 Business continuity strategies for financial services

Time horizons

As can be seen from the descriptions above, the financial services industry oper-
ates with very short time horizons. A business continuity practitioner working
within another industry may find it acceptable to assess the impact of disruption
across a time horizon of days whereas in the financial services sector the assess-
ment has to be done across minutes or hours.

When considering the possibility of lost data, most organizations are now appre-
ciating that even the loss of data over a few minutes is unlikely to be acceptable.
Consider your own bank account, how would you feel if the few minutes’ lost
data included your salary payment? Consider the complex pricing model which
is continuously gathering data and would be flawed if there is a gap in the data.
Consider the multimillion pound transaction where the execution details (price,
size, counterparty) are lost. For most financial organizations the challenge is com-
pounded as data in one system may or may not have flown through to another.
Reconciling this flow between front, middle and back office systems and identify-
ing and re-entering any missing data is increasingly impossible due to volumes and
the delay it would cause to the resumption of money-making and customer-facing
activities. As a consequence, the financial services sector is increasingly coming
to the conclusion that the only acceptable level of data management is the removal
of the risk of any data being lost. An RPO (recovery point objective) of no data
loss has become the target for many areas, and so data replication and data man-
agement has become a huge investment in money and effort for the financial
services sector. Improvements in technology to support this effort are being
conducted by numerous technological institutions across the globe.

RTO (recovery time objective) - how quickly an area has to be operational - is
even more challenging for business continuity. Even though the analysis may
indicate that minimal downtime is acceptable, the challenge to get operational
again at the time of disruption may need more than sophisticated technology. Few
financial services organizations maintain duplicate teams in two or more locations
conducting the same activities. A sales force may be spread across the globe but
each location will specialize and have relationships in that location. A trading team
may pass a trading book around the globe to cover the different time zones but
can they cover each other’s time zone? Even if there are duplicate teams, is there
enough capacity to cope with one team not being available? We have seen cases
where the team in one continent theoretically had the skills and the capacity but
not the experience to take over from a team in another time zone. An organization
may have more than one call centre but can they cope with the volume of calls
if one of the call centres is not operational or does it result in all calls having
unacceptable waiting times?

Financial services organizations are in most cases faced with the need to transfer
staff from a disrupted location to an alternative location or WAR (work area recov-
ery) site. A major limitation on the RTO is the time it takes to get the people to
the alternative location. This on its own would encourage organizations to locate
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their WAR sites relatively near to the primary working location. However, in the
wake of the attack on the World Trade Center and the bombings in London on 7
July 2005, organizations and regulators have become increasing concerned about
region-wide disruptions. This has resulted in the locating of WAR sites on the very
edge of the City of London, or further afield. The organization has to balance the
need for quick recovery times with confidence of availability at the time of wide-
scale disruption. For some of the largest organizations, it has been impossible to
make this choice and they have implemented both near and far WAR sites.

This pressure of having very short RTO has invariably affected the whole struc-
ture and set-up of an organization. Very few major investment banks now have both
people and the technology based in a single location. It is now regarded as impos-
sible to cope with both the recovery of the people and the reestablishment of the
technology within the required time horizons, regardless of how well an organiza-
tion is resourced. Increasingly, the dealing room is in one location and the primary
and secondary data centres are elsewhere. Waiting for syndicated WAR site space
to be made available is also not regarded as acceptable. A dedicated WAR site is
now standard for any major participant in financial services, with syndicated space
only used to provide additional space for an extended outage.

Nature of the employees

Financial services, in particular the wholesale sector, tend to attract a demanding
and focused type of individual who is dedicated to the generation of revenue both
for the organization and for themselves. These individuals are resistant to having
their time wasted and are not tolerant of being asked questions for which they
can see no purpose. Many organizations now employ a layer of ‘business manage-
ment’” who are essentially administrators who handle all aspects of running the
organization except the conducting of the actual business. Business continuity
practitioners who do not have a good understanding of the business and often do
not have the confidence to conduct their analysis with the revenue generators
tend to conduct it with the business managers. However, this usually results in
an overvaluation of the importance of the work done by the revenue generators
and a lack of full appreciation of the technology they use and how they use it. It
is better to conduct the analysis by tailoring the questions so that information
gathered is what is needed, rather than that which populates a standardized tem-
plate. It is better to conduct the analysis with the people generating the revenue
as they are going to end up paying for the solution and they will only pay for what
they understand they need. These revenue generators must be informed of what
has been implemented so that they can make the best use of it at a time of
disruption.

Traders are a particularly challenging type of individual to handle for a business
continuity practitioner. They are not willing to be told what to do, preferring to
make their own assessment of any situation. In many cases, traders will refuse to
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participate in evacuations, regardless of whether it is a genuine situation or a
practice. Many trading books cannot be left unattended for the period of an evacu-
ation exercise and so most organizations have now implemented a system of
‘non-evacuation’ permits. These permits are provided to the individuals that are
deemed necessary to remain in the dealing room at the time of an evacuation to
give them exemption from the evacuation and ensure that the trading books are
adequately managed. The intention is to rotate the permits so that everyone par-
ticipates in some of the evacuations if not all. However, this reluctance to leave
the dealing room has resulted in traders becoming threatening or hiding under
the desk if they are being asked to evacuate during a genuine situation. Even on
9/11, numerous traders could still be found working in the dealing room at the
top of the Canary Wharf Tower late in the London day, long after the planes hit
the World Trade Center towers in New York. However, when asked why they did
this, they invariably responded that having assessed the situation they felt no more
at risk on that day than any other day: with the flight restrictions that had been
implemented around tall buildings, they considered themselves to be safer than
normal. At one bank, two traders made enough profit that afternoon to cover the
losses of the whole of the rest of their organization for the whole year.

The understanding of the way that a trader may behave at the time of a disrup-
tion has caused numerous financial organizations to reassess their business conti-
nuity and crisis management arrangements. In the past, the management of a
financial services organization assumed that business volumes would be reduced
at the time of disruption, indicating that they would look to close their holdings
and limit the services offered to customers. However, financial markets tend to
move around at the time of uncertainty and it is this movement that creates money-
making opportunities for traders and sales people. The purpose of a trader is to
generate revenue and sales people to generate customer business, and, therefore,
it is essentially impossible to stop them conducting business at the time of disrup-
tion. Restricting them would require personal compensation for the money they
could have made, as well as them questioning the whole reason why they have
been employed by the organization. The more realistic organizations have now
reached the conclusion that business is going to be conducted at the time of a
disruption and so arrangements need to be in place to enable business to be con-
ducted and processed in a controlled and timely manner. Similarly, the more astute
have realized that crisis management plans that assume the traders will do as they
are told in a crisis are liable to failure.

Complexity of technology

When walking across a dealing room, one of the most immediate impressions is
of the quantity and sophistication of the technological hardware. A trading desk
often looks very similar to the cockpit of an aeroplane but, perhaps, the greatest
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difference is that, in a dealing room, there is row after row of these desks whereas
in a cockpit there is just one. The technology department would say that the
hardware that is visible is only a very small aspect of the complexity of the tech-
nology that is required. Each individual sits surrounded by multiple screens and
communication tools giving them the ability to scan numerous sources of infor-
mation, use numerous means of communication and satisfy numerous order man-
agement requirements without leaving the desk. Additionally, the trader has
connections to various exchanges and trading mechanisms, the structurer has
numerous modelling and pricing tools and the sales person numerous direct com-
munication links to their prime customers at the push of single button.

Internally, a dealing room needs to be linked to the operations areas, so transac-
tions can be processed, and to the middle office so that the organization can
ensure adequate controls are in place. However, it is all the connections to the
outside world that bring information in, distribute information out and ensure the
organization can compete effectively in the marketplace that provides the true
complexity to the technology. Being a split second behind the competition can
mean the difference between making a profit and making a loss, so the quality of
the technology is key to ensuring the organization is profitable.

It is often in the operations area where the greatest number of distinct systems
meets. Each market, product and exchange tends to have its own processing
standards that require the operations department to connect to its specific tech-
nology. Gone are the days when a payment is made or received for each individual
transaction; now there tends to be a netting process whereby the organization
pays or receives the net amount across all the transactions on a particular exchange
or in a particular product.

This complexity provides yet another challenge to the business continuity prac-
titioner: how much of this technology needs to be present in a WAR environment
and in the second data centre? Unfortunately, it is very hard to find an individual
with a full appreciation of the entire set-up. The business people tend only to have
a view on the front level of the technology rather than the layers behind that make
this front level work. The technology people will know everything that is supplied
to the dealing room but are unlikely to know whether a system is truly critical or
just ‘nice to have’. Following the completion of a business impact analysis, where
a business unit is found to be critical, a business continuity practitioner, partnered
by a technology specialist, usually has to do a second stage of analysis to ascertain
the technology required by the critical business unit to make it operational in the
WAR site. For this ‘technology needs analysis’ to be meaningful, it has to be con-
ducted with both the business person, who knows what they use, and the business
unit’s technology support, who know how to make what they use work.

The infrastructure of the organization has to be planned with business continu-
ity in mind. As an example, consider one of the major banks in London that found
that the only way that its telephony could be transferred to the WAR site was if
it was transferred for all three of its local buildings. If, let’s say, a water pipe burst
in one building, the bank would have been faced with either the people from that
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building working at the WAR site without being able to receive incoming calls or
transferring the calls away from people in the two unaffected buildings.

The cost of equipping a WAR site and a second data centre is expensive. This
is why the management has to be given a full appreciation of the risks and benefits
associated with the contingency arrangements that are proposed. Workable busi-
ness continuity cannot be implemented without the full support of an organiza-
tion’s management and so the challenge of getting it on the management agenda
needs to be tackled with confidence.

Finally, as any business continuity practitioner knows, it is essential to demon-
strate that the contingency arrangements will work when they are needed.
However, the complexity of technology within a financial services organization
means that there must be a programme of testing which addresses realistic sce-
narios and provides confidence that it will work when needed without placing
undue risks on the operability of normal business.

Where an organization separates the people from the technology as is increas-
ingly happening, it is less risky to test the technology in the second data centre
connected to the normal working location or the business people connecting from
the WAR site to the primary technology. This is still too challenging for many
organizations at the moment, leaving them with only the ability to test segments
of the arrangements rather than the full set-up. The need to involve third party
suppliers, exchange connections and data information flow means that the full
set-up is too great a logistical challenge for all but the most business continuity
mature organizations.

Regulators and regulation

The financial services industry is highly regulated but there are two very different
philosophies in play. In the UK, for example, the Financial Services Authority
(FSA) is principle based. It requires financial organizations to have business conti-
nuity arrangements in place which are appropriate to ‘the scale, nature and com-
plexity of the firm’ and to have, as in business as usual, adequate risk management
and control for the business that it is conducting. This non-prescriptive stance,
although the most effective way of having the appropriate contingency arrange-
ments as it means that the organization has to be demonstrably well managed,
provides a considerable challenge. An organization must develop the ability to
continually assess the adequacy of the contingency arrangements given the
changes and developments in the business that is being conducted.

The opposite philosophy to the FSA, based on rules rather than principles, is
espoused by many other regulators, including the Securities and Exchange Com-
mission (SEC), the US securities market regulator.
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Increasingly, business continuity bodies in the financial services sector in the
UK have asked for guidance as to what the regulator regards as adequate business
continuity. This then results in the development of quasi-regulation where the
results of a benchmarking exercise - the majority of critical organizations can
recover 80% of their payments within four hours - become an assumed standard
with no regard as to whether this is a desirable or necessary outcome.

At one point, the SEC stated it would introduce a rule to require that critical
organizations had primary and secondary data centres at least 200 miles apart.
Those implementing the rule would have guaranteed that the two data centres
were most unlikely to have been affected by the same disruption but, as the major
technology vendors contended at the time, would have had huge problems with
data consistency due to the near impossibility of replicating data in real-time over
such distances cost effectively, if at all. As a consequence, many organizations
now have a local data hop to ensure data is replicated in real time and a distant
third data centre able to process against a consistent data snapshot although the
cost effectiveness of such an arrangement is far from proven.

Business continuity practitioners in the financial services sector tend to divide
into two groups. The first group are those that endeavour to ensure the organiza-
tion has appropriate business continuity arrangements that the organization has
demonstrated should work when they are needed. This then satisfies the non-pre-
scription regulatory stance, described earlier, as a matter of course. The second
group are those who regard the main focus of their work as ensuring that the orga-
nization complies with the business continuity requirements of regulators. This
latter group want prescriptive rules so that they can tick the box when they assess
the rule has been satisfied. However, this latter group needs to appreciate that the
aspirations of the regulator in regard to business continuity are different from that
of an individual organization. The main concern of the regulator is that a disruption
of a single organization does not disrupt the market as a whole thereby creating
systemic risk whereas the main concern of most astute financial organizations is to
continue to meet the needs of its customers and stakeholders. The regulator does
not care about the shareholder’s return on investment or the reputation of the
individual organization but the organization and its shareholders do.

The regulators’ concern with systemic risk - the stability of the financial system
- provides another challenge to the business continuity practitioner. Small-scale
disruptions such as floods, fires or localized power failures have been proven to
be far more likely to occur than wide-scale disasters and to cost more in aggregate
than major disasters and so should be the source of considerable attention.
However, the regulators are becoming more and more concerned by widespread
disruption due to the fact that many organizations are located within a small area,
such as the UK financial industry concentrated in the City and Docklands. The
regulators are thereby forcing the industry to look at ‘major operational disrup-
tions’ rather than true business continuity across the broad range of possible
disruptions.



184 Business continuity strategies for financial services

Conclusion

The financial services industry has now accepted that business continuity manage-
ment is an essential factor in the running of a financial services organization. The
debate continues between those who think the effort should be protecting their
own organizations and the regulatory-driven approach that seeks to protect the
stability of the financial system at the possible expense of the individual firm.
There is a second, equally important, debate between those who recognize that
BCM is primarily a people and business issue and those who take an essentially
technology-driven approach. The supporters of the latter still need to prove that
their solutions would work and that they meet the business requirement.

All business continuity professionals working within financial services - what-
ever their favoured approach - still face the need to fully embed BCM into the
organization rather than provide it as an optional add-on at a subsequent date.

Too many of the business continuity practitioners in the financial services sector
have a technology, rather than a business, background and as a consequence have
insufficient understanding of the concerns of the management. If the financial
services sector is to continue to lead the way in the improvement and develop-
ment of business continuity, the business continuity practitioner needs to have
good business knowledge and be able to address the business professional as an
equal rather than as a subordinate.
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Introduction

Recovery planning in a manufacturing environment encompasses many different
issues and different types of planning than those found in work area and data
processing recovery planning.

Manufacturing can involve business, information technology, production and
distribution functions, so the question is often: “Where should we put the empha-
sis for recovery planning?’ The emphasis is frequently put on the business and
information technology utilizing specific recovery strategies. However, if the pro-
duction/distribution is unavailable, the company will be unable to provide the
product it is selling after recovering its business functions. The other question
often raised is: ‘If the business and data processing functions are not available,
can you still provide product?” The company may be able to, but with difficulty.
The increasing link between all these functions means that manufacturing recov-
ery plans should cover all of them, but possibly as separate sections involving dif-
ferent methodologies and strategies. Now, challenges similar to some of these are
being found in the general business environment with the continuing increase
in globalization, business process outsourcing and increased supply chain de-
pendency. Business firms facing such challenges can learn from what has been
done in the manufacturing environment.

Manufacturing recovery also provides challenges often not found in other areas.
These range from the increasing globalization, including component manufacture
in third world countries, to just-in-time (JIT) inventory systems, the use of EDI

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.



186 Business continuity strategies for manufacturing & logistics

and e-commerce to determine actual production needs and scheduling or the
unavailability/delaysin equipmentavailability. Governmentregulations or recertifica-
tion requirements are another factor.

As a result, recovery planning and recovery strategies for the manufacturing
environment must consider and accommodate:

® A plan that will cover differing areas and functions ranging from office/work
area, to data centre, to manufacturing and the related supply chain and logis-
tics functions

® The links between manufacturing and business/data processing functions, e.g.
CAD/CAM or CIM, ERP and CRM

® The greater impact that changes in a company’s business environment have
on the manufacturing operations. This will affect the determination of the
actual recovery strategy to be used at the time of the disaster.

® Multiple strategies to be considered at the time of the disaster

® Lack of actual fixed recovery locations

® Recovery strategies that are more business related than technologically
related

® Impact of circumstances at locations in other parts of the country or the
world

® Impacts of incidents affecting the community infrastructure (e.g. transporta-
tion, utilities)

® Dependency on outside sources or services (e.g. raw material or component
supplies, partial assembly).

One other factor that has to be considered and allowed for is what one might call
the ‘manufacturing approach’. First, it should be realized that manufacturing facili-
ties handle emergencies on a daily basis (e.g. equipment breakdown, the quality
of components not up to standard). The facilities handle such emergencies as a
part of their daily work. Second, the approach for handling problems is often ‘put
enough engineers in the room and they will take care of it’. While a recovery plan
should never be based on a strategy utilizing such attitudes, the plan should
accommodate them to help determine whether the situation is an emergency or
a disaster, and to help deal with problems that occur in a disaster and which were
not considered or planned for during the plan development.

Another consideration is whether the company manufactures final products or
components. With component manufacture, the need for and extent of recovery
planning and determination of recovery strategies should be agreed between the
companies. However, the final product producer does have the opportunity to
work with alternative suppliers, although that may be affected by business-related
decisions. Another consideration will be whether both companies can be affected
by the same hazard (e.g. flooding, earthquake, hurricane).
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Developing strategies

The key is to know the hazard, exposure and the potential impact. This includes
consideration of:

® Primary hazards and their impact
® Secondary/collateral hazards and their impact.

This can be achieved by completion of a risk and business impact analysis (RBIA).
This must be an in-depth analysis and must determine:

® What can happen (risk exposure analysis)
® What will be affected (damage potential analysis)
® What will be the impact (impact analysis).

The RBIA should cover:

® The main facility

® Other company-owned facilities producing products/services for the main
facility

® Suppliers and other non-owned facilities providing products/services

® Site/community infrastructure (utilities, etc.)

® Logistics involved with moving materials in and product out of the facility.

The RBIA provides details of:

The maximum allowable downtime of individual product lines

The criticality of product lines and their priority for reinstatement

Key equipment and supplies and their anticipated replacement times

Critical utilities and other resources

Suppliers and vendors

Interdependencies between individual manufacturing operations and possibly
individual facilities/locations

® Logistical needs.

An important consideration is that while this information is current at the time of
the analysis, product changes can render it obsolete very quickly. It is therefore
important that the information be reviewed both periodically and whenever
product changes are being considered.

The RBIA should also detail the extent of the damage that an event can cause
to the facility, the employees, the locality and the region. For this reason, the use
of scenario-based analysis can assist companies in evaluating the potential damage
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from each type of event. In addition, scenario-based analysis can assist in determin-
ing possible actions that could reduce the impact and form the basis of recovery
strategies.

Irrespective of whether a standard RBIA or a scenario-based analysis is used, the
overall result should be to provide information that forms the foundation of the
recovery plan and the development of the recovery strategies.

Types of recovery strategies

Unlike work area and data processing recovery plans, hot and cold sites for manu-

facturing operations are not available as separate commercial operations. It is

possible that there may be some internal arrangements that can be made relating

to spare capacity or changing marginal product lines, but companies cannot main-

tain production facilities sitting idle, waiting to be used in a disaster situation.
There are two types of recovery strategies:

® Pre-incident
® Post-incident

and three main categories:

® Specific
® Mitigation
® Procedural.

All three can be either pre- or post-incident or a combination of both. The use of
two types and three categories emphasizes that:

® Consideration should be given not only to the future actions at the time of the
event, but also to what can be done now to reduce the impact.

® It is necessary to consider a broad range of strategies and customize these to
a company’s individual needs.

Pre-incident strategies are those implemented before any disaster situation to
mitigate the likelihood or impact of an incident or minimize the downtime. These
strategies include risk control/loss control actions, vital record procedures, backup
arrangements for utilities and other services, special contractual arrangements and
SO on.

Examples of pre-incident strategies include:

® Mitigation recommendations
® Spare equipment availability lists from internal and/or external sources
® Buildings and equipment drawings and specifications maintained off-site
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® Tool and die drawings off-site

Contractual arrangements for backup boilers, generators, compressors, etc.
Arrangements (possibly contractual) with alternative fuel suppliers, rental unit
suppliers and potential subcontractors

Contractual arrangements with specialist salvage/restoration companies
Load-shedding procedures for potential electrical outage situations

Special arrangements with specialist contractors for building services
Alternative operating procedures for key production lines

Buffer stocks of raw materials and finished product.

Post-incident strategies (whether developed pre- or postincident) are im-
plemented after the disaster to maintain partial or total product supply. They can
include:

® Use of spare capacity within the organizations

® Shutdown of marginal product lines and transfer of key products to those
production facilities

® Assistance from competition

® Outsourcing to subcontractors, job shops, etc.

® Relabelling of competitors’ products (after consideration of all legal
implications)

® Establishment of temporary facilities when production capabilities can be
established with ‘off-the-shelf’ or second-hand equipment.

A company may incorporate several potential recovery strategies in its plan. This
results from the continually changing nature of products. The timeframe between
major changes of products is often 12 months or less. New products often super-
sede existing products within similar timeframes. This means that major damage
to a production facility may result in recovery of the facility for production of a
new product or a new version, rather than recovery of the existing product. For
such situations, the decision recovery priorities and tasks will be made at the time
of the disaster.

This emphasizes the need for the plan to include procedures for a detailed
situation analysis immediately after the disaster. Such an analysis will include not
only a damage assessment but also a review of the business environment for the
products involved.

Companies may also utilize periodic scenario analysis prior to the disaster utiliz-
ing ‘what-if’ situations to consider what they would do should certain events occur
during various business environments. The results of such analysis are then in-
corporated in the recovery strategies section of the plan.

Within the pre- and post-incident classification, there are three main categories
of strategies specific, mitigation and procedural. It should be noted that differen-
tiation between the categories might be a grey area, with certain strategies being
considered combinations.
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Specific strategies are those which are determined before the event and which
are detailed in the plan. These can include:

Use of specific hot/cold sites for work area and data processing functions
Use of specific spare production capacity elsewhere

Mutual aid arrangements

Use of specific contractors, job shops, etc.

Discontinuance of specific marginal product lines and transfer of key products
to those production facilities

Closure of the facility and transfer to a new or alternative facility (access to
this strategy information should obviously be tightly controlled)

® Use of buffer or reserve stocks.

Although most specific strategies will relate to the reinstatement of a production
capability, they can also relate to the utilization of a different course of action. An
example of this would be to specify that there would be increased marketing/
advertising of similar alternative products rather than attempts to reinstate some
form of temporary production capability. This strategy may also be linked to pro-
cedural strategies to reduce the time needed for reconstruction or repair of the
facility.

Mitigation strategies are actions taken beforehand to eliminate or reduce the
likelihood and/or mitigate the impact and downtime. Many mitigation strategies
can also be considered as risk or loss control actions. The strategies may be spe-
cific actions taken or contractual arrangements made and maintained before the
events.

Mitigation strategies include:

Seismic design/retrofitting of buildings where appropriate

Installation of sprinkler systems

Compartmentation of buildings to prevent fire spread

Anchoring of equipment to prevent damage in an earthquake

Employee disaster preparedness education and training

Contractual arrangements for backup generator, boilers, air compressors,
etc.

Procedural strategies are procedures developed and incorporated in the plan to:

® Provide limited operational capability at the damaged facility or another
location

® TFacilitate reconstruction, repair and/or reoccupancy of the facility

® Maintain credibility with employees, the public, customers, regulators and the
investment community.
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Procedural strategies can include:

® Alternative means of operating. This may involve additional manual handling
or use of simpler equipment.

® Use of equipment on a more continuous basis (e.g. three shifts over seven
days instead of one or two shifts over five days)

® Accelerated building inspection procedures

® Coordination with local authorities regarding building access, building inspec-
tions, construction permits, etc.

® Use of special construction techniques to facilitate reconstruction/repair.

Development of a crisis communications plan may also be considered a procedural
strategy.

Conclusions

Recovery strategies for manufacturing operations can be multiple and varied. In
addition, unlike those for work area and data processing functions, they may not
be as clear-cut and are often dependent upon the circumstances at the time of the
event. This means that the recovery plans that are developed must be flexible to
accommodate the actual circumstances and changes that are needed and which
result from such new circumstances. Therefore a manufacturing recovery plan
format should place emphasis on the recovery organization, responsibilities and
information database together with recovery support documentation such as
checklists, action plans and so on, rather than describing specific detailed pro-
cedures based upon a single recovery strategy.

In developing both the recovery strategies and the recovery plan, the planners
should follow several basic rules:

® Don’t confine yourself to traditional ways.

® Consider whether workarounds used for operational incidents can be adapted
to disaster situations.

® Be adventurous in your thinking - use creativity and common sense.

Use group thinking to develop and review strategies.

Infrastructure, support functions and interdependencies are major

considerations.

Know the hazard exposures and their potential impact.

Mitigation is an important recovery strategy.

Strategize but don’t become committed to any one recovery strategy.

In a recovery mode, you can’t do anything until you know the type and extent

of the damage and the business environment.

Educate, train, exercise, educate, train, exercise.
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Introduction

Communications and information technology managers in the 21st century are
responsible for providing a broad range of facilities and support systems to keep
their operations - and their companies - in business. Their responsibilities extend
beyond simply providing communications services; they are directly linked to the
firm’s ability to compete effectively in its chosen markets.

Numerous trends can be identified in communications today that are critical to

business success. These include, but are certainly not limited to, the following:

Continually higher transmission speeds beyond 1.544 Mbps (T1) and 2.048 Mbps
(ED; and 34 Mbps (E3) and 45Mbps (T3); advances in Ethernet technology
produce multi-gigabit speeds

Ethernet-based local area networks (100 Mbps to 1 Gbps and faster)
Increased use of fibre optic-based transmission services, e.g. optical Ethernet,
carrier Ethernet

Dramatic increase in use of the Internet, and new technologies spinning off
from it, such as virtual private networks (VPNs)

Rapid growth and acceptance of voice over IP (VoIP) technology as the next
generation of premises-based voice communications systems

Continued focus on network management and control

Increased balance between centralized and decentralized business functions.

Strategic use of these and other communications technologies is a significant
factor in business success in the 21st century. For example, the push for higher
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transmission speeds that can support data, voice and video in a converged envi-
ronment continues to grow steadily. While this is important for business and
government, it also has a downside. Specifically, the demand for very high capac-
ity network services means that IT managers must place a significant percentage
of their information processing needs into a smaller number of high bandwidth
facilities. This of course increases the potential for single points of failure that
could result in network failures, with potentially disastrous consequences to the
company.

The use of fibre optic-based facilities, for example, is easily justified from cost
and business perspectives. However, increases in the risk of network failure also
exist if:

1. The facility fails
2. 'The network infrastructure associated with it fails, or
3. The site where the facilities are connected fails.

IT departments have long recognized the importance of contingency planning and
disaster recovery for their computers and related subsystems. This typically
includes activities such as:

Backing up data files

Off-site storage of critical company records

Duplication and redundancy of critical processing elements
Creation of corporate disaster recovery teams

Establishing system security practices

System/network diagnostic and troubleshooting procedures

Use of emergency computer operation sites during emergencies.

Today, IT professionals are increasingly concerned about contingency planning
and disaster recovery activities for telecommunications. Considering the band-
width requirements created by the convergence of voice, data and video com-
munications, the need for rapid communications system/network recovery and
restoration has taken on new significance. Events of this decade have spurred
continuing interest in protection of corporate communications and network facili-
ties. Further, senior management acknowledgement of the importance of com-
munications to business success continues to spur corporate interest.

Protecting a company’s investment in information systems is costly - and essen-
tial - to survival. As companies have become increasingly dependent on informa-
tion systems not only to conduct business, but also to remain competitive, the
stakes involved in a communications system outage have risen.

New technology initiatives like IP telephony and convergence introduce risks,
including exposure to new security issues, unplanned downtime and network
performance issues. Mitigating risk requires an agile network architecture that can
ensure low latency and high availability for real-time applications, while maintain-
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ing security and providing sufficient access control. All these elements are needed
to ensure reliable and timely delivery of critical applications and data. Intelligent
‘real-time’ networks must adjust to application specific requirements, and possess
the flexibility to respond to changing business requirements. At the same time,
network implementation and management must be flexible enough to lever-
age existing network investments while delivering the latest capabilities and
functionality.

Business continuity strategies

Communications are increasingly recognized as a key element in business success.
Many users now think of their PBXs, small phone systems and transmission circuits
as corporate assets. Internet access is a strategic part of business as well. The
principal strategy regarding this position results from the recognition of two
points:

® Communications is essential for the company to remain in business.
® Loss of communications could put the company out of business.

Perhaps the most important user strategy for dealing with disasters is common
sense. Users must think carefully about the role their communications infrastruc-
ture - which includes communications system and network service - plays in their
company, and what would happen if those assets were disrupted. This assessment
should be done before anything is designed, planned, ordered or installed.

The following are several broad-based user strategies:

® Determine the true value the corporate network infrastructure provides for
the firm, from operational, competitive and strategic perspectives

® Determine potential losses the company could sustain with the loss of the
corporate network infrastructure

® Establish plans and strategies for dealing with the issue of contingency
planning

® Create decision guidelines to decide whether a contingency plan or business
continuity plan is appropriate for a company

® Develop hardware strategies for getting the best recovery arrangement for
communications systems

® Develop software strategies to protect an extremely important part of a com-
munications operation

® Define transmission facility strategies to ensure the network components that
link applications to users are maintained

® Provide off-site storage facilities to ensure that critical data are properly
protected



196 Business continuity for telecommunications

® Identify supplies of spares and other ‘trusted components’ that can be used
following the failure of similar components

® Develop strategies for reducing personal liability, assuming communications
managers are corporate officers and, as such, are potentially liable for lost or
damaged network resources

® Encourage use of commonsense strategies to make sure very little falls ‘through
the cracks’.

Financial institutions, more than most other organizations, depend heavily on
network infrastructures to protect their business and to ensure compliance with
regulatory agencies. They must protect their networks, applications and data from
a wide range of security threats, in addition to technology failures or disruptions.
Viruses, worms, malware, denial of service attacks and increasingly sophisticated
application-layer intrusions of all kinds can damage financial institutions through
lost assets and expensive downtime. These intrusions and attacks originate within
and outside network perimeters. In addition, financial institutions typically provide
secure and encrypted access to critical resources for internal and external users,
while segregating these resources from unauthorized access. Real-time networks
let financial services firms ensure that internal applications are only accessed
by authorized personnel from trusted networks, and that attacks are mitigated so
that dangerous traffic is removed from authorized traffic. Examples of pervasive
security include:

® Firewalls and routers placed throughout the network that prevent IP
spoofing

® SSL VPN rules that allow conditional network access to specific users at an
application level and rules that incorporate device state, such as verifying the
installation of up-to-date virus protection, before allowing network access

® Access control that combines identity-based policy and endpoint intelligence
to give real-time visibility and policy control throughout distributed and local
networks

® Intrusion detection and prevention system signatures (updated daily) that
remove known worms from the network, while ensuring the availability of
applications to legitimate traffic

® Network-based anti-virus, deep inspection and URL filtering to ensure that no
unauthorized software runs on the network.

Financial institutions use realtime networks to provide operational stability,
pervasive security and high performance. They manage risk mitigation costs by
consolidating resources and introducing operational efficiencies. For example,
security devices are available that combine firewall, VPN, anti-virus, intrusion
detection and prevention. When these specialized devices are deployed through-
out the network, financial institutions can control security capacity and cost while
consolidating resources to improve operational control. Specialized application
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acceleration solutions, using unique algorithms that greatly improve the overall
data communication process, help financial institutions achieve greater perfor-
mance and efficiencies from existing application and database servers, while cen-
tralizing data and backup systems. But while all these devices are certainly very
sophisticated, if they are damaged or compromized, the networks they support
could be rendered useless.

Importance of common sense

While a technology thrust for contingency planning is assumed, one cannot forget
simple common sense as a key strategy. Suppose common sense, for example,
suggests something as simple - and obvious - as relocating a PBX away from an
overhead water pipe. The answer is simple: move the switch. However, in a
crowded equipment room with minimal extra space that may not be possible.
Again, common sense suggests installing something that shields the PBX from
water leaks. Options could be plastic covers or even a trough suspended under
the pipe to catch drips, routing them to a drain.

Common sense dictates that unauthorized people should not be permitted in
an equipment room. So identification badges are required; visitors are signed in
at a reception area; entry control systems are installed; and audit trails are periodi-
cally analyzed.

Connections between servers and remote terminals are often based on virtual
private networks (VPN), which use the Internet as the communications infrastruc-
ture. It wasn’t too long ago that same connection used dedicated private circuits
or a dial-up connection. Common sense suggests a backup of some kind, such as
some kind of dial-up service, in case the VPN is unavailable or compromized.

Most of the recommendations found throughout this book are based on experi-
ence and common sense. Networking professionals already use many of these
techniques in daily operations. What is unfortunate is that most users still do
not identify these practices with management as part of business continuity and
contingency planning. This approach needs to change.

General strategies

Users can develop contingency plans for networks and communications based on
the following primary guidelines:

® Obtain continuing senior management support
® Make sure the plan reflects the importance of communications to the
business
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Define hardware, software and facility requirements for business applications
needs

Identify the amount of time the business can survive without
communications

Make sure primary servers and related systems have backups (e.g. redundant
CPUs, spare parts) both on-site and at alternate locations

Test the spare components regularly to ensure they will work when needed
Make sure primary facilities and network systems have backups available if
primary network paths are disabled

Test contingency plan elements regularly; test the entire plan at least once a
year

Document plan elements; establish plan updating procedures and follow them
regularly

Train and retrain contingency plan members

Never assume a network is 100% safe and secure.

Hardware strategies

The following hardware strategies are recommended for IT and networking

professionals:

® Use products from known manufacturers that offer warranties and emergency
recovery options

® Contact other users of the same products for their experience

® Insist on service level agreements (SLAs) to ensure an acceptable level of
vendor performance, especially in case of a network disruption or system
failure

® Use installation and maintenance sources whose skills and performance are
well known, professional and dependable

® Install duplicate, or redundant, processing elements where appropriate, to
ensure uninterrupted processing

® Install backup power supplies, diversified and non-overlapping cable routes

® Use quality parts and supplies, cables, connectors, etc.

® Install and test equipment according to manufacturer specifications

® Provide proper environment for equipment, e.g. raised floors, proper tempera-
ture/humidity range, and sufficient power

® Provide proper equipment security to prevent damage, theft or vandalism

® Follow building and construction codes

® TFollow electric codes for wiring and electrical systems

® Invest in spare components, terminals, circuit boards; store these in protected

areas both on- and off-site
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Regularly install spare component in production systems to ensure they work
correctly; record the date the component was last used

Conduct regular tests of system performance, following manufacturer’s recom-
mended test and maintenance procedures.

Software strategies

The following software strategies are recommended for communications

professionals:

® Maintain backup copies of all critical software: operating systems, applications,
utility programs, databases

® Have multiple backup storage resources available, both on-site and off-site

® Keep special databases as current as possible; make sure backup copies
are no more than one to three days old, unless more recent updates
are available

® Use proven software products for major systems, rather than untested items

® Get references on vendor and product performance from customers

® Insist on service level agreements (SLAs) to ensure an acceptable level of
vendor performance, especially in case of software failure

® Analyse software performance regularly; coordinate this with vendor and/or
distributor support

® Update software documentation regularly as changes come online; update
contingency plans as well

® Install software patches as soon as they are received; implement a patch man-
agement capability

® Make sure backup copies of primary applications are the same release level,
or generic, as operating versions

® Make sure vendors have emergency backup copies of system software and
special programs available

® Make sure software can be used by the technical staff as well as vendors.

Network service strategies

The following network service strategies are recommended for communications
professionals:

Identify and pursue (if appropriate) local access alternative routing options
Identify and pursue alternative routing options from customer site to long-
distance operators
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Use multiple long-distance carriers if cost effective

Use multiple local access providers and Internet service providers (ISPs) if cost
effective

Identify carrier network routing paths; look for possible overlapping transmis-
sion paths across multiple carriers that could represent disaster risk points or
single points of failure

Mix transmission facilities, e.g. T1/E1 with SSL/VPN, to obtain best overall
price/performance

Mix switched access and Internet-based services with dedicated circuits to
obtain hybrid configurations, spreading risk more evenly

Use alternative transmission services, e.g. cellular, radio paging, two-way radio;
microwave, satellite where needed

Deal with carriers who are committed to supporting customer contingency
plans; check with other users for their experiences and input

Insist on service level agreements (SLAs) to ensure an acceptable level of
carrier performance, especially in case of a network disruption

Deal with carriers who have circuit assurance plans, a demonstrated commit-
ment to network survivability, and who have demonstrated a desire to work
with users

Off-Site storage and facility strategies

The following strategies are recommended for communications professionals
whose business continuity plans include off-site storage and electronic vaulting
and for their own facilities:

Make sure physical layout of facility is conducive to rapid movement of
materials

Make sure the facility uses fire-resistant construction

Facility should have fire detection, suppression and alarm connections to the
local fire department and/or other suitable incident response firms

Facility should have moisture detection where appropriate

Facility should have proper temperature/humidity monitoring and control
Cables should be raised off true floor to avoid damage from minor leaks
Facility should have regular cleaning of roof and floor voids

Security and access control systems should be available and linked to local
police department or other appropriate organization

Ensure availability of backup power for user systems, security, fire and envi-
ronmental systems

Ensure convenient and rapid access to records within required recovery time
frames, e.g. storage facility is open on weekends, holidays, etc.
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Ensure the facility is not located in hazardous geographic or infrastructure
areas, e.g. those prone to periodic flooding, earthquakes, power fluctuations,
etc.

Ensure availability of bonded transportation services

Ensure storage firm flexibility to support various media types in addition to
magnetic media, such as printed matter, CDs and DVDs.

Call centre strategies

If your company has a call centre or similar inbound call handling facility, the fol-
lowing strategies will help ensure its continued availability:

Use incoming routing service arrangements from local and long-distance
operators

Ensure that call centre systems, e.g. automatic call distributors (ACDs) and
interactive voice response (IVR), have redundant components, backup power
and backup copies of the system database

If your firm has more than one call centre, configure network services to easily
route incoming calls from a disabled system to working call centres

Ensure availability of alternate call centre staff (e.g. using temporary placement
firms) in an emergency

Arrange for call centre staff to work at home if access to call centre is
denied

Investigate carrier-based ACD call routing services that can supplement prem-
ises-based ACD systems; these can be configured to match existing call routing
vectors, skills-based call routing and other call centre parameters

Arrange for rerouting of incoming calls to call centre staff working at home
If using computer telephony integration (CTD) as part of the call centre, ensure
that CTI hardware and software are backed up, and emergency copies are
stored in a secure location

Additional strategies

In addition to the operational strategies being discussed, some further strategies
for building a robust communication environment are recommended:

Protect all aspects of your communications infrastructure, not just the network
or hardware/software elements; be sure to include security, HVAC, lighting,
alarms and environmental control
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® Build your infrastructure according to industry standards, such as those from
the US EIA/TIA or UK Office of Communications (OFCOM)

® Consider mutual aid arrangements in which you can utilize network resources
from other companies in emergencies

® [Establish emergency arrangements with all equipment vendors, network
service providers and other key suppliers.

Strategies for communications products and services

Networking and communications contingency planning and disaster recovery
products are generally designed to provide the following:

Alternative sources of power

Alternative communications paths

Fire and smoke suppression

Backup for critical computer/communications applications

Testing and diagnostics of critical network elements

Recovery of phone systems by redirecting service to secure alternate
locations

Rapid replacement of failed or damaged hardware components

® Rapid repair or replacement of damaged transmission circuits.

Equipment vendors, such as PBX and server manufacturers, often market backup
and restoration services. The same is true for most network infrastructure pro-
viders, including wireless carriers and ISPs. These options are currently available
to users, and are worth the investment of time and financial resources.

New alternatives for protecting and recovering voice communications systems
are available. Based on hosted technology or Internet-supported platforms, several
offerings are available to help companies recover voice services either to an alter-
nate customer facility or to a fully configured vendor site that can virtually dupli-
cate a client’s voice service configurations. Successful use of these services depends
on access to call redirecting services available from local exchange carriers. In
these situations incoming calls, such as calls to a firm’s main number or direct
inward dial (DID) calls to individual users, can be pointed to an alternate facility
for completion. Alternate call routing arrangements must be set up in advance
with carriers. There is usually a monthly fixed charge for the service, plus a small
charge (often on a per-line basis) when the service is activated or deactivated. In
an emergency that damages a voice communications system or prevents access
to phones in an office, a single phone call can activate the carrier-based call redi-
rection service. A second call to the voice recovery provider will ensure that calls
being redirected will terminate in preconfigured phones at an alternate location.
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When the incident has passed, and assuming the main voice system is operational,
a call to the carrier will direct incoming calls back to their original destinations.
The following firms offer voice recovery systems (VRS) in North America.

® Gema-Tech: www.gematech.com

® TeleContinuity, Inc.: www.telecontinuity.com
® VoiceGard: www.voicegard.com

® Voice Response Systems: www.voiceserv.net
Conclusion

Instituting a communications contingency plan will help ensure the availability of
communications hardware and services. It will help minimize the chances of a
network disaster occurring. And it will minimize the impact on the company if a
disaster occurs. The good news is that plenty of options are available to protect
networking assets, so long as they are mixed with a good continuity plan and lots
of common sense. A checklist is provided below.

Checklist of developing telecommunications
continuity plans

1. Identify current and potential risks to your network infrastructure, addressing
voice/data/video, security, operations, administration and maintenance

2. Determine how large a risk your company can take

3. Determine business impact (e.g. loss of revenue) of a network infrastructure
loss

4. Obtain support from senior management as well as other departments

Define a formal incident response/recovery team

Team up with IT and business units in developing the programme; coordi-

nate with existing business continuity programme

Develop financial and operational model, with appropriate justifications

Review/update/redefine network and data centre architectures

Determine recovery strategies, e.g. network diversity, redundant servers

Identify and secure technologies and services that satisfy recovery

strategies

11. Investigate vendors and suppliers of critical infrastructure assets

12. Design new/updated network infrastructure based on current/future needs

13. Develop and document response/recovery/restoration action steps; organize

into a formal action plan to deal with unplanned network incidents

oW

_
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14. Ensure that technical staff are trained in existing and new technologies as
well as emergency procedures

15. Based on telecom continuity programme outcomes, update policies and
procedures for network management, network security, change manage-
ment, patch management and other activities

16. Promote awareness of the recovery programme to staff

17. Organize and conduct exercise of new/updated emergency plan; update
plan content accordingly

18. Update documentation associated with network infrastructure emergency
plan, as well as all appropriate technical documentation

19. Schedule exercises of telecom continuity programme periodically

20. Maintain plan documentation, contact lists, escalation lists, databases and
operational steps.
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Introduction

Over the last decade technology has been the driver behind the increasing pace
and sophistication of modern enterprises. Today, with more people requiring
more access to more information more of the time - in or out of the workplace -
the definition of ‘disaster’ has necessarily become far broader and tolerance to it
much reduced (see Annex A, Table 16.3). The myriad of potential problems has
increased as systems have become more distributed and complex, the associated
risks of failure have multiplied further and time pressures for recovery have
become ever more extreme to the point of zero downtime.

In addition, the climate in which business operates is changing - literally and
figuratively - but regardless of these changes, organizations must be prepared to
absorb the impact of any incident or event, with minimal impact upon their busi-
ness and upon the information and systems upon which they so depend.

For example, the emergence of the Internet and ‘always on’ living gives com-
panies simultaneously both a local and a global presence. Meanwhile, these same
forces of globalization have, in their turn, brought new challenges. Natural disas-
ters, terrorist attacks and other calamities - whether at home or abroad - inevitably
impact organizations and the people who work for them. Tightening rules on
finance and accounting have placed heightened emphasis on readily available and
accurate information.

Organizations exist in an age where strategies are changing to accommodate
rapid technological developments. The business landscape has always been
dynamic, but technology is making it more so. Information - be that data or
intellectual - is the main competitive advantage for businesses today. They need

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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and expect continuous access to it. The challenge now goes beyond recovering
informatijon to keeping everybody in the organization connected with it at all
times - no matter what happens. We have progressed from IT-centric disaster
recovery, through the process of business continuity planning, to the age of infor-
mation availability, where an organization’s key people and critical information
must remain connected at all times.

Information availability encompasses business continuity, disaster recovery and
managed IT solutions to ensure a holistic approach, whatever the sector or size
of operation or the budget available.

In a 24/7 world, all organizations are keen to leverage their technology invest-
ments for maximum return and from a continuity and availability perspective the
need to deliver solutions that are both cost and operationally effective is no
different.

This chapter will consider how to attain information availability for IT and com-
munications infrastructure by considering:

Moving towards holistic information availability

Understanding the business information flow

How to determine business criticality and conduct risk assessments
Determining the right strategy for information availability

Recovery and availability options for IT and communications

Leveraging communications at time of test, disaster and within production
environments

® Future trends within information availability

and will refer to relevant standards and drivers as appropriate.

Assessing information availability needs

Getting a right understanding of your organization’s requirements and finding the
correct solutions to satisfy your recovery time objective (RTO - the required
restore time by system or function) and recovery point objective (RPO - how
recent the information restored needs to be) need a strategic approach which
feeds into all aspects of the business and connects all former recovery or continu-
ity approaches.

The British Standard for BCM, BS 25999, encourages organizations to take an
enterprise-wide view of risks and business resumption priorities so they can
improve overall resilience to interruption as well as having appropriate strategies
for continuance of your business functions when the worst happens.

Attaining information availability therefore is a three-step process:
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Figure 16.1—Moving towards information availability

Proactive — This first stage involves the analysis and decision-making that will
feed into planning and strategy to ensure overall business continuity for the
organization as well as to understand which approaches are needed through-
out the organization in order to deliver a workable information availability
strategy. Often this process will involve some form of external consultant
and/or one or more individuals in the organization in order to understand the
chains of dependency and the relationships - both internal and external -
which underpin the business and IT operations. By prioritizing their impor-
tance and time criticality companies can begin to determine the directions the
information availability strategy will lead as well as which individuals within
the company should run it. Once plans have been formulated, keeping them
apace with the organization is vital to ongoing success and relevance, hence
the need for business continuity provision to incorporate ongoing plan main-
tenance and testing, which will highlight any changes required as the business
moves.

Reactive — The reactive elements of information availability are usually termed
‘disaster recovery’ and generally come into operation - or are invoked - when
downtime occurs. It is here that the traditional elements of continuity provi-
sion are to be found, such as fixed hot site and mobile/cold site solutions
which deliver alternative accommodation for people and technology. The
spectrum of response varies to suit business need - from fixed site solutions
which typically deliver a 2-4 hour response to mobile units that are be
deployed within 8-48 hours of invocation. Should premises be damaged (or
unavailable for longer than the contractual period of invocation) there are even
long-term workplace and data centres available which provide up to two years
of alternative premises.
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® Interactive - Some aspects of the business, usually those which are the life-
blood of the organization, require ongoing or continuous availability. These
systems and processes need to be permanently live and as such require a far
higher degree of information availability service. This is where interactive
solutions come into their own, designed to deliver 24/7 production availability
via real-time high availability recovery through to fully managed IT solutions
- all governed by SLAs for additional peace of mind.

Understanding the business information flow

According to the British Standards Institution’s (BSI) Publicly Available Specifica-
tion (PAS) 77:20006 for IT Service Continuity Management, there is a relationship
between IT strategy, IT service continuity strategy, IT architecture and IT service
continuity plans as per Figure 16.2. And business continuity (BC) and information
availability (IA) are also clearly defined elements within the information technol-
ogy infrastructure library (ITIL) framework. Once the business impact analysis is
complete and you have a good understanding of the applications that are critical
to protect in order not to suffer significant financial loss or loss of reputation and
to be compliant with regulations, the next step is to bring together those with
technical skills and business sponsors in order to work through the information
flow model.

IT Service
Continuity
Strategy

IT Service
Continuity
Plan

‘ I l

Architecture

Figure 16.2—The relationship between the IT strategy, ITSC strategy, IT architecture and
ITSC plan (source: PAS 77)
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Figure 16.3—Understanding your business information flow

For example, an insurance company would lose significant reputation if it didn’t
settle claims, so for this function you would see a process similar to that depicted
in Figure 16.3.

A call arrives from a customer wishing to make a claim on a dedicated claim
phone number, the Automated Call Distribution (ACD) system locates the next
available agent. The agent answers the phone and obtains the policy number and
the nature of the claim, which is entered into a terminal/PC which in turn is con-
nected to a distributed server. The distributed server prints the appropriate claim
form for dispatch to the customer.

The customer returns the claim form, which is then batched for processing
with all the claims being made, typically on a larger enterprise server which
assesses the risk of future policies and sets future insurance pricing
correspondingly.

The above is a simplified process for following an insurance claim transaction.
The same process should be followed for all critical transactions: e.g. quotations,
renewals, breakdown services, for example.

Building an information flow model gives a company an overview of the tech-
nologies and topology deployed, depicting the communications speeds and feeds.
A simple diagram is a great visual aid for technical and business sponsors alike to
work through various availability scenarios - such as traditional tape-based recov-
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ery, shipping of servers, fixed site recovery, electronic vaulting, storage, highly
available geographically dispersed multi-site solutions (clustering, mirroring and
load balancing) - for an always-on operation.

When looking at the solutions that protect the information flow of a company,
it must be done in conjunction with what is financially prudent and address the
RTO and RPO needs of the organization.

Another critical factor is the synchronization of information between systems;
in the above example, if the enterprise server is still available but the distributed
branch server is recovered to the last backup, the claim forms batched for process-
ing may be re-created from journals and the price of policies inflated and/or cus-
tomer claims settled twice as it is resent to the enterprise server, or if the batch
file had not been sent before the outage, then the claims may be missed entirely
and the customer’s claim not settled and the price of the future policies not
adjusted to reflect the loss.

Protecting critical information

® Why? - Risk, health and safety, regulation and compliance, drive down RTO,
ensure the correct RPO and SLAs for solutions taken. Control costs, protect
organizational reputation, enhance security, loss of trade.

® What to consider:

- Buildings - power, fibre, copper, location, space

- People and process - information flow

- Servers - mainframes, midrange, Unix, Intel

- Subsystems - SANs, NAS

- Networks topology - replication, LAN, WAN, customer, EDI, banks/sup-
pliers and VOICE/dealer rooms

- Networks hardware - PBXs, switches, routers, firewalls

- Tools - Fault or health monitoring and management, virtualization

- Vital records - including backups

- Hosting/web hosting.

® How/where do we use it? - Voice, email, web, mobile and home workforce,
call centre, distributed processing and globally.

Business analysis

Having an appreciation of the flow of information through the business means
that the organization is well placed to conduct a thorough business impact analy-
sis, which may also include vulnerability assessments and risk analyses. A proper
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approach to BIA will not only consider business function, but from an IT service
continuity perspective should also consider profiling areas of specific technologi-
cal risk, the main areas being:

Infrastructure
Storage
Security and
Networking.

Business impact analysis (BIA)

This provides an extensive analysis of an organization’s business functions. The
BIA helps to identify the following:

® The critical processes, priorities and single points of failure
® The key dependencies, both internal and external
® The inherent risks and vulnerabilities that may exist.

Vulnerability assessment

To be conducted in parallel with impact analysis - the specific vulnerabilities
associated with IT service delivery ought to be determined. The IT infrastructure’s
exposure should be reviewed in terms of:

System resilience and availability
Key suppliers and agreements
Documents

Hardware and software assets
Storage

Backup regimes

Staff exposure

Staff training

Location of buildings and facilities
IT security

Systems monitoring

Power

Data communications

Archiving



212 Strategies for IT and communications

® [T environment and monitoring
- Telephony
- Any other relevant exposure.

The above is taken from PAS 77, Section 6.2; however, the last point could
as easily be read as any exposure highlighted as part of the BIA and RA
processes.

Risk assessment (RA)

The RA provides a review of the business’s risks and threats, looking at physical,
logical and procedural risks. It allows the business to act on recommendations to
reduce their exposure to risks and vulnerabilities.

RA process — IT service continuity plan (PAS 77 Annex A)

Process and risk identification

Response selection

Response planning

Assign responsibility and implementation
Rehearse/exercise and learn lessons.

As a result of both BIA and RA, the organization will have a better understanding
of the impacts and risks facing it and will therefore be better positioned to deter-
mine priorities and timescales for continuity and be able to establish a risk mitiga-
tion process. This will form the basis for putting in place a viable continuity
strategy.

In conjunction with BIA and RA, the organization must factor in the following
as they pertain to it:

Challenges for the head of IT

Budget

Power

Connectivity

Systems - platforms, integration, change control?

Monitoring

Resources - skills and focus on core business, as opposed to BCM
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Follow the sun

Technology trends

Internet

Legislation and compliance

Cyber crime and security - OS weaknesses, viruses, industrial espionage, script
kiddiez, worms, Trojan, etc.

In addition, there are various factors that are driving current and future IA invest-
ment. At any one time, several of these will be influencing the overall strategic
direction of the organization’s technology spend and its priorities for continuity
and availability. They fall under three broad categories:

1. Business
2. Infrastructure and
3. Marketplace.

Business challenges

® Costs in managing complexity:

- The complexity and associated costs in providing a BC solution increases
as the RTO and RPOs decrease

- Complexity of distributed processing

- Synchronization between disparate systems

- Security issues

- Vital records off-site

- Skills

- Technology

- Site resiliency, diverse power and multivendor diverse communica-
tions

- Management information to meet internal and external SLAs

® Meeting regulations - according to the sector in which you operate, you may
be subject to one or more of the following - and your BCM programmes may
help you achieve/demonstrate compliance:

- Turnbull Report - listed on the London Stock Exchange
- Higgs Report - all UK PLCs to manage risk effectively

- BS 25999

- BS 7799 or ISO 17799

- Financial Services Authority - CP142

- Basel II - international Banks
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- Civil Contingencies Act - councils, public services, health, utilities
- Sarbanes-Oxley (SOX)
- Audit pressure

® Increasing end-user productivity:
- Always on workforce:

O  Home working
O Mobile devices

- Call centres
-  Workflow systems and processes

® Focusing on core competencies:
- Business systems available to customers via web tools:

O Ability to order
O Track progress
O Logistics systems

- Business partners providing non-core competencies - outsourcing or
select sourcing agreements

® Developing comprehensive roadmaps for optimal sourcing and/or leveraging
global sourcing:

- Companies will benefit from taking the most cost-effective routes to
finance their IA programmes, and these may involve in-house or third
party solutions or a combination of the two.

- Consider that recovery and availability for IT and communications
requires significant investment in infrastructure, as well as skilled
personnel.

(See Annex A Table 16.1—To insource, outsource or select source—that is the
question for more.)

Infrastructure challenges

® Maximizing utilization and performance of infrastructure:

- Monitoring the environment - using virtualization tools such as
VMWare to consolidate servers into virtual servers and allocated a shared
resource based on requirement as opposed to dedicating the entire
server
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® Need to reduce staffing levels:

Deployment software
Scheduling systems
Select and outsourcing
Cross-training

® Getting access to a reliable, always-on infrastructure:

Handheld devices
3G cards for laptops
Internet facing systems clustered across multiple sites

® Ensuring a secure infrastructure:

Layered approach:

@)

Building security

Physical security

Logical security

Penetration testing

Virus protection

Intrusion detection and prevention
System patching policies

Security agents

Equipment security

Document security.

O OO O0OO0OO0OO0OO0o0O0o

Marketplace trends

® Driving down costs to meet lower budgets and to maximize ROI. This often
entails adopting alternative service delivery models and technologies/innova-
tions, for example:

Using alternate vendors
Outsourcing/select sourcing
Off-shoring

® Centralizing IT infrastructures:

Managing systems (security and system patches)

Security layering

Removing single points of failure - multiple paths, building Tier-IV data
centre environments

Ensuring backups completed and synchronization points are known
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- 24/7 support
- Monitoring - faults, health, database, networks and trending
® Leveraging infrastructure to support business processes
® Maximizing utilization rates of IT infrastructure
® Streamlining service delivery across IT and business processes and integrating
same
® Shifting to leverage utility computing and on-demand services:

- Virtual servers
- Speed of deployment
® Rationalizing and managing applications portfolios
® Procuring services from a broader array of providers:

- Removing single supplier reliance
- Providing healthy competition for cost savings
- Providing a greater service resilience

® and the need for ROL'

Development of a programme

The launch of BS 25999 means that a standard now exists as a framework for
implementation of an IA programme, but there are other current good practices
available for reference and these include: SAS 70, ITIL and PAS 77 for BCM, data
centres and IT recovery.

But you may be subject to other forms of guidance/compliance/legislation as
discussed under the heading ‘Meeting regulations’ above and these should be
considered as the IA is created because it may actually enable compliance with
these requirements in whole or in part. Examples include: Basel 1I, Civil Contin-
gencies Act, Higgs, MiFID, Sarbanes-Oxley, Turnbull and more.

Proactive (prevention)

Prevention is all about risk mitigation, removing single points of failure, having
paper-based recovery plans and performing ‘what-if’ exercises in order to harden
the environments from conceivable eventualities.

For example, a circuit failure is fairly commonplace, this could be prevented
by utilizing diverse and separate serving exchanges, or by using multiple
providers with separate building entries, or triangulation via a recovery/hosting
facility.

! Sources: Drawn from SunGard Availability Services’ own experience and also three
reports by IDC 2003, 2005, 2006, see further reading for details.
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Diverse exchanges should be fine, but carrier brownouts happen, such as the BT
Manchester Tunnel fire in the UK in 2004. Multiple providers are also good, but it
is difficult to determine the actual fibre/copper routes in the ground, and writing a
contract with multiple providers is awkward. Circuit triangulation via a third party
provider of hosting/business continuity would be more expensive than straightfor-
ward circuit protection, but will facilitate site protection into the design.

This may all look too expensive, so another alternative is local loop backup,
backing up leased lines with PSTN/ISDN or xDSL services.

If you are fully to protect the circuit from outage, multiple routers and switches
need to be deployed to reduce equipment failure, taking the circuit out of service,
and you can look at protecting the equipment better with redundant logic, inter-
face cards and power supplies.

Another often missed form of prevention is to eliminate human errors, having
common equipment in the network, good documentation/change control and
processes. Having a policy so that changes are only made out of hours by a
restricted number of people.

Tools can give an early warning to circuit degrading or network congestion, by
monitoring error thresholds and utilization as part of a preventative maintenance
programme.

It is always a balance of costs versus risk, which solution is right, how much
prevention is affordable or sensible? The options are to create such resilience
that there will always be a service or to accept the possibility of an interruption
to service and plan for the recovery time objective and recovery point
objective.

Reactive (containment)

These are policies, processes or services that serve to avert and/or prevent inci-
dents escalating into disasters. For example, by monitoring systems and/
or environmental conditions in critical areas, such as data centres, for critical
servers - including email - and networks, a disaster can be contained or even
prevented, and a stable environment can be maintained.

Reactive (recovery)

One of the advantages of conducting the BIA and ascertaining RPO and RTO is
that the organization identifies what really matters in terms of protecting opera-
tions and ensuring the continuance of key business functions in the event of any
disruptive incident. This then enables any response to focus on needs, not luxuries
- in other words, what is fundamental to keeping going in a crisis, as opposed
to the wider organizational infrastructure and activities that happen during
‘normality’.
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Figure 16.4—Identifying the right solutions for RTO and RPO (a continuum of Information
Availability)

From a technology recovery perspective, many options exist according to the
RTO/RPO identified and the available budget and resources of the organization.
This range of services may be regarded as a continuum of availability options, in
accordance with Figure 16.4.

Below is a list of technology recovery options - listed in order of descending
RTO and ascending RPO (i.e. travelling along the continuum from left to the
right).

® Mobile and long-term recovery - Mobile offerings comprise solutions
which are shipped to a designated site - either the organization’s own or to
a third party provider - these tend to be technology-centric or trailer-based
solutions which can also offer alternative work space for staff:

- Ship-to-site PC - PCs, screens, keyboards, etc.

- Ship-to-site server - Servers including processors, disk and tape to
cover such platforms as Wintel, iSeries, pSeries, SUN, HP and more

- Ship-to-site PBX - Fully configured PBX and handsets
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Mobile technology recovery - Truck-based computer environment
delivered to site for local recovery of customer environment
Emergency response package - mechanical and electrical (M&E)
recovery services to provide emergency replacement of failing infrastruc-
ture - generators, UPS and air conditioning

Mobile workplace recovery - Trailer-based office/workplace building
for housing a percentage of staff

With long-term recovery offerings, a set of prefabricated building units is delivered
to the organization’s site and constructed to create a permanent building, which
can be configured as an alternative office, data centre or both - available as single
and double-storey buildings.

Long-term recovery (workplace) - Fully functional workplace recov-
ery environment for tens up to hundreds of people, with desk, chairs,
power and LAN infrastructure

Long-term recovery (data centre) - Fully configured data centre
environment providing up to several thousand square feet with genera-
tor, UPS and cooling infrastructure.

® Traditional disaster recovery:

IT recovery - BC providers should be able to offer fixed, fast recovery of
all major (i.e. Wintel, IBM, SUN, HP) and also older technology platforms
within predefined timescales on a shared or dedicated basis. It is worth
ensuring that you select a vendor agnostic provider if taking a third party
solution. IT recovery should be available on a shared, syndicated or dedi-
cated basis - and this should hold true for recovery services in general.
Dealing room recovery - Recovery of full function dealer positions
including dealer voice turrets, market data, direct and matching systems
and settlement

Computer equipment room - Purpose designed secured computer
rooms for housing IT hardware within secure dedicated cabinets, facili-
tated with network access, power and cooling provision

® Enhanced or advanced recovery options - Facilitate an improved RTO
and RPO but at more affordable price points than adopting a fully managed IT
solution, and make an attractive proposition for companies seeking higher
availability but for whom zero downtime is either too costly or not necessary.
Enhanced/advanced recovery services are a welcome addition to the contin-
uum of recovery solutions and bridge the gap between both traditional disaster
recovery and managed/hosted offerings as well as offering additional choice
for those devising IA programmes:

Enhanced recovery services - These deliver improved recovery time and
server preparation from stored OS backups, recovery profiling and rapid OS
builds for platforms such as HP, Sun, IBM pSeries and iSeries, and Wintel.
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- Testing services - These can augment a customer’s recovery team by
offering a full range of services, from simple test assistance through
complete turnkey testing.

- Remote access service - A single remote access gateway solution to
enable customers to test and potentially recover from home sites or local
recovery site.

Workplace recovery

There is no doubt that recovering data and systems efficiently and effectively is
important. But it is equally imperative to get essential work functions up and
running in line with RTO/RPO without delay. Organizations will need to address
the logistics of planning for the people and place aspects of recovery with a thor-
ough BCP for the workplace. Having evaluated through the BIA key worker and
workplace requirements in the event of a major incident, one of the first things
to do is identify alternate locations where employees can go in the event a primary
work location is unavailable (typically, plans are based upon 25-30% of staff being
deployed to the alternate workplace). These end-user locations must be equipped
with technology and business resources - ranging from desktop computers and
telephony to desks and chairs - that allow for recovering systems and resuming
business as usual. Key points to cover for the physical space and related techno-
logical components for end-users to function in the event of a major incident
include:

Physical office space

Workplace amenities (desks, chairs, conference, post and meeting rooms)
Desktop technology (PCs)

PC system builds (operating system, applications software, data)

Intel-based local server technology

Telephony services for inbound, outbound and call diversion (see ‘Voice pro-
tection and recovery’ below)

LAN and WAN connectivity to IT systems

® Office systems (printers, photocopiers, fax machines).

Deployment plans must be developed and tested for the rollout of end-user PC
desktop requirements to an alternate location through PC imaging. Technology
can be utilized to build telephony recovery plans for call volume handling at an
alternate location, number redirection in conjunction with telecom providers and
end-user profiling. For some businesses, such as call centres or financial services
organizations, managers and other staff may require manual processes in place to
keep operations running until the recovery is complete. The workplace recovery
planning must include an incident escalation and notification communication
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strategy and process. The physical safety and psychological well-being of employ-
ees must also be planned for. Finally the recovery plans must be well communi-
cated and exercised throughout the organization so that everyone knows how to
respond in a disaster situation.

Interactive (managed IT solutions)

When business critical applications cannot be allowed to fail, managed IT solu-
tions offer IT resources and skills to ensure availability, reliability, security and
cost efficiency. Offerings in today’s marketplace are many and varied, but
include:

® Secure hosting - A secure co-location, or hosting, environment that includes
a cabinet, operational support, and device monitoring for multiple devices in
the cabinet

® Continuous web presence - DNS-based redirection services and web servers
to provide immediate cost-effective always available web presence

® Email availability services - Immediate access to alternative email for receiv-
ing and sending mails using customer user email addresses (for more detail,
see email availability options below)

® Platform and device monitoring - Covering secure server, device, IT plat-
forms, website and equipment management

® Install services for both hardware and software

® O/S and database management

® Security and network management - Covering DNS administration,
managed Internet access, managed firewalls, managed load balancer, managed
customer-provided equipment and managed intrusion detection services

® Vaulting and backup - Including options such as managed electronic vault-
ing services and managed tape backup.

External facing applications

Any systems that are outward facing - such as the corporate website, telephony
and email - need to be managed and protected in the event of an incident in order
to contain it. The issues and alternatives are considered below.

Websites

The Internet global accessibility of websites, email and file transfer servers means
that any loss of availability of these services could damage a business financially
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and affect a company’s reputation. One solution is to provide highly available
geographically dispersed Internet sites, hosted at the organization’s own data
centre or outsourced to a co-location facility. This can be costly and complex but
will ensure that the business can continue as usual following an incident.

An alternative is to use dynamic DNS located with a recovery provider. These
servers ensure that even in the event of disaster at the hosting location, a com-
pany’s presence on the Internet is maintained. As the Internet is an environment
that has instantaneous exposure to failure, the switchover to a standby server(s)
has to happen within a few minutes.

Most Internet server environments comprise many components, all of these
elements need to be recovered in the event of an unplanned outage:

® Web servers, application servers, database servers, mail servers and FTP
services

Domain name servers

Firewalls

Routers and switches

Access to an Internet service provider’s network.

Without careful design, the Internet does not easily support shutting down Inter-
net presence and bringing it back online elsewhere on the web. Because a number
of systems have been designed to reduce Internet congestion and speed up the
end-user’s experience, these systems can work against a company when trying to
recover an Internet presence after a disaster. Some of the issues are: DNS caching,
DNS time-to-live and ISP change management procedures.

Technical overview

Website visitors first connect to web servers through the domain name resolution
service that converts www.mysite.com into an IP address that is accessible across
the Internet.

The dynamic DNS checks the availability of all web servers for a domain. In the
event of loss of connectivity to these web servers, for whatever reason, the
dynamic DNS system can redirect new visitors to an alternate site, or a standby
server at the recovery centre. The server could hold ‘brochure ware’ (all branding,
static information, etc. but no access to back-end databases) or a web page inform-
ing of a system maintenance window. Either is far better than the standard Internet
message ‘404 site not found’, where visitors are confused and sceptical as to why
you are no longer trading.

If there is an interruption to delivery of pages from the main web servers, then
the DNS servers will automatically redirect visitors to an alternative site on the
standby servers. This ensures that, regardless of the variety of reasons for loss of
service from the primary web server, visitors will still be able to connect to the
alternate (standby) site.
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Voice protection and recovery

Protection - Voice is arguably the single most critical application; being able
to communicate with suppliers, customers and colleagues is essential nor-
mally, but even more so following an unplanned outage. Dual parenting lines
- from diverse and separate exchanges - offers a high level of resilience, by
running clustered PBXs and dual parenting the chance of failure is further
eliminated. PBXs are generally considered highly reliable and therefore for less
important sites that can operate for some hours without service, could balance
the risk of equipment loss with a ship-to-site PBX, as a cost-effective
alternative.

Site loss — voice recovery - There are three main strategies for recovering
voice:

1. To have multiple call centres in a network with intelligent number (IN)
plans for automatic voice redirection, should a site be unreachable or
busy. This is a deployment for a very large organization that has multiple
sites across a geographic spread.

2. VoIP systems are usually built with multiple PBXs in a cluster. The
cluster is split between the primary site and the recovery location, both
sides of the cluster being able to work as one cluster, or independently
and always on, so protecting system loss and site loss. The incoming
lines need either to be connected to both sites or switched upon failure
from the primary to the backup site.

3. Where companies have an onsite PBX or a Centrex solution (hosted
PBX solution) - and they don’t want to run a split-site live/live solution
depicted in option 2 - then the provision needing to be made is to
switch calls through to an alternate site. If the choice has been made
not to make the investment of purchasing additional PBXSs this will most
probably be a BC provided solution. It is essential that the backup site
is planned with all the essential services needed to support the users
being relocated.

For each of these options it is really important to test, to refine the recovery
configuration, to get users familiar with the recovery site, to set up ‘business
as usual’ operations, abbreviated dial plans, class of service, call barring, etc.
For staff to be effective at the backup site, the goal must be end-user transpar-
ency. The phones may look different but they have all the same buttons and
features. Organizations running at their own secondary site may have the
luxury of permanently having space and desks dedicated to recovery. If using
a third party provider, however, PBX tenant partitioning is desirable, to keep
the organization’s configuration independent of whoever else is testing or
invoking the site, so it is important to define the specific number plan and
extension number range, and when pressing 0 or when multiple customers
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are testing or invoking the site, to ensure that a dedicated operator is
available.

On top of the day-to-day PBX features taken for granted, others can be
adopted at time of disaster. Generally most PBXs support ‘hot-desking’ features
which should be exploited at time of test or disaster - often companies plan
to shift work to allow less space or fewer desks to be utilized in an effort to
reduce costs. ‘Voice announcements’ are another feature, which allow a hot-
line for pushing a message to callers, for example: ‘We are working from our
backup site, our systems will be back in 8 hours, call back on this line for
an update’. Automatic Call Distribution (ACD) can be used with voice
announcements and call classification to say: ‘press 1 for sales, 2 for finance,
3 for support, 4 for billing’, etc. This is particularly useful when extension
number information is lost (as in the standard voice redirection from most
carriers).

® DDI - The lines themselves make a difference to what can be done, DDI
lines can be redirected by the carriers and some have formal products such
as BT’s Site Assure Options 1 and 2, Colt’s Colt Voice Line DR Service and
THUS’ Emergency Divert Feature. If the provider does not want to offer voice
redirection or offer a service that has individual DDI redirection, there is
always the option of number porting to another carrier that does DDI
redirection.

Most carriers will offer as standard to push all your calls to a lead number
at the recovery site, this will have an additional redirect cost, and lose exten-
sion number information. This is the most common practice in the BC mar-
ketplace today, and companies choose to handle a massive influx of calls to a
backup site in a number of ways, e.g.:

1. Operator(s) manually forwarding the calls

2. The caller is asked to re-enter typically the last four digits of the number
they have just dialled

3. ACD asking the dialler to select a department.

® IN - Intelligent numbers/intelligent network services (e.g. 0800, 0500, 0845,
0870, etc.) have predefined call plans both for normal operation and recovery.
These are by far the easiest to administer in terms of a recovery plan, and they
are quick to invoke. They can work on varying conditions, based on the area
of the country the caller dials from, whether a site is busy or engaged to follow
a path to an alternate site - there is so much flexibility here! It is essential
these services are used for support calls (e.g. enquiry lines, customer services,
help desks) and that the voice recovery plans for these lines are established
up front to effect a speedy voice recovery.

Voice recovery is of paramount importance to any business suffering an
unplanned outage. With voice, take a consultative approach, call in the PBX
vendors, carriers, support staff and BC providers to ascertain the best solution
for your budget.
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Email availability options

Every day, more and more businesses are concluding that email is one of the top
mission-critical applications and an essential part of an information availability
programme. Email addresses are stored in address books, so when the response,
‘Email Recipient Unknown’ appears, and is not due to inputting the wrong email
address, failure is highly visible to the business community.

A number of options do exist within the marketplace to provide additional
protection for email systems, these include:

® Traditional tape backup
® Replication and clustering
® Email continuity services.

1. Tape backup
® Advantages of tape:

- Low cost
- Simple and widely deployed
- With database corruption, can return to the last good backup

e Disadvantages of tape:

- 24-72 hour recovery time
- Harder to recover:

O Media failure

O MS Exchange specific - brick level (single mailbox)
recovery

O MS Exchange recovery in conjunction with Active
Directory

- Substantial data loss window (RPO of 24 hours for nightly tape
backups)

2. Replication and clustering
® Advantages of replication:

- Email service can usually be restored in less than 1 hour
- Planned system maintenance can be performed without
downtime

e Disadvantages of replication:

- Expensive
- Database corruption and viruses can impact the secondary backup
just as they impact the primary
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- Administration, failover, and failback require highly skilled staff
- Local pairs (clustering) provide minimal protection while remote
pairs are expensive and can easily get out of synchronization

3. Email continuity
® Advantages of email continuity:

- Low cost

- Email outages are never visible to the outside world

- Email functionality can be restored in less than one minute

- Only solution to work through all types of outages including data-
base corruption, viruses and ‘malware’, hardware failures and
connectivity outages

- Simple, rapid deployment

® Disadvantages of email continuity:

- Continuity only - does not recover the primary environment
- Not all email capabilities/features supported in email client
- Limited historical data.

Tape Backup Replication/Clustering Email Continuity
Services
Cost $ $S$$S $
Recovery Time 24-72 hours 1-3 hours 1 minute
Designed for Continuity No Yes Yes
Designed for Recovery Medium High High
Continuity During
Hardware Outage ® (4 v
Most Disasters ® (4 v
Database Corruption ® .3 v
Directory Corruption .3 ® v
Viruses ® b3 v
Connectivity Loss % v v
Planned Outages ® (4 v

Figure 16.5—Comparison of email availability options
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Networking and communications

The need for effective recovery and/or
production networking

Networking is this ‘Golden Thread’ that ties together recovery and live production
systems, data storage, workplace environment(s) and the Internet. Today down-
time is clearly not an option and smart communications are an essential aspect of
achieving workable IA solutions. Smart communications work to resolve a range
of issues, including:

Reducing RTO

Reducing RPO

Reducing costs

Providing resilience

Business protection

Demonstrable risk management and compliance
Providing additional resources and/or skills.

Best practice when putting a recovery network in place

® Build a recovery network that closely resembles the production network. The
network is then predictable, the support and documentation is easier to
produce. If the recovery network feeds and speeds correspond with the live
network it will be effective when used in anger or load tested.

® Consider BC testing: How can the network be tested? Does the production
network have to be shut down when testing? What changes need to be made
to bring the recovery network into being? In user acceptance testing (UAT),
which users are allowed to access the BC test systems? An often used tech-
nique is where companies use the production IP addresses for BC testing and
network address translate (NAT) to a new IP addressing scheme. This provides
a network which appears invisible to all, except those that have been given
access at time of test; at time of invocation the NAT is removed and the live
subnet advertised. All systems appear available as before, and any hard-coded
IP addresses between systems remain intact.

® Full duplication of network equipment and circuitry can be prohibitively expen-
sive, so consider using a BC provider with shared equipment, i.e. routers,
switches, firewalls and bandwidth-on-demand alternatives. Bandwidth-on-demand
is available in many ways: dial-up (PSTN and ISDN); shadow VLANSs; switched cir-
cuits; shadow PVCs and ATM. Private circuits often have a backup provision via
ISDN or ADSL - these backup mechanisms can also be used to switch the neces-
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sary connectivity to the backup site. Once again, by using existing technologies
the network connectivity is predictable and has sufficient capacity.

® Larger networks may have additional network hubs, which if triangulated via
the recovery centre would provide bandwidth for replication in normal opera-
tion and also extend the wide area network back to the recovery centre upon
invocation.

® Remember BACS, EDI, business master and voice services: these applications
are critical but often don’t appear on core network diagrams, which generally
focus on the corporate data network.

® Carefully plan any communications that are externally facing - especially to
customers, suppliers, stakeholders, etc. Obvious candidates are: VPN access,
voice communications, corporate websites and email. Create standby web
servers with maintenance pages and voice systems with pre-recorded mes-
sages to inform that business as usual will resume in 7z hours or ‘call back on
this line for an update’. Establish a mail relay provision to store and forward
emails to an alternate location.

There is a raft of options when devising a BC network strategy, and for the recov-
ery solution to be effective it is vital to get it right. Use subject matter experts
within your own organizations, business sponsors, BC professionals and suppliers.
It is very much a collaborative approach and as it will represent a substantial
investment, do consider any anticipated future needs and/or trends and how they
will affect the BC network to be adopted.

Rollback — delivering voice and data to users via third
party network resilience

When putting an availability solution together third party BC providers are an attrac-
tive option to reducing costs. The providers communications solutions should
include; connectivity to all the major carriers with the benefits of diverse and sepa-
rate communications for resilience, affordability - with so many companies to
choose from and choice - and the ability to work with existing network providers.

As communications is an essential part of any total site loss plan, when choosing
a 3rd party provider, look at the investment they have made in their own support
infrastructure, do they have a dedicated rollback network, and network alterna-
tives for reaching your key suppliers and for extending the hosted or recovered
systems close to home.

BC providers must manage the risks of multiple invocations which could impair
the effectiveness of the solution: for example, allowing customers to rollback to
an alternative site in the case of a multiple invocation, considerably reducing the
customer’s risk. When choosing a supplier, a key factor is knowing that when an
incident occurs that affects the organization, the supplier will have adequate
resources to support that invocation. Bear in mind that while having multiple sites
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is all well and good, if they are dissimilar then the ability to recover is compro-
mized: a common infrastructure and an intersite network capability help ensure
that recovery to an alternate site is possible even in the most complex
situations.

It is, therefore, essential that you understand the risks and mitigation. These
standard questions may help:

® How does my solution work when my provider supports multiple
invocations?
® Have you handled multiple invocations?

- What is your experience?
- Can I talk to any of the customers?

® Can I test an alternative recovery site scenario?

- Are the PCs/servers the same?

- Is the telephony transparent?

- How do I extend my network provision to the alternative site?

- Do you have a rollback network, how would it work with my recovery
scenario?

- What multiple invocations have you supported upon disaster?

- Do you emulate multiple invocations by concurrent testing?

Harnessing the power of the network for holistic IA and
maximum ROI

Organizations wishing to reduce their RTOs and RPOs further move naturally
beyond reactive IT-centric DR, through proactive BC measures (such as automated
data backup or systems monitoring), to interactive IA solutions that deliver a range
of options which capture mission-critical information electronically off-site and
deliver such benefits as:

® Further reduction of RTOs for optimum business availability

® Achieving RPOs that deliver zero or near-zero data loss

® Overcoming recovery challenges, for example duplication of servers that are
difficult to restore.

These are some of the ways in which organizations can leverage networks as a
means towards improved and cost-effective continuity and availability:

® Multiple recovery scenarios - If the BC supplier has a national network,
connecting to the hub of that network offers the ability to recover office staff
to any of the workplace recovery sites.
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® Network triangulation - Improved resilience for ease of recovery and/or
replication for active failover.

® Live/live - Some organizations are running active/active configurations
between a primary and a secondary recovery or data centre location.

® Email support - Some companies have their mail servers sitting upon third
party BC providers’ networks, evidence of the growing criticality of email
applications.

® Secondary domain controllers - The general purpose is to hold the user
account information (logon) profiles and policies (security/file access rules),
often also incorporating DNS (domain name system) and DHCP (dynamic host
configuration protocol - providing network address administration and
resolution).

® Vital records off-site - Customers place business continuity plans, key docu-
mentation and recovery information off-site, whilst still having them accessible
via the network.

® Protecting vital transaction history - Journals and log files may be copied
off-site as a means of improving the RPO.

® Backup server catalogue replication - Vital systems are typically
backed up over a network to a backup server, which needs recovering
before any application servers can be recovered. Many customers choose to
replicate backup servers and their corresponding tape catalogue in order to
speed up this process. The most frequently used examples of this being TSM
Tivoli Storage Manager, Veritas Netbackup, CA BrightStor and Legato
Networker.

® Electronic vaulting - Immediate, automated transfer of file and system
backups to a secure remote data vault.

® Managed hosting:

- Geographic load balancing of multi-site website solutions

- Continuous web presence - hosted hot-standby web server(s)

- Email relay

- Internet backup service

- Managed firewalls

- Data replication and disk mirroring

- Multi-site clustering

- Tools for network and systems health monitoring and reporting.

Embedding the culture

In line with best practice guidelines, ensuring the success of any information
availability implementation - whether business continuity, disaster recovery or
managed IT solutions - depends upon creating an environment in which plans
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and programmes are verified, exercised, maintained and reviewed in line with
business and technology change (including changes of key personnel or operating
environments) and their impact upon the RTO/RPO requirements of the
organization.

Of course, such a programme must be endorsed - if not led - from the board
and will include additional personnel drawn from relevant areas of the business
(often being involved as key members and/or team leaders of appointed crisis
management and emergency response teams). The teams will be responsible for
such areas as:

® BCM policy:

- BCM scope statement
- BCM terms of reference:

Business impact analysis (BIA)

Risk and threat assessment

BCM strategy/strategies

Awareness programme

Training programme

Incident management plans

Business continuity plans

Exercise schedule and reports

Service level agreements and contracts

O OO O0OO0OO0OO0OO0o0O0o

® Their associated documentation (as outlined by BS 25999, section 5.5).

As this chapter considers IT and communications continuity especially, then a
crawl/walk/run approach towards achieving the above is recommended. So, for
example, the business may initially conduct tests on a single platform basis, pro-
gressing to multi-platform and/or multi-location tests. Once assured of the recov-
ery processes for systems and communications, they will logically progress to tests
that relocate users to test workplace recovery solutions and also involve senior
and board-level management for the ultimate in scenario planning. (See Annex A,
Table 16.2—Hints for testing IT recovery plans for more.)

Other issues

There is plenty to consider when developing an IA programme that is contiguous
with the organization’s needs. Whenever putting together such a strategy, in addi-
tion to the wealth of material contained above, do consider the industry and/or
sector developments and technology futures, in order to make adequate provision.
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For example, in the next 3-5 years the impact of such technologies and issues as:
Next Generation Networking; green computing and its associations to both power
consumption and climate change concerns; Virtualisation; Multi-channel Messag-
ing (voicemail, instant messaging, email, wifi, GSM, VolIP, video, text and location
sourcing); RFID; collaboration and presence awareness applications; ITIL adop-
tion; in-, out- and select-sourcing and homeworking upon Information Availability
strategies will come to bear.

But whatever approach is taken one thing is certain: Information is the number
one key asset for every organisation: it is central to every process and cannot be
restored, repaired, reconstructed or replaced. Information cannot be bought, only
earned and, whether it sits as data in IT systems, as paper in filing cabinets or as
knowledge within the brains of employees, it must be protected and, even more
importantly, available at all times.

In summary, Information Availability is all about keeping people and informa-
tion connected. It protects the flow of information so vital to organisational sur-
vival. It helps protect profits, operations, customer-base and reputation. It is not
a cost of running technology - but an investment for the business.

Annex A

Table 16.1—Sourcing

To insource, outsource or select source — that is the question!

Reasons for choosing to insource:

Justifiable cost, especially true for the financial sector

Overcapacity from consolidations and mergers

Campus environments as in the public sector

Flexibility for organizations requiring the highest levels of availability
Dislike of the shared model

Market pressure from hardware suppliers

Empire building

Response to third party provider pricing.

7

sues associated with insourcing that can be overlooked:
Change
High availability (HA) does not equal disaster recovery
Technology does not equal business continuity
Integrity of the alternative site
Core business and resource management
Production creep
Cost cutting.

osts:
Tin accounts for only 20-25% of overall service cost
Capital versus maintenance, upgrades, environment
Asset(s) on the books
If it's sitting idle, it'll be utilized within two years
If it's part of an HA solution, expect running costs.

o000 0 00O0OCGCOOO
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Table 16.1—Continued

To insource, outsource or select source — that is the question!

Ramifications™:

® Revenue loss per incident 3.6 times greater for the internal solution. Or about
$1.1 million versus $4.0 million

® Share of IT budget spent on internal BC solution 84% greater than external
solution

® Share of total budget spent on technology 21% greater for internal solution

® Number of end-users supported by IT department 37% greater with external BC
solution.

Staffing:

® (Can the organization hire someone with the wealth of knowledge that a third party
specialist has?

Will that person be flexible in line with any future change in direction/technology?
Third party personnel are dedicated to their function so cannot be hijacked

Has the organization considered shift requirements and cover for absence?
Salary is only 50% of the cost of an employee.

hallenges to insourcing:
Is a second site being considered?
How close is the alternative site?
How are the sites connected and at what cost?
What is the integrity of the second site?
Has the business accounted for maintaining two data centres?
Is older technology being used for recovery?
Have maintenance costs been included?
Has the business budgeted for twice the continual investment?
What are the procedures in the event of a disaster?
What are the testing procedures?
Where will end-users go in a disaster?
What provisions are in place for end-users?
Is the business confident the second site won’t be subject to cost-cutting
measures or hijacked for other uses?

0000000 OCGOGOOGOOOONI]D OG0O0 OGO

*Source: IDC White Paper ‘Outsourcing Business Continuity Needs: Ensuring Information Avail-
ability While Ensuring ROI’, David Tapper, June 2003.
Source: SunGard Availability Services 2007.

Table 16.2—Testing

Hints for testing IT recovery plans

Attempt to schedule at least one ‘surprise’ test every year
Set objectives, build written plan and follow it

Set objectives, and stretch objectives — crawl, walk, run
Schedule testing after major system upgrades

Careful to record timings, problems, etc.

Regular component testing

Remember supplies; tapes, manuals, vital records, pre-printed stationery
Contact software suppliers to obtain licence keys

Business continuity as part of change control

Skills matrix of staff

Create regular system images and use imaging tools
Check procedures for control of security system passwords.

Source: SunGard Availability Services 2007.
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Table 16.3—Causes of business interruption

Annex A: An A-Z of Business Interruption

Acts of God — air conditioning failure — arson — blackouts — blizzards — boiler
explosion — bomb threats — bridge collapse — brownouts — chemical accidents — civil
disobedience — communications failure — computer crime — corrosive materials —
disgruntled employees — denial of service — earthquakes — embezzlement —
explosions — extortion — falling objects — fires — floods — hardware crash — high winds
— heat or cooling failure — hostage situations — human error — hurricanes — ice storms
— interruption of public-infrastructure services — kidnapping — lightning strikes —
malicious destruction — military operations — mismanagement — mud-slides —
personnel-non-availability — plane crashes — phishing — public demonstrations — quirky
software — radiology accidents — railroad accidents — sabotage — sewage backups —
snow storms — software failure — sprinkler breakdown — strikes — telephone problems
— theft of data or computer time — thunderstorms — tornados — transportation
problems — unexpected vandalism — viruses — water damage — worms — xenon gas
leaks — yellow fever outbreak — zombie, attack of the (yes, that really is a hacker
attack).

Source: SunGard Availability Services 2007.
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Introduction

All organizations would agree that effective data recovery is mandatory and not
optional. How and what we choose to implement as a data recovery and data
protection solution depends on several factors but most important is the
mindset.

The protection of the business comes from the ability to effectively recover
from a disaster with as little data loss and downtime as possible. Hence, the
mindset needs to be ‘How do we recover our data?’ and not just ‘How do we back
up our data?’ It is about recovery management and not just backup management.
Recovery management is a wide-ranging strategy and approach to data protection
that starts with the end goal in mind - effective recovery. This mindset also needs
to include how we increase the availability of our data and systems, as the most
common disaster is the unavailability of our data to users and customers.

The most common recovery strategy is data backup. So why do we back up
our data:

® To restore our data in the event of a disaster
® To retrieve a file in case of deletion or corruption
® To store historical data to ensure compliance with industry regulators.

The method or methods we utilize to back up our data will mostly depend on the
reason we are backing up our data. Whatever the individual reason, backing up
is simply preparing to restore at some point in the future. With a data recovery
focused mindset, the data protection methods we may wish to implement are
governed by the following factors:

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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RPO - recovery point objective
RTO - recovery time objective
Availability

Budget.

Recovery point and recovery time objectives

A recovery point objective (RPO) defines how much data you are willing to lose
in the event of a disaster or other data failure. It refers to the previous point in
time to which you wish to recover the data following a disaster. This figure will
differ from organization to organization and system to system. For example, an
organization utilizing overnight tape backup may have an RPO in the region of 24
hours. This is assuming the tape was unaffected by the disaster. In which case the
RPO will have been overshot by another 24 hours assuming the tape stored off-site
is readable. Achieving an RPO of zero or near zero data loss requires a more com-
prehensive solution than mere tape backup. We will review some possible solu-
tions to achieving differing RPOs below.

The RPO for each data set or system should be determined by your organiza-
tion’s recovery needs. This should be determined by the business during the
business impact analysis (BIA) phase of the business continuity planning project
and reviewed on a regular basis.

Recovery time objective (RTO) refers to how much downtime an organization
is willing to tolerate. Again, this figure needs to be set by the business during the
business impact analysis (BIA) phase of the business continuity planning project
and also reviewed on a regular basis. This figure may vary by system and data set.
Organizations that utilize traditional tape backup recovery techniques would have
an RTO measured in hours and even days. An RTO of minutes or even seconds is
possible, but it involves an investment in technologies, processes and procedures
that go far beyond the tape backup. The implementation of these technologies
will, in most cases, also have a beneficial effect on the RPO.

This raises the question, what is your organization doing to ensure that it can
set and meet your RTOs/RPOs over time?

Availability

Research has shown that 31% of the organizations today would experience signifi-
cant revenue loss or other adverse business impact within one hour or less of
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application downtime and 58% within four hours or less of application
downtime.'

Increasingly, to many organizations the availability of critical systems and data
is as important as the ability to recover. Increased availability of applications and
data is about reducing downtime whether planned or unplanned. It is not just
about increased reliability but also requires greater resilience and removal of single
points of failure.

Just because a system is reliable does not mean it is available. About 20% of
unplanned downtime happens for a wide variety of unpredictable events from
increasingly rare hardware failures to human error (which accounts for 40% of
unplanned downtime), power failures, environmental issues, attacks by hackers
and increasingly software failure (which accounts for another 40% of unplanned
downtime).?

The other 80% of unavailability can be attributed to planned downtime. Systems
and applications may be unavailable due to a variety of activities such as data
backups (which accounts for almost 60% of planned downtime),’ application and
database maintenance and software and hardware upgrades. Planned downtime
will be scheduled to occur when it will have a reduced impact on the business
but it will still have an impact. Users and customers will still be unable to access
the systems and information. Today, with remote access and e-business applica-
tions, there is a greater requirement for 24/7 availability. Consequently, the
business starts losing money from the very first minute of downtime, regardless
of whether it was planned or unplanned.

Dunn & Bradstreet reports that 59% of Fortune 500 companies have at least 1.6
hours of downtime per week. This includes both planned and unplanned down-
time resulting from software failures, system reboots and normal maintenance.
This equates to at least 83.2 hours of downtime in a 52-week year. What is the
cost of this downtime? Well, it depends on your business type. But don’t forget
some of the more intangible costs such as the impact on reputation, erosion of
customer goodwill, strangling of new business, cost of backlog recovery and the
cost of recovery itself.

There are many high availability solutions in the market at the moment and
choosing the right solution for your budget and business is not always straightfor-
ward. One of the common mistakes is to implement a solution in isolation to other
factors affecting downtime and unavailability. For example, implementing an appli-
cation high availability solution without planning for hardware or operating system
high availability. Other factors which contribute to downtime need to be reviewed
as to their impact on availability, i.e. power, software patch failure, etc.

Depending on the high availability solution implemented, it will also reduce the
number of times you may need to recover your systems.

' Thinking Oulside the Tape Box by The Enterprise Strategy Group, Inc.
* Understanding Downtime by Vision Solutions, Inc.
> Understanding Downtime by Vision Solutions, Inc.
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Budget

Along with currently available technology, budget will nearly always be a limiting
factor as to the solution we implement to protect and recover our data. If we
understand the value of the data to the business, we can justify the cost of the
data protection and recovery solution. The value of the data to the business should
be established during the business impact analysis (BIA) phase of the business
continuity planning project.

It does not make sense to implement an expensive recovery solution to prevent
a potential loss of data that may have little value to the business. It may also not
make sense to implement a recovery solution that enables an RTO of days if the
business requires minutes. Any solution chosen should be justified on a cost/
benefit basis.

That said, there is continued concern at board level over the effectiveness of
their business continuity plans including continued availability of critical systems
and their recover strategies. A well-justified and reasoned proposal may well get
board approval even if the cost/benefit is unbalanced.

A

Cost of Downtime

Cost

Cost of Recovery Solution

Maximum Acceptable Downtime (RPO)

Figure 17.1—Cost vs benefit

Backup strategies

With production data volumes expected to grow by 30% year on year for at least
the next five years* (some research organizations are even predicting rates of 60%

4 Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
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growth or more), conventional tape technologies are struggling to keep pace.
Additional requirements for retention and availability of data for compliance pur-
poses have been heaped upon companies of all sizes. In some industries, compli-
ance rules stipulate retention of data for up to seven years. In the health care
industry, patient data may demand retention for 20 years. For major infrastructure,
construction or engineering projects, data may need to be kept for decades (in
the nuclear industry, maybe for centuries).

There is no single backup or data protection strategy; each organization must
formulate a strategy that meets its unique backup, compliance or disaster recovery
needs.

Tape backup

Tape has been with us for many years and over that time its strengths and weak-
nesses have become clear.

Strengths

® Inexpensive medium to store data
Portable format that can easily be moved off-site
Familiar for administrators, who know and understand tape backups.

It is also a widely adopted data protection solution, over 71%’ of organizations
currently back up to tape, which should ensure some longevity in the
technology.

Weaknesses

As beneficial as tape backups can be, there are three key challenges with tape.
First is reliability. Industry reports indicate that tape can fail up to 40%° of the
time. This does not include incomplete backups due to open file errors. The
second is complexity. Tape lacks the flexibility and simplicity that many organiza-
tions require today in a data protection solution. Last is speed. As data volumes
continue to escalate, tape backups are taking longer and longer. A few other
notable drawbacks to tape backups include:

® High impact on production server (backups must occur during off-peak
hours)

° Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
S The Benefits of Continuous Data Protection by Symantec Software Corporation.
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® Compatibility issues for long-term storage due to software and hardware
changes

® Once-a-day backups only capture a single point of recovery

® Increasingly complex management (incrementals, differentials, multi-vendor
solutions, etc.)

® Reliability.

Inadequate or unreliable data protection is a silent killer and most businesses don’t
realize their tape-based data protection presents some critical vulnerabilities until
disaster strikes. Only 37% of businesses actually test their backups regularly, and
of those that do, an alarming 77% are unable to fully recover data from those tapes,
meaning that the data they get back could be many days old.” This may be due to
a variety of reasons, including human error, bad tapes, software bugs, hardware/
software compatibility issues, loss of tapes by third party storage companies and
more.

The unpleasant reality is backup and recovery from tape can be a time-
consuming and tedious chore with an element of risk as to the end result. Con-
sidering the time it takes fully to restore from tape, this is not a viable recovery
option if your organization has a short RPO and/or RTO.

However, tape-based backups should not be considered an outdated technol-
ogy: a complete tape backup could still mean the survival of your business. Tape
should still be considered as a viable data protection and recovery management
strategy in conjunction with other techniques and technologies.

Putting the reliability and recovery issues to one side, the main issue is the time
it takes to back up to tape - it’s slow! Given the rate of data growth, and the same
infrastructure being shared across multiple systems, the key benefit of storage area
networks (SAN), situations are arising where existing tape library infrastructure
cannot back up all the data in the time available.

Given the ever-increasing time to back up the data to tape, organizations have
to reassess what data is backed up and when. Storage administrators are quickly
realizing that not all corporate data is alike and different data must be handled in
ways that benefit the business. They must sometimes perform data triage, allocat-
ing backup resources for only the most critical data. Data classification tools are
growing in importance, allowing administrators to categorize the data for more
effective backups.

Online backup

Online backup can offer, particularly smaller organizations, the opportunity to get
their data off-site utilizing existing or upgraded Internet bandwidth. Depending

7 Top 10 Reasons Why Online Backup is Replacing Tape by LiveVault Corporation.
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on the technology utilized by the online backup vendor, many utilize incremental
backups that only back up the files that have changed since the last incremental
backup. This does have a downside, if you make a small change to a very large
file or database it will have to backup the entire file or database which may take
some time over existing upstream broadband bandwidths. Even if you only backup
once at night to avoid slowing your Internet connection, it is a better solution
than the office manager or IT manager taking the tape home each day.

Another advantage in online backup is that most vendors offer an easy-to-use
web-based restore application. You can restore mistakenly deleted files and some
vendors even offer the capability to restore previous versions of the file, thus
offering a form of document version archiving. By keeping backup data online the
management headaches and administration costs associated with tape and tradi-
tional ‘tapes on trucks’ scenarios are completely eliminated.

Some vendors even offer on-site disk-to-disk (D2D) hardware to enable continu-
ous or frequent on-site backups. The changes are then replicated off-site; see
details on asynchronous replication below.

Data deduplication

If your backup window is still too long the only other option is to reduce the
quantity of data. Data deduplication, also known as data reduction or commonality
factoring, is a technology enabling the reduction of data volumes. Data condition-
ing, data cleansing and deduplication software can consolidate disparate databases
delivering duplicate-free data.

Data deduplication technology takes backup data volume reduction to the next
level by ensuring that multiple occurrences of the same data do not get stored.
Instead of storing everything only unique data segments are stored and tiny ‘point-
ers’ replace the storage of redundant data. These pointers serve as reference marks
for the reassembly of data. Then, once deduplication has occurred, compression
can be applied to further reduce data volume. Often a reduction factor of 20X or
more of the data volume is achieved. Data deduplication is still in its early stages
but with this level of data reduction it is bound to develop into a mainstream
method of data volume management.

Disk-to-disk

Time-proven backup methods like tape continue to work adequately in some situ-
ations, but analysts agree that disk-based technologies are systematically displacing
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tape-based systems for primary backup tasks. Sixty per cent of backup will be on
disk by 2011.% Disk-to-disk platforms are expected to remain more expensive than
tape on a cost per gigabyte basis, but they offer better backup, and restore per-
formance and eliminate some of the common problems of failed backups and tape
management. Analysts currently estimate that 29% of backups are to disk and 71%
to tape. In two years, they estimate this to shift to 43% disk and 57% tape.’ As the
cost differential between tape and disk continues to decline and it becomes more
cost effective due to advanced capabilities such as data deduplication, enterprises
will shift more and more of their data protection to disk and increase the time
that data is stored on disk before it is ultimately vaulted to tape.

Virtual tape libraries (VIL), content-addressed storage (CAS) and continuous
data protection (CDP) are three principal disk-based storage systems that can
address specific backup needs.

A VTL is a backup solution that combines traditional tape backup methodology
with low cost disk technology. It is an intelligent disk-based library that emulates
traditional tape devices and tape formats. Acting like a tape library with the per-
formance of disk drives, data is deposited onto disk drives just as it would onto a
tape library (sequentially), only faster.

A VTL platform can directly replace a tape library while utilizing existing backup
software and policies. VILs are far less disruptive to introduce, have performance
and flexibility advantages over conventional disk, and maximize existing invest-
ments in tape. However, they still require the intervention of a backup administra-
tor to restore individual files as the VIL emulates tape backup and stores the files
sequentially.

Archiving data to CAS can move data off primary storage, reducing the amount
of data that has to be backed up in the first place and snapshots allow for more
frequent restore points for entire systems or individual files. CDP can protect
mission critical data in real time with essentially no backup window and a restore
point up to the moment. Organizations are utilizing disk storage systems for faster
backups, which also allow more frequent backups, offering them far more granu-
larity in their RPO.

Analysts estimate that 30% of enterprises have already adopted a VIL. They also
estimate the adoption of VILs to increase by as much as 20% in five years.'® For
those enterprises that continue to use a mix of disk and tape in their backup
environment, a VIL is the preferred backup target for its non-disruptiveness, flex-
ibility, manageability and ability to facilitate physical tape creation, i.e. disk-to-disk-
to-tape (D2D2T). The majority of enterprises express a desire to continue to use
both disk and tape in their backup environments. VIL adoption is poised for
growth!

8 Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
° Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
19 Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
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Content-addressed storage (CAS) is one emerging disk-based storage technology
that promises to improve the storage of long-term fixed content while lowering
primary storage requirements. CAS systems are designed to store fixed data that
rarely, if ever, changes and is only called for infrequently like patient medical
images or legal documents. However, CAS is not an appropriate solution for high
performance transactional storage tasks and should be seen as only part of the
solution to your data protection strategy.

Organizations that demand more recovery points are often incorporating snap-
shot products, such as Microsoft Volume Shadow Copy Service (VSS™) and CDP
technology into their backup strategies. A CDP product is one that will continu-
ously monitor an object for changes and will preserve copies of all prior versions
of the object. The user will have the ability to view and access these prior versions
as required. The time to perform recovery of specific files changes from hours to
seconds or minutes from implementing these technologies.

Snapshots have come a long way since the days when they integrated with
databases and backup applications via scripts. Snapshots can be full clones or
space-efficient snaps and can be used in rapid succession to offer multiple recov-
ery points. While snapshots do not provide the literal ‘any point in time recovery’
of CDP, they are space efficient and provide recovery at multiple, consistent points
in time. Enterprises will select snapshots as the protection and recovery method
for databases, as well as messaging and collaboration applications. Analysts esti-
mate adoption of snapshot technology at 37% today, and expect this to increase
to almost 60% by 2011."

‘Near-CDP’ is similar to snapshots. There are vendors that market near continu-
ous data protection (CDP) solutions that do not technically meet the Storage Net-
working Industry Association’s (SNIA) definition of providing any point in time
recovery. SNIA defines CDP as ‘a methodology that continuously captures or
tracks data modifications and stores changes independent of the primary data,
enabling recovery from any point in the past’. However, near-CDP products do
offer recovery from multiple points in time by using successive snapshots and/or
replication. This approach reduces processing overhead on production servers,
will meet most enterprise RTO and RPO requirements, and is increasingly a feature
of mainstream backup applications. Thus, while it is not CDP as defined by SNIA,
this is still an advantageous approach to recovery.

CDP will be used to protect the most mission-critical data. There are several
different types of CDP products that provide any point in time recovery from disk.
They differ in the methods they use to track continuously; their awareness and
integration with applications, databases, and file systems; and their recovery
object granularity. CDP products may track data changes at several different levels:
block, file or through application-specific integration. Similarly, the most granular
objects they recover can range from individual files, mailboxes or even
messages.

"' Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
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As a rule of thumb, because CDP continuously tracks all changes to data, the
additional storage requirements can be quite significant. For example, if you
assume a 10% rate of change to a given data set and you want to recover to any
point in time in the last two weeks, you will need as much as 1.5 times additional
storage capacity as the amount of data you are trying to protect. For this reason,
most enterprises will probably use CDP to protect just their most mission-critical
databases and messaging applications. Analysts estimate that current CDP adop-
tion is at approximately 20% and will increase to 35% by 2011."

High availability

The goal of availability is to maximize the access to and uptime of the designated
systems and applications - in essence, to make them fault tolerant.

The primary difference between availability and high availability is that the latter
is designed to tolerate virtually no downtime making them completely fault
tolerant.

That elusive goal of 100% availability, the ultimate goal of high availability, is
virtually impossible to achieve when you consider some of the wider negative
influences on such an achievement which could include budget, human error,
wide area disasters, software coding errors, market changes affecting the business
such as mergers, civil unrest and political changes. These factors are all outside
the sphere of total control and will impact that elusive goal.

In order to maximize availability a holistic approach to the design of the
overall system architecture needs to be taken. The overall design should be
resilient and capable of withstanding individual failures. This should include areas
such as power, environment, network infrastructure, system hardware and
software.

To achieve high availability there are several key factors that will require
particular attention.

Redundancy

Single points of failure should be removed from all areas of the system’s infrastruc-
ture to provide fault tolerance. For example, the design may include items such
as dual power supplies, hot standby hard drives, dual network cards and even hot
standby servers.

'? Disk-Based Data Protection Forecast: 2006 to 2011 by Forrester Research, Inc.
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Reliability

Best of breed products should be installed or at least products with long MTBF
(mean time between failures) figures. Without reliability and redundancy your
system’s availability will be governed by the weakest link.

Recoverability

This refers to the ability of these systems to failover to a hot standby. This may
be automatic or manual failover but the process needs to be simple and well docu-
mented. This documentation should also include the failback process to the
normal production systems.

Serviceability

Items need to be either quickly repairable or easily swapped out otherwise you
may now have a single point of failure in your system.

Training

Your IT and infrastructure staff should be well trained and exercised on their
responsibilities and actions following a failure. The same should be said for your
key suppliers.

Monitoring

There should be some means of monitoring the ongoing performance of the entire
network. Changes in normal performance may indicate a potential failure. Preven-
tive action may just save the day.

When it comes to application and data resilience and availability one of the
common approaches is replication. Replication creates a copy of the live data on
another server or storage system in real or near real time depending on the type
of replication implemented. This enables the ability to failover to the standby
system with no data loss and little downtime. Replication is one of the key recov-
ery management technologies, because it offers distance and immediacy to data
protection. There are two main types of replication, synchronous and asynchro-
nous, which can ensure zero or near-zero data loss in the event of a primary system
failure.
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In synchronous replication or synchronous mirroring, such as Microsoft Clus-
ter™, all data is sent to both storage systems at the same time in a data write
instruction. The instruction will not be considered completed by the application
until it has receiver a data acknowledgement from both systems. Depending on
the distance and capacity of the connection between both systems it can take a
relatively long time to write data to the secondary storage. Since the application
has to wait for both systems to confirm the write this can lead to very slow storage
access speeds.

Synchronous replication is not normally considered suitable for remote or off-
site replication due to the bandwidth and latency issues. There can also be a
problem that occurs when one of the sets of storage becomes disconnected.
Recovery from these events can take extended amounts of time before the data
is fully synchronized. The applications and operating systems also need to be
‘cluster aware’ which will add considerable expense to the solution. However,
it does offer continuous data protection (CDP) with zero data loss.

In asynchronous replication, such as Double Take™, data is written to the
primary storage system as normal and a copy of the write instruction may be sent
to the secondary storage system in real time or buffered until suitable bandwidth
is available. This means that the application can be informed that the data has
been written before the data has been passed to secondary, potentially slow, off-
site storage system. The downside of this is that there is a possibility of data loss
if a fault occurs before the data has been written to the secondary device. Hence,
depending on the configuration this solution could be considered as continuous
data protection (CDP) solution with ‘near’-zero data loss. Which solution is best
for your system’s data depends on your organization’s RPO and of course your
budget.

If your organization can tolerate a near-zero RPO, asynchronous replication can
provide some tangible additional benefits. The secondary storage device can be
located anywhere with no distance limitations. The amount of bandwidth required
is minimal in comparison to synchronous replication and there are no latency
issues. The applications and operation systems do not need to be ‘cluster or rep-
lication aware’, hence the existing licences do not need to be upgraded. However,
one of the really tangible additional benefits is that the secondary storage device
has no open files as on the primary server. By moving your backup device to the
secondary device, you can run regular incremental or even continuous backups
on your data without any effect on application or network performance and with
no open file issues, effectively D2D2T.

Another advantage of asynchronous replication is that your data can be off-site
in real or near-real time negating the risk to the data of a site-wide disaster and
depending on the location of the secondary system, negating the risk of a wide
area disaster such as Hurricane Katrina.

In addition, you do not need to worry about your courier losing last night’s
tapes or the time delay in having them couriered back. An example of this was
when in May 2005 Time Warner Inc., in New York, reported that data on 600000



WAN availability 249

current and former employees stored on 40 backup tapes was lost in transit by
Iron Mountain. Also, following the London bombings on 7 July 2005, some orga-
nizations invoked their business continuity plans and started preparing to occupy
their DR sites. Those who had DR sites in London had severe delays in receiving
their last backup tapes from the storage companies due to the fact that traffic in
London was gridlocked. One company waited for over 24 hours for their tapes,
their RTO was eight hours.

Of course, the main advantage of both forms of replication identified above is
their ability to failover. In asynchronous replication, the DNS address and server
name are transferred from the primary server to the secondary server. The second-
ary server then becomes the production server with potentially no data loss and
may be accessed by users via the WAN. This recovery process can take only a few
minutes enabling a high availability of the data and an RTO of minutes rather than
hours or days as with tape.

Another reward is greatly reduced planned downtime, thus greatly improving
availability. If you need to upgrade or perform maintenance on your production
server, you can failover to the secondary server while the upgrade and testing
takes place. On completion of the work, the two servers will synchronize and
your primary server will come back online.

However, one of the issues with replication is that it will replicate data corrup-
tions from the primary to the secondary. Therefore, it is recommended that some
form of snapshot of the primary system is taken on a regular basis.

In real terms, true data protection will come from a combination of snapshots,
replication preferably off-site, and backups. Tape backup on its own is now
increasingly insufficient due to its inherent risks, data volume sizes and slow
speed.

WAN availability

Comprehensive strategies for business continuity planning should not only focus
on data protection and availability of IT systems, as above, but also consider solu-
tions for WAN and Internet resilience. ISP outages are a reality and they can
directly affect the organization’s ability to function and its reputation, considering
around 20% of all unplanned downtime for email systems is caused due to con-
nectivity loss.

Access to the wide area network (WAN) is vital to most organizations’ systems
and users. It is used for communication with customers via email, for replication
and high availability solutions, and for remote access to centralized databases,
virtual private networks (VPNs) and voice over IP (VoIP), to name a few. Many
organizations rely solely on a standard service level agreement (SLA) from the
Internet service provider (ISP) to provide a guarantee of availability to the WAN



250 Planning to recover your data

links. However, an SLA may only guarantee minimal damages (typically a refund
of fees) in the event of a prolonged failure, not availability. Proactive measures
need to be taken to ensure resilience and fault tolerance of the WAN
connections.

There are many solutions and technologies on the market at the moment to
assist in improving our WAN and Internet resilience. Multi-homing or multi-WAN
switching provides one such solution. A multi-homed WAN uses more than one
link and/or service provider to connect to the outside world. These links run in
parallel to connect to the Internet or between offices, etc. Multi-homing can
provide continuity of service for WAN-based applications ensuring continued
customer satisfaction, regulatory compliance and protection of reputation.

Multi-homed solutions can offer immediate detection of link failures with auto-
matic failover to another available link. It can utilize multiple link types and even
simultaneously utilize all available links to provide a form of load balancing for
bandwidth requirements.

Other WAN issues involved in moving operations to a DR site include DNS and
HTTP redirection. This can be a time consuming and frustrating operation. This
refers to redirecting your Internet address to another location enabling access to
Internet traffic such as email from the new location. Propagating this address
change across the Internet can take 24 hours but there are services such as Neu-
Star’s Ultra-DNS™ and Radware’s Global Redirection™ that enable seamless and
near immediate redirection via a web-based client.

Virtualization

Virtualization will have a considerable impact on the way we plan and develop
IT business continuity and availability strategies for years to come. Its main impacts
will be reducing operational costs and improving overall operational efficiency.
Of course, virtualization is not new: IBM, for example, have been utilizing this
technology for years in its mainframe environments.

Virtualization can be defined as a methodology of dividing the resources of a
computer into multiple environments, by applying technologies such as hardware
and software partitioning, machine simulation and/or emulation. When you con-
sider most servers are running at less than 15% utilization most of the time it makes
sense to use this untapped resource. This technology can also dramatically decrease
capital and operating costs.

There are many forms of virtualization - hardware or server and operating
system virtualization to name but two. The former involves the loading of a pro-
prietary operating system called a hypervisor, such as VMware® ESX Server or
Microsoft® Virtual Server. This virtualization layer then emulates and shares pro-
cessor, memory, storage and networking resources to multiple virtual machines
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enabling greater hardware utilization. That is to say, you can run different operat-
ing systems in isolation, side by side on the same physical machine. Hardware
virtualization has many advantages:

® Server consolidation, as many as 5 to 10 production servers to one

® Supports operating systems, including Windows, Linux, Novell NetWare and
Solaris all on one server

® Can support multiple virtual workstation environments

® Consolidation greatly reduces environmental footprint, i.e. requires less space,
less power, less cooling in your data centre or equipment room

® Can provide multiple virtual test and development machines. VMware sup-
ports encapsulation in which the state of a virtual server can be saved to disk
and restarted at another time.

® Can provide fault tolerance.

Operating system virtualization involves an operating system, such as Windows
Server 2003, and an application, such as SWsoft Virtuozzo™, which emulates the
kernel of the operating system. This enables multiple virtual environments running
from the same operating system. As with hardware virtualization, there are similar
advantages to operating system virtualization; other advantages include:

® Server consolidation, operating system virtualization has a far higher potential
for virtual environment density - as many as 10 to 15 production servers to
one.

® Lower performance overhead than hardware virtualization

® [/0 intensive applications such as Exchange and high end transactional data-
bases may perform better in this environment.

® Live virtual server migration without the requirement for a SAN (IP based).

Do not throw out your old servers. Utilizing virtualization, these servers can be
configured with multiple server configurations reflecting your production servers
and used in the event of a production server failure (with reduced capacity, of
course). However, with multiple physical servers configured as a shared pro-
cessing environment you remove the performance limitations of using any one
server.

The following is one example of using virtualization to provide a fault tolerant,
high availability solution including remote replication.

Let us say we have several physical servers connected to a storage area network
(SAN). These servers have all been configured with the latest offerings from
Vmware® and configured as a shared resource. The virtual servers all exist as files
on the SAN. Assuming physical server number one needs to be taken offline for
maintenance the virtual servers currently running on physical server number one
can be moved to any of the other servers where there is spare capacity without
any downtime. This could also be the case if physical server number one crashed
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due to a hardware failure. Dynamically the virtual servers would be migrated to
utilize the resources of the remaining servers. This configuration greatly enhances
fault tolerance and availability.

Taking this a step further, one can create a point-in-time copy of virtual machines
data that can be used for backup and recovery operations. If we require protection
from a site-wide disaster, we could install a replication product, such as Double
Take™, and replicate the data from the virtual servers in real time to a DR site. At
the DR site, we can have a reduced number of physical servers, as they will only
be utilized during a disaster presumably with a reduced capacity requirement.
Should failover be required, it can happen in a few minutes due to the rapid boot
time of a virtual server. This solution provides us with a near-zero RPO and near-
zero RTO with very high availability.

Due to virtualization, this data protection and system recovery solution was
achieved using a greatly reduced number of servers and enables a lower depen-
dency on the reliability of any one server. The overall cost would be greatly
reduced from the typical physical installation.

Virtualization, in whichever form, will have a considerable impact on the ability
of organizations to recover from a disaster, with the added advantage of a reduced
price point.

Summary

The objective in this chapter was to highlight the need for organizations to have
a multifaceted approach to data management and availability with the primary
focus on recovery management. With a recovery management mindset the orga-
nization, once it has set its RPOs and RTOs, will be able to justify the implementa-
tion of an improved data management and availability solution to achieve its
recovery targets.

Highlighting the weakness of tape does not mean it is obsolete; it does, however,
require the support of other technologies, such as D2D and snapshots, to achieve
the end result we require - effective reliable recovery.

Organizations with shorter RPOs and RTOs need to leverage technologies such
as replication and virtualization to increase availability and recoverability.

If your organization understands the mindset of recovery management, it needs
to plan for recovery - which includes the need for training and exercising to
ensure personnel have the ability and documented procedures to enable efficient
recovery.

If your organization is still solely relying on tape for recovery ensure the integrity
of the tape is tested on a regular basis. This can be achieved by rebuilding the
data to a test environment. Don’t be one of the 40-50% of organizations who fail
to fully recover their data following a disaster! You have been warned!
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Introduction

Writing in an article for the UK Financial Times in late 2006, Lord Levene, chair-
man of Lloyd’s of London, said: ‘Every business takes risks, and in today’s world
those risks simply must be well managed to ensure success. Everyone involved,
from the coal face to the board room, has to understand the risks they face, know
their limits, and be prepared in case things go wrong.’

Risk takes many forms assessed through the business impact analysis. The decisions
reached enable organizations to accept, reduce, avoid or transfer the risk of loss.

Insurance is simply one mechanism by which loss flowing from the occurrence
of an unforeseen event transfers from the business to an insurer. The whole
process is governed by a contract - the insurance policy. Each policy is unique
and although based on insurers’ standard wording there are often specific warran-
ties that apply. For example, the stock section may include wording requiring all
stock to be stored above a certain height to avoid flood damage.

The range of events which triggers a claim is listed within the contract of insur-
ance. All risks headings are followed by a list of exclusions. The contract consid-
eration is the policy premium in exchange for which, subject to the terms and
conditions of the policy, indemnity is provided, so reducing the cost of loss to
the business.

Policy payment rarely amounts to a complete indemnity and thus insurance
needs to be looked upon merely as a fund of money. Properly claimed for,
however, the money received can be used not only to cover post-loss remedial
expenditure but where not spent it is available towards the opportunities
presented by the incident.

The insurance policy can be a flexible instrument and it is for the disaster
manager to understand how the mechanisms can be unlocked to access the policy

The Definitive Handbook of Business Continuity Management, Second Edition.
Edited by Andrew Hiles FBCI. © 2007 John Wiley & Sons Ltd.
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fund. Alternatively, within the continuity plan, there should be identified the
expert assistance required both pre-loss and at invocation to achieve this aim.

Leaving the insurance issue to others, such as insurance brokers or corporate
accounts managers, results in loss of control and loss of focus on remedial works.
This delays consideration of options during the critical immediate post-loss period.
Time is money and the delay ultimately requires either detailed justification to
insurers for actions taken or reduces the expected claim payment. Perhaps it is
salutary to remember that following serious loss, the board of directors will be
looking for more than just explanations when faced with an unexpected call for
significant funding.

What is usually covered?

Traditional property insurance replaces loss of capital assets including buildings,
plant, machinery, vehicles, stock and assists, in a formulated way, towards loss of
business gross profit and post-loss increased cost of working. The modern concept
of risk to a business though goes beyond this.

Corporate liability portfolios cover legal liability to employees, the public and
for supply of defective products or professional negligence. Good corporate gov-
ernance has recognized the liability of the board of directors and senior manage-
ment and thus there has been an expansion in demand for directors and officers’
liability insurance.

Stricter government-driven compliance standards exemplify the focus on enter-
prise risk management. The need to widen the financial cover to protect intellec-
tual property and web-based trading represent significant changes when only a
decade ago bad debt insurance was the perceived limit.

There is also the burden of increasing legislation, for instance with the develop-
ment of concepts such as corporate manslaughter in the UK and increased expec-
tations of a developing blame culture within Western society.

ICT cover requires understanding of the integration into and control over busi-
ness processes various systems have. Cover for hardware is relatively easy to
understand and value, but so often it is not the technically aware who arrange
cover or brokers who understand the client’s rather than the insurer’s definitions
of technology. Clear, unambiguous terms are essential: definitions are vital to avoid
false confidence in the extent of cover.

There is much ambiguity and misunderstanding but it is the data which is
mission critical to the business plus the ability to communicate this throughout
the organization. Data recovery is more difficult to underwrite and cover will
not exist to recreate data from a zero base rather as restoration from existing
backup.

There are many limitations, in particular time excess, virus attack or cyber
theft and need for backup is a precondition. Reference back to the fear of the
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millennium bug serves to illustrate this when many systems were thought to be
in danger of crashing as the year 2000 ticked over.

The policy

An insurance policy is a contract and like any other contract is underpinned by
the law where the contract is issued or where the risk exists. For a multinational
company this is fundamental to understand not only from legal, cultural and politi-
cal viewpoints, but also from commercial and currency understanding as well as
the timescale for the release of funds.

In many common law jurisdictions there are established common law principles
but whatever the jurisdiction, it ought to be remembered that the policy is pro-
duced as a standard by an industry relying heavily on lawyers. This is not a negative
indictment as in particular in North America and the UK insurance is a well-
regulated industry. Institutional protection exists through regulatory bodies
although this is aimed mainly at the non-corporate or domestic insured.

An understanding of the dispute resolution clause, in particular referral of dis-
putes to arbitration, enables the disaster manager to structure the insurance claim
and control the level of investigation required. One insured, rather than rely on a
promise by insurers to share a forensic fire report, put in hand a private investiga-
tion. Ultimately this was needed to defeat the propositions insurers chose to rely
on following receipt of their forensic scientist’s report.

Definitions within the cover are important particularly with regard to specialist
assets such as computers. The words ‘data carrying materials’ include disk arrays,
CDs, memory sticks and the like but do they extend to laptops, fibre-optic cabling
or satellite dishes? Do they cover mobile telephones and the microchips that now
appear in a wide range of consumer-related products from vehicles to microwave
ovens? It is important not to be misled by headings such as ‘all risks’ or ‘compre-
hensive’ - there is no policy covering every risk!

The pre-loss

Too often the insurance aspect is left to other areas of the business. It may fall
under the remit of finance, accounts, and company secretary or even be left to
‘the broker’ - as though he knows more about the business than the people who
run it!

It is thus essential for the disaster manager to know what risks are being trans-
ferred and the level at which this occurs. There needs to be harmony with
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whoever controls the insurance portfolio. In the Caribbean, hurricane cover is
expensive and it carries a 2% deductible of the sum insured. If the sum insured is
of a blanket cover, such as a range of buildings on a particular site then the thresh-
old which needs to be reached before a claim is payable can significantly outweigh
the effect of even a Category 4 hurricane. This is the case for many international
hotel and resort chains.

Value is the basis for insurance and undervaluing will result in reduced claims
payout. Calculating value is not straightforward. Value differs to satisfy differing
objectives. Guidance may come, for instance, from the plant register but is the
value assigned to an asset its reinstatement or indemnity value (actual cash value)?
Pure value may also ignore the actual costs involved in satisfying current design
and legislative requirements; obtaining delivery, installation and testing; and, in
particular, inflation.

There are wider accounting questions to be asked such as determining how
depreciation is dealt with in the company’s accounts. How is the valuation of
stock and work in progress dealt with? Is there an accrued fund for renewals and
what currency considerations should be taken into account?

The policy will be written setting out contract conditions to be met for replace-
ment of asset and deductibles which apply. Consideration needs also to be given
to increased costs that may fall under other policy sections, in particular business
interruption. Fees to professionals such as lawyers, surveyors and accountants also
need to be considered although there is generally no cover for the cost incurred
in making a claim.

Post-disaster it is also important to know the threshold for the cover. Policy
excesses or deductibles reflect extent of premium discounting and can be sur-
prisingly high. Awareness of investigation for liability cover is also essential,
particularly where employees or the general public are harmed.

Thinking wider?

The business impact analysis will have considered technology and people not only
within the business process but in relation to customers and suppliers. This should
have expanded to consider contractual as well as trading obligations and relation-
ships. Insurance for financial loss within the business interruption cover is pos-
sible to cover loss at third party premises as is failure of public utilities and
importantly denial of access.

There continues to be difficult areas for insurers. Long-term risk, as posed by
asbestos, macro risks, as posed by flood plain development, and pandemics such
as avian flu, pollution, terrorism or radioactive leakage illustrate the margins where
Insurers are calling for government responsibility.

Changing weather patterns have resulted in major losses. Islands and economies
dependent on tourism are at greatest risk.
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In 1995 Category 4 Hurricane Luis (the highest being 5 on the Saffir-Simpson
scale) devastated Antigua in the Caribbean. For months thereafter the inflow of
insurance funds to the island was the major contributor to gross domestic product.
Tourism revenue, particularly from cruise liner passengers, instantly ceased. Tour
operators cancelled programmes and airlines reduced flight schedules. This sce-
nario played out again during 2004 on Grenada and Grand Cayman. Coastlines as
well as islands are at risk. Hurricane Katrina in August 2005 took out of produc-
tion a large percentage of US oil extraction and inflicted, even as a Category 3,
extensive damage and loss of life in and around New Orleans.

Inevitably the threat of terrorism remains and permeates through society. The
passing of the Civil Contingencies Act in the UK highlights this and suggests that
this will continue for generations. Considering its impact has to both reflect a local
assessment of area and target risk set against full corporate resilience.

Retained insurance — captive or accepted risk?

Larger organizations will have a wider range of options to traditional insurance.
Alternative risk transfer reflects the convergence of the insurance and capital
money markets.

Retention of risk, whether by a policy deductible or non-insurance of a particu-
lar peril such as ‘impact by vehicles’ or the creation of a self-insurance pool, can
have important effects on the speed of post-loss recovery, cash flow and capital
funding.

Insurers control the extent to which they are prepared to accept risk by cover
limitation, premium pricing and the contract wording of the insurance policy. A
retained fund can streamline procedures but may well be less able to respond to
large loss.

Management of the fund is a specialist task but again it is essential to understand
the parameters set and interdepartment issues to access the money. In one instance
money, placed on the money market for best return, based on a three-month call
was needed for post-loss recovery expense. The fund incurred significant penalties
to release immediate post-loss finance for rebuilding fire damaged property.

As with any fund there will be a reinsurance provision and this can lead the
disaster manager back to a stage one position where enquiries by reinsurers are
necessary.

Insurance has an essential role

Lord Levene, Chairman of Lloyd’s, has called for all businesses to make risk man-
agement a key priority:
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Effective risk management ensures that a good understanding of risk is backed up
by the right appetite, capacity, and controls. In today’s increasingly risky world, and
particularly in the insurance industry, I just don’t see how any business can survive
without it. It separates those who are educated, careful risk takers, from those who
are simply gamblers.

Delivery of the promise

No business continuity plan is complete without consideration of the post-disaster
question:

® Who pays?
From this follow two subsidiary questions:

® Which source(s) do monies come from?
® How quickly can these funds be accessed?

What is of equal importance to the existence of insurance is ensuring delivery of
the inherent promise purchased from insurers, and that is to pay. There is a strange
comfort in believing that because ‘we are insured’ all is well. From the outset it
would be a mistake to believe that insurers’ systems and processes have been
designed just with the particular loss to the insured entity in mind. Far from it!
There will be a chain of people and outsourced companies involved, all with their
own agendas. These can range from those supplying dehumidifiers or replacement
carpets to forensic scientists, loss adjusters, accountants and lawyers. Generally,
insurers are willing to part with their money but only after they have undertaken
proper investigation and are satisfied that the contract terms and conditions are
complied with.

There is thus an important and essential duty on the business continuity manager
to be aware of the need to accommodate the necessary post-loss enquiries which
in the longer run may well be just as important to the survival of the business as
actions taken based only on speed of response as provided for by the plan. This
will certainly involve dealing with loss adjusters and also the clamour of loss asses-
sors willing to prepare claims. It is at this time that the role of a disaster manager
with insurance experience is invaluable. At least access to one within a plan can
answer the core issues that often arise and remove the sense of uncertainty and
loss of control.

This position may be better understood by considering a cause of loss arising
from third party action. In Avonmouth, Bristol, UK, a road tanker was making a
routine delivery of a bulk chemical. Mislabelling on the tanker and failure of
correct paperwork resulted in a delivery pipe being connected to the wrong
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storage silo. Police, health and safety and forensic scientists for insurers investi-
gated the resulting explosion.

The insured was well served by loss adjusters but there was an uninsured loss.
Through diligent investigation policy monies were accessed swiftly leaving insur-
ers to recover later through litigation. To that claim was added the uninsured
value. This aspect of the loss required funding and was paid later yet the immedi-
ate rebuild cost had to be funded by reserves from the company.

Legal awareness is an essential necessity just as much as knowing the demands
and constraints of existing business contracts. Early statements are often invalu-
able as are eye witness accounts. Although the continuity plan focuses on the
business recovery, proper facility should be built into the postloss period to
investigate cause and have regard to any dispute resolution requirement.

This will assist lawyers but inevitably will be demanded by statutory bodies such
as the Health and Safety Executive. On a lower level, investigation may be wanted
as a business activity tool, for instance to improve processes or training. The com-
monest demand, however, is from insurers.

Control over this essential financial link often falls between job descriptions
where finance is seen as a separate operation, distinct from the scope of material
repairs or even the disaster management process. It is the disaster management
process that needs to capture the expense and apportion it to the differing direc-
tions. Different people may be required to sign off a claim and internal processes
may not operate at necessary speed; disaster funding cannot be treated as an
expenses claim!

Added value of a disaster manager

The first objective is to apply the plan to the loss. This requires an understanding
of what the plan is seeking to achieve? In some cases this is simply recovery of
systems. The larger the incident the more interaction occurs and the more people
feel under threat.

In truth the commercial objective is to minimize the impact of the incident on
business gross profit. For larger losses this has an added time dimension. A typical
approach for a disaster manager is to test decisions against the overriding objec-
tive of minimizing the loss of gross profit.

Second, the focus is on who pays? As far as the insurance, including self-
insurance, is concerned, the prime role is to capture information under full
breadth of policy cover and speed interim payments wherever possible. This will
involve dealing with a range of professionals, investigating cause, and considering
policy liability and recovery position against others.

Thus it is the insurance claim where initial funding is sought. The disaster
manager will liaise with brokers and adjusters and create an interface for speeding
funds or identitying difficult problems.
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Insurance though is simply one source of post-loss funding. And as part of the
brief other funding sources will be considered. These include:

Company’s own funds

Increased shareholders’ capital

Institutional funders

Third parties against whom legal liability is established.

The disaster manager must understand who the paymaster is and foremost this
will be the company. Early information is needed to establish what liquid assets
are available to meet the anticipated costs. After a loss, immediate finance comes
either from company cash flow or reserves (which may even be the directors’
pockets in small concerns), or short-term overdraft.

Raising money from shareholders or new institutional funders will take time
and require a far more detailed business offering than a mere call for cash to meet
the effects of the disaster. Perversely the disaster itself may be seen as a negative
reason to lend and the way in which the problems are addressed become an
important persuasive tool. Much rests on the disaster manager’s shoulders.

Bankers’ and financial institutions’ own risk analysis bears no relation to the
business loss. In January 2002 one of the oldest public houses in southwest
England, The Rising Sun in Somerset, suffered a fire resulting from an electrical
fault. The thatched roof of the building readily ignited leaving the property with
partial collapse of walls. The company’s bankers, an internationally known name,
carried out a risk assessment and without consultation sought to foreclose on the
business, calling in the outstanding loans and thereafter disposed of the site to
recover their mortgage interest. There was no discussion with the local branch
manager, the matter being dealt with by a remote regional office.

With effective disaster management temporary funding was acquired, insurance
claim issues resolved in six weeks and 12 months later the premises had been
rebuilt and business remodelled with turnover increasing 235%. The insured
changed banks.

Third party recovery requires increased investigation to prove loss and will
require careful record keeping.

Turning to the secondary question:

® Which source(s) do monies come from?

Monies can come from several sources such as insurance, loans, even grants. Of
equal importance is ascertaining the ultimate funder. For instance, a third party
company may have insurance that does not fully cover the liability. Who will be
paying the difference - is the liable company solvent?

Another example arises in small jurisdictions that suffer catastrophe such as
Caribbean islands. Local insurance will soon exhaust and funds will come from
offshore reinsurance (if it has been effected at all). Where is this placed?
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A government may step in such as in New Orleans post-Katrina or in tornado
alley in the Mid West of America. Flood assistance in Florida is common from local
authorities as well as charities. The benefit is more personal but business relies
on its employees.

Having identified funding sources an assessment can be made as to how quickly
these funds can be accessed. The disaster manager must know the paymaster’s
requirements. Essentially, this will be an understanding of insurers’ processes and
procedures. Pre-loss knowledge is critical so that all stakeholders in the loss can
be quickly contacted. For legal recovery full investigation is critical to capture
information and consider the best route towards resolution of the matter.

Conclusion

The role of insurance is as one provider of funds. Although it is the most usual it
is not the only option. The use of a disaster manager can focus the plan into mini-
mizing the loss of gross profit and take a wider holistic view at business develop-
ment. A good disaster manager also turns a disaster into an opportunity for
longer-term business development.
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Identify potential types of emergencies and the
responses needed

Emergency response is that period of time during which your adrenaline is flowing.
Some events seem to be happening in slow motion while others are going at the
speed of light, and you keep having the nagging feeling that something is being
overlooked. Decisions come more quickly for some people and others freeze
when having to make a quick decision. The future of organizations, structures and
people is hanging in the balance. How confident are you in your ability to recog-
nize the situation and make the correct decisions? In another day or another week
you will be able to provide an accurate evaluation of how well you performed but
you need an answer now. Preparation is the key.

If this chapter were organized like a Hollywood movie, the opening scene
would focus on you in the midst of an emergency (fire, flood, building collapse,
physical violence, hurricane, etc.) giving orders and wondering if you are making
the correct decisions. The future of people and your company is at stake. Then
the camera would fade and in a series of flashbacks we would all have the oppor-
tunity to see how you, and your company, prepared for the emergency. We would
see you and your planning group trying to identify just what is an emergency.
After hours of conversation, citing examples to support various positions, stories
of known emergencies, and the retelling of actual experiences, you would have
reached the conclusion that an emergency isn’t just one single type of event but
that it is wide reaching and a composite of many different elements. You decide
to use the definition of an emergency that is used by the Federal Emergency Man-
agement Agency in its publication Emergency Management Guide for Business
and Industry which states that:

The Definitive Handbook of Business Continuity Management, Second Edition.
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An emergency is any unplanned event that can cause deaths or significant injuries
to employees, customers or the public; or that can shut down your business, disrupt
operations, cause physical or environmental damage, or threaten the facility’s
financial standing or public image.

This definition opens the door to considering many different types of events that
could have a negative impact on your people and your business. And the question
it raises is: ‘How do we identify the types of emergencies that we are most likely
to experience and what will be the impact on us?’ This two-part question then
leads you to design a simple, effective matrix system for identifying, estimating
the probability, anticipating the potential impact and recognizing existing internal
and external resources to respond to the emergency.

Such a matrix is shown in Figure 19.1 and is referred to as a Vulnerability Analy-
sis. One of its strengths is that it is simple to use and simple to understand. The
key to the use of the Vulnerability Analysis is the recognition of the many types
of emergencies that could affect you, the projected impact of the emergency, and
the resources that are available to respond to the emergency. From this beginning
you are now in a position to begin the process of allocating resources to minimize
or even prevent some emergencies, determine what elements of your organization
and facilities are at greatest risk and how you want to spend your limited resources
to prepare for the various emergencies. The Vulnerability Analysis becomes a
very valuable planning tool to help you prepare, respond and recover from
an emergency.

When you start the process of completing the Vulnerability Analysis, one of the
questions you will raise will be, “Where do I find information about past emergen-
cies and potential emergencies?” so you can complete the first column. The
knowledge of long-term employees will be a rich resource of emergencies, and
near emergencies, that have occurred in the past.

The actual emergency experiences at other locations of members of your plan-
ning group will also assist you. Local newspaper and magazine records are a source
of information about previous emergencies. And then there are the community
emergency response organizations.

The community emergency response organizations include fire, law enforce-
ment, medical response, rescue, Red Cross, emergency management (civil defence)
and others. They know what types of emergencies are most common, which ones
they are prepared to respond to and what potential emergencies worry them the
most. Establishing a rapport with these organizations before any emergency occurs
is extremely valuable in ensuring an effective response on their part to your emer-
gency. Having these organizations work with you as you develop, test and main-
tain your emergency response capabilities is a win-win situation for everyone.
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